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INTRODUCTION

The first thing you notice when you walk into the White House

Situation Room is how cramped and stuffy it is. There’s so little
space that if people are already sitting at the table, you have to
slowly snake your way in between them like you’re taking a seat in
the middle of a row in a crowded movie theater. Excuse me ...
Pardon me ... Sorry. And try not to bump the National Security
Advisor. For some reason, the air-conditioning doesn’t work all that
well, so it can get pretty fragrant. And unless you’re the President of
the United States, every guy keeps his suit jacket on and his tie
tightened.

It was early in 2014, and it was my first time in the room with
President Obama. I was the new Under Secretary of State for Public
Diplomacy. He was in shirtsleeves and came in without greeting
anyone—focused, intense, all business. I had known President
Obama when I was a journalist and had that chummy, jokey rapport
with him that journalists and politicians cultivate. But this was a
side of him that I had never seen before.

The meeting was about the role of international broadcasting,
which was part of my brief at the State Department. International
broadcasting meant the legacy organizations that were better known
during the Cold War: Voice of America, Radio Free Europe, Radio
Liberty. You may not pay attention to them anymore, but they still
have a $750 million budget—a nontrivial number even to the
federal government. Ben Rhodes, the President’s deputy national
security advisor, sketched out the topic and then called on me. I



started to lay out all the traditional stuff that these entities were
doing, and I could see the President was impatient. “I caught the
pass, Rick,” he said without a smile. Hmm. In a nanosecond, I pulled
back to 30,000 feet and said, well, the real problem was that we
were in the middle of a global information war that was going on
every minute of the day all around the world and we were losing it.

Then, a different response from the head of the table. “Okay,” the
President said, “what do we do about it?”

That is the question. There is indeed an information war going on
all around the world and it’s taking place at the speed of light.
Governments and non-state actors and individuals are creating and
spreading narratives that have nothing to do with reality. Those
false and misleading narratives undermine democracy and the
ability of free people to make intelligent choices. The audience is
anyone with access to a computer or a smartphone—about four
billion people. The players in this conflict are assisted by the big
social media platforms, which benefit just as much from the sharing
of content that is false as content that is true. Popularity is the
measure they care about, not accuracy or truthfulness. Studies show
that a majority of Americans can recall seeing at least one false story
leading up to the 2016 election.! This rise in disinformation—often
accompanied in authoritarian states by crackdowns on free speech—
is a threat to democracy at home and abroad. More than any other
system, democracies depend on the free flow of information and
open debate. That’s how we make our choices. As Thomas Jefferson
said, information is the foundation of democracy.? He meant factual
information.

Disinformation is as old as humanity. When the serpent told Eve
that nothing would happen if she ate the apple, that was
disinformation. But today, spreading lies has never been easier. On
social media, there are no barriers to entry and there are no
gatekeepers. There is no fact-checking, no editors, no publishers;
you are your own publisher. Anyone can sign up for Facebook or
Twitter and create any number of personas, which is what troll
armies do. These trolls use the same behavioral and information



tools supplied by Facebook and Google and Twitter to put poison on
those platforms and reach a targeted, receptive audience. And it’s
just as easy to share something false as something that’s factual.

One reason for the rise in global disinformation is that waging an
information war is a lot cheaper than buying tanks and Tridents,
and the return on investment is higher. Today, the selfie is mightier
than the sword. It is asymmetric warfare requiring only computers
and smartphones and an army of trolls and bots. You don’t even
have to win; you succeed if you simply muddy the waters. It’s far
easier to create confusion than clarity. There is no information
dominance in an information war. There is no unipolar information
superpower. These days, offensive technologies are cheaper and
more effective than defensive ones. Information war works for small
powers against large ones, and large powers against small ones; it
works for states and for non-state actors—it’s the great leveler. Not
everyone can afford an F-35, but anyone can launch a tweet.

Why does disinformation work? Well, disinformation almost
always hits its target because the target—you, me, everyone—rises
up to meet it. We ask for it. Social scientists call this confirmation
bias. We seek out information that confirms our beliefs.
Disinformation sticks because it fits into our mental map of how the
world works. The internet is the greatest delivery system for
confirmation bias in history. The analytical and behavioral tools of
the web are built to give us information we agree with. If Google
and Facebook see that you like the Golden State Warriors, they will
give you more Steph Curry. If you buy an antiwrinkle face cream,
they will give you a lot more information about moisturizers. If you
like Rachel Maddow or Tucker Carlson, the algorithm will give you
content that reflects your political persuasion. What it won’t do is
give you content that questions your beliefs.3

So, what do we do about it?

First, let’s face it, democracies are not very good at combating
disinformation. I found this out firsthand at the State Department,
where the only public-facing entities in government that countered
ISIS messaging and Russian disinformation reported to me. While



autocracies demand a single point of view, democracies thrive on
the marketplace of ideas. We like to argue. We like a diversity of
opinion. We’re open to different convictions and theories, and that
includes bad and false ones. In fact, we protect them. Justice Oliver
Wendell Holmes famously argued that the First Amendment protects
“the thought that we hate.”* And frankly, that’s a handicap when it
comes to responding to disinformation. It’s just not in our DNA as
Americans to censor what we disagree with. “The spirit of liberty,”
said Learned Hand, “is the spirit which is not too sure that it is
right.”

Disinformation is especially hard for us to fight because our
adversaries use our strengths—our openness, our free press, our
commitment to free speech—against us. Our foes use free media just
like political candidates do. They understand that our press’s reflex
toward balance and “fairness” allows them to get their own
destructive ideas into our information ecosystem. Vladimir Putin
knows that if he says the sun revolves around the earth, CNN will
report his claim and find an expert who will disagree with it—and
maybe one who supports it just to round out the panel. This quest
for balance is a journalistic trap that Putin and ISIS and the
disinformationists exploit. In a fundamental way, they win when an
accepted fact is thrown open for debate. Treating both sides of an
argument as equal when one side is demonstrably false is not fair or
balanced—it’s just wrong. As I used to tell the foreign service
officers who were working to counter disinformation, “There aren’t
two sides to a lie.”

What is perhaps most disturbing is that disinformation erodes our
trust in public discourse and the democratic process. Whether it’s
Mr. Putin or ISIS or China or Donald Trump, they want you to
question not only the information that you are getting but also the
means through which you get it. They love the stories in Western
media about information overload and how social media is
poisoning the minds of young people. Why? Because they see us
questioning the reliability of the information we get, and that
undermines democracy. They want people to see empirical facts as



an elitist conspiracy. Social media was a godsend to their
disinformation efforts. On Facebook and Twitter and Instagram,
information is delivered to you by third parties—friends, family,
celebrities—and those companies don’t make any guarantee about
the veracity of what you’re getting. They can’t; it’s their economic
model. And your friends are not exactly the best judge of what’s fact
and what’s not. Under the law, these companies are not considered
publishers, so they are not responsible for the truth or falsity of the
content they are delivering to you. That is a mistake. They are the
biggest publishers in history.

Not that long ago, the internet and social media were seen as
democratizing and emancipating. The idea was that universal access
to information would undermine authoritarian leaders and states. In
many cases, it does. But autocrats and authoritarian governments
have adapted. They have gone from fearing the flow of information
to exploiting it. They understand that the same tools that spread
democracy can engineer its undoing. Autocrats can spread
disinformation and curtail the flow of accurate information at the
same time. That’s a dangerous combination for the future of
democracy.

This challenge is different from those we’ve faced before. It is not
a conventional military threat to our survival as a nation, but it is an
unconventional threat to our system of beliefs and how we define
ourselves. How do we fight back without changing who we are?

As you will see, I don’t believe government is the answer. In a
democracy, government is singularly bad at combating
disinformation. That’s in part because most of those we are trying to
persuade already distrust it.® But it’s also not good at creating
content that people care about. That’s not really government’s job.
Early on at the State Department, I said to an old media friend,
“People just don’t like government content.” He laughed and said,
“No, people just don’t like bad content.”

This is not a policy book, though there is policy in it. It’s not a
traditional memoir, though the book is in the first person. It’s not
journalism, though I've tried to use all the skills I learned over a



career as a journalist. Is it history? Well, it’s somewhere between the
whirlwind of current reporting and what we once called history. But
with today’s accelerated news cycle, where memoirs come out a few
months after the actions they describe, it’s more like history as the
Greeks saw it, a narrative about the recent past that provides
perspective on the present. It’s the story of the rise of a global
information war that is a threat to democracy and to America—a
story that I tell through my own eyes and experiences at the State
Department.

I spent a little under three years at State during President
Obama’s second term, from early 2014 to the end of 2016. I came to
it after seven years as the editor of Time and a lifetime as a
journalist. As head of Time, I used to say my job was to explain
America to the world, and the world to America. That’s not a bad
definition of my job at State. I brought other experience with me as
well. I spent three years working with Nelson Mandela on his
autobiography. I was the head of the National Constitution Center in
Philadelphia. The official description of my job at the State
Department was to support U.S. foreign policy goals by informing
and influencing international audiences.” Some people called it
being “propagandist in chief,” but I liked to say that I was the chief
marketing officer of brand America.

The story is not a view from the top. Despite that opening
anecdote, I was not in the Oval Office conferring with President
Obama on key decisions. But it’s not a view from the bottom either;
I was the number-five-ranked person at the State Department. In the
grand scheme of things, the Under Secretary for Public Diplomacy
isn’t a big deal, but the job is not a bad vantage point from which to
tell this particular story. No, I couldn’t see everything that the
President or the Secretary of State saw. But in government, it’s
harder to see below you than above you. While I missed a lot of
what those below me saw, I saw a lot of what those above me
missed.

There’s a lot in the book about how government and the State
Department work. I found government too big, too slow, too



bureaucratic. It constantly gets in its own way. And sometimes that’s
not a bad thing. Like, now. I used to joke with my conservative
friends that they should be in favor of big government because big
government gets nothing done. But at the same time, I came to
realize that the only people who could really fix government are
those who understand it best. The dream of an outsider coming in to
reform government is just that—a dream. This also bears repeating:
I found that the overwhelming number of people in government are
there for the right reasons—to try to make things better. To work
for the American people. To protect and defend the Constitution.
They are true public servants. Even when I grew frustrated, I never
doubted that.

The rap on me in government was that I saw every problem as a
communications problem. I wouldn’t say this was quite true, but I
saw that communication was a critical part of every problem. And
that not thinking about and planning for how to communicate
something generally made the problem worse. And you know who
else saw it that way? ISIS and Vladimir Putin and Donald Trump.
For all three of them, communications—what we in government
called messaging—was not a tactic but a core strategy. They all
understood that the media cycle moves a lot faster than the policy
cycle, and policy would forever play catch-up. They knew that it
was almost always better to be first and false than second and true.
One problem with the U.S. government is that we didn’t really get
that; we saw messaging as an afterthought.

Even though my position had enormous range—covering
educational and cultural exchanges as well as public affairs—I
ended up focusing on two things: countering ISIS’s messaging and
countering Russian disinformation. Before I went into government,
smart people told me to find a few things to concentrate on and not
to worry about the rest. As it turned out, I felt like these two issues
found me. History happened, I jumped in, and I worked on them to
the exclusion of almost everything else. Both involved a global
trend: the weaponization of information and grievance. ISIS
perfected a form of information warfare that weaponized the
grievances of millions of Sunni Muslims who felt spurned by the



West and by their own leaders. Russia spent decades developing its
own system of information warfare, which helped Putin weaponize
the grievances of Russians who felt a sense of loss at the fall of the
Soviet Union.® In fact, our word “disinformation” is taken from the
Russian degzinformatsiya, which was reportedly coined by Stalin.”
Both ISIS and Russia saw and depicted America as a place riven by
hypocrisy, racism, and prejudice, and the primary source of global
injustice. This book’s narrative is chronological, and the story
rotates back and forth between Russia and ISIS, a structure that
reflects the reality of my job. I tell the story in real time with the
knowledge I had at the time.

And then, two-thirds of the way through my time fighting these
battles, Donald Trump entered the American presidential race, and
it felt like everything suddenly connected. The information battles
we were fighting far away had come home. Trump employed the
same techniques of disinformation as the Russians and much the
same scare tactics as ISIS. Russian propagandists had been calling
Western media “fake news” long before Donald Trump. The Russian
disinformation techniques we saw around the annexation of Crimea
and the invasion of Ukraine were transposed to the American
election space. Only this time, they were done in English—pretty
poor English mostly—not Russian. For ISIS, Trump’s candidacy
confirmed all that they had been saying about the Islamophobia of
the United States and the West. Trump’s “Muslim ban” was
propaganda gold for ISIS. All three of them—ISIS, Putin, and Trump
—weaponized the grievances of people who felt left out by
modernity and globalization. In fact, they used the same playbook:
ISIS sought to Make Islam Great Again; Putin yearned to Make
Russia Great Again; and we know about Mr. Trump. The
weaponization of grievance is the unified field theory behind the
rise of nationalism and right-wing strongmen.

I found that there was a malign chain of cause and effect among
the three. In fighting Assad and seizing territory in Syria, ISIS
helped create an exodus of Syrian refugees, millions of whom made
their way to Europe. Putin’s indiscriminate bombing in Syria



accelerated that mass relocation. Then Russia, through
disinformation, helped weaponize the idea of immigration by
stoking fears of refugees and terrorism. And along came Donald
Trump, who made the fear of immigration a central part of his
campaign.

I see that very clearly now, but did I see it then? Not really. Did
anyone in the U.S. government see it? I'm not sure. If people did see
it, they didn’t talk about it, and not much was done about it. I'm not
sure how much we could have done anyway.

Every scene in the book is designed to show how both Russia and
ISIS weaponized information and grievance; how Russian
disinformation entered the American election; how Donald Trump
weaponized grievance and used many of the same techniques and
strategies as Russia and ISIS did; how government isn’t much good
at responding to a threat like this. In many ways, the fight against
ISIS’s messaging looks like a success story. We actually did a fair
amount, and ISIS went from seeming omnipresent on social media
to being confined to the dark web. But the truth is, I don’t know
that what we did made any difference. Crushing ISIS militarily had
a heck of a bigger effect than dueling with tweets. As I used to tell
my military colleagues, losing a city to ISIS sends a terrible message,
but taking a city is the best message of all. Ultimately, it’s not a
military fight; it’s a battle of ideas between Islamic extremists and
the much larger audience of mainstream Muslims. ISIS was always
more of an idea than a state, and that idea is far from dead.

The fight against Russian disinformation was murkier. It was
difficult to get started, didn’t gain much traction, and then mostly
faded away. Combating Russian disinformation was harder than
countering ISIS in part because everyone agreed that ISIS was an
irredeemable enemy, while lots of people at State and the White
House were ambivalent about hitting back at Russia. Some of that
hesitance came from people who didn’t think it was the
government’s job to counter any kind of disinformation, which is a
fair point. Some of it came from people who thought that countering
Russia’s message only made things worse. And some came from



people who felt that it was more effective to treat Russia as a fellow
superpower (even though it was not) than a fading regional player.

But the scale of Russian disinformation was beyond what we
were capable of responding to. The Russians had the big battalions;
we had a reluctant, ragtag guerrilla force. They also had the element
of surprise. Maybe a few old Cold Warriors might have seen it
coming, but mostly we did not. It hadn’t been all that long since the
2012 election when people had mocked Mitt Romney for saying that
a revanchist Russia was our number one geopolitical foe. Frankly,
it’s not that they were so sophisticated, it’s that we were so
credulous. The Global Engagement Center, created during my final
year and designed to be a centralized hub for countering all kinds of
disinformation, is potentially a powerful weapon in this fight.

Finally, when it came to countering Donald Trump’s
disinformation, we were pretty much paralyzed. No one wanted to
do that. Let me correct that: plenty of people wanted to do it, but
almost no one thought it was practical or right or legal to do so.
Moreover, everyone at the White House and at the State Department
thought, Well, Hillary is going to win, and the White House really
didn’t want it to look like we were putting our finger on the scale.
After all, the Russians and Trump were preparing to question the
integrity of the election when Trump lost. No one wanted to give
them any evidence they could use to say the election was rigged,
which is precisely what they would have done.

For the first six weeks after Donald Trump entered the race in
June 2015, Russia did almost nothing to support him. The Russians
seemed as bewildered as the rest of us at what he was doing. They
were always and resolutely anti-Hillary, but it took them a while to
become pro-Trump. They were reading the polls too. When they did
come around to supporting him, it was pretty clear they didn’t think
he would win. What they wanted was a loss close enough that they
could question the legitimacy of Mrs. Clinton’s victory. They were as
surprised by Trump’s victory as, well, Trump was.

I saw Russian disinformation enter the American presidential
campaign and was alarmed by it, but to this day, I'm not sure what
impact it had. Russian messaging had a lot of reach but hardly any



depth. Sure, Russian ads and stories on Facebook reached 126
million people, but those 126 million people saw exponentially
more content than a few Russian ads.!® Moreover, as data today
suggests, the ads themselves were not very successful. People didn’t
recall them or act on them. What had a more significant effect was
the false and deceptive content that the Russians seeded onto all
platforms, not just the buying of ads on Facebook. But in the end,
disinformation tends to confirm already held beliefs; it’s not really
meant to change people’s minds. Disinformation doesn’t create
divisions; it amplifies them.

So, did Russian disinformation tip the election to Donald Trump?
I don’t know. By televising hundreds of hours of Trump’s campaign
speeches, CNN did a whole lot more to elect him than Russia Today
did. Televising his rallies sent a message to voters: this is important,
pay attention—after all, we are. And millions of voters’ deeply held
antipathy to Hillary Clinton did a lot more to defeat her than a few
hundred Russian trolls in St. Petersburg. The Russians sought to sow
doubt about the election, hurt Hillary, and help Trump, without any
expectation that it would tip the balance.

My experience in government changed my view of the information
and media industry in a fundamental way. As a journalist, I had
always seen information as the lifeblood of democracy. That’s how
the Framers saw it too.!! Like so many, I saw the rise of the internet
as a fantastic boon to global freedom and democracy—the more
knowledge people had, the better able they would be to choose how
to govern themselves and live their own lives. I still do. But these
new tools and platforms are neutral. As Aristotle said of rhetoric, it
can be used for good or ill. I came to see that dictators and autocrats
and con men quickly figured out how to use these new tools to fool
and intimidate people. They used the tools of democracy and
freedom to repress democracy and freedom. We need to use those
same tools to protect those values.

I had always believed in the notion that the best ideas triumph in
what Justice William O. Douglas called “the market place of



ideas.”!? This notion is found in John Milton and John Stuart Mill
and is a bedrock principle in our democracy. But everyone
presumed that the marketplace would be a level playing field. That
a rational audience would ultimately see the truth. I think we all
now know that this is a pipe dream. Unfortunately, facts don’t come
highlighted in yellow. A false sentence reads the same as a true one.
It’s not enough to battle falsehood with truth; the truth does not
always win.

In foreign policy, there’s the classic divide between realism and
idealism. When it came to information, I’d always been an idealist. I
believed that sunlight was the best disinfectant. I left office as an
information realist. Disinformation, as I said earlier, isn’t a new
problem, but the ease with which it can be spread on social media
is. Today we are all actors in a global information war that is
ubiquitous, difficult to comprehend, and unfair. It is a war without
end, a war without limits or boundaries. A war that we still don’t
quite know how to fight.

To say the truth is under attack is a beautiful phrase. But the
problem is that people have their own truths, and these truths are
often at war with one another. We no longer seem able to agree on
what is a fact or how to determine one. The truth is, it’s impossible
to stop people from creating falsehoods and other people from
believing them.

So, looking back, there was a lot that we saw that we did
something about. There was a lot that we saw that we didn’t or
couldn’t do anything about. And there was a lot that we just didn’t
see. I saw part of the picture but not all of it. I wish I had been able
to connect the dots faster. I wish I had been able to do more. And
there was always the sense that it couldn’t happen here.



PART I

Welcome to State






The Turnstile

When you walk into the 21st Street entrance of the State
Department, you have to show your ID to the uniformed guards
standing outside the building. They peer down at your card to check
the tiny expiration date in the upper left-hand corner before waving
you through, exactly the way they have been doing it since the
Korean War.

Once you’re past the guards, you have to pass through two tall,
automated metal doors. To get them to open, you step onto a four-
by-six-inch magnetic carpet in front of them. Some mornings you
just had to touch the carpet and the doors would spring open.
Sometimes you had to jump up and down. And sometimes you had
to open the doors yourself. On many mornings, you would see
diplomats in sensible suits hopping up and down before putting
their shoulders to what must have been a two-hundred-fifty-pound
door.

Once you were through the double doors and into the lobby, you
needed to pass through one of five clunky-looking metal turnstiles
that probably didn’t look modern when they were installed 25 years
ago. You inserted your card in a horizontal slot in the main part of
the turnstile and then entered your PIN on the keypad. The problem
was the keypad. It was loose and soggy, and the smudged protective
plastic cover made typing hard. About a third of the time when you
typed in your number, it didn’t register. When that happened, you
moved over to the next turnstile and started all over again.

So, each morning, as you entered what everyone always called
“the Building” to do your day’s work for American diplomacy, there
were a series of small fraught negotiations that failed about as often
as they succeeded.



The Lobby

That eastern entrance to the State Department was the main
entrance when the Building opened in 1941. It was designed in the
late 1930s to be the home of the War Department. But a few years
after construction started, the War Department realized that it had
already outgrown the building’s capacity and commenced work on
what would become the Pentagon. It was decided that the new
building would house the State Department.! The site, in a part of
the District known as Foggy Bottom, was not a very glamorous
location, then or now. For the employees of the State Department,
who had been in the ornate Old Executive Office Building on
Pennsylvania Avenue, it was like moving to a much less desirable
zip code.

Established in 1789 under President George Washington, the
State Department was the first cabinet-level agency to be created
under the new executive branch. It was responsible—then and now
—for managing the foreign affairs of the U.S. government. The first
Secretary of State, Thomas Jefferson, had a staff of one chief clerk,
three subordinate clerks, a translator, and a messenger. There were
just two diplomatic posts, London and Paris. Today, the department
has more than 40,000 employees, over 200 diplomatic posts, and a
budget of $50 billion. In addition to the high-level diplomacy
conducted by ambassadors and envoys, the State Department does
more prosaic tasks, like issuing passports for American citizens and
visas for foreigners traveling to the United States.

The architecture of the State Department is not what most people
think of when they imagine Washington, D.C. With its unadorned
limestone art moderne exterior and its portico of rectangular
columns that look like a giant sideways sans serif letter E, State’s
new headquarters owes more to Mussolini than to Pierre L’Enfant.
When you enter the two-story terrazzo lobby, with its floor-to-
ceiling pink Tennessee marble, you are greeted by an enormous 50-
foot-wide mural called Defense of Human Freedoms, which was



designed for the War Department. At the center of the painting, four
panels depict small-town American life and Roosevelt’s four
freedoms: freedom of speech, freedom of worship, freedom from
fear, and freedom from want. These freedoms are defended by
American GIs on the left side of the panel in gas masks and on the
right side by American infantrymen in helmets firing M16s. Across
the top of the mural stretches the wingspan of a B52 bomber. In
1954, the diplomats of the State Department found it to be too
warlike for an agency dedicated to peace, and the mural was
covered up by plywood and draperies, which were only removed

two decades later.2



The Marshall Office

My office was on the fifth floor of the original building. I shouldn’t
say “my office”—it was the office of the Under Secretary of State for
Public Diplomacy and Public Affairs, and it was a plum. In fact, it
had been the office of Secretary of State George Marshall when the
building first opened. The ceiling is 25 feet high (when my youngest
son first saw it, he said, “Dad, you could have two basketball hoops
on top of each other”) and featured three enormous, round lights
that looked exactly like the flying saucers in the 1951 movie The
Day the Earth Stood Still.

The office was a strategic asset in a city of beautiful offices. After
all, people did make a correlation (inaccurate though it might be)
between the size of one’s office and how much power one had. For
that reason, I liked to have meetings with foreign ambassadors and
ministers in my office, where I would serve tea and coffee and let
them take it all in. (The office came with its own State Department
china.)

There was another anomaly about the office, one that was not
necessarily an advantage: it wasn’t on the seventh floor. The seventh
floor was where the Secretary sat, as well as his two deputies and all
the Under Secretaries except one: me. Yes, the seventh floor was a
physical space, but it was also the mythic locus of power in the
Building. The phrase “the seventh floor” was uttered hundreds of
times a day at the State Department: “The seventh floor isn’t
happy.” “The seventh floor wants to do the deal.” “The seventh floor
is going up against the NSC.” Just as the phrase “the White House”
is shorthand for the President, “the seventh floor” represented the
Secretary of State.

My office was on the fifth floor and not the seventh thanks to the
astute real estate sense of one of my predecessors, Judith McHale,
who was Under Secretary for Hillary Clinton. In 2008, after she was
sworn in, she was shown the dark, rather grotty office on the
seventh floor where the Under Secretary for Public Diplomacy



normally sat. At the same time, someone mentioned that the
Marshall office on the fifth floor in the old State building had just
finished its renovations and was available. Judith chose beauty over
proximity to power, and almost every morning when I walked into
that lovely space, I silently thanked her.

But because I was not physically on the seventh floor, I was
constantly walking or trotting—and sometimes sprinting—to it for
meetings. And it was a hike. The State Department was the most
nonintuitive, mazelike structure I've ever worked in. One reason is
that when the building was expanded in 1961, the new parts were
grafted on to the old building in a completely inorganic way. To
remedy that, the hallways were numbered and marked with a
rainbow of colors. The legend was that Henry Kissinger had the
halls painted different colors so that he could find his way around—
though the idea that Secretary Kissinger was wandering the halls of
the Harry S. Truman Building strikes me as implausible. I would
leave early for meetings to factor in the time I would be lost. What
helped one navigate is that there were enormous posters from
different countries at the end of each hall. So I always remembered
that my office was at the juncture of the picture from Thailand (a
boy walking across a rope bridge over a river) and one of a Hindu
temple in India, and that when I was going up to the seventh floor, I
turned left at the picture of a snowy St. Basil’s Cathedral in Moscow.

Even after a decade in the building, foreign service officers would
still get lost. But at least after a few months I stopped having to send
text messages to my staff to come and rescue me. Like so many
people there, I figured out a few different ways to get to where I had
to go and then stuck to those paths religiously. It was a little like
diplomacy.



The 8:30

Washington is an early-morning culture. When I was editor of Time,
one of the first things I did was change the regular all-hands
editorial meeting from 10 a.m. to 9:30 a.m. People were aghast. At
State, meetings usually began at 8:30, but many started at 8, or even
7:30. But there was one meeting at the State Department that was
the most exclusive in the building, and it was known only as “the
8:30.” It was the Secretary’s meeting.

When I first started talking to people about joining the State
Department, some State veterans said to me, “You have to make
sure that you’re at the 8:30.” Condoleezza Rice had an 8:30.
Madeleine Albright had an 8:30. Secretary Clinton had an 8:30. For
all I know, Thomas Jefferson had an 8:30. Secretary Kerry continued
the tradition. This was an invitation-only meeting from the
Secretary for about a dozen senior staff, and it set the tone—and
much of the action—for the day. It was a chance to see and hear the
Secretary first thing. In the building, the 8:30 was something of a
mystery. Not everyone knew about it. It was a little like a secret
society. And like any good secret society, it had its rules and
protocols.

My day did not actually begin with the 8:30, but it was because
of the 8:30 that I scheduled an 8. After I had gone to a few of the
Secretary’s meetings, I realized that I needed to be briefed about
what was happening. So I started a small meeting in my office at 8
to go over what might come up and what public diplomacy equities
would be useful to talk about. On my staff at State, I had four
“special assistants.” These were bright young foreign service officers
who were like my eyes and ears on what was going on in the world
and, more important, in the Building. They each “covered”
geographical areas as well as policy functions. So, one might handle
Asia, refugees, and legal affairs. Another handled South America,
educational exchanges, and consular services. Each morning, one of
the “specials” would meet me at 8 to go over material before the



8:30. Usually, they stood in front of my desk (young foreign service
officers will always stand unless you tell them to sit) and gave me
an overview of what the Secretary was doing that day, what had
happened in the news that might affect some of our issues, and what
to look out for.

It was also useful because it gave me something to do while I
attempted to log on to State’s outdated computer system, which was
impossibly slow and required two automated fobs plus several
passwords. And that was not even for the classified computer
system, the so-called high side, which took even longer. On a good
day, this process took 7 to 8 minutes; but on many mornings, it
could take half an hour, especially if you had to call IT, which was
not infrequent. I hadn’t seen a computer system like that since the
1990s. I sometimes used to try to calculate how many millions of
dollars a year the American taxpayer was paying for State
employees to wait for their computers to boot.

Like so many in government, I had gotten used to communicating
with the staff and department on Gmail, which was faster, easier to
use and search, and didn’t take an eternity to get on. This started
during the nomination and confirmation process—when you didn’t
yet have a government account—and continued pretty much until
the end. While the State system was not so clunky that I’d resort to a
private server, I completely understood why so many people used
alternative means for unclassified communication. Although you
weren’t supposed to use Gmail for official business because of the
Presidential Records Act, which mandated the preservation of all
federal emails, few of the politicals followed that rule. What most
people did was then send the Gmail chain to their federal email
address. I know I did.

At 8:20, I would dash out of my office for the trek to the seventh
floor. After walking up the staircase (it was much faster than the
elevators, which were often shut down for dignitaries), I went
through a side door that took you to what was known as “Mahogany
Row.” Mahogany Row is the rather claustrophobic suite of offices
where the Secretary and the two deputies sit. It got its name from
the dark wood paneling, but to my inexpert eye, it looked, well,



fake. In fact, almost everything on Mahogany Row was fake. When
the suite of offices was first opened in the new State Department
building in 1961, it looked more like a 1950s motel with sliding
glass doors, wall-to-wall carpeting, and acousticaltile ceilings. When
the wife of then Secretary of State Christian Herter arrived for a
diplomatic reception for Queen Frederika of Greece and saw it for
the first time, she burst into tears.

Over the next 25 years, money was privately raised to turn the
reception rooms and the executive suite into a space that looked like
it was from the early Federal period. In came the Hepplewhite
chairs, the Duncan Phyfe tables, and somber oil portraits of all the
former Secretaries. Mahogany Row was finally finished in the mid-
1980s. When 1 first visited there to meet with Secretary Kerry, it
gave me a kind of historical vertigo. After entering the building
through the modern 1960s deco entrance lobby on the south side,
you took the elevator to the seventh floor, where you stepped back
into the 19th century.

When visitors go to Mahogany Row, they have to check in at an
imposingly high desk, where security guards verify your name and
take your cell phone. They take your phone because Mahogany Row
is a SCIF—a sensitive compartmented information facility, always
pronounced “skiff,” like the boat. A SCIF is a secure area protected
from electronic surveillance where you could review -classified
information. In the early security briefings I had at the department,
I was told by State security that you were liable to be spied on by a
hostile foreign power in any part of the Building that was not a
SCIF.

Outside the side door to Mahogany Row were a couple of
Victorian-looking cubbyholes for State employees to store their
phones. You put your phone in a small compartment and got a tiny
key. One of the unintended benefits of being in meetings on
Mahogany Row is that people weren’t surreptitiously checking their
phones. A few times in those early weeks, I was sitting in a meeting
on the seventh floor and felt my BlackBerry buzz in my pocket. I
would instantly leap up, excuse myself, and dash outside to lock it



up, praying all the while that I had not allowed the Russians or the
Chinese to penetrate the seventh floor.

The 8:30 took place in the Secretary’s conference room, which
was cattycorner to the entrance to his office suite. It was a narrow
rectangular room with terrible acoustics. The Secretary was always
the last to arrive—usually a few minutes late. He’d scoot into the
room in shirtsleeves, sit down, and start talking. He moved fast and
didn’t like to waste time. It was always a bit of a stream of
consciousness—what was on his mind at that moment. By 8:30 he’d
had his PDP—President’s Daily Brief—and perhaps even had a
phone call with Bibi Netanyahu or Sergei Lavrov. His engine was
already revved. In fact, John Kerry had as much energy as any
human being I've ever known. When I walked beside him down the
long corridors of the State Department, I always had to skip a little
to keep up. He’s permanently leaning forward. That was his attitude
about the world as well. To plunge in, to move forward, to engage.
There’s no knot he doesn’t think he can untie, no breach that he
can’t heal. For him, the cost of doing nothing was always higher
than that of trying something. As he often said, “If we don’t do it, it
won’t happen.”

The Secretary sat at the head of a long, rectangular table. To his
right was the Deputy Secretary of State for policy, and to his left
was the Deputy Secretary of State for Management. Next to the
Deputy for policy sat the Secretary’s chief of staff, and next to the
Deputy for Management sat the Under Secretary for Political Affairs.
The other regulars in the meeting were the Under Secretary for
Management, the Secretary’s two deputy chiefs of staff, the assistant
secretary for public affairs, legislative affairs, and the spokesperson.
The assistant secretary for public affairs was the only assistant
secretary there. Only three of the six Under Secretaries were invited.
Even though there were no place cards at the table, there was a
strict seating chart. Before I went to my first meeting, my chief of
staff drew a makeshift diagram for me and said my chair was
between those of the head of policy planning and the deputy chief
of staff on the south side of the table. I sat in the wrong place my



first couple of times, until someone kindly pointed out the correct
seat.

The first words out of the Secretary’s mouth were almost always
some version of, “A lot going on,” “Lots of balls in the air,” “A lot of
crap happening.” (One morning he said with a smile, “When have I
not said that? I've got to stop saying that!”) Some mornings the
Secretary launched into a tour of the international waterfront. He
would touch on half a dozen issues, from helping the Syrian
“moderates” to the civil war in the Congo to an upcoming trip to
Kazakhstan. He would often talk about what was bothering him, like
the uselessness of Congress (“They have a complete inability to do
their job”); the habitual leaks from meetings he attended at the
White House (“With our usual discretion, there it is on the front
page of the New York Times”); the fecklessness of certain world
leaders (“He doesn’t understand the first thing about economics”);
Americans’ lack of interest in international relations (“There are no
exit polls on foreign policy”); and the vagaries of Washington (“This
is a city of snow wimps!”). He understood that just hearing what
was on his mind had value for us.

In general, people would speak rapidly and tell the Secretary
something he ought to know (Sir, an American in our embassy in
Lima was arrested for assault); or what they were doing (Sir, I'm
meeting with the deputy foreign minister of Malaysia to discuss
counterterrorism efforts); or just something he might find amusing
or interesting (I once surprised him by saying that CCTV, the
Chinese state broadcaster, had the biggest news bureau in
Washington, with more than 350 people).

On mornings when something was bothering him or we were in
the midst of one crisis or another, or he just seemed a little down,
he would sidle into his chair and mumble something. That was a
universally understood signal. Because when we went around the
table, people would then say, “Nothing this morning, Sir.” There
were days when almost the whole table of 15 people did that.
Sometimes it’s diplomatic to say nothing. But even on those days,
when the meeting ended, he would bound out of his chair and offer
some exhortation, like “Go get ’em,” or “Let’s get it done.”



Comms and the 9:15

At State, and pretty much everywhere in Washington, “comms” is
the standard shorthand for “communications,” which basically
means any and all of the outward-facing stuff, from a local
newspaper interview to a speech at the United Nations. After the
8:30, I jumped into the comms meeting, which was held just across
the hall in the chief of staff’s office. The comms meeting was even
smaller than the 8:30 and consisted of the chief of staff, the deputy
chief of staff, the spokesperson, the assistant secretary for public
affairs, and the chief speechwriter.

We sat at a round wooden table in a room that had a lovely view
looking south toward the Lincoln Memorial. This was the most
informal and candid meeting of the day. It ranged much further
afield than simply comms. Yes, we might complain about a negative
story that was in that morning’s Washington Post, but we would also
look ahead to the Secretary’s speeches, trips, and interviews and try
to plan not just for the current crisis but for the one around the
corner. There was always a lot of discussion of what the White
House did or didn’t want us to do. And there was always a fair
amount of wry laughter.

This was dangerous, because the chief of staff’s office had a
discreet side door that led directly to the Secretary’s private office,
and often the Secretary would pop in to say something or call out
for the chief of staff. I remember once spending much of the
meeting discussing the fact that the Secretary wanted to take his
windsurfing board on a trip to the Middle East because he would
have a day at Sharm al-Sheikh, in Egypt, which had a beach. We
were all laughing about this when he poked his head in, and then
became pretty silent. He didn’t take the board on the trip.

The centerpiece of the comms meeting was that day’s press
briefing. For reasons that were unclear, the State Department was
the only government agency besides the White House that did a
daily press briefing. I personally thought this didn’t make much



sense and caused way more problems than it solved, but I was in a
distinct minority on that one. Our spokesperson was then Jen Psaki,
who had come from the White House communications shop. Jen
was very good at what she did: she was smart, good-humored, hard
to rattle. She was also routinely pilloried, caricatured, and memed
by Russian state media, which coined the word “Psaking,” defining
it as talking about something you didn’t understand. She took this in
stride. Every morning, she would list the issues that were likely to
come up that day in the briefing and go over her answers on the
trickier ones. We would tweak and make suggestions. It was a good
way of getting a waterfront view of policy.

The actual press briefing was held in the public affairs briefing
room, a cramped, subterranean space with a podium at the front,
behind which was perhaps the worst step-and-repeat banner I'd ever
seen, bearing the words, “U.S. State Department.” It made viewers
think they were seeing double. The foreign press, as they were
called, had little cubbyholes and desks off the briefing room. They
were a somewhat motley crew that ranged from crackerjack
correspondents for big foreign news organizations like the BBC, Die
Welt, and the Guardian to reporters from obscure Asian newspapers
who barely spoke English. Add to that the handful of correspondents
from state-supported Russian outlets who delighted in asking
adversarial questions with dozens of often inane follow-ups. The
whole crew was presided over by Matt Lee, the senior diplomatic
correspondent for AP, a crotchety, contrarian, immensely
knowledgeable reporter who for some reason was always given the
first question at the briefing.

On Mondays and Wednesdays, I would dash out of the comms
meeting to make the large formal meeting that was called the
“Senior Staff Meeting” on the calendar but was always referred to as
the “9:15.” This was the more general meeting for the top 100 or so
people at the department—all six Under Secretaries and their chiefs
of staff, the 25 or so assistant secretaries and their deputies, the
heads of bureaus, and any ambassadors who might be in town. On
Mondays, the 9:15 was held in the Holbrooke Room, a large, low-
ceilinged, secure space. This meeting always showed one curious



characteristic of foreign service officers. There were days when I
arrived at, say, 9:10 and the entire room was empty and I thought,
Maybe the meeting has been canceled? Do I have the wrong day? At
State, people were not late for meetings, but they were never early
either. What was uncanny was that no matter how large or small the
meeting, people would arrive a minute or two, sometimes just thirty
seconds, before it was scheduled to begin. So, the Holbrooke Room
could be empty at 9:10 and then have 100 people sitting down at
9:14. And when the Secretary arrived at, say, 9:18, it looked for all
the world as if everyone had been sitting there chatting happily for
half an hour.

The centerpiece of the Holbrooke Room was an enormous,
polished wooden table around which the senior staff sat. There were
place settings on large pieces of white cardboard. To an outsider,
the name cards would mean nothing: they contained a single capital
letter. D or P or J or R. The tradition was that each Under Secretary
and each Deputy Secretary was referred to by a single initial. Thus,
the Under Secretary for Political Affairs was always known as P. The
Deputy Secretary for political affairs was known as D. The Under
Secretary for Management was M. The Under Secretary for
Economic Growth, Energy, and the Environment was E. That all
made sense. But my title, Under Secretary for Public Diplomacy and
Public Affairs, was known as R. Why R? No one had a good answer,
except that P, D, and A were already taken.

I generally sat between J (Civilian Security, Democracy, and
Human Rights) and T (Arms Control and International Security).
Some of the assistant secretaries sat at the end of the table, but most
stood against the wall opposite where the Secretary sat. The 9:15
was the most communal of the department’s meetings. In the
minutes before S arrived (yes, that’s the initial used for the
Secretary), you could hear the hum of chatter and gossip. (Gossip
was the lingua franca of the foreign service.) When he strode in,
everyone got quiet. He usually began with a folksy hello. Because
this was a more public meeting, the Secretary’s demeanor was both
more upbeat and more formal than it was at the 8:30. He usually
mentioned the same concerns he’d had at the 8:30, but typically in a



shorter, sanitized version, along with a handful of announcements.
He also regularly delivered what the department referred to as
“attaboys” to individuals or departments that had done something
positive.

This meeting was less for the Secretary than for the workhorses of
the department: the regional assistant secretaries. The State
Department was divided between functional bureaus—Ilike mine,
arms control, and international security—and regional bureaus, like
Europe and Eurasian Affairs, African Affairs, and Near Eastern
Affairs. Geography was power at the State Department, and the
regional bureaus were the powerhouses in the Building. Dean
Acheson compared them to the barons at a feudal court.® The
analogy was still apt. At State, it was important to own territory.
And people protected it fiercely. If you tried to launch a program in
one of the assistant secretary’s regions and she objected, it went
nowhere. State was a Jeffersonian culture in the sense that the
institution seemed to believe that the regions knew better than the
center.

The Secretary would go around the room and call on the assistant
secretaries. Yes, they were the workhorses, but there was definitely
a show-horse aspect to this meeting, as the assistant secretaries gave
a kind of bravura tour of their own areas with names and details
designed to impress everyone with the depth and the reach of their
knowledge. The assistant secretary for Africa might say, “Mr.
Secretary, there was a coup in the Congo, and I've been in touch
with our embassy. No danger to any U.S. personnel. You’re going to
meet with the president of Nigeria next week and the trip is coming
along well. I spoke to him yesterday, and I sent up a read-ahead
memo on the trip this morning.”

At these meetings, you realize pretty quickly that there is no such
thing as “the foreign policy of the United States.” We talk about it
all the time, and the media writes about it, but it’s an invented idea.
If you walked into the State Department and said, “I’d like a copy of
the foreign policy of the United States,” no one would know what
you were talking about. There is no such document. The foreign



policy of the United States is mostly what the President and the
National Security Council signal is our policy, and then folks at the
State Department interpret it according to their own lights. People
react to what is urgent and important, and figure out a way forward.
Oftentimes, foreign policy seemed to be made by whoever made a
convincing case—because often no one else had a case to make.

In government in general and at State in particular, meetings are
not preparation for work, they are the work. People prepared for
meetings, they participated in them, and then they summarized
what had happened for another meeting. In government, meetings
are the product. People judged how they had done that day by how
the meetings had gone. My specials would sometimes say, “We
crushed that meeting, Sir.” When a meeting didn’t go so well,
people plotted about how to make the follow-up go better. I almost
never heard anyone at a meeting at State say something was going
badly. At worst, people would say it was “moving along” or
“progressing.” Delivering bad news was avoided, and in fact, people
often prefaced their remarks by saying, “And some good news from
...” Two sentences I never heard uttered at a State Department
meeting: “Let’s make it bigger.” “Let’s do it faster.”



The Foreign Service

State is an observational culture. In 1775, when the forerunner of
the department was created as a committee of Congress, it was set
up to watch and report the goings-on of the world. That original
mission is still in the DNA of the Building. At State, people were
good at monitoring things. Almost everything was retrospective.
Every meeting recounted something that had already happened, and
then every subsequent meeting recounted that recounting. And then
there were the “summary of conclusions” memos, even if there were
no conclusions. At Time, we used to have meetings about what we
were doing that day, but we also had weekly and monthly planning
meetings to plot out the quarter or the year. Early on, I asked my
acting chief of staff when all the planning meetings were. She didn’t
know what I meant. There weren’t any.

At State and elsewhere in Washington, there was a lot of admiring
the problem. We’d look at an issue—say, the concern that the Mosul
Dam in Iraq was about to collapse—and examine it from every
possible angle. Then memos were written covering each theory of
the case. New memos were then signed off on and circulated. Then
task forces were formed that spurred another round of memos. Then
meetings of higher-ups were convened to examine the task forces’
findings. The problem wasn’t solved, but the bureaucracy was
satisfied.

State was also a passive, risk-averse culture. There was safety in
inaction. It was always easier and safer to say no than yes. A no
never got you in trouble the way a yes could. It was the opposite of
entrepreneurial. Consensus was prized above initiative. People did
things the way they had been done before. At an early meeting, I
asked my staff if they could name one public diplomacy program
that had been discontinued. As hard as it was to start something
new at State, it was almost impossible to end something old. When I
arrived, the two countries that received the most public diplomacy
money were Japan and Germany—a continuing legacy of World



War II. As one longtime foreign service officer once told me,
diplomacy is an 18th-century profession, managed by a 19th-
century bureaucracy, using 20th-century technology.

The dominance of the assistant secretaries at the 9:15 reflected
something else: the permanence of the foreign service and the
temporariness of political appointees like me. Under Secretaries are
almost all political appointees, while about half the assistant
secretaries were foreign service officers. The perception of the
foreign service was that political appointees come and go, while the
foreign service abideth forever.

While there have been ambassadors and consuls from the earliest
days of the republic, the foreign service was created only in 1924.
Today, to become a foreign service officer, you have to pass the
foreign service officer test, a 3-hour exam, and then go through a
rigorous interview and vetting process.* Only a few hundred people
are selected a year out of more than 15,000 applicants.® The foreign
service likes to boast that it has a lower acceptance rate than
Harvard. The old joke was that the foreign service was “pale, male,
and Yale.” But the lone example of that species I saw at the
department was John Kerry. To a person, foreign service officers
were decent and diligent; they were devout internationalists, who
generally much preferred to be in the field than in Washington, D.C.
They cared deeply about their work and America’s role in the world.

In a deep and unshakable way, the culture of the foreign service
was the culture of the State Department. It was a culture of
gatherers, not hunters. They didn’t like to make mistakes, or ever
appear not to know something. I remember when I was going on a
trip to Peru; every single foreign service officer I spoke to said the
same thing to me: “Great ceviche.”

Like officers in the military, everyone in the foreign service
changes jobs every two or three years. Because most jobs were two
or three years in length, foreign service officers were not
particularly beholden to their current boss. A year into a two-year
rotation in Washington and they were already foraging for their
next assignment. Sometimes they would spend two years at the



Foreign Service Institute learning a language and then only two
years at the post where they would need to speak that language.
And then they might come back and study a different language! I
remember thinking, If I spent two years training a correspondent to
speak Mandarin, I’d want that darn reporter to spend more than
three years in Shanghai.

Foreign service officers were not political. That is true in the
sense that they are not appointed, but it is also true in the sense that
I never knew who might be a Republican or a Democrat. It just
wasn’t evident in any way and didn’t matter. For them, politics
really did stop at the water’s edge. Part of the reason is that they
were all members of one party: the foreign service party. They were
loyal to two main things: the idea that international affairs mattered
and the foreign service itself. The foreign service did many things
well, but what it did best was inculcate loyalty and belief in the
foreign service.

Coming from the media world in New York, I found the culture of
the State Department to be unfamiliar. I thought that I had
experienced bureaucracy at Time Inc. when I ran Time magazine,
but that operation was astonishingly lean compared with the State
Department. People often said to me, Oh, you come from a big
international business, so this must seem like small potatoes to you.
In fact, my editorial budget at Time was under $100 million a year
when I became editor in 2006. My annual budget at State was $1.1
billion. Yes, that’s b for “billion.” I found that people in government
often had no real concept of the vast amounts of money they had
and how it dwarfed the sums available in the private sector. Foreign
service officers always complained about how little money they had
in their budgets and were often demoralized when it was cut by 2 or
3 percent. “How can I do what I did last year if my budget is cut by
3 percent?” Very rarely did anyone think, Maybe I shouldn’t be
doing exactly what I did last year.

I wouldn’t call Time a glamorous place, but it felt glamorous
compared with the State Department. In fact, the State Department
of 2014 felt more like the Time magazine of the 1980s. Among
foreign service officers, there were lots of boxy, out-of-fashion suits



and bad haircuts. But the thing that always made me laugh was how
many mustaches there were. You could be at a meeting with 10 men
sitting at the table and 5 of them had mustaches. And the varieties!
Handlebars, lampshades, chevrons, and even the occasional Fu
Manchu. These looked like mustaches they had grown in the ’80s
and never shaved off.

The department was very hierarchical in terms of structure, but
in some ways, that was deceiving. What I found confounding was
that when a senior leader made a decision, the counterforces of
those who disagreed with it were mobilized. In the Building, the
phrase for this was “anti-bodies,” as in, “There are a lot of anti-
bodies to that policy in the Building.” I found that when people
disagreed with a decision, they began their response with, “I think
that’s exactly right, but ...” Nobody would openly oppose
something, but then people would work behind the scenes to
undermine it. Sometimes you discovered that actions you had
signed off on were still not done months or years later.



Meetings Are Action

When the 9:15 was over, people filed out, chattering, and headed
back to their offices. When I first started, my then chief of staff had
a daily meeting at 4:30 p.m., known as “vespers,” to go over
everything that happened that day. Lots of offices at State had
vespers. What I found was that by 4:30, I'd pretty much forgotten
what had happened at the 8:30 and the comms meeting and the
9:15 as I went pell-mell through my day. After a month or so, I
decided we should move vespers to 10 a.m., when I had everything
fresh in my mind from the morning meetings.

So after the 9:15 ended, I would head back downstairs exactly the
way I had come. And there, waiting in my office, in a U shape at the
north end of my office, was my front office staff. I mentioned having
four special assistants, but I also had two traditional assistants—one
did my schedule and one did logistics and travel. I had a chief of
staff. And the chief of staff had a deputy, who was the head of R’s
policy planning staff. I had a speechwriter, a social media person, an
advisor for countering violent extremism, a military aide, a
congressional liaison—and I’'m sure I'm forgetting a few others. This,
by the way, isn’t counting the bureau heads who reported to me, the
assistant secretary for educational and cultural affairs, the assistant
secretary for public affairs, or the coordinator of International
Information Programs. So, when we had a meeting in my office for
just R front office staff, there could be 16 or 17 people. At Time, 1
had one assistant.

Each smaller meeting at State was a microcosm of a bigger
meeting. So my little morning meeting recapitulated the Secretary’s
8:30. My chief of staff would lay out the day, and then we would go
around the room, starting with the special assistants, who would
review what was happening in their realm. Everyone in there felt
that they were looking out both for me personally and for R
equities, and I appreciated it. State was “turfy,” and people were
adept at protecting their territory.



I discovered that my chief of staff, a foreign service officer, would
schedule me with one meeting after another throughout the day so
that I had no time to think or even react to what had happened in
the last meeting. When she would say to me, “You’re back-to-back
today,” she wasn’t kidding. This came from a variety of things,
including the simple one of trying to cram as much work into a day
as possible. But the other aspect of this in Washington was what I
thought of as the “infantilization of principals.” This was the idea
that principals—basically political folks—should be kept so busy,
with absolutely everything done for them, that they never really
made any decisions or choices other than the ones baked in for them
by staff. Basically, every principal in Washington had so much staff,
all of whom were so eager to write or contribute something, that
you could go your entire day, every day, just reading off a piece of
paper or a cue card of what you were supposed to say or do at a
meeting. And many principals did just that. At meetings in the
White House Situation Room I was often amazed that principals of
agencies and cabinet officers would just numbly read from the notes
that had been prepared by staff. I sometimes wondered why we
didn’t hire actors. They certainly would have read the scripts better.

Pretty much everyone at State filed out promptly at 5 p.m. I had
never seen that before. If you send an email to foreign service
officers or civil servants at 5:05 p.m., don’t expect to hear back until
the following morning. And if you send it at that same time on
Friday, don’t expect to hear back until Monday morning. They
either didn’t look at it or didn’t think it was appropriate to answer
during non-office hours. At first, when I didn’t get answers to my
emails, I thought that perhaps the server was down or that there
was some other technical problem. I remember having IT guys come
to look at my dusty old Dell desktop. Some of this had to do with
the State Department work ethos, which was that something asked
for today could actually be done tomorrow—or even next week. But
part of this was the idea that to so many at State, even the simplest
email was looked at as a kind of barbed weapon, a digital Trojan
horse that might be a trap of some kind. An email could get you in
trouble. It was a federal record. Folks were terrified of making a



mistake. Hence, the answers were almost always bland and
noncommittal.

So at 4:30 we summarized the day, and then we were all back in
at 8 the next morning to do it all over again. As one longtime
foreign service officer said to me, “Holding back the hands of time is
a 24/7 job.”



PART II

Getting There






Luck = Opportunity + Readiness

It was 2013, and I was in my seventh year as editor of Time, and I
was having lunch with Melody Barnes, the former Obama domestic
policy advisor at the White House, with whom I’d become friends
over the years. I wanted to know about her post-government life. At
the end of the lunch, she turned to me and asked, out of the blue,
Would you ever be interested in working at the State Department?

Why do you ask? I said.

She said her good friend was recruiting people to work for
Secretary Kerry.

Would there be a particular job that you might want?

The only one I could think of—and knew a little bit about, in part
because it had been held by former journalists—was the Under
Secretary for Public Diplomacy. She smiled when I said that, and
then we said goodbye.

Ten days later I was sitting in Secretary Kerry’s elegant outer
office on the seventh floor of the State Department. Unbeknownst to
me at the time I had lunch with Melody, the person in the job had
just told the Secretary that she would be leaving that summer.

Melody had mentioned our lunch to her friend, a longtime aide to
Secretary Kerry, who was then recruiting people from outside the
department. She liked the idea; she mentioned it to Kerry, who also
liked the idea. I had known Senator Kerry a bit over the years. I had
never actually covered him, but I’d been the national editor for Time
when he had run for president in 2004. I'd always admired him and
hoped that he didn’t remember the story I'd edited about how he’d
never win Iowa and never go on to become the Democratic
nominee.

I’d always known I’'d do some form of public service. In my first
summer as editor, I wrote a cover story called “The Case for
National Service,” and we published an annual national service issue
thereafter. I truly believed in the Framers’ idea of citizen service as
a foundation of democracy.



A few days after the lunch with Melody, I got an email from
David Wade, Secretary Kerry’s chief of staff, asking me if I was
serious. I said I was.

I did a little research about the job. It was created only in 1999,
under Bill Clinton, when a bill sponsored by Jesse Helms and Joe
Biden abolished the U.S. Information Agency (USIA) and transferred
its public diplomacy programs to the State Department to be
managed by the newly created Under Secretary at State.! It hadn’t
been an easy change: the USIA people felt that their mission had
been devastated, and the State people didn’t love the idea of an
information agency at the department. In the 17 years since the
job’s creation, it had been empty for as long as it had been filled.
The longest-serving Under Secretary had been Karen Hughes, at two
years.

After being ushered into Secretary Kerry’s outer office, I sat on
the light-blue-and-white-striped chaise on the right, with two chairs
in front of it. Kerry bounded into the room with a big smile and a
“Great to see you, Rick.” He took one of the chairs in front of the
chaise and launched into how important public diplomacy was in
the 21st century and how he’d like to reinvent it and I would be the
ideal person for the job: I really want your help figuring out what
the narrative is for this new century. He’s a terrific salesman. When
he finally paused after the tornado of words, I smiled and said, “You
had me at ‘hello.”

I expected him to smile, but he didn’t (perhaps he didn’t know
the movie?) and then launched into a second, just-as-enthusiastic
round of selling me on the job. In the middle of this second effort, I
said, Whoa, Mr. Secretary, 'm going to do it—I'd love to do it.
Count me in. Then he leaned back, sighed, and gave me a clap on
the shoulder. I saw firsthand what a tenacious negotiator he was. He
wouldn’t even take yes for an answer.



Vetting Is Painful

For anyone who has been vetted for a Senate-confirmed job, what
I'm about to write will be painfully familiar. The process is
byzantine, detailed beyond imagining, uncomfortable, and invasive.
It’s not hard to see why it keeps some good people from going into
government. (It can also keep bad people out.) Let’s start with the
SF86 Form, from the Office of Personnel Management, which is the
standard questionnaire for national security clearances. Filled out,
the form can run to hundreds of pages, as mine did. A State
Department nominee also has to fill out the Senate Foreign
Relations Committee questionnaire. Mine was again over a hundred
pages. I won’t go into all the details—and the details are endless—
but here’s one: For the SF86 and the Senate Foreign Relations
questionnaire, you have to list every foreign trip you've taken over
the past 14 years, every significant relationship you had with any
foreign national on each trip, and, to the best of your ability, an
estimate of how much you drank on these trips. Oh, and whether
you used any illegal drugs.

Those questions are a legacy of the Cold War, when Congress and
the intelligence community worried about State employees being
blackmailed by Russian spies. One assumption seems pretty
intuitive: if you drank too much on a foreign trip, you were more
likely to be a target of a Russian kompromat operation.

As a nominee, you also needed to be investigated by law
enforcement, and for that you were assigned a “special
investigator,” who, well, investigated you. The investigator would
question your neighbors, your work colleagues, your elementary-
school teachers, and ask them if you drink too much, if you use
drugs, if you are abusive, if you are trustworthy, and, oh, if you are
loyal to the country.

My investigator—let’s call him Mike—was a burly, no-nonsense
former cop who seemed to want to get the job done with a
minimum of hassle. My introduction to Mike came when he sent me



an email telling me that he would be working on my investigation.
His first email to me was about a late payment on a J.Crew credit
card, and why my balance was past due.

Mike also asked for names of friends and colleagues whom he
might contact. But then the investigator can also call people on his
own. A few weeks later I got a worried late-night telephone call
from a neighbor I hadn’t seen in months.

“Rick, did you do anything wrong?”

“No,” I said. “Why?”

“Because I got a call from law enforcement asking me whether I
think you might be a spy or a foreign agent or whether you might
be working for a terrorist organization.”



The Confirmation Process

At the time of my nomination, there were already dozens of
nominees who had not been scheduled for a vote and dozens more
who had gotten through various committees and were waiting for a
vote from the Senate. Almost all nominations were voted on by
what the Senate called “UC”—unanimous consent. The Senate had
to confirm hundreds of political nominees every year, and if it took
up each one individually for debate and a vote, it probably wouldn’t
have time to get to any other business. “UC” simply meant that if no
one objected to or put a hold on your nomination, it would go
through via voice vote.

From the moment I was officially nominated, I was assigned a
ground-floor office at the State Department. Just beyond the main
elevators there are a couple of corridors with nondescript offices
reserved for nominees. The idea is that the Senate wouldn’t look
kindly on a nominee using her official office before she was
confirmed, so you’re meant to make do with a temporary one. Mine
was a small, dingy office with a tiny window that overlooked an
alley. I wasn’t allowed to see my official office, and I had to be
escorted anywhere I needed to go in the Building.

Pretty quickly, I began to suss out the idiosyncrasies of the State
Department. I was besieged with emails, memorandums, and
reports, and basically every one—every one—was way too long. I
don’t mean an extra paragraph or page; I mean 3 to 5 to 10 times
too long. There seemed to be some reward mechanism for writing
long memos. It was as if people at State were paid by the word.
There was also a process for everything, no matter how big or small,
that always had to be followed. There was a process for nominees to
meet the department, and there was a process for how I had to be
escorted to my office. Oftentimes this process wasn’t written down
anywhere but was part of a tradition known only by the foreign
service.



The main way the department got you ready for confirmation
hearings was by holding what were known as “murder boards.”
Murder boards are practice runs for the hearing. You are put in a
room like the hearing room, seated at a table up front, while a range
of State Department officers pretend they are Senators and pepper
you with possible questions and then critique your answers. In
preparation for my murder board, I was given about a dozen
comically large notebooks (we’re talking over 700 pages each) that
covered everything from the origins of the Public Affairs
Department to the Foreign Assistance Act of 1962.

It was like learning a new language. I've already mentioned that
every bureau has an initial, but then every regional bureau also has
an acronym: there’s EUR (European and Eurasian Affairs), NEA
(Near Eastern Affairs), EAP (East Asian and Pacific Affairs), and SCA
(South and Central Asian Affairs). On top of that, every functional
bureau had an abbreviation: ECA (Educational and Cultural Affairs),
INL (International Narcotics and Law Enforcement Affairs), DRL
(Democracy, Human Rights, and Labor), and on and on. And then
individual programs had acronyms: IVLP (International Visitors
Leadership Program), YALI (Young African Leadership Initiative),
EUSIR (Fulbright European Union Scholar-in-Residence). People
have entire conversations in acronyms, except for the occasional
verb to connect the initials.

I struggled with what you might call governmentspeak, or
Washingtonese. I had spent most of my life speaking like a
journalist. It didn’t occur to me that I would have trouble
transitioning to speak like someone in government. (Later I would
joke that when I was a journalist, I didn’t know a whole lot and
tried to make as much controversy as possible, but now that I'm in
government, I know a lot more and try to make as little controversy
as possible.) In fact, Washingtonese is a kind of anti-controversy
speech. It’s full of euphemisms and indirection and the passive
voice. My fallback was always, “Senator, I welcome that question,
but I will have to get back to you on that.”

My guidance from H was useful: The hearing is pass/fail; you're
not graded on every question. The key is to give a “perception of



readiness.” When you’re on safe ground—benefits to the taxpayer,
jobs, prosperity, the flag—don’t hold back. And don’t be afraid to be
dull—this is not the time to wheel out your bold proposal on income
redistribution. You can use notes—but not too many! And remember
the 80-20 rule—let the Senators speak for 80 percent of the time.
And absolutely no joking.

I had to learn the structure and history of public diplomacy and
the intricacies of the public diplomacy budget; the difference
between 0.7 funding and ECE funds (don’t ask). There were 3,540
public diplomacy (PD) and public affairs (PA) positions. There were
189 public affairs offices abroad. Some 50,000 people participated
in education-exchange programs in more than 160 countries. About
800,000 international students contributed almost $23 billion to the
U.S. economy. And I had to always refer to foreign audiences,
because the U.S. Information and Educational Exchange Act of 1948
(known as Smith-Mundt) still governed how public diplomacy
operated, and it prohibited the distribution of State Department-
produced material in the physical United States. The law was not
only pre-internet; it was pre—color TV.

Each nominee had the option of reading an opening statement,
and everyone does so. I worked on mine for a few weeks. I talked
about why I cared about public service; mentioned my father, who
would have been very proud; and talked a little about my work with
Nelson Mandela. When I was happy with my draft, I was instructed
to share it with State and H, which would then offer comments and
suggestions. This was my first experience of the State “clearance
process” and the group culture of the foreign service. H and L (the
legal department) had a few factual suggestions. But what I was
taken aback by was that foreign service officers I did not know
blithely deleted whole paragraphs and added new ones—in my own
voice—without even informing me.

By the time the hearing came around, I felt ready. I won’t bore
you with my entire written statement, except to note that the theme
that I talked about at the top was the theme that would be the
overwhelming focus of what I did during my three years at State.



And that was the rise of disinformation, how that was facilitated by
social media, and what we needed to do about it:

Every day all over the world, there is a great global debate going on. It is about
the nature of freedom and fairness, democracy and justice. It is happening in all
the traditional ways, in coffee shops and on street corners, but it is also taking
place on the new platforms of social media. The reach, the scale, the speed of that
debate are like nothing before in history. I have been in that debate all of my life.
America has to be in that debate. We need to lead it. And we cannot rest on our
laurels. Every minute, there are attacks and misstatements about America and
American foreign policy that cannot be left to stand. Social media is a tool that
can be used for good or ill. It is a powerful medium for truth, but it is an equally
powerful medium for falsehood. My Senator from long ago, the great Pat
Moynihan, used to say, “You’re entitled to your own opinions, not your own
facts.” Well, today, more and more, people feel entitled to their own facts. They
choose the facts that conform with their point of view. Even though it is easier
than any time in human history to find information to rebut lies, less of that
seems to be happening than ever. We cannot resign ourselves to this; we need to
fight it.2

The actual hearing was an anticlimax. It was a busy day in the
Senate, and this was far from the most important thing going on. I
don’t think there were ever more than five Senators in the room at
one time, and often there was only one. My principal questioner was
Marco Rubio. He began by saying that some people around the
world look at all the debate in our society as evidence of how
fractured and polarized we are, but he sees it as a source of
strength. I agreed with him wholeheartedly and said that my whole
career as a journalist was to highlight this debate and that it made
our democracy richer and stronger. Thank you, Senator Rubio. And
then it was over.

H was hoping for a pre-Thanksgiving unanimous-consent vote in the
Senate. We’d been told that November 22 was the day. But
something a little more momentous happened in the Senate that
day. Harry Reid, the Senate Majority Leader, frustrated with



Republican intransigence on nominees, invoked the so-called
nuclear option, the most fundamental change in the Senate’s rules in
more than a generation. By a simple majority vote, the Democratic
Party changed the longtime rules of the Senate that required 60
votes for confirmations. Now all nominations, except those to the
Supreme Court, would need only a simple majority to be confirmed.

In theory, this should have made things easier. But the
Republicans responded by blocking unanimous-consent votes on
nominees and forcing every nomination to the floor. That meant
that every nominee would now take between 8 and 30 hours of
debate to get confirmed. There were 87 nominations pending—and I
was one of them.

In fact, the Senate adjourned on December 21 without voting on
any of the 28 State nominees. It had already been five months, and
now the wait got longer.

It was not until February that they held another vote. In the end,
I was confirmed 92-8. All the nays were Republicans. It was good to
be in, and good to have some opposition, but not too much. (A vote
of 100-0 means you never made any enemies.) It had been a year
since Secretary Kerry had clapped me on the shoulder in his office.



PART III

The Job






Wrong Foot

My first day began in an inauspicious way. The calendar said my
first official meeting as Under Secretary of State for Public
Diplomacy and Public Affairs of the United States of America was
with the Russian Special Envoy for Cultural Cooperation, Mikhail
Shvidkoy, the country’s highest public diplomacy official.

Umm, how did this come about? I asked my acting chief of staff.

Well, the envoy “happened to be in the Building,” she said, and
both the European bureau and public affairs thought it made sense
for me to see him while he was here. After all, she said, the two of
you are the co-chairs of the Bilateral Presidential Commission
Working Group on Education, Culture, Sports, and Media.

I felt awkward about this. Our relations with Russia were at a
sore point. The much-heralded “reset” had proved a bust. I asked
my chief of staff, Was this meeting going to send a message one way
or another? Should I punt? Everyone told me that I was
overthinking it, and canceling it would be worse.

I was given a BCL on the meeting. BCL is short for “briefing
checklist,” This is the top of the BCL:

Under Secretary Stengel’s Meeting with Russian Federation’s Special Envoy
for Cultural Cooperation Mikhail Shvidkoy

Your first meeting with Shvidkoy (Shh-vit-koy) is an opportunity to begin a

strategic relationship with Russia’s most senior public diplomacy official. Your

overarching objective is to establish a relationship that enables us to
advance a more positive U.S.-Russia agenda through people-to-people

relations with Russia.

The memo went on to talk about “key objectives” and then came
the part of traditional State memos that I always liked best: “Watch
Out For.” Here the memo said the Russians wanted to repatriate the



remains of the Russian pianist Sergey Rachmaninoff and would float
a proposal about Fort Ross in California.

I also got a bio of Shvidkoy. He sounded like he might be
entertaining. He had written three books on the theater, and was the
host of two television shows.

We met in a nondescript conference room off my office because
he would be bringing a number of staff and therefore I would have
to as well. At State, we always mirrored the number of aides that
the foreign official had. He had three, and so did I.

Shvidkoy looked a lot like Nikita Khrushchev—short, stocky,
bald. He was bumptious and impatient. After the perfunctory
handshakes, our two teams took their seats on opposite sides of the
long, rectangular table.

We got off on the wrong foot, not because of personality but
because of policy. Just before the meeting, we had received word
that our annual bilateral cultural meeting with the Russians—the
U.S.-Russia Bilateral Presidential Commission Working Group for
Education, Culture, Sports, and Media, which the Russians
apparently loved—had been canceled by the White House because
of Russia’s behavior in Ukraine. I thought it best not to sugarcoat
this, and I announced it right at the top. Russian diplomats never
show surprise. I could have announced that President Obama was
inviting President Putin to be his partner on Dancing with the Stars,
and they would have just nodded, expressionless. Shvidkoy barely
acknowledged what I had said and did not bring it up again.
Russians are from the “never apologize, never explain” school of
diplomacy.

The primary issue they wanted to talk about was Fort Ross, which
had been the one and only Russian colony in the contiguous United
States. In 1812, a Russian American shipping company chartered by
the czar built a settlement about 90 miles north of San Francisco.
The settlers planted crops, bred livestock, and constructed a simple
Russian Orthodox chapel. But by 1841, their plans changed, and
they sold the fort. Decades later, California turned Fort Ross into a
park. In 2009, California was considering closing the park, and the
Russian Ambassador Sergey Kislyak met with then California



Governor Arnold Schwarzenegger and implored him to keep it
open.! Now Shvidkoy was advocating that it become part of the
National Park Service, which would protect it. This was a pretty
remote possibility, as either the President would have to issue a
proclamation under the 1906 Antiquities Act, or Congress would
have to pass a bill establishing it as a national monument. Right
then, no one was looking to do the Russians any favors.

When I explained that this was very unlikely, Shvidkoy launched
into a speech. He said Russia had “sovereignty” over Fort Ross
because of “history” and certain “rights.” Mr. Shvidkoy was clearly
unhappy with my answer and seemed to imply that Russia should
just annex it. That didn’t seem like a good plan. I looked around the
room, and all my State colleagues were stone-faced. Is that what
diplomacy is? Listening to crazy stuff and not acknowledging it?

After his speech, Shvidkoy seemed to lose his energy and
switched abruptly to the Rachmaninoff case. Rachmaninoff was a
great Russian artist, he said, and his remains should be sent back to
the homeland. When he finished, I said that the State Department
didn’t have any jurisdiction over the remains of the pianist and that
he would need to take it up with the Rachmaninoff estate. That
seemed to be enough for Mr. Shvidkoy. He looked at his watch,
glanced at his colleagues, stood up, shook my hand, and then they
all filed out. If he was playing the part of the gruff, humorless
unbending Russian apparatchik, it was a flawless performance.



Rethinking Rethinking

I must have gotten a dozen memos in the first few weeks about
convening meetings to “reimagine PD” or “rethink PD” or create
“PD for the 21st century.” I didn’t get any memos about diplomacy
in general or policy or media or China or Russia or anything else.
The way it works at the State Department is that foreign service
officers each had a “cone,” kind of like a major in college—politics,
economics, consular affairs, management, public diplomacy. They
were an economics officer or a political officer or a public
diplomacy officer. They received special training in these fields, and
they mostly stayed in their cones for their entire career. In many
ways, public diplomacy was the cone that, as the comedian Rodney
Dangerfield used to say, “don’t get no respect.” PD officers had a bit
of an inferiority complex. They were underrepresented in the
ambassadorial ranks, the great goal of all foreign service officers.
Politics and economic officers didn’t have to justify what they did.
But public diplomacy was kind of nebulous.

I was thinking less about reimagining PD than defining it in the
first place. I disliked the mushy language around public diplomacy
and I absolutely hated the phrase, so often used to describe PD,
“winning hearts and minds.” Everything we’ve learned in the last 50
years from social science and psychology suggests that changing
someone’s mind is a nearly impossible task. The more you try to
change an embedded view, the more likely people are to double
down in their beliefs (i.e., the “backfire effect”). In the department,
public diplomacy was described as people-to-people diplomacy, in
contrast to state-to-state. Everyone also talked about “telling
America’s story,” which was the earnest phrase used during the Cold
War. In all my reading, I hadn’t seen a very good definition of PD.
The one I liked best was also the briefest: Joe Nye’s phrase “soft
power.”? I generally felt that the more time we spent talking about
PD rather than policy, the more we marginalized ourselves.



The other thing that irked me was all the discussion of the
“golden age” of public diplomacy during the Cold War. Very often a
Representative would say, We used to know how to counter the
Russians. In fact, PD was seen as a success only after the fall of the
Berlin Wall. Before then, PD practitioners were blamed for not
getting our message across. The fabled United States Information
Agency (USIA) never really had a seat at the table, and the sainted
Edward Murrow famously complained about it (“If you don’t
include us in the takeoff, we can’t help you on the crash landing”).
Members of Congress had this naive idea that without USIA, the
Berlin Wall would never have fallen and the Soviet Union would
still exist. If anything, it was more Edward G. Robinson and Mr. Ed
than Ed Murrow that led to the fall of communism. American
popular culture was the secret weapon, not schmaltzy USIA
documentaries about African American athletes and musicians.

On my first morning as Under Secretary, I sent out a message to
all public diplomacy officers abroad that commended them for what
they did, but said that we had to use the power of social media and
mobile technology. For PD officers in the field, these missives from
newly confirmed political appointees must be somewhere between
forgettable and comical. For them, each new person has his or her
priorities that tend to last for only as long as that person stays in the
job, which in the case of the Under Secretary for Public Diplomacy
had not been very long.

There was a lot of resistance and just plain lack of knowledge
about digital and mobile. State officials were equipped with clunky
old BlackBerrys, and plenty of officers didn’t even have that. People
were resistant to social media. At that time, there were only a few
dozen State Twitter accounts, and even the Secretary did not have
one. Later, at a town hall meeting I had for our ambassadors, an
ambassador to a small European country raised his hand and said
that his problem with social media was that it’s too easy to make a
mistake.

Getting more folks on digital platforms was a challenge. I had a
tour of International Information Programs, a bureau under public
diplomacy that had once been part of USIA and helped create



content in support of policy. Staff escorted me to a large conference
room to proudly show me ... magazines. Spread across an enormous
rectangular table were all the print magazines they produced and
distributed around the world. I guess they thought that I, as a
former magazine editor, would be pleased to see all the wonderful
magazines they produced. In fact, I was horrified. I had just sent out
a message about focusing on social media, and here they were
showing me glossy legacy products from the 1970s. Heck, didn’t
they know the magazine business was dying? I eventually killed
about half the titles.



Silos, Silos, Everywhere

A couple of weeks after my confirmation, I got my State Department
email address—with the domain state.gov—but there was very little
in my inbox every morning. I was still getting more State
Department email at my Gmail address than at my government one.
I noticed that while my inbox sat empty, my staff received all kinds
of internally produced news summaries and lists of clips and press
releases. It was strange that there was no process to get you set up
digitally—no set of lists or schedules. In fact, it took months to get
on the lists I needed to be on to get news articles about the State
Department, to get op-eds and editorials about foreign policy, to get
the rundown of weekly meetings—and even then, I'm sure I wasn’t
on nearly all the lists I needed to be on. Occasionally, a longtime
State Department hand would say, Hey, what’s that list? I didn’t
even know about that one.

The truth was, few people at State knew what was going on in a
360-degree way. I was stunned, for example, to find that people at
the State Department didn’t seem to know when the Secretary of
State was giving a speech. Or what it was about. Or where it was
taking place. In those first few months, when I’d mention to other
Under Secretaries that the Secretary was giving a speech on, say,
arms control or countering violent extremism, they would say,
Really! How did you know about that?

This siloification extended far beyond the Secretary’s speeches.
When the European bureau made a statement about some action of
Putin’s or the Africa bureau condemned an action by a terrorist
group in Mali, almost no one knew about it. There was no cross-
promotion. Statements were issued from their silos and then not
amplified. Public Affairs was often quite reticent about chiming in
on such statements. They didn’t see their role as amplifying other
statements—after all, they had their own statements to make! They
thought it was the Secretary’s job to make speeches and the press’s
job to report on them, and that’s how our policies got out to the



public. Very 20th century. We literally didn’t have a single person
assigned to tweet or be on social media while the Secretary was
speaking.

One of the first ideas I had was to form a digital hub in PD that
would not originate content but rather share, amplify, and
coordinate it. Nobody seemed to be doing this. It would take only a
handful of people—three or four—who could retweet and repost
what the department had done that day. It would essentially be an
aggregator of content for the department. But it could also refute
false information about U.S. foreign policy. It would be a hub, and
that’s what I called it. I thought it was a no-brainer. But the no-
brainer was me, it turned out. Everyone objected. Public Affairs
didn’t like the idea and said it was their function. International
Information Programs thought this was their function. The seventh
floor was skeptical and didn’t really understand the purpose.

I talked about it all the time. I wrote an action memo to the
Secretary. And nothing happened. S did not sign the action memao. I
didn’t get the go-ahead from management to hire people. I was
frustrated and didn’t understand what was happening. It was my
first experience with how ideas get blocked within the department.
Ideas died at State because people saw them as violating their turf,
not because they weren’t good. They died not because anyone
overtly objected—they died from a kind of aggressive passivity. It
took me a while to understand Colin Powell’s dictum that in
government no idea on its own is good enough to rise; every idea
needs a coalition to succeed.



The Birth of Counter-Messaging

When I first looked at the structure of R and the bureaus underneath
it, one piece didn’t seem to fit: CSCC, the Center for Strategic
Counterterrorism Communications. All the other parts—Public
Affairs, Educational and Cultural Affairs, International Information
Programs—had been cobbled together from the 1999 legislation
that created the office of public diplomacy, but CSCC was new. It
had been created in 2010 by Secretary Hillary Clinton in
collaboration with CIA chief Leon Panetta to combat the
communications of a radical terrorist group that was using
revolutionary new techniques to get out its message: al-Qaeda.
Remember, this was 2010. Al-Qaeda had shot videos of Ayman al-
Zawahiri sitting on a hillside in Pakistan giving a jihadist lecture
directly to the camera for 54 minutes. They then uploaded that
video to YouTube, where it got a few thousand views. That was
cutting-edge back then.

The genesis of CSCC occurred at a Situation Room meeting in
2010. The U.S.’s drone war against terrorists was having success on
the ground but wounding the image of America abroad. At that
meeting, State’s coordinator for counterterrorism pitched the idea of
an information war room to combat terrorist messaging and help
America’s image in the process. According to observers, Obama
replied, “Why haven’t we been doing that already?”

That was enough to launch the idea, and Secretary Clinton came
up with a plan for a small, nimble entity that could coordinate
across the government to counter al-Qaeda’s media in real time. It
would live at the State Department but essentially be an interagency
group staffed from across the government. Executive Order 13584,
issued on September 15, 2011—about a year after that first
Situation Room discussion—established the CSCC “to coordinate,
orient, and inform government-wide foreign communications
activities targeted against terrorism and violent extremism,

particular al-Qaida and its affiliates.”® From the moment of its birth,



CSCC was a problem child. It was underfunded, its mission was
poorly understood, and it became an orphan within the State
Department. The National Security Council sought to manage it. The
Department of Defense resented it. And Foreign Service officers
avoided it. It was originally seen not as an entity that created
content, but one that helped coordinate and inform other entities in
government about what al-Qaeda was up to on social media. At the
time, there was also a fight about where it would be situated at
State. Counterterrorism wanted it, so did R. R won, but it was never
a perfect fit.

Within the first year, CSCC had grown to about 40 people, with
its most visible part something called the Digital Outreach Team
(DOT—another awful acronym), which engaged in online debate
about violent extremism. About 20 people worked on the team and
created content in three languages: Arabic, Urdu, and Somali. Their
motto was “Contest the space,” and the idea was to target so-called
fence-sitters, young men who might be considering joining al-
Qaeda. The messaging tried to create doubt in these young men by
telling them that al-Qaeda was killing Muslims and that if they went
to fight, they were likely to be killed themselves.

The head of CSCC was Alberto Fernandez, a former ambassador
to Equatorial Guinea who had also been a U.S. spokesperson in Iraq
during the Iraq War. Alberto had fluent Arabic, a dark mustache,
and a crafty manner. He was an expert in the history of violent
extremist organizations and could tell you how al-Qaeda and Jabhat
al-Nusra disagreed about toothbrushing hadiths.

I had first met with Alberto before I was confirmed, to better
understand CSCC. He walked me through what they were doing.
They seemed very focused on the inside baseball of al-Qaeda
politics. He proudly showed me examples of how al-Qaeda’s own
messengers attacked CSCC online and tried to take down CSCC’s
Twitter handle. It was clear he thought that being attacked by al-
Qaeda was a sign of CSCC’s effectiveness. I wasn’t so sure.

Alberto mentioned that in spring 2012, they had noticed another
organization that had formed in the area, the Islamic State of Iraq
and the Levant, which was fighting Bashar al-Assad. (The Levant



was the historical region of Syria and the countries of the eastern
Mediterranean.) They noticed that ISIS, as he called it, began to
increase its influence in rebel-held areas in 2013 through an
interesting mix of charity and intimidation. It helped the poor but
brutally punished anyone for violating sharia law and was virulently
anti-Shia. In early 2013, he said, this organization began warning its
followers that the U.S. State Department was trying to sow dissent
among jihadis. ISIS was the coming thing, he said.



Bringing Back Our Girls, Slowly

A week later, on April 14, 2014, I got a sense of just how rapid the
rapid-response mechanism of CSCC was. Most Americans had never
heard of Boko Haram when news organizations began reporting that
the group had kidnapped 276 girls from a secondary school in
Chibok, a town in Borno State, Nigeria.* Boko Haram was an Islamic
terrorist group formed in 2002 in northeastern Nigeria. Its aim was
to turn Nigeria into an Islamic state under sharia law. According to
U.S. intelligence, Boko Haram had formed an alliance with al-Qaeda
in the Islamic Maghreb in 2011. Over the past few years, Boko
Haram had been responsible for hundreds of attacks, multiple
bombings, and thousands of deaths in northeastern Nigeria,
murdering far more people than al-Qaeda.®

Alberto came to me and said this would be a good opportunity
for CSCC to branch out a bit and do some counter-Boko Haram
social media and show support for the kidnapped girls. He proposed
that CSCC do some quick mock-ups. Great. The next day, CSCC
showed me some potential banners. They were poorly designed, not
very modern-looking, and quite bland, but what the heck,
government wasn’t known for its aesthetic sense. I approved them
immediately because I didn’t want to delay our efforts.

In the meantime, the story had captured people’s attention. A
hashtag started trending on Twitter: #BringBackOurGirls. It turned
into a social media supernova when First Lady Michelle Obama
posed for a picture holding up a sign with the handwritten hashtag.
“In these girls, Barack and I see our own daughters,” she said in a
video.®

I didn’t think about the banners again and just continued to
monitor the situation on the ground. Ten days later, Alberto came to
see me and said, I need your help on something. What about? Well,
he said sheepishly, the banners had not been able to get through the
clearance process. What? The Africa bureau had objected to them.
We made some changes, he said, and they were approved, but then



the Bureau of Intelligence and Research objected to those changes.
It was a bureaucratic standoff, and he wanted to see whether I could
fix the problem. This was insane. A ten-day-old tweet might as well
not exist.

The clearance process was unmistakable evidence that State was
a horizontal culture as well as a vertical one. Almost every memo or
note or paper that was going from one level to another, or one
bureau to another, was subject to the clearance process. Any
bureaus, functional or regional, that had a stake in the paper had to
“clear” it before it went to the next level. And since they were so
protective of their equities, they wanted to weigh in to make sure
someone else wasn’t treading on their turf. This illustrated another
axiom at State: many more people could say no than say yes. A
deputy assistant secretary or a special assistant could not initiate
policy or even commission an anti-Boko Haram tweet, but they
could kill it by refusing to clear it.

Even when things did get through, the clearance process made a
mockery of deadlines. It optimized for purity over urgency. Things
that I originally expected to take hours would take days; things that
I thought would take days would take weeks; and things that I
thought would take weeks would take months. And I haven’t even
mentioned the reclama process. Don’t know that word? I didn’t
either. A reclama—from the Latin reclamare, meaning “to cry out in
protest’—was a request made through the chain of command to
reconsider a decision. So this meant that even after the final
decision had been made by a principal and cleared, you could
request that it be overturned. To me, it seemed like asking for the
referee’s call to be reversed after the game was over. At State, the
term was used as a verb, as in “you can reclama it.” And that’s what
had happened to the Boko Haram banners—they had been
reclama’d again by the Africa bureau.

When Alberto left my office, I picked up the phone and called
David Wade, the Secretary’s chief of staff, to explain the situation.
He had a one-word response: “Jesus!”

The banners were cleared and posted within two hours.



The Ben Cave

There’s nothing grand about the West Wing. The offices are small
and dark, the hallways narrow, the entrance areas unprepossessing.
It’s pretty underwhelming. I was there during my first week for my
initial meeting with Ben Rhodes. Ben’s office was a grotto, a long,
narrow cave with no windows. He was adjacent to the Navy Mess,
about a 15-second walk from the Oval Office.

Ben was Obama’s foreign policy boy wonder, his chief
speechwriter on foreign policy, and, in some ways, his foreign policy
alter ego—though Ben was later criticized in the press for saying
that himself. Ben’s official title was Assistant to the President and
Deputy National Security Advisor for Strategic Communications and
Speechwriting. Everyone at State told me he was my equivalent at
the White House, but that was a disservice to Ben. He would
become my closest and most reliable touch point at the White
House, and from first to last, he was generous and supportive.

Ben is a cool presence. Pretty much all Obama’s people were. It’s
not that he avoids looking you in the eye, but he often looks away
or up or down when he is speaking. This seems to be in part because
he really does concentrate while he’s talking, rather than just
rattling off practiced phrases, as lots of people in Washington do. He
had already been working for President Obama for five years, and I
was the new kid. When you’re in government, you look at every
new person as someone who can potentially advance or set back
your agenda.

He wanted to talk about two topics: the BBG and counter-ISIS.
BBG was the acronym for the Broadcasting Board of Governors—the
truly dreadful name for what was also known as U.S. International
Broadcasting, made up of the Voice of America, Radio Free Europe
and Radio Liberty, Radio Free Asia, Middle East Broadcasting, and
the Office of Cuba Broadcasting. These legacy media organizations
were originally part of the United States Information Agency and



then became quasi-independent by virtue of the 1999 legislation,
which also created my job.

BBG had a $750 million budget and about 3,500 employees,
which made it one of the largest news organizations in the world.
But few Americans knew about it. This was in part because of
Smith-Mundt, which mandated that it be directed abroad (Voice of
America broadcast in more than 60 languages), and in part because
it didn’t do much journalism that broke through in the U.S. It was
also cursed with a contradictory mission: it was government-
supported independent journalism. If that sounds strange, that’s
because it is. Its employees saw themselves exclusively as
journalists, but they were also tasked with creating content
“consistent with the broad foreign policy objectives of the United
States,” as its enabling legislation puts it. Hmm, how do you create
objective independent journalism consistent with American foreign
policy objectives? That’s a tough one. Ben said President Obama was
interested in U.S. international broadcasting and wanted to see what
more we could do with it. “It’s a lot of money,” he said. The
President, Ben added, would like to sit down with me and Jeff Shell,
the new chairman of the BBG, and talk about it. Ben said I should
get my thoughts together and we’d schedule a meeting.

The other place where Ben thought he could help was counter-
ISIS messaging. He supported CSCC, and had an idea on how to
enlarge the platform. He said two Defense Department “influence”
sites were being disbanded because of budget cuts. His idea was that
DOD could essentially hand them over to State, and we would run
them and pay for them.

Ben rummaged around his desk and found a glossy brochure
about the sites, prepared by the Defense Department. The pamphlet
described them as “cost effective, 24/7 influence with proven
impact.” It felt a little like he was a realtor trying to sell me that
dark apartment on the second floor. He explained that their content
had to say that they were supported by the Defense Department. Or,
if we took them, the State Department. But the only way you’d find
this out was if you clicked on the “About Us” link. Here’s what the
brochure said about that: “Less than 1% of readers click on the



‘about us’ link. Extremely limited loss of readership due to DoD
attribution.” Ben said the sites cost almost nothing. How much was
nothing? I asked. One cost about $4 million a year to run and the
other $6 million.

Ben, I said, that was three times the budget that I had for all of
CSCC.

That’s a problem, he said.

I wondered why I needed to buy something from DOD. The
Defense Department had more people in military bands than the
number of foreign service officers. For them this amount of money
was just the nickels left on the table.



Welcome to International Broadcasting

As it happened, I had a BBG board meeting that first week. I admit
that when I came into the job, I barely knew what the BBG was.
Even in my years as editor of Time, I couldn’t remember ever seeing
a Voice of America story or one from any of the other entities. Even
the names—Radio Free Europe, Radio Free Asia—seemed like
anachronisms, throwbacks to the Cold War. The meeting was at
BBG’s headquarters in the Wilbur J. Cohen Federal Building, a
gloomy 1930s-era building filled with somber New Deal-era murals.

By statute, I was the Secretary’s official designee to the BBG
board. But I was the first Under Secretary in anyone’s memory to
actually attend a board meeting. Most of my predecessors had
politely ignored it. When she was Secretary of State, Hillary Clinton
told a House committee hearing that the BBG board was “practically
defunct in terms of its capability to tell a message around the
world.” The Chairman of that House Committee, Ed Royce of
California, described the board as “dysfunctional.”” By all accounts,
this was a pretty accurate description. As one board member said to
me, it was like the Albanian politburo but without the handguns.
But under the chairmanship of Jeff Shell, the head of Comcast
Universal, the board had undergone a turnaround. Jeff was a smart,
no-nonsense, even-keeled chairman who just wanted to make things
work.

At that first meeting, I did see some snippets of the journalism
from some of the services. It was sober and straightforward, but
seemed old-fashioned and not up to U.S. broadcast standards. The
editing was a little rough, the graphics were poor, and the anchors
didn’t seem all that comfortable with teleprompters. I also learned
that the way the BBG “supported” U.S. foreign policy goals was to
air “editorials” from the State Department. It was a neat solution for
them. It hived off the material that supported U.S. foreign policy
from news reporting, but it was also a way of saying to the viewer,



Hey, don’t pay attention to this, it’s just American State Department
propaganda, and we’ll get back to the news in a moment.

One issue in that meeting illustrated the curious relationship
between State and the BBG. The executive producer for the Africa
service did a short presentation asking for $300,000 of R’s public
diplomacy funds to pay for a 15-minute daily newscast in Sango. I
nodded as though I knew what Sango was. Sango, it turned out, was
the lingua franca of the Central African Republic. I was told that the
BBG currently broadcasts to the Central African Republic in English
and French, but not Sango, the language most people speak. They
told me that this was a priority for the National Security Council. I
decided in the moment that I would say yes—that seemed like the
diplomatic thing to do—but I said to the table that it was a onetime
payment and that in six months I wanted to see some kind of metric
showing whether it was working or not. The head of the Africa
service looked a little nonplussed at this, I was later told no one had
ever asked her for metrics before.

Before leaving, I told Jeff that Ben wanted to organize a meeting
for us with the President about international broadcasting.



Choice of America

Ben was as good as his word. Within a couple of weeks after our sit-
down, a meeting was on the calendar with President Obama on
international broadcasting. Ben told me this was an ideas meeting
where, once a month or so, the President called together a group in
the Situation Room to brainstorm about one topic. This would be a
whole hour devoted to international broadcasting.

Ben said that I should do an overview of international
broadcasting, discuss State’s role, and mention any other quick
observations I’d made since I arrived. Okay.

I got to the White House early and had a few minutes with one of
Ben’s aides. Let’s call him Jaden. Jaden was a State staffer who had
been tapped by the NSC to come over to Ben’s shop. He had served
in Africa and South America. He was sharp and smart, had a goatee
and a conspiratorial manner. He mentioned that he was going to be
presenting about our response to Russian media. I knew from Ben
and others that people at the NSC were concerned about Russia
Today, the state-supported news channel that broadcast in the
United States as RT. I wasn’t quite sure why. One story I heard was
that Vice President Biden had turned on his television in a hotel
room in Europe and thought he was watching CNN, and then ...
slowly ... realized ... it was RT. Jaden said his presentation was
about the idea of the U.S. standing up its own version of RT.

Jaden showed me his PowerPoint presentation: it was titled “The
Freedom News Network.” The idea was essentially to take the
annual BBG budget and create an international U.S. government
television network. While I wasn’t a gigantic fan of Voice of America
or any of the other BBG entities, this plan was, well, crazy. The idea
that the U.S. government would spend three-quarters of a billion
dollars to create content 24/7, find and hire the people to do so,
figure out shows and schedules, license content, and get carriage
around the world on both satellite and terrestrial TV providers was
absurd. I knew there were some Congressmen who were saying we



should do this (and in fact, a bill would later be introduced to create
the Freedom News Network), and I knew there were some people in
government who thought that’s what the United States Information
Agency had done (they were mistaken), but my overwhelming
conviction was that this would do more to hurt America’s image
than to help it.

And that wasn’t even the main reason that it was a dumb idea.
The main reason was: don’t compete against yourself. No, we didn’t
have an exact equivalent of Russia Today, but we had CNN and Fox
News and MSNBC and CBS and the Discovery Channel and PBS and
the National Geographic channel and on and on and on. We had
Facebook and Google and Instagram. We had Game of Thrones for
chrissakes. Someone had earlier mentioned to me that Russia Today
got about the same rating in the U.K. as CNN. I went and checked
and that was true. But RT was literally the only Russian channel in
the top 100 channels watched in the U.K.—and the U.S. had more
than 40, everything from Lifetime to the Cartoon Network. I
wouldn’t trade that for a U.S. version of RT. America’s soft power in
terms of TV, movies, and pop music far outweighed in influence,
scope, and power anything the American government could create,
much less Russia Today. RT didn’t have enough viewers in the U.S.
to even qualify for a Nielsen rating.

One of the things I'd noticed in government is that people who
had never been in media, who had never written a story or
produced one, who didn’t know about design or graphics, who
didn’t understand audiences or what they liked, seemed to think it
was easy to create content. People had the illusion that because they
consumed something, they understood how it worked.

I didn’t say much to Jaden about the idea before the meeting began.
I had a place setting about two-thirds of the way down the table
from where the President sat. Ben was sitting directly to the
President’s left and spoke first. He very briefly and graciously
introduced me. The President said, “Hi, Rick,” but in a completely
businesslike way. When Ben called on me, I went straight to the
nitty-gritty of the State Department’s relationship to BBG and why it



wasn’t working. I mentioned that I was the first PD Under Secretary
in memory who had actually gone to the board meetings. That the
“editorials” that State did on Voice of America and other services
were a waste of time. I made the case that the BBG entities, instead
of spending all their time creating content, should actually
aggregate U.S. news coverage and present that to foreign audiences.
Voice of America should be Choice of America. (That got a couple of
smiles.) I mentioned what I used to say about Time’s website, which
was smaller than those of our big competitors: curate more, create
less. If we simply showed people around the world the reporting
that American journalists already were doing, we would also get
credit for how we cover ourselves. It would be a model. See, that’s
what the First Amendment is all about. Try it! In short, I was saying
pretty clearly, Let’s not create a gigantic American-government
news network.

When I finished, the President leaned back in his chair, locked his
hands behind his head, and went up to 30,000 feet himself. He’d
obviously thought about all this and proceeded to engage in a
Socratic dialogue, mostly with himself.

“What’s the problem we’re trying to address here?” he asked.

His answer was pretty simple: we want people around the world
to be able to get our point of view on things.

“What is it that we want them to have?”

His answer: “Usable information.”

“Who do we want to reach?”

I want to speak to a global audience, he said, but what I'm most
interested in is reaching 15 or so countries. We talk about global
public opinion, but I'm more interested in public opinion in a few
specific places. I want to talk to the man in the barbershop in
Istanbul. The young woman teacher in Sao Paolo. The businessman
in Abu Dhabi. The factory worker in Munich. He was frustrated that
our image was more negative than it should be.

He conspicuously did not mention Russia. Russia wasn’t among
the top 15 countries he wanted to reach.

“What are the tools to do that?”



He asked whether we could license or commission local content
in those countries. And what’s the best content to give them? Is it
news or is it game shows or reality TV? He said we needed to do
more market research.

I had the sense then—which I would have a number of times
while I was at State—that the President had thought more about the
issues being talked about than anyone else in the room, knew more
about those issues, and had come up with better answers than
anyone else. This was both a good and a not-so-good thing.

Ben then called on Jaden. Jaden was backbenching, sitting
against the wall, and stood up and sketched out the idea of the
Freedom News Network. He essentially gave the same presentation
he had done for me a little earlier. I was prepared to weigh in on
this if no one else did.

Everyone could see from the President’s body language that he
wasn’t very taken with the idea. He had twisted himself into a
pretzel. He was quiet. He wasn’t looking at Jaden. He then
perfunctorily asked a couple of very small questions, and then said,
Let’s move on. It just wasn’t an Obama kind of fix. I always hated it
when people would say at meetings, “There are no bad ideas.”
Unfortunately, there are—a lot of them. I wish that just once I had
heard someone say, “You know what, that’s a really terrible idea.”

As I saw Obama again in other similar situations, I came to
believe that he was essentially a small ¢, Edmund Burke kind of
conservative. That is, the first thing he did in every situation was to
look at whether doing something was actually going to make the
situation worse than doing nothing. And often he came to the
conclusion that, yes, it would. Plus, he only ever wanted to use as
much wrench as necessary to turn the bolt. It was the Occam’s razor
school of foreign policy: the solution shouldn’t be more complex
than the problem. Keep it simple. Don’t fix things that aren’t broken.
Don’t do dumb stuff. Spending three-quarters of a billion dollars to
start up a global U.S. government news network to reach a 24-year-
old sitting in a barber’s chair in Istanbul was not the simplest
solution to the problem.



The president ended the discussion by saying, with a tone of
frustration, “We’ve been talking about this for five years.”



PART IV

Information War






Putin’s Pulp Fictions

First, there were the little green men.

That’s how early news reports referred to the masked men in
unmarked uniforms who suddenly appeared in strategic locations
around Crimea at the end of February 2014.1

On February 27, these units took over Crimea’s Supreme Council
—its parliament—as well as critical locations like airports and
military bases and television stations.?

The green men were Spetsnaz—Russian special operations forces.
Putin vehemently denied they were Russian troops, claiming instead
they were patriotic local militias defending the rights of ethnic
Russians in Crimea. How local militias had Russian PKP machine
guns, Russian composite helmets, and Russian tactical vests was not
explained. These troops were accompanied by digital forces, as
Russian internet trolls and bots echoed the message that they were
local militias.

At a press conference a week later, Putin was asked if there were
Russian troops in Crimea. He said, “No.”3 Putin asserted that “there
were no Russian troops in Crimea.”

This was an unblinking lie. It was a lie without any verbal hedges
or ambiguity, a direct knowing lie on the world stage about one
country invading another.

Within days, Putin had engineered the installation of a pro-
Russian government. The new council declared the Republic of
Crimea to be an independent entity, and a referendum was to be
held on March 16 in which voters would choose whether or not to
join the Russian Federation.* The vote was overwhelmingly in favor
of joining.> On March 18, a treaty was signed in the Kremlin
between Crimea and Russia to formally bring Crimea into the
Russian Federation.®

The White House condemned the violation of the sovereignty of
Crimea and called for sanctions on Russia. In a phone call to Putin,



President Obama said that Crimea’s referendum would “never be
recognized by the United States and the international community”
and that “we are prepared to impose additional costs on Russia for
its actions.” Putin, for his part, told Obama that the referendum was
“fully consistent with the norms of international law and the U.N.
charter.””

Oh, and one month after the initial invasion, Putin owned up to
the fact that they were Russian soldiers—without ever
acknowledging that he had denied it in the first place.® That’s
Putin’s way. Establish a new baseline of reality and never look back.

The context for all this was the months of demonstrations in Kiev
that began in November 2013 and culminated in the flight of the
Putin-supported president of Ukraine, Viktor Yanukovych, at the
end of February.® The protests, centered in the neo-Stalinist-style
square known as the Maidan, began in reaction to Yanukovych’s
rejection of a Ukraine-European Union Association Agreement that
would have established a free-trade zone. Putin had urged
Yanukovych to reject it, and he had.'® On the Maidan, pro-EU
demonstrators carried EU flags and chanted, “Ukraine is Europe.”!!
It was the largest gatherings of protesters since the pro-democracy
demonstrations of the Orange Revolution in 2004.12 And that’s what
spooked Putin—he had long claimed that America was behind these
“color revolutions” in the Russian periphery.!3 In 2011, Putin had
accused Secretary of State Hillary Clinton of being the invisible
hand behind the anti-corruption protests that had rocked Moscow
and St. Petersburg that year.!*

The U.N. rejected the Crimean annexation and referendum,
passing a nonbinding resolution affirming the “territorial integrity of
Ukraine.”!®> The leaders of the G7 condemned “the Russian
Federation’s clear violation of the sovereignty of Ukraine”'® and
then suspended Russia’s membership in the G-8 and canceled the
planned summit in Sochi—a blow to Putin, as the gathering was
meant to showcase Russia just before the Russian-hosted Winter
Olympics.1”



Over and over, the President and the State Department reaffirmed
that Ukraine’s sovereignty and territorial integrity must be
respected.'®19 Secretary Kerry went further. On Face the Nation, he
said, “It’s an incredible act of aggression. It is really a stunning,
willful choice by President Putin to invade another country.”?°

I was outraged about Putin’s actions. I was particularly incensed
by the stone-cold lying and disinformation. We had been monitoring
for months how Russia had been claiming that Nazis and fascists
were behind the “Euromaidan” protests. What could I do? Well,
heck, I was the head of public diplomacy and public affairs at the
State Department, and at the very least, we could tweet about it. 1
know that sounds like shooting spitballs at a tidal wave, but it was
no small thing at State. I asked that public affairs officers and State
staff and ambassadors tweet out the statements about Ukraine that
the President and the Secretary had made. Easy, right? But nothing
happened.

So, I started to tweet myself, condemning Putin’s actions in
Ukraine, all the while not getting out ahead of the Secretary or the
President. Here’s an early one:

The unshakable principle guiding events must be that the people of #Ukraine

determine their own future.

Not exactly fire-breathing words, but it was something.

After I began tweeting, I noticed something I hadn’t seen before. I
didn’t get much reaction from within the Building, but I would get
immediately trolled online by dozens of seemingly furious people.
Someone named Petrik Krohn tweeted a few minutes later:

The key to the liberation of #Ukraine is understanding that the US @StateDept =

#CIA. #Euromaidan is their anti-Russian #pogrom.

And then this got retweeted by other Russian-sounding Twitter
handles. This was all new to me. Here are a few others, all of which
were liked and retweeted by one another:



Everyone knows for a long time that the State Department only deals in

misinformation.

The US is the empire of evil and fascism [accompanied by an image of a bloodied

Obama holding a map of Ukraine].

Why is it forbidden to hold protests like the Maidan in the USA? You are

undemocratic and authoritarian.

And the always useful:

Are you a drunk or do you lie deliberately?

In the beginning, there was very little echo of what I was trying
to do within the department. The attitude at State was: the President
has spoken, the Secretary has spoken, the U.N. has spoken—why do
we need to do anything else? Even people who were privately
furious about what Putin had done were reluctant to go on social
media and say the same thing. Or even support what the President
and the Secretary had said.

I asked to be furnished with regular tweets. Public affairs sent me
some, grudgingly. Here is one that was sent to me to post, provided,
of course, that EUR cleared it, which they eventually did:

U.S. is closely monitoring developments in #Ukraine.

Putin must have been quaking in his boots.



“A Message to America”

August 2014. The video begins with moody, hypnotic music. White
type on a black background: “A Message to America” in English and
Arabic. A grainy clip of President Obama authorizing air strikes.
Then a cut to a man in an orange tunic kneeling in a vast desert
against a darkening sky. Shaved head. Stubble on his chin. A strong,
handsome face. He looks straight at the camera.

Looming over him, a tall, slender soldier in black with a
balaclava over his head. He is holding a knife and has a gun in a
leather clip draped over his shoulder.

Then in a strong voice with an American accent, the man in the
orange tunic says:

I call on my friends, family, and loved ones to rise up against my real killers, the
U.S. government. For what will happen to me is only a result of their complacency

and criminality.

The microphone in his collar picks up the sound of him
swallowing. His voice chokes as he mentions his brother.

I call on my brother John, who is a member of the U.S. Air Force. Think about
what you are doing. Think about the lives you destroy, including those of your

own family.

And then:

I wish I had more time. I wish I could have the hope for freedom and seeing my

family once again ... I guess all in all I wish I wasn’t American.

Then the man in black spoke. His voice was grim, and his accent
sounded as though it could be from East London. With his knife, he
pointed to the man in the orange tunic:



This is James Wright Foley. An American citizen of your country. As a
government, you have been at the forefront of the aggression towards the Islamic
State. You have plotted against us, and gone far out of your way to find reasons to
interfere in our affairs ...

You are no longer fighting an insurgency. We are an Islamic army and a state
that has been accepted by a large number of Muslims worldwide. So effectively,
any aggression towards the Islamic State is an aggression towards Muslims from
all walks of life who have accepted the Islamic Caliphate as their leadership.

So any attempt by you, Obama, to deny the Muslims their rights of living in
safety under the Islamic Caliphate will result in the bloodshed of your people.

And then, well, they do not show the gruesome deed. Like the
makers of horror movies who understand that the most terrifying
act of violence is the one that happens offscreen, they cut to an
image of Foley’s headless torso lying in the sand, the knife next to
him in a pool of blood, a pair of sandals tossed to the side.

The final frame showed a brief glimpse of another American, the
journalist Steven Joel Sotloff. “The life of this American citizen,
Obama,” the man in black says, “depends on your next decision.”?!

It was horrifying and riveting in equal measure. The quality of
the video showed sophistication and craftsmanship—a concern with
aesthetics and design—like nothing we’d ever seen from al-Qaeda.
The makers of this video cared about art direction, light, music,
pacing—even the typography of the titles.

For ISIS, this was their Super Bowl ad. It introduced their grisly
brand to an audience of millions. Within minutes, ISIS fanboys were
tweeting using the hashtag #NewMessageFromISIStoUS.?? One
tweeted a picture of an ISIS flag on a cell phone with an image of
the White House in the background.?? YouTube removed the Foley
video three hours later, but it had already gotten hundreds of
thousands of views. Highlights from it had been broadcast to
millions by every global news channel.?*

James Foley had been kidnapped in Syria nearly two years
earlier. He was a freelance journalist who had been working for
Agence France-Presse. He had once worked for the U.S. Agency for



International Development in Baghdad. He had written for the
military newspaper Stars and Stripes while in Afghanistan. He had
worked for the news service GlobalPost in Libya, where he had been
captured by rebels and held for 44 days. Foley was a young, white
American male who could have passed for one of the American
soldiers in Iraq. That was the idea. Putting him in an orange tunic
was meant to evoke the garb of the prisoners in Abu Ghraib and
Guantanamo Bay. ISIS had found their poster boy.

The Foley video transformed what had been an obscure offshoot
in the world of Muslim extremism into a gigantic global brand
known to billions: ISIS. The black flag. The severed head. It was
meant to show them as ruthless, magnetic, messianic, and
undeterred by American power. Men in black. Avengers of Sunni
Islam. Holy warriors.

The video had an even more practical purpose: it was a
recruitment ad for ISIS’s extreme army—ISIS’s version of the U.S.
Marine Corps’ TV ads in the 1980s to recruit “a few good men.”
After all, ISIS was also a volunteer army that required a steady flow
of recruits. Its appeal was both religious and adventurous—if you
want to lop off some American heads and go to heaven in the
process, come to Iraq and Syria. Violent Islamic adventure tourism.
Their proposition was zero sum—;join us, or be a kafir (an apostate)
and die.

This was how most Americans, and most people around the
world, were introduced to ISIS, the Islamic State of Iraq and Syria.

But ISIS was not new to CSCC. They had spotted an escalation of
ISIS social media in the spring of 2014. ISIS, they informed me,
already had a media arm called Al-Hayat, which a couple of weeks
before had released an English-subtitled video showing young
children breaking their Ramadan fast with ISIS warriors. A week
later, to mark the Eid al-Fitr feast at the end of Ramadan, they had
released a video that showed a mass execution of Syrians. They
mixed the grisly with the G-rated. Less than a month after releasing
Foley’s execution video, ISIS fighters had started a meme of fighters
posing with jars of Nutella. The Nutella was meant to suggest that
life in the Caliphate was sweet. It was a double-edged campaign:



graphic violence to scare America and the West, and sunny travel
ads to recruit foreign fighters.

I pushed CSCC to do more counter-ISIS messaging. They sent me
a plan, saying their target audience was “Sunni Iragis, pan-Arab,
and global”—unfocused, but at least they were starting. They
launched a series of tweets around themes of brutality, betrayal, and
the limits of sectarianism. Here are a few, translated from the
Arabic.

ISIS has betrayed you before, will betray you again.
@CSCC @ThinkAgain_DOS

ISIS’s barbarism is its only real goal. It has no religious justification. @CSCC
@ThinkAgain_DOS

The United States will not assist those who throw their lot in with ISIS. @CSCC
@ThinkAgain_DOS

“Think Again, Turn Away” was CSCC’s motto. The tweets got a
bit of traffic, and some responses from digital jihadis accusing CSCC
of being a tool of the State Department. When we pointed out ISIS’s
hypocrisy, the digital jihadis pointed out ours. @de_BlackRose
tweeted: “Remember how American arrested and humiliated our
brothers in Iraq,” next to a graphic image from Abu Ghraib. CSCC
replied: “US troops are punished for misconduct, #ISIS fighters are
rewarded.” I’'m not sure CSCC changed the minds of any young men
thinking of going to fight in Iraq and Syria, but it was something.

But tweeting was not going to stop ISIS from executing the other
American journalist they had shown at the end of the video—like a
cliff-hanger in a serial—Steven Sotloff.



Punching Back

Sometimes knowledge can be a barrier to starting something new.

My very ignorance of how things worked at State actually helped
me launch something we hadn’t done before.

I had looked around the department and I didn’t see any entity
that could push back against all the Russian propaganda and
disinformation surrounding Crimea and Ukraine. The European
bureau was reticent—messaging of any kind was just not what they
did.

There was one large, wonderful exception to State’s social media
passivity: Geoff Pyatt, our ambassador to Ukraine. Geoff was all
over social media: he was tweeting dozens of times a day, not only
his own strong anti-Russian tweets but also regularly retweeting the
reports of journalists and observers who were calling out Russia for
its actions. Pyatt didn’t think Russian lies should go unchallenged.

I had a number of conversations with Pyatt, and he encouraged
me to do something. I decided to call a meeting with representatives
from EUR, PA, PD, and the spokesperson’s office to discuss the idea
of starting an internal counter-Russian messaging hub. Actually, I
didn’t quite say that. I said we were going to meet to discuss what
could be done about Russian propaganda.

We had the meeting in the big conference room adjacent to my
office. I had planned on opening with a discussion of the hub idea,
but we happened to have a young public affairs officer from Kiev
who was visiting. I thought it might be interesting to hear from him
first. He was a burly, bearded, Russian-speaking foreign service
officer who had been in Kiev for the past year. Before that, he had
spent two years in Moscow. Like so many of the people serving in
Ukraine, he was passionate about what he had seen.

“The Russians,” he said, “have a big engine. They are working
overtime on building a compelling narrative—a narrative that
undermines democracy in Ukraine. They say the same things day in



and day out. These are the three big lies they repeat again and
again:

“ ‘The protesters are fascists and hate Russia.

“ ‘Ukraine is historically and emotionally a part of Russia.

“‘America and the West are the source of the instability.’

“You have to understand,” he said, “that the Russians are baffled
by the protests in the Maidan. They cannot believe that the
aspirations of the protesters are genuine. They are incapable of
understanding something that is not cynical or purely transactional.
They are so utterly corrupt themselves that they don’t see how the
corruption in Ukraine angered everyday Ukrainians. They project
their corruption on everyone else. The idea that people may actually
be protesting for individual freedom does not even occur to them.
The only explanation is that America must be behind it.”

He said the single most important thing for American policy was
to make Ukraine a success. If Ukraine fails, he said, that sends a
signal to everyone else in the periphery that the West is a fickle
partner.

“Right now,” he said, making a fist on the table, “we are being
out-messaged by the Russians. The Russians don’t have a clearance
process. They don’t feel the need to be truthful. We are too timid
and reactive.”

This was so much more powerful than anything I could have said.
It was the perfect preamble for what I wanted to do. He had made
the case for me. But the protocol at all State meetings is that
everyone gets a say. Only then can you try to steer toward a
conclusion, and that was never simple either.

Someone said we should message to the “Moscow million”—the
million people who mattered in Moscow. Someone said we should
focus on the Baltics. Someone said we should think about Germany,
as the Germans were critical to the success of Europe. A fellow who
had once worked at USIA said we used to know how to do counter-
Russian messaging.

We were in what I came to think of as the “counter” mode. In
Washington, when you’re threatened or attacked, the first reaction
is always, How do you hit back? How do we counter them? This is



what you always hear Representatives and Senators say. We need to
hit them back even harder. From a bureaucratic standpoint, what
this usually means is that whatever you’re against, if you put the
word “counter” in front of it, you’ve created an entity to fight it and
satisfy the bureaucratic impulse: counterterrorism,
counterextremism, counterinsurgency, counterpropaganda.

I wanted to get something going. I said, Let’s start a counter-
Russian version of CSCC. I said it wouldn’t have to create its own
content but could be a coordinating entity and aggregate and
optimize content from State and everywhere else. (Coordination
always ruffles the fewest feathers.) How do we do that? Where do
we start? I was looking for volunteers.

Nobody volunteered. Not PA. Not EUR. Not PD.

Someone said—without irony—We can’t do what we know we
should do until we hear what the NSC wants us to do.

And then the public affairs officer from Kiev stood up and said,
Count me in. Count Kiev in. We’re all in on this.

At the end of the meeting, I said that as of today, we were going
to form a Ukraine messaging hub or war room. Someone called it
the Ukraine Task Force. Not catchy, but at least it didn’t have
“counter” in the name.

One of the people at the meeting was Doug Frantz, the assistant
secretary for public affairs, who reported to me. I’d known Doug a
little when he was an investigative reporter for the New York Times.
Doug approached me with an idea: What if we went directly after
Putin’s lies? What do you have in mind? I asked. He said we could
create a direct rebuttal of 10 statements that Putin had made about
Ukraine. I told him, Full speed ahead. Two days later, in
coordination with the new Ukraine Task Force, Public Affairs
produced a fact sheet called “Putin’s 10 False Claims.” It began by
saying the world hadn’t seen such “startling Russian fiction since
Dostoyevsky.” Here are the first three:

1. Mr. Putin says: Russian forces in Crimea are only acting to protect
Russian military assets. It is “citizens’ defense groups,” not Russian



forces, who have seized infrastructure and military facilities in
Crimea.

The Facts: Strong evidence suggests that members of Russian
security services are at the heart of the highly organized anti-
Ukraine forces in Crimea. While these units wear uniforms
without insignia, they drive vehicles with Russian military
license plates and freely identify themselves as Russian security
forces when asked by the international media ...

2. Mr. Putin says: Russia’s actions fall within the scope of the 1997
Friendship Treaty between Ukraine and the Russian Federation.

The Facts: The 1997 agreement requires Russia to respect
Ukraine’s territorial integrity. Russia’s military actions in
Ukraine, which have given them operational control of Crimea,
are in clear violation of Ukraine’s territorial integrity and
sovereignty.

3. Mr. Putin says: The opposition failed to implement the February
21 agreement with former Ukrainian President Viktor Yanukovych.

The Facts: The February 21 agreement laid out a plan in which
the Rada, or Parliament, would pass a bill to return Ukraine to
its 2004 Constitution ... Under the terms of the agreement,
Yanukovych was to sign the enacting legislation within 24
hours ... Yanukovych refused to keep his end of the bargain.
Instead, he fled, leaving behind evidence of wide-scale

corruption.?®

It's not a work of art, but it’s pretty darn punchy for a
government press release. (I tweeted it out as “Putin’s Pulp
Fictions.”) I can’t tell you how unusual it was for the State
Department public affairs office—or any government public affairs
office—to put out such a document. Usually, we would issue a
statement that we were “concerned” about something or, if it was



really bad, “deeply concerned.” This was something new from the
State Department and it actually went viral. It got written about in
lots of countries and retweeted thousands of times.?® “Putin’s False
Claims” was also picked up by the public affairs departments of the
Baltic countries and Germany and many of the countries in what
Russia called “the near abroad.” They liked it. They thought we
were leaning forward. All the Baltic countries wanted more where
that came from. A Baltic foreign minister emailed: “When is the
sequel?”



The Republic of Fear

Steven Sotloff had worked for me at Time. He had been a stringer,
someone we could assign stories to on a freelance basis. He had
turned up in Libya at the start of the Arab Spring and pitched stories
to us. He was soft-spoken but intense. In 2013, he had come by the
office in New York and our two international editors, Jim Frederick
and his deputy, Bobby Ghosh, tried to dissuade him from returning
to Libya and flat-out refused to commission him to go to Syria. It
was far too dangerous. I agreed and said Syria was off-limits. Sotloff
was young, green, and a little naive.

But he had gone on his own and was kidnapped in northern Syria
in August 2013 while reporting on that country’s civil war. It was
the single most dangerous place in the world for a journalist, as
more than 70 had been killed and 80 kidnapped since the beginning
of the conflict.?” The last story he had done for us was a detailed
examination of the Benghazi raid. After Sotloff was captured, the
senior leadership of Time—all of whom I knew well—had reached
out to the State Department for help. I spoke to them a number of
times but ultimately turned them over to David Wade, the
Secretary’s chief of staff, who was handling the situation.

For months, Sotloff’s family had wanted to keep his abduction
quiet. We had supported them in this, as did the White House. But
after the Foley video, Sotloff’s mother made her own video
appealing directly to Baghdadi, whom she called the “Caliph of the
Islamic State.” “I appeal to you to spare his life,” she said. “He’s an
honorable man who has always tried to help the weak ... I ask you
to use your authority to agree with the prophet Muhammad who
said to spare the people of the Book.”28

Two weeks after the Foley beheading, ISIS issued a new video
titled “A Second Message to America.” The same executioner, later
known as Jihadi John, returns and points his knife at the camera
and says, “I'm back, Obama, and I’'m back because of your arrogant
foreign policy towards the Islamic State ... As your missiles continue



to strike our people, our knife will continue to strike the necks of
your people.” Kneeling next to him in an orange shirt, with his head
shaved, Sotloff calmly begins by saying, “I am Steven Joel Sotloff.
I’'m sure you probably know exactly who I am by now.” Reading
from a statement, he said: “Obama, your foreign policy of
intervention in Iraq was supposed to be for preservation of
American lives and interests, so why is it that I am paying the price
of your interference with my life?”2°

A few minutes later, the video revealed Sotloff’s severed head.
CSCC did virtually no messaging around the kidnapping and the
killing of Sotloff. The reason was that we believed ISIS may have
been holding other Americans, and we didn’t want to jeopardize
their lives. Sometimes there are good reasons for staying silent.

A few hours after American intelligence agencies had analyzed the
Sotloff video, President Obama held a press conference in which he
said that the videos had “repulsed” the world, but that they “only
unite us as a country and stiffen our resolve to take the fight against
these terrorists.” Ironically, President Obama made his statement
from Tallinn, Estonia, his last stop before the NATO summit in
Wales, where he would endorse a rapid-reaction force that could
deploy quickly in situations like Russia’s intervention in Ukraine.3°
He was at a joint news conference with President Toomas Hendrik
Ilves of Estonia, who had been one of the European leaders most
outspoken on Russian aggression and disinformation. In introducing
President Obama, President Ilves first condemned the killing of
Sotloff before saying the main issue they would be discussing that
day was “Russian aggression.” In the same breath, Obama criticized
“Russian aggression against Ukraine” and ISIS’s “barbarism,” saying
that we would not be intimidated by either.3! It was a noteworthy
moment, when the two strands of this information war—ISIS and
Russia—overlapped. As would become increasingly clear, both
Russia and ISIS were engaged in a battle against American influence
and ideas and sought to undermine both. America was what the



Russians once called “the main enemy” and what ISIS called “the far
enemy.” We were the foe on which everything could be blamed.

The two horrific beheadings and their accompanying videos and
social media put ISIS on the radar of ordinary Americans. We began
to get estimates that there were tens of thousands of pieces of social
media being posted a day in support of ISIS. Americans were not
only outraged, they were worried about their own safety. By fall
2014, national polls showed the highest level of concern about
terrorism since 9/11. The beheading videos were a textbook
example of effective modern terrorism and information warfare—
that is, they had an effect out of all proportion to the deaths of two
young men, and the threat ISIS actually represented. Terrorism
works because human beings imagine possibilities instead of
probabilities. Suddenly, we could see the possibilities on our
phones. Social media’s combination of immediacy and intimacy
made it the most powerful terroristic tool in history.32

My office started getting calls from Congressmen asking, What
are we doing about ISIS’s messaging? How are you countering it?
After all, CSCC was the single counter-violent extremist messaging
entity in the whole federal government—and it reported to me. Mr.
Stengel, you need to get on top of this, they said. Several members
of Congress told me they believed that social media had itself given
rise to ISIS. People seemed to attribute an almost mystical power to
the internet. You’d often hear Congressmen say things like, They
were converted by the internet. I visited one Democratic
Representative who asked me, “Mr. Stengel, can’t we just close
down that part of the internet where ISIS is?”



Ukraine Deputies

Five days after the meeting that created the Ukraine Task Force, the
NSC held a deputies meeting on Ukraine. I was still new to what
was known as the DC/PC process. DC stood for Deputies Committee;
PC stood for Principals Committee. The latter is presided over by the
National Security Advisor and the participants are cabinet members
and heads of agencies. The DC is usually led by a deputy National
Security Advisor and includes deputies of the cabinet officers—the
Deputy Secretary of State, the Deputy Secretary of the Treasury. The
idea is that the DC lays the groundwork for the PC. There can be
many DC meetings leading up to one PC meeting. This was referred
to as the “interagency process.” I won’t get into the pros and cons of
the process now, but DC meetings—at least for me—were a pretty
big deal.

The White House was getting ready to impose serious sanctions
on Russia. There was concern that the invasion of Crimea was a
precedent for what they might do in eastern Ukraine. The hard-
liners in the administration saw this as an expression of Russia’s
age-old desire to expand in order to feel more secure. It reflected
Putin’s abiding anger about the extension of NATO up to Russia’s
doorstep. Putin wanted Ukraine to lean east and be a client state of
Russia; we wanted Ukraine to lean west and be a part of Europe.

The Ukraine DC was led by Deputy National Security Advisor
Tony Blinken. Whip-smart, even-tempered, and with a weakness for
very bad puns, Tony ran a meeting that was a model of openness
and efficiency—something pretty rare in Washington. The
announced purpose of the DC meeting was to consider a new round
of sanctions against Russia. Ben Rhodes wanted me to be there to
talk about combating the avalanche of Russian disinformation. I had
stopped by his office before the meeting to brief him on the Ukraine
Task Force.

Geoff Pyatt, our ambassador in Kiev, flew in for the meeting. It
was my first time seeing him in person. Geoff looked like how you’d



cast an ambassador in a 1950s movie: tall and rangy, with
tortoiseshell glasses and a powerful voice. Geoff’s principal concern
was that Ukraine succeed as a modern, non-corrupt, Western-
focused nation. As he said to me one of the first times we spoke,
“Ukraine is a nation the size of France in the heart of Europe.” If
Ukraine did not succeed, he said, that would be a powerful message
to all the countries in the Russian periphery that it was not worth
the risk to be a partner with America and the West.

Because Pyatt was there, Blinken called on him first. People at
the NSC respected Pyatt, which was not always the case with career
ambassadors. He began by saying that we were looking at three big
problems that were interconnected like Russian nesting dolls. The
first was Ukraine itself: it wanted to be part of Europe, which Russia
opposed. “Russia’s response,” he said, “is to try to turn Ukraine into
a failed state, or at the very least, what they call a ‘frozen conflict.””
The second, he said, was the countries of the former Soviet Union.
Russia wanted to send a message to them, especially the Baltics. The
message was, “You can’t put your chips with the West and America
—they will only disappoint you.” And finally, there was NATO.
Geoff said Putin wanted to undermine NATO and the Atlantic
alliance by testing Article 5, the very heart of the treaty, the
principle that said if one nation is attacked, everyone must come to
its aid. He did not have to mention that the first and only time
Article 5 had ever been invoked was after 9/11.

Then Geoff dived into what was going on at the moment. He said
things had become even more fragile in the last few days. He said
there were “paid Russian provocateurs” in the Euromaidan protests
who were creating controversy that was then amplified by what he
called “Moscow’s incredible propaganda machine.” That machine,
he said, was in overdrive, telling people that this was not an
indigenous protest but a subversive plot by America. “It’s important
to recognize that what we call Russian hybrid warfare—which
Ukraine has been subjected to for two years—is a combination of
different things. It’s not just the little green men, but it’s economic
pressure, military pressure, and information pressure. The Russian



goal is not to prove its version of the truth; it’s to confuse and
distract and push Ukraine off track and us off balance.”

The actual action being discussed was a new round of sanctions,
handled by Treasury. David Cohen was the Treasury Under
Secretary for Terrorism and Financial Intelligence. Sober, serious,
meticulous, Cohen outlined the actions Treasury was going to take
against Crimean companies and individuals. Some of them, he said,
had already been approved by the Europeans. But he said there
were new players whom we were not that familiar with. He paused
and said, “You know, you make these decisions in the moment, and
they have decades-long consequences.” It was a throwaway line, but
one of the best I've ever heard about the effects of what you do in
government.

The discussion then shifted toward public diplomacy. Ben
mentioned our talk and nodded for me to speak. I said that in
conjunction with EUR we were in the process of creating a small
task force, essentially a communications “war room,” as a way of
pushing back on the Russian propaganda machine. We would also
seek to reach credible third-party voices with information they
could use. This was greeted with general enthusiasm. A couple of
people noted that we should work with the intelligence community
to make sure we were getting the best information about what was
happening on the ground. I said the group was still so new that we
didn’t have a leader yet, but that we would love to have colleagues
from other agencies.

Toria Nuland seconded the idea. Toria was the assistant secretary
for Europe and a powerhouse in the Building. She was always
forceful about her point of view, and argued in a take-no-prisoners
style. She was seen as the principal Russian hard-liner at State. This
was in contrast to Secretary Kerry, whom some at the NSC regarded
as being a mite too willing to see things from Russia’s perspective.

“We need to put out the story on Russian activities,” Nuland said.
“We need to flood the zone. The intelligence community only gives
us a yellow light on this, but we need to get it out there. We need to
get out the OSCE [the Organization for Security and Co-Operation in



Europe] report. We need to establish facts on the ground. Geoff
can’t do it alone.”

The thing I discovered as the “communications guy” was that
everyone’s an expert on messaging. People feel they can chime in on
messaging in a way they would not about trade negotiations or
nuclear disarmament. But there was never much discussion about
what in the private sector would be a key concern: audience. Whom
exactly do we want to message to? People are very quick to say,
Let’s counter their message, but no one really talked about whom
we counter it to or what we counter it with. People in government
seemed to think that people paid attention to government messaging
because it was, well, government.

I did suggest whom we should be messaging to. I said we were
trying to reach what you could call the swing voters in the Russian
periphery, the people in Eastern and Central Europe who weren’t
quite sure whether they should lean west or east.

But before we figured out what our message would be, we needed
to find someone to lead the messengers.



The Dangers of Transparency

CSCC had gone into overdrive in its efforts to counter ISIS’s
messaging. But folks in Congress and the media couldn’t see it.
Why? Because CSCC did not create content or tweet in English.
From the beginning, CSCC produced social media in three
languages: Arabic (the majority), Urdu, and Somali. Not many
Americans realized that the lion’s share of ISIS’s social media was in
Arabic. For those in Congress, and many other Americans, it was as
though what we did didn’t exist, because it wasn’t in English.

But, heck, I wanted to be able to show some of what we are
doing, and there was a way to do that. CSCC had had plans for a
while for what they called the English Language Initiative—a
typically government name for something pretty simple: tweeting in
English. The idea for expanding into English had been put in motion
before I was confirmed. It was a way of giving Americans a window
into what CSCC was doing. What was wrong with that? Why not be
more transparent?

I had to approve the initiative, and I did.

But there were some things in government for which my natural
reflexes as a journalist were all wrong.

I had inherited a longtime foreign service officer as chief of staff.
She was bright, experienced, organized, and spoke three languages.
But she did everything by the book and always took no for an
answer. One night I was flipping through the channels, and came
upon the scene in the Godfather when Sonny says he wishes he had
a “wartime consigliere.” That’s what I wanted too.

A friend from State said I know just the person for you, but I
don’t think you can get her. She introduced me via email to Jennifer
Stout, who was then working in legislative affairs at the White
House. Stout had been a deputy assistant secretary for East Asian
Affairs at State. She reluctantly agreed to meet me for breakfast at a
Le Pain Quotidien in Georgetown. She was poised, composed, cool.
Skeptical. But when she smiled and said, “I don’t have one creative



bone in my body. I like managing people and organizations,” I knew
I had found my wartime consigliere. It wasn’t easy for her to leave
the White House. It never is. It was only the prospect of coming
back to State, which she loved, that made the difference. She was
the game changer for me. She understood, in a way I never could,
how to make the bureaucracy work for us.

Jen had recently started, and when I told her that I’d said yes to
the English Language initiative, she looked at me like I was crazy.
Why would you ever want to do that? You know it won’t make a
real difference to what you’re trying to accomplish, she said, and it
will make you and CSCC a target for criticism. Her general view was
that in order to get things done in government, it was almost always
better not to attract attention to what you were doing. I told her she
was being silly. I said I wanted people to see what we were doing.
You'll regret it, she said.

The first CSCC English-language tweets were pretty conventional
and highlighted ISIS’s violence and hypocrisy, its violation of the
Koran and Islamic law. The young contractors who had been hired
to do this not only created general tweets, but also directly
addressed individual digital jihadis. When someone with the handle
@AboudouAbdallah tweeted, “I want to remind you ... never forget
what happens to your ‘soldiers’ in #Falluyjah #Iraq
#CalamityWillBefallUS,” along with a blurry photo of the burned
body of a Blackwater contractor, CSCC responded with a snapshot of
Osama bin Laden watching television and asked, “Would you throw
away your life for those who hide far away?” The picture was lousy,
the graphics were amateurish, and we repeated his hashtag. His
original tweet was retweeted only twice before we focused on it, at
which point it was retweeted dozens of times.

Some of these digital jihadists were quick, witty, and extremely
savvy users of social media. They were much more facile than our
own contractors. Observing all this back-and-forth, a user with the
handle @AbuOttomon tweeted to CSCC: “Your boss is going to fire
you if your tweets don’t improve!”

Jen’s warning proved true even more quickly than she expected.
From the moment we started tweeting in English, the criticism of



CSCC escalated. We were tweeting too little. The tweets were
ineffective. Why were we tweeting at terrorists? While some
applauded us for hitting back, most people’s reaction was, “Is that
all there is?” In fact, we did tweet too little (fewer than 10 a day)
and too slowly (it often took us hours to respond). The contractors
still had to reckon with the clearance process. For most of them,
English was their second or even third language. ISIS’s use of the
medium was more intuitive. Our tone was priggish and self-
righteous. As one analyst wrote, “State’s messages arrive with all the
grace of someone’s Dad showing up at a college party.”33

What few of us understood at that point was that our opponents
—Russia as well as ISIS—wanted us to get into a back-and-forth
with them. It validated what they were doing, brought us down to
their level, and besides, we weren’t as good at it as they were. They
won when they got us to respond in kind. We were echoing their
narrative. I'm sure they high-fived each other when that happened.
They courted controversy; we dreaded it. And they didn’t have a
clearance process.

The fact that we were tweeting only a few times a day highlighted
something I began talking about publicly: how we were getting
beaten on volume in the information war against ISIS. I had started
getting briefings from the intelligence community on what ISIS was
doing online. I had been told that ISIS and its followers were
creating as many as 90,000 pieces of content a day of all kinds. And
that was compared with about 350 pieces a day from the entire U.S.
government. There were perhaps 100 people all across government
who were on social media trying to rebut ISIS’s claims, while ISIS
had thousands of digital jihadis. Even though the intelligence folks
would later scale down this number, I stated using the 90,000 figure
and mentioned it to a few newspaper reporters.

My goal was to turbocharge our effort against ISIS, and in
Washington one of the best ways to do that is to say you’re losing.
That gets people’s attention. No one wants to lose, and even more
important, no one wants to be blamed for the loss. “Who Lost
China?”—a reference to the Communist takeover of the mainland in



1949—is still a haunting refrain at the State Department. I did a
number of early interviews where I was quoted as saying they were
out-tweeting us, that we were getting killed on volume, and that
they had a vastly larger audience.

In fact, there were good reasons that we didn’t really know how
much they were doing. It wasn’t easy to measure. What was a tweet
from a paid ISIS digital jihadi in Irag—of whom they were maybe a
few thousand—and what was a tweet from a 14-year-old boy in
Bangalore pretending to be an ISIS warrior? As they used to say, on
the internet no one knows youre a dog—or a nerdy teenager
pretending to be a bloodthirsty ISIS warrior. In some ways, the idea
that there were many thousands of people pretending to be ISIS
fighters was more worrying: part of ISIS’s marketing strategy was to
get Muslim young people around the world to be sympathetic. If we
lost that battle, that would really be a problem. And that was a
much harder battle for us to fight.

So, the New York Times quoted me as saying that figure, 90,000.
As I said, it was a guesstimate, and within a few months, we revised
it downward by more than half. Yet for the next year and a half,
almost every newspaper and television network that did a story on
ISIS’s messaging quoted that 90,000 figure, and I don’t think one of
them ever bothered to check the number with me again, even after
it had changed.

I did tell reporters that, just for context, Taylor Swift was
retweeted more than three million times a day—so ISIS’s collective
output of 90,000 was just 3 percent of how often Taylor Swift was
retweeted in one day, but no one quoted me on that.

At around this time, I was invited to a Deputies Committee meeting
on what we were doing to “degrade and defeat” ISIS, as President
Obama had put it. There was going to be a section on messaging,
which was why I was there. The meeting was run by Lisa Monaco,
who was the Deputy National Security Advisor and the person who
briefed the President every morning on terrorist threats. She was
smart, cool, deliberate, and often cut through the government
jargon with an incisive question. She said that when it came to



messaging, we didn’t know what worked and what didn’t. I agreed,
but asked what it was that we were trying to accomplish. I
mentioned that I had recently had a conversation with a member of
Congress who had asked me, “Mr. Stengel, how many young men
did you persuade not to go to Iraq and Syria today?” I know it
sounded a bit preposterous, but that was the question we wanted to
answer.

We shifted to talking about how to message on ISIS not being
Islamic. It was a sensitive subject. The President had said that ISIS
was un-Islamic; the Secretary had also. But there was a school of
thought that we shouldn’t be getting into the religious aspect of this
at all. I shared it. At this point in the discussion, Ben Rhodes looked
around the room—everyone was white—and said, “Maybe we’re not
the best messengers for the message we want out there.”



Finding the Messenger

You’d think it would be easy to find someone to lead the new
Ukraine Task Force. At least I did. I was wrong. Staffing at the State
Department is very peculiar. First, almost every job has a two- or
three-year time frame. Whether you are a disaster at your job or
fantastic, you stay in it for the agreed-upon time commitment.
Firing people was just not an option. Thus, it was nearly impossible
to pluck people out of their current jobs and put them in new ones.
Second, almost every job is filled before it officially comes open.
That’s because with a year to go on your current job, you start
applying for your next one. They call this bidding. Third, it’s very
hard to evaluate whether people are good or not. Why? Because
everyone writes their own evaluations, even though these are
attributed to their supervisor. How do I know this? Because
everyone on my staff wrote their own evaluation and then gave it to
me. Every one, of course, was exceptional.

The other problem with taking on the Ukraine Task Force job was
that it was new. At State, new was a bad thing. Foreign Service
officers had no way of evaluating it in terms of their “career.” And
they always talked about their career. When I was at Time and
someone I was interviewing for a job mentioned their career, I made
a mental note that perhaps this person wasn’t right. I wanted to hear
why applicants would be good for Time, not why the job would be
good for them. At State, I think every foreign service officer I talked
to about a job mentioned how it would affect her career. Not
whether she would be good at it or whether it benefited the State
Department, but how it would affect the arc of her time at State.
Really? A job that was new and unconventional was a question
mark that most foreign service officers automatically interpreted in
a negative way. People asked me, Was it really a job in Public
Affairs or EUR? Was it a job for someone in the PD cone? How long
would the Task Force be around? I could see the thought bubble
over people’s heads: “It’s not going to help my career.”



At first, I looked in what seemed like the most natural place: the
European bureau. Was there a Russian-speaker in EUR who was
willing to give it a try for a year? The challenge was important and
urgent. No one was interested. I looked at our embassy in Moscow
and at whether any Russian-speaking PD officers were in any of the
R bureaus. No takers.

I brought up my frustration at the daily comms meeting, and
people nodded sympathetically. Afterward, Doug Frantz sidled up to
me and said, Has anyone mentioned Will Stevens? No. Where is he?
I asked. In AF, he said, the Africa bureau. What he was doing there.
He said he didn’t know but that Will was a Russian-speaker who had
been based in Moscow and everyone spoke highly of him. I tracked
him down, called him myself, and he was in my office 20 minutes
later.

Will was a lanky, fair-haired foreign service officer from Great
Falls, Virginia, by way of Brigham Young University. He was
working in AF because he loved Africa, but he’d had assignments in
Belarus, Turkmenistan, and Israel. He was fluent in Russian and
Hebrew. When I started talking about the Ukraine Task Force, he
moved so far forward on the couch that I thought he was going to
fall off. He said he was appalled by what Russia was doing in
Crimea and Ukraine. He said he’d been watching and thinking—
these are his exact words—“Goodness gracious, we need to do
something!” Will had a traditional FSO pedigree but was anything
but standard issue in terms of his willingness to take a chance. I told
him what we were going to try to do, and said that I was looking for
a leader of the new entity. Was he interested? Yes, he said.

I admit I paused here—I was so used to being turned down. Are
you sure? I asked him. Then Will paused and said, “I'm in!” But it
wasn’t as simple as all that. I had to get him a waiver from the
Africa assistant secretary. No assistant secretary wants to lose a
good person for a year, because it’s almost impossible to find
someone else to fill in. I had promised I would fund a number of
African public diplomacy programs and give the Africa bureau a
temporary replacement, all in exchange for one year of Will.

It was worth it.



Satire Is What Closes on Saturday Night

The two-minute video begins with the sound of ominous drumming
and an Arabic voice singing softly in the background. Nasheed is the
name for this haunting jihadi music, which had become the sound
track of Islamic extremism. Then, in white type on a black
background, the words “Run don’t walk to ISIS Land.” The first
image is of Abu Bakr al-Baghdadi, ISIS’s leader, speaking in Arabic.
Then more white type: “Where you can learn useful new skills for
the Ummah!” (The Ummah are all Muslims.) And then images of
mosques being destroyed with the legend: “Like blowing up
mosques.” Then brutal images of men being beheaded, shot, or
nailed to a cross, and the words “Crucifying and executing
Muslims.” And then, against an image of dead ISIS soldiers: “Travel
is inexpensive because you won’t need a return ticket.”

This was a video produced not by ISIS but by CSCC. It was a
mock ISIS recruitment video, a satire of ISIS’s videos. Yes, it was
brutal and disturbing—but to whom, I wasn’t quite sure. According
to Alberto Fernandez, everyone—State, the White House, the
intelligence community, and the Department of Defense—had
cleared the video. I had not seen it before it was posted, but I'd
asked to review it because it had started to generate some attention,
almost all negative. A reporter for the Guardian had done a “What
the heck is this?” link on his Twitter feed, and then the Washington
Post, the Associated Press, and CNN did stories about the video and
questioned what CSCC was doing. Within a few days, it had a few
hundred thousand views on YouTube. A monster hit for CSCC, but
perhaps not the right kind. I'd urged Fernandez to be more
aggressive, take more risks. He had.

No one in government takes the just-as-long-as-they-spell-my-
name-right view of publicity. Negative publicity was considered far
worse than no publicity at all. The “Welcome to ISIS Land” video
was becoming not just an object of public derision but the main
thing that CSCC was known for. Suddenly, the same politicians who



had been criticizing CSCC for doing too little were now criticizing it
for being out of control. The video had put CSCC on the map, but
not in a good way. And then the amateur satirists at CSCC became
the target of a professional one: John Oliver.

From behind his desk on HBO’s Last Week Tonight, Oliver
introduced a segment called “Ironic Propaganda.” Here’s how he
began: “It seems that everyone has noticed ISIS’s viral success, even
the U.S. government, because they recently decided that for some
reason it would be a good idea to try to beat ISIS at their own
game.” Cut to a CNN story saying the State Department has
produced a new video that “sarcastically tells potential ISIS recruits
that they can learn new useful skills by blowing up mosques, by
crucifying and executing Muslims.”

Cut to John Oliver. Eyes wide. Long theatrical pause.

“What the fuck are they doing?!” he said, to much audience
laughter.

And then he continued: “The State Department has genuinely
created a sarcastic parody recruitment video for ISIS that begins
with the words ‘Run, do not walk to ISIS Land.” And you are
banking a lot on any potential militants understanding that that was
sarcasm.” Then in a mock imitation of a young would-be jihadi:
““You know what? I was just about to join ISIS and then I saw your
very clever video telling me to join ISIS, but using ironic
juxtaposition of word and image to suggest that I should actually do
the opposite. Just like Chandler in Friends, you know. Could we be
any more militant? Great stuff! I totally get it. I totally get it.” ”

Long pause.

“Ironic propaganda is a dangerous game for a government to be
playing,” Oliver said.3*

I had to say that I agreed. The idea that irony—in English—was a
way to reach potential fence-sitters seems awfully far-fetched. And if
it was for official Washington, well, irony was never a smart
Beltway tactic. It was also not clear who the audience was. Not
Arabic-speakers in the Middle East. Not unhappy young Muslim men
in Europe. Potential ISIS sympathizers in the U.S.? Maybe, although



that wasn’t part of CSCC’s mission. The video had alienated a
different domestic audience: the White House, the NSC, the media.
The word Secretary Kerry used to describe it was wacky. One of our
spokespeople had to publicly apologize for it.

I actually didn’t think it was all that dreadful. But the idea of
government doing irony or satire or parody is itself kind of absurd.
One of the simplest things I learned in Washington is that
government should do the things it’s good at, and only the things
it’s good at. And satire or comedy or whatever you want to call it is
definitely not one of them. When Helene Cooper of the New York
Times decided to do a story on the fallout from the video, I told her:
“Apart from the fact that the U.S. government shouldn’t do snark,
it’s not persuasive. We’re not the most effective messenger for our
message.”3>

This became one of what my staff started calling Rick’s Rules: We
don’t do snark. I spoke to Fernandez and the CSCC staff and said,
Let’s just be straightforward, a just-the-facts approach that seemed
more appropriate for government.



#Hashtag Diplomacy

Will Stevens proved to be a dynamo. The day after he was cleared
for the job, he convened a meeting of Public Affairs, the European
bureau, and International Information Programs and explained that
he was going to try something new and needed people. He found
them.

He did a far better job than I ever could have done in assembling
his team. He was like the pied piper of counter-Russian messaging.
He found an enthusiastic Indian American public affairs officer who
was a Russian-speaker to do social media campaigns. He found a
data analytics Ph.D. who was working in International Information
Programs to do the metrics. And he found a Russian-speaking
Kazakh woman married to a foreign service officer who could
manage the team. As a foreign service officer, he knew how to make
the pitch to other young FSOs. Unlike most officers, who were
reticent when it came to making any kind of political statement,
Will was outspoken about what Russia was doing and unafraid to
say so on social media. He found others who felt the same way.

The other thing about Will was that he seemed indifferent, even
impervious, to the clearance process. He just started putting out
content. Most of it was in Russian, so it went under the radar in the
same way CSCC’s Arabic tweets had. But they got picked up by
Russian-speakers. He also started what we called “playbooks” for
the bureaus, with sample tweets in Russian and English. He created
a toolkit for posts on how to respond to Russian propaganda. His
attitude was, Let’s see what works. In some ways, Will’s actions
mirrored those of the Russians, who had much more leeway than we
did to be aggressive on social media. Will also started probing
something he had first seen in Russia some years before: the use of
trolls and bots. One day at the computer in my office, he showed me
how it worked. The instant the Task Force used certain keywords
—“Crimea,” “Ukraine,” “sanctions,” “Maidan”—the bots went into



action and were instantly tweeting nasty stuff about the United
States and the State Department.

Will explained to me that what the Russians were doing on social
media around Crimea and Ukraine was what Putin had been doing
domestically for years. The motherland was always the first of
Putin’s concentric circles of importance. And what worked at home,
they used abroad. They used the same strategy externally that they
did domestically: push back on any negative narratives while
creating their own narrative that has nothing to do with reality.
Their playbook posited that their opponents are fascists, everyone
picks on Russia, and it’s all the U.S.’s fault. Will said that the
messaging they were doing in the periphery about Crimea and
Ukraine was still a small fraction of what they were doing
domestically. Much of that was on VKontakte—usually known just
as VK—the Russian version of Facebook based in St. Petersburg that
every Russian with a smartphone was on. In Russia, Facebook
wasn’t banned, but it was frowned upon by the authorities, and it
was often used by the opposition and protesters. What Facebook is
for the domestic American audience, VK is for the Russian audience.
Inside Russia, Facebook was regarded as the platform for critics,
protesters, and liberals.

One of the first things that the Ukraine Task Force did was start a
hashtag: #UnitedforUkraine. We used it to tweet out support for
Ukraine, respond to Russian actions, and retweet credible voices and
partners. To start it off, we tweeted photos of various State
Department figures holding up a sign that said #UnitedforUkraine,
starting with the State spokesperson Jen Psaki. I did one as well. We
had Secretary Kerry tweet out the hashtag from his account, which
he had recently started and which already had hundreds of
thousands of followers. I suppose this now seems like the usual kind
of thing organizations do, but in the spring of 2014 it was pretty
radical for the State Department.

@JohnKerry. As POTUS said: US & allies will keep standing together

#UnitedforUkraine & its ppl as they chart a democratic course.



The hashtag got more than 10,000 likes and retweets in the first
48 hours. For State, that was pretty darn impressive. I don’t know
exactly who coined the phrase, but people in the media started
calling what we were doing “hashtag diplomacy.” It wasn’t meant as
a compliment; it was used a little scornfully. That contemptuous
attitude was nearly universal. Here’s the lead of a story from
Mashable:

As Russian troops amass along the Ukraine border and take over military facilities
in the Crimea region, the United States has distanced itself from any boots-on-the-
ground intervention. The U.S. won’t send troops or weapons, but it will send
hashtags.®

The smart-alecky tone was pretty standard. But, heck, I loved the
phrase—#hashtag diplomacy was the future! And did these
journalists and the American people, for that matter, really want us
to send American troops to eastern Ukraine? I didn’t think so.
Besides, I was in the business of bytes not bullets. The only weapons
I had were digital. These stories tended to quote retired diplomats
who had spent their careers writing long turgid cables back to
Washington. Mashable quoted one as saying, “I don’t know what
effect a hashtag is meant to have. What’s it going to do?” As though
an old-fashioned diplomatic démarche delivered to the Russian
embassy was a better idea.

But then something else happened. The Russian Foreign Ministry
picked up our hashtag and essentially tried to hijack it. They did a
few dozen tweets and then enlisted the Russian foreign minister,
Sergei Lavrov, who tweeted:

@Lavrov. Our US counterparts must compel the acting officials in Kiev to bear

responsibility for current situation #UnitedForUkraine.

That’s how sophisticated the Russian government was on social
media. And how nimble. The Russians got their foreign minister to
co-opt a State Department hashtag. They responded quickly, and
understood the mechanics of Twitter.



Our spokeperson, Jen Psaki, quickly replied:

@statedeptspox. The world stands #UnitedforUkraine. Let’s hope that the

#Kremlin & @mfa russia will live by the promise of hashtag

Well, then the phrase “the promise of hashtag” started getting
roundly mocked in the Twitterverse. Senator Ted Cruz tweeted:

@SenTedCruz. Note to the State Department: “The promise of a hashtag” isn’t

going to make Putin pull out of Ukraine.

This one by Geoffrey Skelley was my favorite.

@geoffreyvs. Once more unto the hashtag, dear friends—once more.

We also started a #Russialsolated hashtag, which was meant to
show how sanctions were hurting the Russian Federation. But then
Russian embassies around the world started appropriating it with
positive messages about Russia. They were better at playing our
own game than we were. They were faster, cleverer, and more
entrepreneurial, and had many more troops on the digital
battlefield.

I noticed that a Russian sympathizer on my Twitter feed had
commented, “Hashtags are diplomacy by other means.”

Exactly! Hashtags are diplomacy by other means. Digital ones.
And the fact that it was getting so much attention delighted me. Not
everyone in the Building was happy. EUR was conspicuously silent.
But Secretary Kerry seemed to enjoy it. The Secretary often used to
say that war was the failure of diplomacy. Much better to be
exchanging tweets than Tomahawks.



The Secretary Is on the Line

On a Saturday morning, about a month after Putin had annexed
Crimea, I received a call from the State Department operations
center saying they had the Secretary on the line. Only it wasn’t
Secretary Kerry, my boss, but former Secretary Hillary Clinton. I
knew, liked, and admired Clinton. When I was editor of Time, I'd
traveled with Secretary Clinton to Oman, Afghanistan, and Libya
and we’d done a cover story on her called “The Rise of Smart
Power.”3” I'd seen her not long after I'd agreed to join the State
Department—but before it was publicly announced—and she’d
warmly encouraged me.

I assumed she was calling belatedly to say congratulations. When
she came on the line, I said something bland about how nice it was
to hear from her. But there were no niceties or small talk from her
end. She launched right into it: “Rick, Russia is winning the
information war on Ukraine and elsewhere and we need to stand up
a much stronger and more robust counter-Russian messaging
machine. They are outcompeting us in places that are extremely
important, like Germany. They are repeating lies over and over, just
like in the Soviet days. But they’re doing it on 21st-century
platforms.”

And then she paused, and said, “The State Department is still
issuing press releases while Putin is rewriting history!”

Whoa. In the cartoon version of this, I was holding the phone
about a foot from my ear. She was blistering. I hardly said anything
as she continued describing how the Russians, ISIS, the Chinese, and
the Iranians were spending billions of dollars on media. This is a
global information war, she said, and we’re losing. She told me that
while she was Secretary, she had sent a communications team to
London to do counter-Russian messaging on European time and
found that we were outgunned by the Russians. She said we should
respond to Putin’s lies the way Media Matters does when it exposes
what she called “right-wing” disinformation. If we don’t want to



respond to everything directly, we should form alliances with
nongovernmental organizations and other media groups to get the
truth out. Specifically, she said that we should help push out the
story of Putin’s personal corruption, the enormous bribes he and his
family had taken, and the coterie of crooked oligarchs who kept him
in power. That would crack his image and undermine his influence
and power.

“All of this,” she said, “will make the President’s job easier and
the Secretary’s—they shouldn’t have to carry all the water on
combating disinformation themselves.”

Mrs. Clinton knew a lot about Russian disinformation. She had
been on the receiving end of it. In 2011, hundreds of thousands of
demonstrators gathered in Moscow and across Russia just before
local parliamentary elections chanting, “Putin is a thief” and “Russia
without Putin.” These were the first large-scale demonstrations
during Putin’s decade in power, and they threatened to break up his
ruling coalition. At Putin’s direction, the Russian authorities had
deployed battalions of riot police to contain the protests and also
orchestrated pro-government counterdemonstrations. By all
accounts, Putin had been rattled by the scale and fury of the
protests. His party, United Russia, would suffer significant losses in
the election. When the election was over, Putin directly and
personally accused Secretary Clinton of inciting the protesters.

“She set the tone for some actors in our country and gave them a
signal,” he said at his annual state press conference in 2012. “They
heard the signal and with the support of the U.S. State Department
began active work.” He then talked about the election itself. “I
looked at the first reaction of our U.S. partners,” he said. “The first
thing that the Secretary of State did was say that they were not
honest and not fair, even though she had not received the material
from the observers.” In fact, her first comments came after a highly
critical preliminary election report had been issued by monitors.38

For the rest of her time in office, and beyond, Putin seemed to
reserve a special animus for Mrs. Clinton. The Russians in general
and Putin in particular are sticklers for what in diplomacy is called



“reciprocity.” He would eventually find a time and place to retaliate
against her.

When she paused for a moment, I managed to mention that we
had formed the Ukraine Task Force and we had already started in a
small way to rebut Russia’s narrative.

“You will be obstructed by Public Affairs, as I was,” she said.
“They are too cautious, too afraid of making mistakes. We need to
do much more, and you cannot let the old ways of doing things
stand in your way.” She added that the Defense Department and the
intelligence community would be better partners for both counter-
Russian and counter-ISIS messaging and that I should investigate
that.

“Rick, I will help you in any way I can, privately or publicly,
talking to the Secretary or the President. Please use me. It really
needs to be done!”

And then the phone call was over. No farewell—she was off to
the next call. I sat and thought for a while. So many of the things I
was beginning to think, she had articulated. She had been there
before, that was clear. She seemed to have a deeper understanding
of what Russia and ISIS were up to and what I was up against at the
State Department than any of the principals I was dealing with. And
she was much more aggressive about it than any of them. I felt
encouraged to have her as an ally on the outside, but I was still
looking for allies on the inside. I felt I also needed to get out of
Washingon, to head out to the Middle East and the Russian
periphery—to see what was happening on the ground. After all, that
was where our real audience was.



PART V

The Battle Is Engaged






A Coalition of the Unwilling

On September 10, 2014, President Obama gave a prime-time Oval
Office address to the nation about ISIS. Within a few weeks of the
beheadings and reports of ISIS’s advances in Iraq and Spyria,
concerns about the threat of ISIS had risen to the top of opinion
polls. People were anxious. Obama needed to address the issue
directly.

“Let’s make two things clear,” he said, “ISIS is not Islamic. No
religion condones the killing of innocents. And the vast majority of
ISIS’s victims have been Muslim. And ISIS is certainly not a state.”
The principal threat, he said, was to Iraq and Syria, but if left
unchecked, the terrorists could pose a potential risk to the United
States. He cited the 150 military air strikes the U.S. had made
against ISIS in Iraq and announced an increase of 475 American
soldiers in Iraq to help support Iraqi and Kurdish forces with
training, intelligence, and equipment.

“Secretary Kerry,” Obama continued, “was in Iraq today meeting
with the new government ... And in the coming days he will travel
across the Middle East and Europe to enlist more partners in this
fight, especially Arab nations who help mobilize Sunni communities
in Iraq and Syria to drive these terrorists from their lands.”?

I didn’t see the actual speech because I was with Secretary Kerry
in one of those cavernous C-17s the military uses to fly into
Baghdad. Baghdad in summer is an oven. We had arrived early in
the morning and the temperature was already over 100 degrees.
When you step out of the plane, you're met by that baking gasoline
smell of a war zone. Bagram Airfield had the look of something that
was built in a hurry and then immediately started decaying. We
were ushered into a building where we were blasted with air-
conditioning set to 63 degrees. We all put on protective vests and
helmets for the helicopter trip to the Green Zone to meet the new
Iraqi prime minister, Haider al-Abadi.



When the President had asked Secretary Kerry to put together a
military coalition against ISIS, Kerry asked me to come along on his
trip to talk to our Arab allies about what we could do together to
counter ISIS propaganda. I also wanted to get a sense of how ISIS
was perceived on its home ground and what we could learn for our
own messaging effort back home.

We had flown overnight to Amman, Jordan, on the Secretary’s
plane, a retrofitted Boeing 757 that was built about 20 years ago but
seemed much older. It felt cramped and a little dingy. The traveling
staff sat in the middle section of the plane, where there were four or
five rows of business-class seats. In front of that was an open seating
area for “the line,” the State staff who process all the information
going to and coming from the Secretary. They’re the nerve center of
the department. Next to them was a table where the Secretary’s
personal staff sat, including his reliable body guy, Jason, who was
the only person on the plane—and at State, for that matter—who
was taller than the Secretary. At the back of the plane was
diplomatic security. They are the Secret Service for the State
Department, and at their best, they combined the brawn of t