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Preface

In his 2017 inaugural address, President Donald Trump protested that for
decades the American people had “subsidized the armies of other countries
while allowing for the very sad depletion of our military. . . spent trillions of
dollars overseas while America’s infrastructure has fallen into disrepair and

decay.”1 No longer would the United States waste its blood and treasure
fighting abroad for the interests of others. “From this moment on,” Trump
declared, “it’s going to be America first.” During his campaign, Trump had
launched even sharper critiques of U.S. foreign policy. Paying attention to
the interests of foreigners had led the United States into disastrous wars,
most lamentably in Iraq. “We shouldn’t have been there, we shouldn’t have
destroyed the country, and Saddam Hussein was a bad guy but he was good

at one thing: killing terrorists,” Trump said during the campaign.2

Despite such rhetoric, the administration did not pursue a foreign policy
of isolationism or even non-interventionism. In the Middle East, the United
States has not only continued fighting foes from its recent wars but gone
beyond them. In April 2017, the Trump administration set aside the
passivity of its predecessor and launched 59 Tomahawk cruise missiles
against a Syrian air base in response to the Assad regime’s use of chemical
weapons. It expanded the American deployment of ground troops in the
Syrian civil war, provided arms to Kurdish militias, and lent air and tactical
support to Iraqi forces fighting the Islamic State terrorist group. U.S. troops
continued to fight in Afghanistan against a resurgent Taliban, even going so
far as to use a massive ordinance bomb against insurgent tunnels. Promising
to “bomb the hell out of ISIS” during his campaign, Trump has authorized a



significant increase in drone strikes and special operations by both the CIA

and the U.S. armed forces.>

In Asia, the Trump administration did not send U.S. forces into direct
combat, but it resorted to the threat of force to support its foreign policy. To
pressure the North Korean regime to halt its nuclear weapons program,
Trump dispatched the USS Vinson aircraft carrier strike group and a nuclear
submarine to the area. “There is a chance that we could end up having a

major, major conflict with North Korea,” he said. “Absolutely.”4 His
administration proposed a more aggressive response to China’s building of
artificial islands in the South China Seas. “Building islands and then putting
military assets on those islands is akin to Russia’s taking of Crimea. It’s
taking of territory that others lay claim to,” Secretary of State Rex Tillerson

said in his confirmation hearing.5 “We’re going to have to send China a
clear signal that, first, the island-building stops, and second, your access to

those islands also is not going to be allowed.”® To enforce such demands
would require more frequent freedom of navigation patrols and could even
call for naval blockades.

For all that, President Trump shows little sign of reversing the Obama
administration’s caution on risking American lives. He continues to criticize
the U.S. interventions in Iraq and Afghanistan as “costly”—by which he
seems to mean costly in American lives but also in budget allocations. The
Trump administration faces a quandary. Restoring a muscular American
foreign policy will demand a higher rate of operations and deployments,
increasing costs and risking greater casualties. Though the administration
has proposed increases in military spending, it remains cautious about
costly foreign commitments.

Technology can help resolve this looming impasse. Robotics, the
Internet, and space-based communications have increased productivity
across the economy. These same advances may have a comparably
transformative impact on military affairs. Unmanned aerial vehicles (UAV5s)
allow pilots to strike targets more precisely at reduced costs, with less harm
to bystanders and less threat to themselves. Cyber weapons permit nations
to impose disruptions on an adversary in more precisely targeted attacks
and without physical destruction. Space-based networks enable militaries to



locate their forces exactly, lead their troops more effectively, and target their
enemies more precisely.

These new advances are turning military development away from the
twentieth century’s reliance on draft armies equipped with simple, yet
lethal, mass-produced weapons. As nations use force that becomes more
precise and discrete, they can change the rules developed in the era of mass
armies and attrition warfare. The laws of war need not fuss over the line
between targetable military and immune civilian assets when UAVs can
deliver precision-guided munitions on particular targets.

Reluctance to use force has led western nations to rely on economic
sanctions, which punish entire populations. Drones and cyber attacks could
provide a more effective alternative by inflicting harm on the target state’s
economy, but in a more precise manner. Such an approach may avoid the
unintended effects of sanctions and operate much more quickly and reliably,
and leave adversaries less time to adapt. To make the most of those new
capacities, we should rethink current legal formulas purporting to regulate
when military force is lawful against what targets it is used.

New weapons technologies could help the United States and its allies
protect international stability. WMD proliferation, international terrorism,
human rights catastrophes, and rising regional powers are threatening the
liberal post-WWII international order constructed by the U.S. and its allies.
Nations will be discouraged from confronting these problems with
conventional force. But if new technology reduces the costs of war, while
improving its effectiveness, nations may turn to force more often to
promote desirable ends. International stability remains a global public good,
in that peace benefits all nations regardless of who pays for it. This gives
nations a strong incentive to free-ride off the efforts of others to maintain
international peace and security. If using force becomes less expensive and
more effective, nations may turn to force more readily when the times
require it. New weapons may be particularly helpful in situations where a
large-scale military response might be excessive, but mere words are
insufficient.

New weapons technologies may produce the welcome benefit of
limiting the destructiveness of conflict. While the United States, among
others, is rapidly developing new means of fighting, these innovations may
limit war. Robotics can reduce harm to combatants and civilians by making



attacks more precise and deadly. Cyber can more effectively target enemy
military and civilian resources without risking direct injury to human beings
or the destruction of physical structures. Space satellites will provide the
sensors and communications that make possible the rapid, real-time
marriage of intelligence and force, and future orbital weapons may create a
viable defense to nuclear missiles.

This book proceeds in three main parts. The first two chapters provide a
historical overview of war, weapons, and the rules of warfare. We argue in
chapters 1 and 2 that expectations about war and force, which may have
prevailed some decades ago, do not fit the challenges of our time. Over the
course of history, nations have adapted varied notions about the appropriate
use of force as wider changes in technology and social organization
generated new challenges and opportunities. Chapters 3 and 4 show that the
law of war, in particular, has changed over time and the most recent efforts
to codify restraints on armed conflict are ill-suited to our present
challenges.

Chapters 5, 6, and 7 apply these insights to the new technologies of
robotics, cyber, and space. They argue that new technologies give nations
the ability to use force more precisely, and thus to exert force with lower
harm. Greater precision will allow nations to settle their own disputes with
less resort to full-scale hostilities. They will also give nations greater
freedom to combat the current challenges to international peace and
stability, such as WMD proliferation, regional aggression, and human rights
catastrophes.

We have accumulated many debts in the writing of this book. First, we
are grateful for comments on portions of this manuscript from Jianlin Chen,
Dan Farber, Andrew Guzman, William Hubbard, Richard Johnson, Laurent
Mayali, Eric Posner, and Ivana Stradner. Our work also benefitted from
workshops at the University of Chicago Law School and the University of
California at Berkeley Law School, and presentations at the American
Enterprise Institute, the National War College, and the International
Symposium on Security and Military Law. Our work was much improved
thanks to the assistance of law students Benjamin Bright, Daniel Chen,
Sohan Dasgupta, Gabriela Gonzalez-Araiza, Leah Hamlin, Allen Huang,
Jonathan Sidhu, Joe Spence, Jon Spiro, and Mark Zambarda.



The authors also wish to thank their literary agent, Lynn Chu, of Writers
Representatives, for shepherding this book from its first ideas to the final
product. Her keen eye and rigorous thinking helped sharpen and focus this
book. We also appreciate the editing of Katherine Wong and are grateful for
the support of Roger Kimball, the publisher of Encounter Books.

The authors thank their respective deans for support: Henry Butler at
GMU’s Scalia Law School and Berkeley Law School Dean Christopher
Edley (and interim deans Gillian Lester and Melissa Murray). Thanks are
also due to our colleagues at the American Enterprise Institute, particularly
Arthur Brooks, David Gerson, Danielle Pletka, and Gary Schmitt, as well as
to James Piereson, president of the Thomas W. Smith Foundation.

Jeremy Rabkin thanks Ariel Rabkin for ongoing technical advice about
cyber capacities, Nathaniel Rabkin for insights on contemporary conflicts in
the Middle East, and Rhoda Rabkin for keeping all of us grounded.

John Yoo gives thanks to his wife, Elsa Arnett; he feels as lucky today
as he has every day for the last three decades to enjoy her love and support.
He also thanks his mother, Dr. Sook Hee Yoo, and his brother Chris Yoo.
Our family came to the United States because of the wars of its past; this
book is an effort to help us understand war better in the future.



CHAPTER 1

We Must Think Anew

E conomists call it “creative destruction.”! Robots are replacing factory
workers. Online news sites are displacing newspapers. Passengers are
abandoning taxis and summoning part-time drivers with cell phones.
Household appliances and security systems are operating on home
networks.

New technologies are having an impact beyond the workplace and
household. Presidents George W. Bush, Barack Obama, and Donald J.
Trump, for example, have ordered robots to kill individuals with precision-
guided missiles from the sky. Unmanned aerial vehicles (UAVs) are leading
the way for even greater technological innovations in war. The same high-
speed computer systems can accelerate financial markets or disrupt national
economies. Robotics and precision mapping can automate transportation,
even passenger cars. They can also control pilotless aircraft that strike
specific buildings or individuals. The same technologies that can assemble
and deliver a book, a piece of furniture, or a sophisticated appliance to a
customer within days are also enhancing military “productivity,” which
means fewer soldiers can kill or incapacitate more of the enemy at lower
cost.

Technologies often transcend their original purpose. The cell phone
initially freed people to make voice calls without the physical tether of



telephone wires. Engineers next added cameras and data communications to
the handheld phone. Users could now record and send pictures of
controversial police actions, repressive crowd-control measures, or riots.
Phones can now distribute these pictures to millions of strangers, before a
journalist on the scene could write an eyewitness account. Users can also
receive, as well as transmit, a stream of text, data, and information that is
rearranging social relationships, consumer activity, travel, and
entertainment. A world that is wired allows a vastly wider and more
consequential range of communication than telephone calls.

So it is with war. Instead of ending armed conflict, technological
advances have expanded it. World War II came to an abrupt end shortly
after the United States dropped two atomic bombs on Japan. Many
concluded that science had created a weapon so devastating, rational
statecraft could never use war as a tool again. “Military alliances, balances
of power, Leagues of Nations, all in turn failed, leaving the only path to be
by way of the crucible of war. The utter destructiveness of war now blocks
out this alternative,” said even General Douglas MacArthur, no pacifist he,
on the deck of the USS Missouri during the Japanese surrender. “We have
had our last chance. If we will not devise some greater and more equitable

system, Armageddon will be at our door.”? Surely the United Nations
would ensure that nations never again looked to settle their differences by
resorting to war. It was not to be. Responding to those who hoped that the
end of monarchy spelled the end of tyranny, Edmund Burke warned:

“Wickedness is a little more inventive.”> So it has proven in the decades
after 1945. The major powers have not waged an all-out conflict, thanks,
perhaps, to the very awfulness of the nuclear weapons that ended the last
one. But, in the meantime, smaller armed conflicts and civil wars have

together taken millions of lives.%

During the Cold War, many of these conflicts were viewed as “proxy
wars.” In the 1950s, the United States led an international action against
North Korea’s invasion of South Korea, because the Soviet Union and then
Communist China supported Pyongyang. Starting in the early 1960s, the
United States began committing troops to defend South Vietnam from
North Vietnamese infiltration on the same theory. In the 1980s, the United
States supported Afghan guerillas resisting the Soviet-backed government.



Proxy wars allowed the great powers to continue their competition, but at
less risk of nuclear war.

Even as the Cold War thawed, conflicts continued to break out. In 1991,
the United States and its allies mobilized 600,000 troops to drive Saddam
Hussein’s forces from Kuwait. By 2003, another American-led coalition
toppled Saddam’s regime in Baghdad with a little over a third of that force.
In 2001, an even smaller fraction of that force, working with local
insurgents, removed the Taliban from power in Afghanistan. In 2010, the
United States, Britain, and France helped overthrow Libyan dictator
Muammar Gaddafi without any ground troops at all, simply by providing
focused air support to Libyan rebel forces. This was the same strategy that
NATO had used a decade earlier, when it ran an intense bombing campaign
to stop Serbian dictator Slobodan Milosevic’s ethnic cleansing in Kosovo.

Most of these interventions did not produce permanent peace. Air
attacks cannot control territory. Yet nations may still want to deploy force,
whether for self-defense, to defend allies, to prevent human rights
catastrophes, or to gain advantage. After almost two decades of
inconclusive war in the Middle East, however, pessimists say that western
states confront a choice between committing massive ground forces or
standing on the sidelines. Smaller conventional forces have met with
frustration in achieving the aims of strategy.

New technologies promise an alternative. Robotics, cyber, and space
weapons can reduce the size of ground forces needed to wage war. They
can withdraw human soldiers from the battlefield while making attacks
more precise and deadly. They can allow nations to coerce each other
without inflicting the same level of casualties and destruction as in the past.
They can reach far beyond borders to pick out terrorists or selectively
destroy WMD sites. They can reduce the costs that discourage western
nations from stopping humanitarian disasters or civil wars. While armed
conflict will continue as a feature of the human condition, it might now
come at lower cost, for a shorter time, and with less violence.

Some critics do not share this optimism. They fear that because these
new technologies will reduce the costs of military intervention, force will
become a more attractive option in international relations. Philip Alston, a
United Nations special human rights expert, argues against drones because



“they make it easier to kill without risk to a State’s forces.” U.S. practice
may further violate international law because it uses robotic weapons to
attack terrorists off of any recognized battlefield, which Alston believes is
tantamount to killing civilians in peacetime. Even if this analysis is correct,
it is no reason to reject new technologies. Nations that are able to deploy
advanced technologies will not see the virtue in risking the lives of more of
their troops as an alternative. Nations are unlikely to agree to treaties to
limit these technologies until they are more certain of their impact on war
and the balance of power. Moreover, these new methods of warfare may
serve wider humanitarian concerns that are more significant than the
legality of killing off-battlefield terrorists. Because drone strikes and cyber
attacks can strike with more precision, they reduce death and destruction
among civilians and even among combatants. If advanced technology can
disrupt the financial or transportation networks of their rivals, they may
achieve the goal of war—coercion of the enemy—with far less bloodshed
than a focus only on military targets.

Meanwhile, new capacities may actually lead to less destructive wars by
giving nations more options to resolve their disputes, or, better yet, more
information that prevents conflicts from occurring in the first place. Armed
conflict often results from miscalculation. Sometimes, aggressors doubt the
resolve of potential opponents to commit force against them. Saddam
Hussein, for example, seems to have assumed his seizure of neighboring

Kuwait would trigger no serious opposition.6 States may also resort to force
because they do not trust the resolve of potential allies to protect them. In
part, Israel launched its preemptive war on its Arab neighbors in 1967 for
this reason. Robotic and cyber weapons provide nations with signals to
convey information about their resolve or their trustworthiness. Reducing
uncertainty in war will help nations to negotiate their differences with less
need for armed conflict. New weapons offer more opportunity to reach
settlements with less death and destruction.

In this chapter, we will briefly describe the military revolution in
technology and its benefits. We will describe the current framework of the
laws of war and its refusal to accommodate new forms of combat. History
shows that technological improvements produce advances in warfare just as
they bring economic development. Law has proven ill-equipped to slow



military progress until well after weapons are first used and better
understood. We conclude by explaining that the security demands of the
twenty-first century will create even more demand for the deployment of
new military technologies, which can help respond to threats to
international stability with reduced costs and harms. Those who would
prohibit or limit new weapons may well encourage conflict that is far more
brutal and destructive.

The Revolution in Military Affairs

Unmanned Predator and Reaper drones rove the skies above the Middle
East and Africa. They hover over a target for days and launch Hellfire
missiles on a moment’s notice. Robots on the battlefield below breach doors
in house-to-house searches and explode improvised explosive devices
commonly used by terrorists and guerrillas. UAVs take off and land on
aircraft carriers while others perform reconnaissance and strike missions.
Future advances will bring armed sentry robots, autonomous armored
vehicles, and automatic missile and artillery fire. Soon, unmanned surface
vessels may deploy on the high seas, close to shore, and others beneath the
waves.

Combat is not just moving toward the robotic, it is also becoming
ethereal. During its 2008 Georgia incursion, Russia became the first nation
to deploy cyber attacks on enemy command, control, and communications

systems to augment a ground invasion.” To delay the Iranian nuclear
program, the United States and Israel allegedly launched the Stuxnet virus

to damage centrifuges engaged in uranium enrichment.8 China has stolen
large databases of U.S. government personnel information in addition to
penetrating the networks of U.S. defense contractors, airlines, and

technology companies.9 Russia has allegedly hacked into databases and
email systems of the U.S. Departments of Defense and State, as well as
those of the Democratic National Committee and the 2016 campaign of

presidential candidate Hillary Clinton.10
These examples illustrate the dramatic advances in weapons technology
over the last two decades, which observers sometimes refer to as the



“revolution in military affairs.”11 The United States now fields thousands
of UAVs for both reconnaissance and attack. Armed with stealth
technology, these robots gather intelligence around the clock and launch
immediate attacks in trouble spots around the world. In the future, the most
advanced ground- and sea-based armed forces will employ remote-
controlled units, such as sentries, light armor, and littoral naval vessels.
Advances in missile technology and precision targeting will allow the
United States to field a conventional global-strike capability that can hit any
target in the world within an hour. Some experts even predict that
autonomous weapons systems will soon be able to act free of direct human

control.12

Some hope the revolution in military affairs will reduce the destruction
of war. A nation will place fewer soldiers in harm’s way when remote-
controlled combatants are available. Precision-guided weapons, directed by
clearer real-time intelligence, will inflict less death and destruction on
soldiers and military assets. With drones available, for example, nations will
no longer need to resort to World War II- or Vietham-era bombing runs to
destroy arms factories or oil installations. Precision-strike technology may
also shorten war by targeting an opponent’s leadership and strategic
vulnerabilities, as the U.S. did in the 1991 Persian Gulf War and the 2003
Iraq invasion. Future technology could also reduce harm to civilians—one
of the central aims of the law of war—by tightly concentrating the use of
force on its intended targets.

Critics, however, worry that advances in weapons could increase
conflict by making war easier to begin. If a nation can simply press a button
and destroy a target without risking its own personnel, it will choose a
military response more often. United Nations officials give voice to these
growing worries. “The expansive use of armed drones by the first States to
acquire them, if not challenged, can do structural damage to the
cornerstones of international security and set precedents that undermine the
protection of life across the globe in the longer term,” declares Christof
Heyns, the U.N.’s Special Rapporteur on Extrajudicial, Summary or

Arbitrary Executions.!3 States can use drones and other technology to
launch attacks far from conventional battlefields in ways that escape



immediate detection, and perhaps even responsibility. Ultimately, pinpoint
strikes will continue to blur any clear line between war and peace.

Whether outside observers applaud or deplore it, technology has driven
an evolution of “war” from a clash of national armies on a battlefield to its
current, multifaceted, and decentralized forms of conflict. Technology has
played a role both in the rise of non-state actors and in helping states
formulate responses to these non-conventional security threats. The
September 11, 2001 attacks and the evolving sophistication of the Islamic
State of Iraq and Syria (ISIS) show that states no longer have a monopoly
on armed conflict. These groups have used modern communications,
transportation, financial, and social networks to operate across state borders
and carry out attacks in the home cities of the West, from Paris and Nice to
San Bernardino and Boston. In formulating strategic responses, states have
also relied on advanced technology, using high-tech surveillance and strike
systems to gain better intelligence and effect precision attacks without the
need for large conventional forces. In contrast to the wars of the twentieth
century, which concentrated highly destructive forces on discrete
battlefields, technology is now dispersing less acutely destructive forces
over a broader span. Though technology has contributed to the reach of
non-state terrorist groups, it can also assist nations in fighting them.

Cyber warfare, which is even easier to begin and more difficult to
prevent, presents yet another form of unconventional conflict driven by
technology. Internet attacks can cause real-world destruction and harm, or
they can simply interfere with another nation’s communications, financial,
or information networks. A cyber attack, for example, could cause a flood
by disabling the control mechanisms for a dam or could trigger an
explosion by causing a power plant to malfunction. As Russia demonstrated
in its invasions of Georgia in 2008 and Ukraine in 2014, nations can also

use cyber weapons to support a conventional armed attack.14 Cyber
weapons can replace conventional weapons to commit sabotage, as was
done through the Stuxnet virus aimed at the Iranian nuclear program. Or
governments can use the Internet to steal significant military or intelligence
information, such as weapons designs or strategic plans, which appears to
be occurring with increasing frequency between the United States and
China. “China is using its cyber capabilities to support intelligence



collection against the U.S. diplomatic, economic, and defense industrial
base sectors that support U.S. national defense programs,” the U.S. Defense

Department stated in a 2016 report to Congress.15 “The accesses and skills
required for these intrusions are similar to those necessary to conduct
cyberattacks.”

In this way, robotics and cyber weapons can exert force that does not
necessarily kill or destroy tangible objects, but nonetheless is overtly
hostile. Governments and scholars are not always clear about when such
attacks meet the legal standards for an armed attack. For example, the new
United States Law of War Manual, issued by the Department of Defense in
2015, declares that the existing laws of war should apply to what it calls

“cyber opelrations.”16 But it then concedes that the rules here are “not well-
settled” and are “likely to continue to develop.” The United States even
takes the position that it may not have a position. The Manual declares that
it does not “preclude the [Defense] Department from subsequently changing

its interpretation of the law.”17

Indeed, the uncertainty as to how to classify these attacks has played
itself out in nations’ inconsistent responses to acts of robotic and cyber
warfare. States have sometimes treated them as a form of espionage or
covert action, refusing to consider the resulting damage as an act of war.
China’s theft of the U.S. Office of Personnel Management database did not
prompt U.S. force in response, nor did North Korea’s hacking of Sony’s
electronic files. Iran took no overt military action in response to the Stuxnet
virus. American drones execute dozens of strikes in countries—such as
Yemen, Somalia, Afghanistan, and Pakistan—without sparking any military
reaction. And yet, it seems clear that an armed response to such attacks
would be appropriate in at least some contexts. Cyber attacks that disable
key military command structures or critical civilian networks might very
well be regarded as acts of war, along with attacks by robots and drones that
kill or injure human beings or destroy property on a large scale.

The rules of war must evolve to keep pace with technology. Some
nations demand an inflexible approach to the law of armed conflict because
they hope that law can suppress war. Nations with minimal armed forces or
weak strategic positions may support legal rules that inhibit other states
from asserting potential advantages. Other states may oppose new



technologies in the hope of preserving the advantages derived from their
current forces. Still others may want to preserve military opportunities for
low-tech, asymmetric tactics—those favored by guerrillas, insurgents, and
terrorists. Many scholars and international officials may support an
inflexible approach to the rules of war from intellectual comfort with the
old way of doing things. It is to these problems that we now turn.

Frozen Law in a Changing World

Even as technology advances, legal and political leaders remain reluctant to
embrace the use of new weapons. Despite their advantages, these new
weapons have become the subject of a broad campaign to limit or even
prohibit them. The claim is that these military advances violate the rules
governing civilized warfare. Advocates for today’s law of war, known as

International Humanitarian Law (IHL) to specialists,18 have used
multilateral treaties to construct a set of rules that depart from the realities
of modern war. They now hope to freeze into place this new THL, which
tends to favor guerrillas, terrorists, and insurgents over western nations, and
conventional ground combat over technology and innovation.

The law of war, however, more appropriately changes through natural
evolution rather than artificial codification. They have long depended on the
customs and traditions followed by states at war, which have usually
decided on regulation after experience with weapons, not before. An
evolutionary approach concedes that we do not currently know all the
implications of these new weapons. We do not have full information on
their characteristics and consequences, or the factual circumstances of their
use. Rather than imposing rigid rules, the customary laws of war have
usually adopted flexible standards—such as reasonableness in the selection
of targets—that allow future decisionmakers to judge the legality of force in
their own circumstances. They place more faith in future leaders,
commanders, and judges to come to better conclusions in reviewing the use
of force after the fact than in the prescience of today’s treatymakers. An
approach built on flexible standards allows nations to gather more
knowledge about the effects of new weapons, under conditions of deep
uncertainty, before reaching fundamental decisions of policy.



In this respect, customary rules on the use of force resemble a common-
law standard, such as the classic legal norm of reasonableness. A standard
such as reasonableness allows judges to consider the totality of the
circumstances before ruling on whether a defendant’s actions were legal. A
strict rule, however, such as contributory negligence, imposes a clear norm
that reduces liability to a single factor and precludes the influence of later
circumstances. Rules reduce decision costs because they are clear and easy
to apply, they create legal certainty and predictability, and they require less
gathering of information. Rules, however, prevent a nuanced application of
law to facts and so often result in inequitable outcomes. Standards demand
higher decision costs because of the need for more information and time for
consideration. Standards produce greater uncertainty and unpredictability,
but they more often produce the better answer. A rule gives more power to
the legislators who write the norm earlier and narrow the discretion of
future officials, while a standard places more trust in the competence and

knowledge of later decisionmakers.1? By following custom, the law of war
accepts that the lawfulness of the use of force depends far more on the
circumstances, that later officials will have greater access to information
and experience, and that it is more important to get right answers than fast
answers.

Many international leaders and scholars would replace the millennial-
old, customary approach to the rules of war with instant law—with strict
rules rather than standards. Nations launched an ambitious movement to
codify new rules of military operations in 1977 with Additional Protocol I

to the Geneva Conventions (AP I).20 Controversially, AP I promoted two
significant changes to the laws of war. First, it elevated non-state actors,
such as independence movements and guerrillas, to the same status as
nations with conventional armed forces. Second, it attempted to reduce the
discretion of combatants to use force by expanding the definition of civilian
targets that were to be off limits to combat. Because of these policies, the
United States defied the majority of other nations and refused to ratify the
treaty. In his message to the Senate withdrawing AP I, President Ronald
Reagan declared that the Protocol was “fundamentally and irreconcilably
flawed,” and that its problems were “so fundamental in character that they
cannot be remedied through reservations.” He therefore had “decided not to



submit the Protocol to the Senate in any form.”2! Chief among these flaws,
President Reagan observed, was AP I’s “grant [of] combatant status to
irregular forces even if they do not satisfy the traditional requirements to
distinguish themselves from the civilian population and otherwise comply
with the laws of war.” Reagan recognized the political symbolism of his
action, characterizing it as “one additional step, at the ideological level so
important to terrorist organizations, to deny these groups legitimacy as
international actors.”

AP I demonstrates the pitfalls of replacing the evolutionary approach to
war with instant, inflexible legislation. AP I took form before the advent of
desktop computers, the Internet, cell phones, global positioning satellites,
and cruise missiles. That era’s political circumstances were equally
different. Nations were still drafting the text of AP I when North Vietnam
conquered South Vietnam. The U.S. and U.S.S.R. dominated world politics
and economics, half of Europe was forced into the Warsaw Pact, and the
Third World, as it was then known, was still emerging from the throes of
decolonization. The collapse of the Soviet Empire, the rise of China, the
advent of Islamic extremism, and the spread of global terrorism were yet to
come.

Given these significant changes in the world since the mid-1970s, AP
I’s provisions are growing hopelessly out of touch with the practice of the
states that actually fight wars. Nations themselves realize this. In 1998, for
example, a conference in Rome negotiated a treaty to establish the

International Criminal Court (ICC).22 Its drafters drew extensively on AP I
to define the “war crimes” subject to prosecution. Neither the United States
nor other major powers, including Russia, China, India, Turkey, Indonesia,
Egypt, Iran, Israel, and Syria, ratified that treaty either. The ICC has so far
reached convictions in only a handful of cases, none of them dealing with
actions by western armies or with forces outside of Africa.

Nevertheless, AP I remains influential. Even at the time, the United
States conceded that much of the treaty merely restated accepted

practices.23 It remains the most comprehensive statement of rules for the
conduct of military operations. Commentaries on the law of armed conflict,
including those by American scholars, assume that provisions of AP I are



solid evidence of what the law of war now requires—if not by treaty, then

as a matter of “customary law,” which is binding on all states.24

It is important to understand what a significant break AP I is with the
history and practice of the law of war. Historically, the laws of war
represented customary law, which was established by the actual practice of
states over long periods of time. Nations, for example, have long followed a
principle of discriminating between combatants and civilians on the
battlefield, but had never declared the rule in a general treaty before. States
established the rule over centuries through the norms that they consistently
followed in wartime. Their applications of the standard of discrimination in
different factual circumstances provided guidance for future cases. AP I
represents a wholly different approach. It assumes that interested nations
can simply legislate the rules of armed conflict by treaty, rather than
practice. It assumes that the treatymakers in 1977 could determine the best
application of the rules to future circumstances, as opposed to those who
fight the wars then.

This view attempts to transform treaty language into instant “custom.”
If many states have ratified a treaty, it must represent customary law just as
much as, if not more than, universal conduct. Many advocates claim the

promises of nations create law more firmly than the practices of nations.2>
This is not just an academic exercise, but has become the opinion of
international tribunals. For example, the International Court of Justice (ICJ)
stated in its 1996 advisory opinion on nuclear weapons, “Extensive
codification of humanitarian law and the extent of the accession of the
resultant treaties . . . have provided the international community with a
corpus of treaty rules the great majority of which . . . reflected the most
universally recognized humanitarian principles.” It concluded that THL
treaties, as solidified into custom, “indicate the normal conduct and
behaviour expected of States,” presumably whether they had ratified the

agreements or not.2% Under this view, the United States can be bound by
the rules set out in a treaty it has never ratified because its provisions can be

regarded as customary law.2” But those rules remain what they were in the
mid-1970s because “customary law” is impervious to contrary practice,



even though much military action over the last four decades has not
followed AP 1.

Domestic analogies reveal the peculiarity of this approach. On domestic
statutory questions, courts and executive branch agencies regularly adapt
legal principles to fit new factual circumstances. Some of these exercises, of
course, can stoke controversy when the application of old legal rules to new
technologies is disputed (and disputable). In 2015, for example, the Federal
Communications Commission (FCC) prohibited Internet service providers
from imposing different charges for carrying different types of content. The
FCC subjected Internet service to the same regulatory framework as long-
distance telephone service, even though Congress could never have
imagined the Internet at the time it enacted the 1934 Federal
Communications Act. To be sure, the Commission was divided, as was the
U.S. Court of Appeals for the D.C. Circuit, which ultimately upheld the

FCC regulation.28 A new majority on the FCC has announced its intention
to repudiate the Obama effort to regulate twenty-first century technology
with an 80-year-old law.

The tension between adaptation and innovation becomes even more
acute when cases turn on the meaning of constitutional provisions now
centuries old. The framers of the Bill of Rights could not have envisaged
modern technology. It was left to the Supreme Court to decide that First
Amendment guarantees of free speech and press did not apply to television
broadcasters as to newpapers. Yet the Supreme Court later concluded that
the Fourth Amendment’s protection against unreasonable searches and
seizures prohibited police from using thermal imaging detectors to identify
drug-growing operations and GPS tracking devices to track suspect

movements without a warrant.2? Even though there may be disagreement
among both tribunals and society about the application of a particular law to
new circumstances, legislators often deliberately write laws with generality
so that future judges and lawyers can adapt the law’s purpose to new
circumstances.

Clinging to 1970s understandings of the law of war presents much
greater difficulties than waiting for Congress or the constitutional
amendment process to update legal rules. Unlike domestic law, which
enjoys the enforcement of the judicial and executive branches, international



law has no central institution capable of applying a uniform understanding
of the law throughout the world. Because international law cannot punish
rule breakers, states that violate the civilized laws of war will seize an
advantage in armed conflict. States, for example, may keep to earlier
understandings of the laws of war, others to a 1970s understanding, and still
others may choose to skirt, subvert, or defy the rules outright. Those who
honor the old rules will be at a disadvantage when fighting those who do
not. It is hard to see that as a gain for international law. As Winston
Churchill protested, “I do not see why we should have all the disadvantages
of being the gentleman while they have all the advantages of being the

cad.”30 Disorder, tyranny, and intimidation will have greater sway if
western nations shrink from defending the postwar system because old rules
make it too hard for them to fight.

Yet many scholarly commentators and government officials still tend to
view the laws of war in quite formalistic ways. They rely on textual
provisions of AP I, U.N. resolutions, and even dicta found in ICJ rulings
and advisory opinions. From a fabric of words, they stitch together a
protective suit that will supposedly protect us from foreign attacks (now
unlawful, so our enemies cannot penetrate our rhetorical armor) and against
foreign condemnation (because we wear the protective armor of “law™). But
this pick-and-choose approach cannot work when confronted by new
circumstances. In the past few years, for example, major academic

publishers have produced several books on the legal limits of cyber war.51

Scholars have published dozens of long, scholarly articles on this subject.32
As these works acknowledge, however, the world has never seen anything
that could rightly be described as “cyber war.” These works cannot describe
the actual practice of states, which can then coalesce into “customary law,”
because no practice yet exists.

Instead, these commentators and officials simply imagine the way that
existing rules might apply to new technologies. They have little of
substance to work with. Scholarly studies on the laws of war, published in
the second decade of the twenty-first century, are of little help. They assume
that the relevant rules are those codified in AP I, before the emergence of
the Internet, email, and the information revolution. Nations never
reconvened to rewrite the treaty to address new technologies. These



commentators believe that these rules should govern only because they are
most familiar. Their views, however, will have little purchase because they
do not arise from the strategic needs and military capacities that do so much
to determine how nations behave in times of conflict.

We are not arguing for a world without law. It will not be easy to decide
what rules should prevail or what applications would be most feasible and
desirable. We are arguing for rules that respond to the circumstances of war
in the twenty-first century and the opportunities presented by new
technologies. To argue in this way is not radical or extreme. It is entirely
traditional. The law of war as laid down in the 1970s was not the law as it
was understood in the 1940s. The law of the 1940s was not the law of 1914.
As law in all areas regularly does, the law of war has continually adapted to
new technologies and new circumstances, when old means no longer serve
necessary ends.

War, Law, and Weapons

War and law are inextricably intertwined. As mankind has discovered new
technologies and developed more effective institutions, it has brought
invention to war. But nations did not then develop legal codes to impose on
armed conflict. Instead, their consistent behavior over time gave rise to
general principles that could guide leaders and combatants in the next war.
Wars come first and the law follows, rather than the other way around.
Rules limited, but did not prevent, the use of force by nations to coerce
other nations.

The direct relationship between innovation and war is nothing new. In
the ancient world, the evolution from bronze to iron tools and the discovery
of more productive means of agriculture allowed cities to deploy larger,
trained armies. Economic surplus allowed states to support warriors who
specialized in combat. Progress in animal breeding made possible first the
chariot and then large cavalry formations. The emergence of market
institutions and effective government allowed China in the East and the
Romans in the West to manufacture iron weapons on a larger scale, train

and deploy bigger armies, and administer larger territories.>> Whereas
Sparta and its allies fielded an army in the Peloponnesian Wars of no more



than 30,000,34 the Roman imperial army under Augustus reached 250,000
troops and hit a high of perhaps 450,000 under Caracalla—numbers that
Europe would not see again for more than a millennium.

In the Middle Ages, advances in technology, though slow, still prompted
changes in warfare. As armor improved, mounted knights supported by
rural towns prevailed. A few hundred knights controlled southern Italy and
Sicily; a few thousand in the First Crusade successfully invaded and held

Jerusalem.3° But the invention of the crossbow in the eleventh century
(along with improvements in the longbow) led to the weakening of knightly
superiority in Europe; in China, where these weapons came into existence
much earlier, mounted knights never held the upper hand. Progress in
shipbuilding and navigation led to the replacement of human-powered
triremes with wind-powered men-of-war. The invention of gunpowder
made possible artillery and siege weapons, and professional militaries
equipped with small arms. Military historian Victor Davis Hanson has
argued that the Western nations became dominant because their innovative
societies, capitalist and proto-democratic at the beginning of the modern

world, more quickly adapted and deployed new technologies to war.30

Nevertheless, the relatively slow development of human societies kept
military affairs relatively static. Despite the evolution of weaponry from the
ancient and medieval worlds to the Renaissance, tactics and strategy did not
significantly change. Horses still provided mobility on land and wind drove
ships at sea. Armies and navies still fought at close quarters within eyesight
of each other. Generals could move their forces only short distances
because of the limits of transportation technology and logistics. Firearms
and artillery increased the casualties in these confrontations, but not their
distance or speed. Alexander the Great would have recognized the
formations, tactics, and strategies of Napoleon Bonaparte or even Robert E.
Lee.

As military technology evolved at this slow pace, the rules of warfare
did not change much. In the ancient world, law imposed few limits on
combat, and those that prevailed seemed to hinge more on fidelity to the
gods, rather than to man. It is not recorded whether the victims of the first
iron weapons or the first war chariots demanded an international convention
to outlaw their use. But if there were demands for a ban on such weapons,



they did not succeed. In medieval times, there were repeated efforts to ban
the crossbow. Pope Urban II, better known for urging knights to embark on
the First Crusade, also urged the repudiation of this weapon. A Byzantine
princess denounced it as “a truly diabolical machine.” A few decades later
in 1139, the Second Lateran Council urged a formal ban. The Holy Roman
Emperor Conrad III decreed that use of the weapon should be punished as a

capital crime.3”

These protestations went unheeded because the law could not prevent
armies from seizing the battlefield advantages offered by these new
weapons. In a world where mounted nobles were the decisive military
force, the crossbow was a disruptive weapon. It could launch arrows with
sufficient force to burst through armor. It threatened to displace the lifelong
training and valor of knights and nobles with a devastating mechanism,
typically wielded by artisans or peasants (who were otherwise prohibited
from carrying arms). The ban failed simply because the crossbow proved

too valuable in winning battles.8 With the right training, companies
equipped with the longbow—a weapon already mentioned in the Bible—
could devastate mounted nobles, as English kings and their well-trained
peasants proved repeatedly in the Hundred Years War. Efforts to ban the
longbow also failed; so too with the arquebus, forerunner of the musket,

which appeared in the sixteenth Century.39 Some commanders treated
wielders of this new weapon as, in effect, war criminals who should be

killed at once.40 But advanced nations would not stop deploying soldiers
trained to use the new weapons because they so effectively altered the
balance of power in their favor. Too many commanders insisted on retaining
the advantages offered by these new weapons.

War’s nature only began to shift significantly with the profound
economic changes that occurred in the nineteenth century. Before the
Industrial Revolution, mankind made no significant gains in productivity.
The distribution of wealth in the world depended more on the size of a
nation’s population. In 1000, for example, Western European GDP was $11
billion (in 1990 dollars), in 1500 it had risen to only $44 billion (less than
doubling every century), and in 1700 it reached $81 billion. But the
Industrial Revolution and the emergence of market capitalism in the



nineteenth century broke humanity out of this Malthusian trap. Advances in
agricultural and industrial productivity, due to technology, management,
and political and legal systems, allowed for stunning increases in wealth
and economic growth. In 1870, Western European GDP, estimated at $11
billion in 1500 (in 1990 dollars), exploded to $367 billion by 1870 and

$840 billion by 1913.4! The United States grew even faster. Its economy
started at only $527 million in 1700. By 1870, the U.S. economy had
reached $98 billion, and in 1913 it quintupled to $500 billion. China’s
economy, which did not experience a nineteenth-century Industrial
Revolution, actually shrunk for most of that period.

The innovations that made these steep gains in economic growth
possible also enabled far more lethal armed forces. Combat during the U.S.
Civil War from 1861 through 1865 gave a hint of what was to come.
Industrial production permitted larger, better-equipped armies. Union and
Confederate armies could throw much larger weights of bullets and bombs
with more precise accuracy over greater distances than ever before.
Railroads allowed for the swift movement of men and supplies. The
telegraph permitted faster, clearer communications. Wooden naval vessels,
which had depended on the winds for more than two thousand years,
evolved into warships protected by armor and driven by steam.

War’s exponential growth in size and destructiveness triggered the first
efforts at regulation. During the Civil War, President Lincoln issued General
Orders No. 100, the Instructions for the Government of Armies of the
United States in the Field—the first official public code of the laws of war.
Article 15 of the Code set out the wide means available to nations at war:

Military necessity admits of all direct destruction of life or limb of armed enemies, and of
other persons whose destruction is incidentally unavoidable in the armed contests of the
war; it allows of the capturing of every armed enemy, and every enemy of importance to the
hostile government, or of peculiar danger to the captor; it allows of all destruction of
property, and obstruction of the ways and channels of traffic, travel, or communication, and
of all with-holding of sustenance or means of life from the enemy; of the appropriation of
whatever an enemy’s country affords necessary for the subsistence and safety of the army,
and of such deception as does not involve the breaking of good faith either positively
pledged, regarding agreements entered into during the war, or supposed by the modern law
of war to exist. Men who take up arms against one another in public war do not cease on this

account to be moral beings, responsible to one another and to God.#?



Following this logic, an army at war could impose blockades and sieges
and even bombard a city, so long as its reduction had military value. Still,
Lincoln’s General Orders No. 100 also put into written terms the need to
shield civilians, where possible, from the harshness of war. Article 22
declared that the Union armies would respect a distinction between “the
private individual belonging to a hostile country and the hostile country
itself, with its men in arms.” But civilian immunity from hostilities would
run only as far as military necessity allowed. “The unarmed citizen is to be
spared in person, property, and honor as much as the exigencies of war will
admit.”

Francis Lieber, a Prussian immigrant and advisor to the Lincoln
administration, drafted the rules. He believed that the modern age had made

war into a contest between mass armies rather than individuals.#3 Lieber
did not think that the customs of international law should ban most methods
of war, so long as the destruction was no “greater than necessary.”
Accepting conflict as a permanent feature of international affairs, Lieber
believed that fiercer wars were more humane because they were shorter, an
idea shared by Clausewitz and Machiavelli. Therefore, the laws of war
allowed almost any destruction that advanced the goals of the war, and the
use of “those arms that do the quickest mischief in the widest range and in

the surest manner.”44

The Industrial Revolution and the rise of mass production equipped
armies of draftees with highly lethal, yet relatively cheap, standardized
weapons. In World War 1, rifles accurate over long distances became
commonplace. The British Lee-Enfield rifle could fire twelve rounds per
minute with accuracy at 600 meters from a ten-round magazine; the British
Vickers machine gun could fire 450-600 rounds per minute at a range of
4,000 meters. Artillery became much more significant due to the larger
number of pieces, their range and accuracy, and the use of high-explosive
shells. Airplanes and tanks made their first appearance in World War 1.
Dreadnoughts used oil engines, displaced 16,000 tons, and mounted fifteen-
inch guns that could hit targets twenty miles away. Submarines entered into
widespread use for the first time. Western armies unleashed the first
weapons of mass destruction, chemical and biological agents that killed or
incapacitated on the battlefield.



Modern industrial production, transportation, communication, and
logistics produced even larger armies. By the end of World War I, Russia
had mobilized about 12 million soldiers, Germany 11 million, Great Britain
8.9 million, France 8.4 million, Austria-Hungary 7.8 million, Italy 5.6
million, and the U.S. 4.35 million. Modern weaponry’s longer range and
destructiveness gave the advantage to defensive warfare in trenches, which
inflicted staggering casualties on these new large armies. In the Battle of the
Somme, from July 1 to November 18, 1916, both sides suffered more than 1
million killed or wounded—the British Army lost 57,470 on the first day
alone, the worst day in its history. Overall casualties dwarfed any previous
war in human history: the Allied Powers lost 5 million killed, 12.8 million
wounded; the Central Powers lost 8.5 million killed, 21 million wounded.
By comparison, in the Napoleonic Wars, France lost 371,000 killed,
800,000 wounded. Its allies lost similar numbers: the British, 312,000;
Austria 376,000; Russia 289,000, and Prussia 134,000. Efficiency did not
stop with the production of consumer goods; it extended even to the
business of killing.

World War II exploited transportation advances to expand the use of air
power and armored vehicles, which returned the combat advantage to the
offense. Casualty levels climbed again, but within World War I ranges: the
Soviet Union lost about 9 million in combat deaths, Germany 5 million,
Japan about 2.5 million, the U.S. 407,000, the United Kingdom 384,000,
with total worldwide combat deaths ranging from 21-25 million. But World
War II witnessed a phenomenon that perhaps had not appeared since the
Thirty Years War: massive civilian deaths (about 30 million) in numbers
that exceeded military ones. The advent of the atomic bomb at the war’s
end raised the specter of even greater civilian casualties in the future.

International law could not stop the spread of technological progress to
the machines of war. This has been the lesson of history. Lieber’s Code did
not prohibit the Union blockade of the South, the burning of Atlanta, or
Sherman’s march to the sea, nor did it prevent the introduction of new
weapons such as modern rifles, trenches, and artillery. In World War I, the
Allies demanded that German submarines allow ships the opportunity to
off-load civilians, which also gave up the element of surprise. Germany
ultimately refused, which handed Woodrow Wilson the official rationale to
bring the United States into World War I on the side of Great Britain and



France. The Washington Naval Conference of 1922 sought to limit large
battleships and maintain a rough balance of maritime power between the
great powers, but Japan evaded the rules while the locus of sea power
shifted instead to aircraft carriers. Nations used chemical weapons in World
War I, signed a treaty to ban them in 1925, but have used them in conflicts
since.

We are not arguing against all forms of cooperation during armed
conflict. Nations have applied general custom to limit the use of weapons
that cause unnecessary suffering or superfluous damage and destruction,
depending on the factual context. The general principles of Lieber’s Code
still guide the conduct of war, even as new technologies transform weapons,
tactics, and strategy. Nations have the freedom to use military force in ways
that advance the objectives of the war, so long as they minimize harm to
civilians as best they can.

Instead, we question the idea that nations should look to formal treaties
and rules to produce lasting limits on war. Despite the recent deterioration
in the Syrian civil war, nation-states have generally refrained from the use
of chemical weapons against each other since the end of World War 1. They
have followed the Geneva Conventions on prisoners of war, though not
consistently. Nations have observed others norms in the breach, chief
among them the immunity of the civilian population and resources from
attack. World War II not only saw the aerial bombing of cities and the
nuclear attacks on Japan, but the years since have seen precision targeting
of terrorists off the battlefield, attacks on urban infrastructure, and the
acceptance of high levels of collateral damage among civilians.
International lawyers and diplomats may proclaim that nations follow
universal rules, either because of morality or a sense of legal obligation, but
the record of practice tells a far different story. Efforts to impose more
specific and demanding rules, such as limiting targeted drone attacks,
banning cyber attacks, or requiring human control of robotic weapons, will
similarly fail because they cannot take into account unforeseen
circumstances, new weapons and military situations, and the immediate
exigencies of war. Just as new technology led to increases in economic
productivity, so too has it allowed nations to make war more effectively.

Nations will readily adhere to humanitarian standards when they gain a
benefit that outweighs the cost, as when protecting enemy prisoners of war



secures reciprocal protection for a nation’s own soldiers taken captive by
the enemy. Limitations on the use of weapons will follow a similar logic.
Nations will be most inclined to respect legal restraints on new weapons
when their use by both sides would leave no one better off or would provide
little advantage. Cyber and robotic weapons do not bear the same features
as the weapons where legal bans have succeeded, as with use of poison gas
on the battlefield. Cyber and robotic weapons need not inflict unnecessary
suffering out of proportion to their military advantages, as do poisoned
bullets or blinding lasers. Rather, these weapons improve the precision of
force and thereby reduce human death and destruction in war.

Nor have these new weapons technologies yet sparked a useless arms
race. Nuclear weapons eventually became opportune for arms control
because larger stockpiles provided marginal, if any, benefits due to the
destructive potential of each weapon and the deterrence provided by even a
modest arsenal. Mutual reductions could leave both sides in the same
position as they were before the agreement. Today, the marginal cost of
nuclear weapons for the U.S. and Russia so outweighs their marginal
benefit that it is not even clear that a binding international agreement is
needed to reduce their arsenals. Russia, for example, reduced its arsenal
below New START’s ceilings of 1,550 nuclear warheads and 700 strategic

launchers even before the U.S. approved the deal.*> The United States
likely would have reduced its forces to those levels even if the Senate had
refused to consent to the treaty, a position the executive branch also took in
2002 with the Treaty of Moscow’s deep reduction in nuclear weapons.
Today’s new weapons do not yet bear these characteristics. The marginal
gains in deploying these weapons will likely be asymmetric across nations
insofar as some nations will experience much greater gains in military
capability by developing cyber and drone technology. Put differently,
prohibition or regulation of these new weapons will not have equal impacts
on rival nations. Indeed, we do not even now have enough information to
understand which nations will benefit and which will not, which makes any
form of international ban even less likely.

Nuclear weapons are the exception that proves the rule. Their unique
characteristics and deterrent value make them suitable for international
cooperation to limit their use. But the twentieth century has otherwise



shown that technological advances, and the increases in military
effectiveness that have followed, have outpaced law. Efforts to prevent the
introduction of new weapons have failed because the weapons themselves
initially advantage early adopters. Legal regulation will not emerge until
nations have gained significant information about how the technology and
its constraints on its use may affect them. In the absence of specific
agreements, nations will still follow the customary rules of war, which
provide general principles of reasonableness to apply to new circumstances,
such as traditional prohibitions against wanton destruction or unnecessary
suffering. It is to the new world of war that we now turn.

Static Law for a Changing World?

The laws of war have not kept pace with the rapid change in weapons
technology. Efforts to freeze war in place by adopting an inflexible legal
approach may lead to a failure of the current framework of war or its
rewriting by nations less friendly to the Western international order.
Another set of changes in war, also spurred by changes in politics,
economics, and technology, is placing further pressure on the idealized AP I
and U.N. Charter vision of the international order. In this new century, the
classic paradigm of war between nation-states with disciplined militaries
has slowly given way to a more chaotic world in which terrorist
organizations, regional guerrillas, and ethnic or religious groups conduct
equally violent hostilities. The great majority of casualties now come from
civil wars and disputes within states, rather than wars between states.
Today, the great powers use their militaries to threaten or intervene against
smaller states, rather than in direct battles against each other. To grapple
with these problems, the laws of war should allow both the use of new
weapons more widely and the use of force more often.

The geopolitical order of the nineteenth century was determined largely
by the military and economic strength of nations, not international
agreements. Though legal treatises at that time still embraced the traditional
view that a just war requires a legitimate causus belli, many causes were
regarded as “good” and there was little enforcement of the just war
requirement. Nations often went to war to enlarge their territory, as the



United States did in the Mexican War of 1846-48, or to prevent others from
expanding their influence, as when Great Britain and France fought Russia
in the Crimean War of 1853-56. European nations constructed a Concert of
Europe to strike a balance between the great powers, with war as the final
mechanism to ensure that no state grew too powerful. Even when a state
invoked transparently contrived claims to justify war for other reasons, as
Bismarck’s Prussia did to unify Germany, no outside power helped the
victims. Wars were brief in time and limited in scope.

The breadth of destruction wrought by World War I, however, prompted
nations to attempt a rewrite of the international order. Rather than a balance
of power and contending alliances, nations would guarantee their security in
a peace treaty that established a scheme for “collective security” to
guarantee every state its “political independence and territorial integrity”

against aggression.46 They established an international forum to help
resolve disputes, the League of Nations, then tried to outlaw war in the
Kellogg-Briand Pact, allowing (supposedly) a resort to force only in self-
defense. But the League failed to take effective action in response to either
Japanese aggression against China or Italian aggression against Ethiopia. It
could not draw in the two most powerful nations in the world, the United
States and the Soviet Union, to cooperate to maintain international order.
When Britain and France declared war in response to Germany’s aggression
against Poland, no one even bothered to consult the League.

After the failure of the League to keep the peace, the victors renewed
and extended their commitment to collective security. Maintaining the
League’s guarantee of political independence and self-determination for all
member states, the United Nations Charter banned war except in cases of
self-defense. Force would remain the province of the Security Council,
along with coercive measures short of war, such as economic sanctions.
Article 42 declares that the Security Council “may take such action by air,
sea, or land forces as may be necessary to maintain or restore international
peace and security. Such action may include demonstrations, blockade, and
other operations by air, sea, or land forces of Members of the United

Nations.”#” Article 51, however, contained the great exception for self-
defense: “Nothing in the present Charter shall impair the inherent right of
individual or collective self-defence if an armed attack occurs against a



Member of the United Nations, until the Security Council has taken

measures necessary to maintain international peace and security.”48

Article 51 itself does not define self-defense. Nonetheless, well-
regarded legal commentators insist that the U.N. Charter allows force only
when the Security Council cannot intervene successfully to counter a cross-

border invasion.*” This logic mimics domestic criminal law, which allows
victims to physically resist a threat of deadly harm only if the police cannot
prevent the violence. This doctrine does not, however, reflect the practice of
most U.N. states. States have used armed force against each other hundreds
of times since 1945. The Security Council has authorized only a handful of
them due to the veto power of any of the five permanent members of the
Council (U.S., Russia, Britain, France, and China). Moreover, the U.N.
Charter does not simply authorize the Security Council to respond to
“aggression.” It also authorizes the Council to act against “breaches of the
peace” and “threats to the peace,” which implicitly acknowledges that
threats to a nation’s security go beyond an actual cross-border “armed

attack.”>Y
Prior to 1945, international law recognized that nations could respond to
lesser threats with measures short of all-out war. These measures might run

from mere diplomatic protest to various coercive actions.®! The U.N.
Charter also recognizes this tool of traditional statecraft. It allows the
Security Council to authorize “measures not involving the use of armed
force” against threatening states. Such tactics include “complete or partial
interruption of economic relations and of rail, sea, air, postal, telegraphic,

radio . . . communications.”®2 The Charter also provides that the Security
Council may deploy “air-force contingents for combined international

enforcement action” when “urgent military measures” are required.53 This
provision evidently contemplates the deployment of such “contingents” in
operations that are independent of a land invasion (which could rarely be
organized on an “urgent” basis and is not provided for in the Charter).

For all of its peaceful aspiration, however, the U.N. Charter has been
ineffective in constraining state military behavior as the political and
technological circumstances of the world have evolved. The Security
Council did not reach agreement on establishing an international bomber



force. The Council has rarely invoked most of its other coercive powers. Of
course, that is not because the world has experienced peace. Instead, the
differing agendas of the permanent members of the Security Council have
paralyzed the U.N., leaving it to nations to resolve disputes in other

ways.54 While disputes have sometimes erupted into war, they have not yet
escalated into a World War III. Some scholars believe that the “Long Peace”
of the postwar world emerged from the balance between the U.S. and the
U.S.S.R., while others argue that nuclear weapons imposed caution on all

the great powers.55 We cannot be sure that even that reprieve will endure,
now that Pakistan, North Korea, and, perhaps others have acquired nuclear
weapons.

Even as the prospect of general war has receded, other forms of
hostilities short of all-out war have emerged. Formal declarations of war
have become rare—the U.S. Congress last enacted a formal declaration of
war in 1942 (against Bulgaria). Perhaps that is partly because the U.N.
Charter seems to prohibit resorting to “war.” But formal “war” has also
become less easy to define because hostilities often fall short of open armed
conflict, and formal peace treaties rarely mark their end. While the Second
World War ended with unconditional surrender, Cold War disagreements
prevented any general or comprehensive peace treaties among all
participants. In Korea, a “temporary” armistice remains in place to this day,
as with Israel and its neighbors (except Egypt and Jordan). North Vietnam
ended its war in a unilateral annexation without awaiting any other nation’s
approval.

The lines between war and peace (or conflict and trust) have become
even more blurred in recent years, as major conflicts have involved non-
state actors or states acting in disguised ways. If the Russian army had
launched tank columns and regular infantry against the Baltic states, it
would almost certainly have triggered a NATO military response and even a
conventional interstate war. But the Russian invasion of Crimea in 2014
was much more ambiguous. Moscow sent special agents to seize strong
points, enlisted local support, and disguised the underlying aggression with

claims about local consent to what quickly became a fait accompli.56
Russia has continued the challenge by supporting local “militia” in eastern
Ukraine who resist the authorities in Kiev, ostensibly in the interests of



regional autonomy. Military analysts call this mix of covert operations
combined with limited conventional military force a hybrid war, which
often does not provoke the sort of response that would meet a full-scale

invasion.”’

New forms of irregular warfare do not just benefit revisionist states such
as Russia, even small groups can now wage hostilities that generate
instability and even seize territory. ISIS emerged from terror groups that
had challenged the government established in Baghdad after Saddam’s
overthrow. Terrorism has become another way to exert pressure without
risking a direct trial of arms against an organized army. In the hands of
ISIS, terrorism took on some of the characteristics of guerilla warfare, using
surprise attacks and terrorizing civilians to take and hold land, people, and

resources.”8 In Lebanon and Syria, outside states such as Iran have made
the challenges even more difficult by supporting armed militias with arms,
training, and even troops. A regular army can defeat guerillas, but that has
usually required a long struggle. Great powers, like the French in Algeria
by the late 1950s, often lose patience with a lengthy struggle.

Hybrid war and guerrilla or terrorist insurgencies present the same set of
strategic challenges for nations. Hybrid war tactics discourage initial
intervention of an outside power by making the challenge seem limited,
partial, and small stakes. Terror and guerilla tactics discourage a major
power from making a long-term commitment for fear of a slow drain in
low-intensity combat. Terrorists and guerrillas disperse to prevent a
government from focusing its forces in conventional battle, and they seek
cover behind the civilian population. They target civilians, even their own
supporters, to intimidate them into remaining on their side. They aim to
goad a government’s regular forces into making wider attacks on civilians,
which may have the effect of driving civilians away from the state. The
power with the greatest military muscle is not necessarily the most capable
contestant. If the only answer to such irregular tactics is “war,” then a major
power may decide not to respond.

States have also developed their own means of coercing opponents with
tactics short of conventional war, such as annoying or harassing adversaries
through intermediaries, another accepted military tactic that the U.N.
Charter does not apparently endorse. As early as the American



Revolutionary War, the British stirred up frontier Indians to attack
American settlers. An independent United States winked at pirate attacks on
Spanish commerce as a way of assisting independence movements in Latin
America. In the nineteenth century, states deployed even more active
measures. When small countries defaulted on loan agreements or seized or
abused their nationals, major powers were often unwilling to declare war,
either because the injuries were small or because they feared intervention
by other powers. They instead resorted to “gunboat diplomacy.” Demands
for redress were backed by a show of naval force, sometimes by small-scale
bombardment. Nineteenth-century scholars of international law called it

“pacific reprisal.”59 It was not war but a form of retaliation for the sake of
coercion.

The U.N. Charter authorizes states to use force in self-defense “if an
armed attack occurs.” But we have something close to pacific reprisals in
the current policy of drone missile attacks on terrorists not only in
Afghanistan but also in Pakistan, Yemen, and Libya. While the United
States claims that it is acting in “self-defense” when conducting these
strikes, it cannot credibly claim it is repelling an ongoing attack. Such
strikes are consistent with the U.N. Charter only if we expand the concept
of self-defense to include anticipation of an attack, even one that may not
be imminent. In other words, the United States might claim that anticipatory
self-defense allows preemptive strikes when the probability of an attack is
small, but the potential for destruction is high. Or the United States and its
allies must admit that they are engaging in preventive war designed to nip
challenges to international security in the bud, even when there is no
immediate claim to self-defense.

We are not arguing that war between states is disappearing, as some
utopian writers do. Great power competitions continue to plague
international politics, and those rivalries can still break out into conflict.
Nuclear weapons may reduce the scope of hostilities, but the limits imposed
by the superpower balance have eroded with the disappearance of the
Soviet Union. The world is returning to a less orderly state of affairs. If the
lines between war and peace blurred during the Cold War, they have
become even less distinct today. Nations rely even more on measures short
of full-blown armed conflict to coerce each other. New forms of



international actors, such as terrorist groups, use force at a level that does
not provoke a full-scale military response. Technological advances may
provide western nations with a broader spectrum of coercion to respond.
The rules imposed by the U.N. Charter and AP I cannot meaningfully
govern these changes.

Responding to these new facts of war with new military technologies
will provoke objections from international lawyers. They insist on highly
restrictive rules for defining legitimate targets in war, such as AP I’s

prohibition on the targeting of civilian property.60 Legalists can also invoke
the AP I requirement that even attacks on otherwise legitimate “military
objectives” are unlawful, if they “may be expected to cause incidental loss

of civilian life, injury to civilians, damage to civilian objects . . . which
would be excessive in relation to the concrete and direct military advantage
anticipated.”61

These requirements of distinction and proportionality may make sense
in a conventional war in which the main aim is to defeat the enemy’s army
on the battlefield. But they make less sense if the aim is to affect the
political calculus of enemy leaders. That was surely what the drafters of the
U.N. Charter had in mind when they authorized interruption of sea or radio
communication or even bombing as an “urgent military measure.” These
tools built upon the blockades and economic embargoes that the Allies had
used to deadly effect in World Wars I and II. Such actions seek not to defeat
an enemy’s armed forces, but to increase the costs on its society and
economy. Much of that pain would fall upon civilians. Intercepting all
“postal, telegraphic, radio, and other means of communication” imposes a
sense of isolation, which might undermine civilian confidence in the target
country’s leaders. If it seemed reasonable for the Council to undertake such
measures, it seems reasonable for member states to have those options on
their own.

By the 1990s, nations regularly resorted to economic sanctions, such as
those against Haiti, Serbia, and Iraq. They were never confined to military
objects, but included civilian goods and services, such as oil and banking.

The resulting pain primarily struck civilians.52 Sanctions on Serbia in the
early 1990s, for example, produced an “economic meltdown,” in which
unemployment and extreme poverty engulfed half the population and



average income actually dropped by fifty percent.63 If the Council hoped to
induce governments to change their positions, it was by threatening them
with domestic disorder as food and other civilian necessities became more
scarce and more costly.

U.N. Charter rules, however, may not justify even armed attacks on
military targets if the purpose is coercion. AP I insists that “attacks” must

be launched solely at “military obj ectives.”64 When there is no purpose to
incapacitate the target state’s military capacity, it may be the case that there
is no “military objective.” In the 1980s, the United States accused Libya of
involvement in a terror attack on American soldiers in a Berlin nightclub.
Libya had not invaded American territory. Its terrorism was not ongoing,
though it might have been repeated. The Reagan administration retaliated
by bombing Tripoli. It took care to say that the bombs were aimed at
Libyan military installations, including a civilian site where the Libyan
dictator Muammar Gaddafi was known to meet with top military
commanders. Gaddafi “was not personally immune from the risks of
exposure to a legitimate attack,” stated Abraham Sofaer, legal advisor at the
U.S. State Department. “He was and is personally responsible for Libya’s
policy of training, assisting, and utilizing terrorists in attacks on U.S.

citizens, diplomats, troops, and facilities.”®> Nothing achieved by the
bombing would have made it substantially more difficult for Libya to
organize future terror attacks in Europe or elsewhere.

The U.S. attack on Libya also skirted the conventional understanding of
discrimination and proportionality. One can see the point by thinking about
“collateral damage.” Close members of Gaddafi’s family were killed in that
attack. They were civilians who took no part in military affairs. AP I does
not make clear how much incidental loss of life among civilians would have
to occur before an attack would be “excessive” in relation to the “concrete
and direct military advantage” achieved by attacking Gaddafi’s meeting
place. A critic of the U.S. attacks might argue that the military advantage
was so remote and speculative that it could not justify any incidental harm
to civilians. A defender of the strike could respond that the air attacks might

deter Gaddafi from pursuing further terror attacks.®® The U.S. gained a
concrete and direct military advantage by deterring Libya from future



international terrorist attacks on U.S. troops. Its limited strikes achieved an
objective that otherwise might have demanded far greater attacks, with
more loss of life and destruction. Again, they reveal the growing
incompatibility between the formal rules of international humanitarian law,
spun together out of the U.N. Charter and AP I, and the demands for
coercive, limited uses of force in today’s world.

Two trends now seem to be converging. On the one hand, the
underlying architecture of international politics is becoming more
disordered. Instability is spreading throughout the world, in Eastern Europe,
East Asia and Central Asia, North Africa, and the Middle East. The
European Union has not developed any military capacity of its own but
NATO is under more internal stress than ever before. Meanwhile, insurgent
or revanchist forces have found ways to project intimidating force without
the risk of full-scale military invasion. We face hybrid war in Eastern
Europe, terror campaigns in Western Europe, and the construction of new
islands to extend maritime claims in the South China Sea.

Part of the response may be new weapons technologies, but only if they
are accompanied with new thinking on how and where they can be used.
The most important characteristic of new technologies, in cyber, drone, and
robotic weapons, is the capacity for remarkable degrees of precision. It was
once possible to claim that bombs aimed at “military objectives” were only
incidentally working “collateral damage” on civilian objects. Now, military
technology gives us the capacity to strike with precision, which means
destroying relatively little beyond intended targets. New technologies may
offer a compelling response to the challenges of our time by allowing
western nations to respond to the provocations of authoritarian aggressors
or reach out to strike terrorists far removed from a battlefield.

We are not claiming that new weapons will, by themselves, resolve
every challenge and deliver us to a new era of stability and peace. Every
weapon, even supposedly autonomous or robotic ones, requires human
guidance and strategy in the background. We may misjudge our challenges
or our opportunities. We may underestimate the resolve of enemies or
overrate the immediate threats they pose. Technology does not make
statecraft obsolete. It simply offers more tools and options.

Embracing new technologies does not require us to believe in literal
magic bullets that will render confrontational opponents supine after one



volley. Nor would relaxing current understandings of the laws of war. The
point is to provide alternatives to avoid the choice between all-out war and
fatalistic resignation. The aim of many interventions would not be so much
to disable the military capacity of the opposing side as to indicate the
Western capacity and willingness to impose costs.

Short of completely incapacitating the opposing side, even large-scale
war is a tacit bargaining situation, as Thomas Schelling pointed out more

than fifty years ago.67 Part of the bargaining may involve inflicting harm
on an opponent to signal readiness to do so on a larger scale. It may not be
feasible to penetrate the delusions of the most crazed, megalomaniacal
dictator—but even sobering those in his circle may be helpful. At any rate,
most tyrants have concerns about preserving themselves. Signaling, as we
will argue later on, is an important element of military exchanges. One
might think of new technologies as providing us the capacity to
communicate with more exclamation points, and to indicate that our
enemies cannot rely on the protections afforded by highly restrictive
interpretations of the laws of war.

Conclusions

By the end of 1862, Union armies had been struggling for almost two years
against Confederate armies in the American Civil War. On December 1,
President Lincoln offered a new strategy in his message to Congress. He
proposed a constitutional amendment, authorizing federal compensation to
states that abolished slavery over the next four decades. His message
concluded with this memorable admonition: “The dogmas of the quiet past

are inadequate to the stormy present. . . . As our case is new, SO we must
think anew and act anew. We must disenthrall ourselves, and then we shall
»68

save our country.

It was an offer of peace through compromise. As Lincoln may have
expected, the offer was not accepted. Perhaps that gave Lincoln the
confidence—or the political support in the North—to proceed with an
alternative approach. A month later, on his own authority as commander-in-



chief, President Lincoln proclaimed the emancipation of all slaves in all

states “in rebellion against the United States.”69

Infuriating Southerners, the Emancipation Proclamation cut off hopes
for a compromise peace. But it also meant that Southern states would have
to retain more military units to guard the home front, thus depleting
manpower available to the main Confederate armies. Many slaves were
encouraged to escape, undermining agricultural production. Many escaped
slaves then reinforced Union strength as laborers or soldiers. Those who
remained often provided valuable intelligence to advancing Union armies.
Making the war a battle over slavery helped deter European powers from
offering support to the Confederacy. Though an extreme and risky measure,
the Emancipation Proclamation proved to be a highly effective tactic.

Lincoln’s Emancipation Proclamation should remind us of this
fundamental truth: Conflict stimulates new thinking. To suppress the
Southern rebellion, the North harnessed its industrial prowess to deploy a
number of historic innovations, from ironclad ships to repeating rifles.
President Lincoln was personally involved in promoting these technical
innovations. But he remained mindful that war is, above all, a political, not
a technical undertaking.

Lincoln’s words describe the central argument of our book: “The
dogmas of the quiet past are inadequate to the stormy present.” We are
living through a revolution in military affairs as fundamental as the
emergence of vast armies and mass-produced arms in Lincoln’s time.
Military cyber units—the U.S. recently elevated its cyber command to a par
with its regional combatant commanders—Ilaunch viruses to harm an
enemy’s military capacity and disrupt its economic and communications
networks. Unmanned robots patrol the skies hunting for individual terrorist
leaders with air-to-ground missiles. Massive computing power, instant
communications, and precise satellite reconnaissance bring any location on
earth within one hour of a global strike missile. Much discussion of military
affairs is now constrained by anachronistic understandings of the “law of
war,” as much as Napoleonic approaches initially infected early thinking
about the Civil War. We want to expand the debate over war today by
rethinking the prevailing dogmas. As our case is new, we must think anew
and act anew. We must disenthrall ourselves.



CHAPTER 2

Returning to Coercion

changing nature of conflict in the twenty-first century. Even as
technology in commerce and war is beginning to make revolutionary
strides, the threat of major war is receding. The risks of great power conflict
have declined since the massive destruction wrought by European nations
in the nineteenth and twentieth centuries. Mankind is currently living
through the longest period without a significant interstate war since the

' I this chapter begins our analysis of war and technology with the

birth of the modern international system in 1648.1 In the last seventy years,
deaths from interstate wars have fallen by an entire order of magnitude

from the rate of centuries before.2

But we are not entering utopia. Armed conflict remains a persistent
feature of the human condition. Conventional or nuclear war between the
great powers remains a considerable threat. After seizing part of Georgia in
2008 and annexing Crimea in 2014, Russia continues to destabilize Ukraine

and harass NATO’s eastern borders.> In the midst of a military
modernization drive, China is building artificial islands to support its claims
to all of the South China Sea, through which $5.3 trillion in trade passes
every year. After eight years of retrenchment and withdrawal, the United
States may well embark under President Donald Trump on a military
buildup and a reinvigorated foreign policy.



In the past, some wars between great powers were almost amicable.
Regular armies could settle the dispute on the battlefield, far from civilian
population centers, almost in the manner of a duel. In 1866, for example,
Prussia provoked a war with the neighboring Habsburg Empire. Prussian
forces quickly prevailed at the Battle of Koniggratz. Chancellor Otto von
Bismarck restrained Prussian generals from trying to capture Vienna, and

instead negotiated peace terms that limited Austrian losses.* Within a dozen
years, the two powers entered into an enduring alliance. When war was not
absolute and surrender was not unconditional, conflict focused on disabling
military capacities until one nation accepted the political goals of the other.
Of course, some conflicts followed a very different pattern. In the
Second World War, Germany did not surrender until Allied armies had
seized every one of its major cities, sometimes only after grinding urban
combat. Allied armies had to prove beyond dispute that they could assert
control over all parts of Germany. But victory does not always go to the
side with more troops or better weapons. A guerrilla war can become a
contest of willpower rather than weaponry. After eight years of struggle, the
French abandoned Algeria in 1962, not because of the incapacity of the
French army, but because the French public would no longer support the

military effort.” Eight years of struggle was not too much for the leaders of
the Arab National Liberation Front, but it was too much for France.

Other challenges to peace come not from Soviet tanks pouring into West
Germany, but from regional revanchists, authoritarian regimes, and terrorist
groups. In this new century, civil wars, such as the one that has killed or
displaced millions in Syria and Iraqg, or conflicts in lands where the West
has few interests, such as those in Sudan or Congo, have caused enormous
death and suffering. Future killing may come at the hands of rogue nations,
such as North Korea or Iran, that come into possession of weapons of mass
destruction. Or deaths will flow from terrorist groups, such as al-Qaeda or
ISIS, which operate with global reach and can wield violence once only in
the hands of nations.

In this new world of security threats, the great powers will not need
agreements to ban their latest weapons. They are likely to deter each other
from destructive attacks, just as mutually assured destruction kept the Cold
War from turning hot. Instead, the greater threat is that the great nations will



be loath to intervene against rogue nations or terrorist groups, who employ
unconventional methods to coerce the West. The United States and its allies
will never be able to match these enemies in their willingness to descend
into barbarism. Instead, we must exploit our advantages in cyber and
robotics, our control of the air, seas, and space, and our ability to integrate
information processing, computers, and soldiers. Drones, cyber weapons,
and precision-guided missiles could give the West the ability to kill terrorist
leaders, cripple an authoritarian regime’s infrastructure, or destroy
clandestine WMD research facilities. These technologies and skills could
allow the great powers to use force more precisely and swiftly to prevent
the rising threats of the twenty-first century from upending the international
order.

Critics worry that the spread of these new weapons will lower the
barriers to war. If launching a drone or activating a cyber weapon becomes
too cheap and easy, they warn, nations will resort to force far more readily
than today. But this earlier, more precise use of force could prevent threats
from metastasizing into far worse dangers. It could even have a salutary
effect in further dampening the risks of great power war. As we will show,
war often breaks out between nations because they cannot overcome the
informational and commitment obstacles to bargaining. Because of the
anarchic state of the world, nations in a dispute cannot gather credible
information about the capabilities and desires of their rivals and they cannot
trust them to keep their promises. Cyber and robotic weapons give nations
not only greater ability to coerce each other, but also more means to
communicate their intentions in war and their reliability in peace. With
these weapons available, we should see nations settle more disputes by
negotiation, rather than by escalation.

We do not mean to argue that more advanced technologies will now
transform the battlefield and ensure that future conflicts will always be won
by the side with the better weapons. In the early twentieth century, for
example, air-power enthusiasts argued that bombing could replace ground
assaults. Colonial powers used air attacks in the interwar period, notably the
British in Iraq and Spanish forces in Morocco. But command of the air did
not ensure French victory in Algeria in the 1950s, nor Soviet victory against
Afghan guerrillas in the 1980s. War is unpredictable because, in the end, it
is a contest between human hearts and brains, not a duel of gadgets. The



side with the more advanced weapons may not be the side with the most
commitment in a long struggle.

This chapter proceeds in three parts. Part I will describe the new
security challenges of the twenty-first century. It will explain that the nature
of these civil wars, rogue states, and terrorist groups requires more
widespread, albeit less destructive, uses of force to police them. Part IT will
explore how new weapons technologies, and a modern understanding of the
tactics and strategy to take advantage of them, can lead to less rather than
more conflict between the major powers. Part III will criticize the current
rules of the U.N. Charter, which might deter states from using new weapons
to confront these new threats. While the twentieth century’s threats are
receding, the instability and disorder of the twenty-first may require the
great powers to use force more often, not less.

New Security Challenges for the Twenty-First Century

In August of 2013, the White House acknowledged clear evidence that the
Syrian army had used chemical weapons, despite firm warnings from

President Barack Obama against using such munitions.® The White House
tried to mobilize support for retaliatory military action by western countries,
including France and Great Britain. In the ensuing debate, some critics
warned against costly entanglement in the ongoing civil war in Syria.
Others worried that outside intervention might allow rebel forces to install a
dangerous Islamist government. Some believed that western strikes might
escalate the conflict and spread the fighting beyond Syria to neighboring
countries, such as Turkey, Lebanon, Irag, and Israel.

Almost no one opposed retaliatory air strikes on the grounds that
intervention, in itself, would run contrary to international norms. The
Chemical Weapons Convention prohibits the production, stockpiling, and

use of chemical weapons, such as sarin and VX nerve gas.7 But it does not
authorize the use of force against violators; it only empowers states to refer
a situation to the U.N. Security Council. In any case, Syria never signed the
CWC. The U.N. Charter empowers the Security Council to authorize the
use of force to protect against threats to international peace and security, for



which the Syrian civil war or the use of chemical weapons might qualify.
Despite pressure from the United States, Britain, and France, however, the

Security Council could not act because of the vetoes of Russia and China.®
It was hard to see the Obama administration’s proposal as anything
other than “punishment.” The White House denied that intervention would

aim at influencing the outcome of the civil war.” The announced goal was
to “impose a price” for using such terrible weapons, or, in more direct
terms, to “punish” the Assad regime. The administration did not propose air
strikes to destroy the chemical weapons stockpiles or their production
facilities. The aim was simply to impose some “cost” elsewhere to deter
future use of the weapons. Critics warned that the tactic would prove
ineffective or have unacceptable side effects, but not that it was, in itself,

improper.lo The Obama administration finally embraced an alternate
policy, an agreement with the Syrian and Russian governments for the

internationally  supervised removal of the chemical weapons.11
Administration spokesmen insisted, however, that this outcome had only
been possible because it had previously threatened Syria with punitive

strikes. 12
The Obama administration’s approach to Syria predictably failed. Syria
continued its brutal civil war that has killed an estimated 470,000 people,

most of them civilians.!3 The Assad regime continues to use chemical
weapons, though perhaps not in the amounts that it would have without the
agreement. The remaining Syrian population that could flee has left the
country. According to some estimates, more than four million Syrians have
become refugees, destabilizing the region and pressuring even NATO

allies.14 In the power vacuum left by withdrawing U.S. forces in Iraq, al-
Qaeda transformed into ISIS and seized large swaths of territory in both
countries. ISIS has imposed a draconian version of Sharia law on the people
under its control and created a safe haven where it can train new fighters
from around the world. Along with the United States, Turkey has declared
that the Assad regime must go and has crossed the border in force to root
out ISIS. Meanwhile, Russia and Iran have sent unconventional fighters,
regular troops, and modern air power to prop up the Assad regime.



The Syrian civil war illustrates the threats to peace in the twenty-first
century, which now come less from great power war and more from rogue
nations, terrorist groups, and failing states. Though the threat of general war
has receded, these new challenges may demand that states use force more
often, but at lower levels of intensity. Civil wars and humanitarian crises,
however, may deter intervention because of the possibility of high
casualties in urban environments. Terrorists and guerrillas refuse to follow
the laws of war by refusing to distinguish themselves from civilians, hiding
among them, and launching terror attacks on them. WMD and rogue nations
present further difficulties because of the covert nature of their weapons
programs and their disregard for the lives of their own civilians. Left to
fester, these challenges can grow into serious threats to international
stability, whether from terrorist attacks, the deaths of thousands of civilians,
or authoritarian regimes armed with nuclear weapons. New technologies
can help the great powers address these threats by applying force with
greater precision at less cost.

Preemption and WMD Threats

Weapons of mass destruction pose new challenges. Widespread destruction
has always been a possibility in war. In ancient times, the civilized states of
Greece and Rome sometimes massacred or deported all the inhabitants of
an enemy city. But before the twentieth century, the possibility for
casualties had not reached millions from a single strike. A hostile army also
had to invade enemy territory before it could slay and destroy. Now nuclear
weapons can wreak devastation in the first minutes of conflict and, if
widely used, destroy most human life on earth. Even the detonation of a
single nuclear weapon in the United States could kill vast numbers of
people and severely disrupt our society. Nations have an interest in keeping
these most destructive weapons out of the hands of the most reckless
leaders, especially those who might use them impulsively or share them
with terrorists.

It is not unusual for a sudden change in arms to generate a strategic
threat. In such circumstances, western leaders once thought that they could
act preemptively before such a threat had matured, even before an attack
was “imminent.” In 1807, for example, Great Britain feared that Denmark



and Norway would transfer their fleets to France, which would have
allowed France to challenge the Royal Navy’s control of the seas. Instead,
after the Danes refused to hand their fleet over to the British, a British fleet
bombarded Copenhagen for three days. The Danes changed their minds and
gave up their fleet. The British government defended this intervention

against a neutral nation as an act of “self-defence.” 1> Great Britain took
similar action in July 1940, after France had signed an armistice with
Germany. Churchill ordered an attack on the French fleet in North Africa to
prevent its transfer to German control. Most observers did not condemn this

vivid demonstration of Britain’s determination to go on fighting.16

But modern weapons have multiplied the destructiveness of attacks
while accelerating their speed and surprise. To be sure, it may still take
weeks, or months, to put a conventional armed attack in motion. The United
States required months to assemble the invasion forces in the Persian Gulf
War of 1990 and the Irag war of 2003. But stealth bombers, hypersonic
cruise missiles, and ballistic missiles have reduced the time for an attack to
be detected, not to mention stopped. A ballistic missile can drop a nuclear

warhead on a city in thirty minutes.!” Ballistic missile technology has even
spread beyond the arsenals of the great powers to rogue nations like Iran
and North Korea.

Nuclear weapons threaten a magnitude of destruction that goes well
beyond the transfer of a fleet in the nineteenth or twentieth centuries. They
could cause devastating and indiscriminate long-term damage to the civilian
population and the environment. A single five-megaton nuclear blast, for
example, would generate a 2.8-mile-wide fireball, heat of 14,000 degrees
Fahrenheit (the sun is 11,000 degrees F), winds ten times stronger than a
hurricane, a ground shock 250 times worse than any earthquake, and air

overpressure of 500 pounds per square inch.18 In 1996, the International
Court of Justice observed that such weapons possess unique characteristics,
“in particular their destructive capacity, their capacity to cause untold
human suffering, and their ability to cause damage to generations to

come.”19 The spread of ballistic missile technology and advances in
miniaturization have allowed even Third World nations to develop the
capacity to launch nuclear attacks with little warning. The magnitude of



harm threatened by WMD has grown, their detection has become more
difficult, and the time necessary for their launch has dropped.

The calculus of war must shift to meet these technological
developments. In order to prevent the possible use of WMD, nations should
resort to force earlier depending on the nature of the threat. As many
scholars and international tribunals have read the U.N. Charter, nations are
now prohibited from using force except in two situations: in response to “an
armed attack” or by authorization of the U.N. Security Council. On the
other hand, most scholars acknowledge that nations may launch attacks to

preempt an imminent attack before an enemy has crossed the border.20 In
the famous case of the Caroline, in which British forces pursued Canadian
rebels across the U.S. border, Daniel Webster argued a nation could use
force in anticipation of an attack that is “instant, overwhelming, leaving no

choice of means, and no moment for deliberation.”2! The Caroline test,
which the Nuremburg tribunal and the ICJ Nicaragua decision attempted to
elevate to the status of universal customary law, appears to create a high bar
for the use of force. But it also contains the seeds of a broader
understanding of war more appropriate to today’s world.

Caroline’s imminence test placed its emphasis on timing because of the
nature of early nineteenth-century weaponry. Fleets and armies moved
slowly, their weapons engaged at short range, and they relied on primitive
munitions. An enemy nation could not inflict crippling losses in a surprise
attack. Nations could afford to wait until an attack became more certain
because the risk of destruction was not great. A large-scale invasion would
reveal itself because of the preparations involved. Even by the time of
World War I, the European great powers required several weeks to mobilize
their massive armies, as Barbara Tuchman vividly described in The Guns of

August.22 The Caroline test seems much less compelling when the threat
comes from a hostile state intent on acquiring WMD and the means to
deliver them quickly. To wait for peaceful resolution may mean waiting
until the target state has already passed the nuclear threshold. It would be
vastly more dangerous to take preemptive action against a state that has
already acquired nuclear weapons.

In the face of such change, self-defense must expand beyond temporal
imminence. Technological advance has increased the destructiveness of



modern weapons, while making them harder to detect, quicker to launch,
and cheaper to build. Nations should have the ability to use force even
earlier than in the Caroline test, which involved a dispute between two
friendly nations with armies and navies propelled by horses and sail and
armed with cannons and muskets. Even if the probability of an attack has
declined, the increase in magnitude must mean that nations can use force
earlier to forestall it.

The Cuban Missile Crisis demonstrates the workings of such an
approach. Moscow’s secret deployment of medium-range nuclear missiles
only ninety miles from the U.S. posed a threat to American national
security and would have upended the balance of power. While the Soviets
were transporting missile components by ship, it appeared that they had
neither fully assembled nor fueled the weapons. No attack was imminent in
a temporal sense. Nonetheless, President John F. Kennedy ordered a naval
“quarantine” on Soviet shipments to Cuba—a use of force that blocked
navigation around Cuba and threatened the boarding and detention of
Russian ships and crew. He argued that Nikita Khrushchev’s dispatch of the
missiles “add[ed] to an already clear and present danger” because “we no
longer live in a world where only the actual firing of weapons represents a
sufficient challenge to a nation’s security to constitute maximum peril.” He
emphasized that the speed and harm of modern weaponry justified earlier
action. “Nuclear weapons are so destructive and ballistic missiles are so
swift, that any substantially increased possibility of their use . . . may well

be regarded as a definite threat to peace.”23 While scholars at the time

debated whether the quarantine violated the Caroline test,24 Kennedy’s
measured use of force brought the crisis to an end and was JFK’s finest
moment in office.

The Cuban Missile Crisis also illustrates the promise of more precise
uses of force that new weapons make possible. Khrushchev’s deployment
brought parts of the U.S. within fast striking range of Soviet nuclear
missiles for the first time. The United States did not wait until an attack was
imminent to destroy the missiles and launch sites, which could have
produced an escalation that led to a broader war. Instead, the United States
imposed a blockade that used force in a narrower, less destructive manner,
but still rendered it difficult for the Soviets to complete and launch the



missiles. The potential harm from a Soviet attack was lower at this earlier
point in time, because even though the potential magnitude of destruction
from a nuclear attack was still great, there was a much lower probability of
it. That expected harm was still high enough—it might even be tantamount
to an imminent threat of a less destructive conventional attack—to justify a
resort to force. In order to act earlier, however, the United States employed
less violent methods than that justified by an imminent attack. Because the
expected harm of an attack was lower (due to its greater uncertainty),
Kennedy appropriately used more precise, less harmful means to coerce the
Soviet Union to withdraw its missiles.

Preemption looks different when the threat is not so much an immediate
attack as a sudden, menacing advance in enemy capacity. That was the
threat from Iraq’s nuclear program in the early 1980s. Israel launched an air
attack on the Osirak nuclear reactor in 1981 because it believed that
Baghdad was creating the components for nuclear weapons. An Iraqi
nuclear attack on Israel would have catastrophic consequences, but no such
attack could occur until some years into the future. Iraq had not recently

attacked Israel, though it maintained its opposition to Israel’s existence.2°
Israel acted before the reactor became operational to take advantage of a
window of opportunity that would soon close. A later attack could have
released radioactive fallout over Baghdad. The U.N. Security Council
condemned the attack as a “clear violation of the Charter of the United

Nations and the norms of international conduct.”2® Even the United States,
which had traditionally protected Israel with its Security Council veto,
voted against Jerusalem and condemned the attack.

At the time, Iraq appeared to be complying with its international
obligations for its civilian nuclear program, had not attacked Israel or
Kuwait, and seemed preoccupied with its ongoing war against next-door
Iran. Still, Israel had the better of the argument. Its ambassador to the U.N.
responded that to “assert the applicability of the Caroline principles to a
State confronted with the threat of nuclear destruction would be an

emasculation of that State’s inherent and natural right of self-defense.”2”
Despite his assurances to the contrary, Saddam Hussein continued to pursue
WMD and was on his way to a nuclear weapon by the time of the 1991
Persian Gulf War. He had a hostile intent not just against Israel, but Iran to



the east and Kuwait to the south. If Saddam had developed nuclear weapons
by the time of the 1991 war, U.S. forces would not have succeeded so easily
in dislodging Iraqi forces from Kuwait.

New weapons can make such interventions safer or more feasible to
pursue. Beginning in the late 1990s, the United States protested efforts by
Iran to secure a reserve of weapons-grade uranium fuel that could be used
for nuclear weapons. Successive administrations seem to have cautioned
Israel not to launch its own air attack on Iranian nuclear facilities, lest this
provoke a dangerous level of conflict in the Middle East at a time when Iran

was already supporting Shia militia in Lebanon and, after 2003, in Iraq.28
Instead, the United States launched an elaborate cyber attack on the Iranian
nuclear program. Stuxnet may have set back the Iranian program for a few
years without causing any direct injury to human beings. It is not certain
that bombardment from the air could have done better, and it more likely
would have caused more casualties. Iran no doubt would claim many of the
deaths were civilian, since it has always insisted that its nuclear program
was for peaceful purposes. Nevertheless, Stuxnet might have created the
conditions for more favorable terms in subsequent negotiations. In its
eagerness for a deal, however, the Obama administration seemed to have
forfeited the leverage provided by the cyber attack.

The cyber attack might have worked longer-lasting harm to Iran’s
uranium processing equipment. The Iranians could see that centrifuges were
malfunctioning and had to be replaced, but they did not learn the cause for

some time.2” The United States government did not acknowledge its role in
developing or infiltrating the computer codes that caused the damage.
Ambiguity about the source of the attacks may have made the intervention
less provocative and confrontational compared with an air strike. The
uncertainties made it easier for both sides to avoid immediate charges and
countercharges and an escalation of hostilities. Officials in the Bush and
Obama administrations understood that a stealthy cyber attack on the

Iranian program would be less threatening to the Iranian regime.30

Critics will claim that these new weapons will make unilateral
intervention too attractive. Their very ease, precision, and light impact will
encourage nations to resort to force in lesser or more highly focused
increments. Bombing a city or landing thousands of troops will challenge a



nation’s sovereignty and spark demands for a military response. But a
highly focused attack with specialized technology, which does little direct
injury to civilian life, may give nations the flexibility to respond with
diplomatic protests and a peaceful resolution.

It may be that new technologies will encourage an overly complacent
attitude toward preemptive or preventive attacks. Still, we must balance this
risk against the risks involved when states remain passive while WMD fall
into reckless or threatening hands. Western nations may best counter the
ambitions of an Iran or North Korea with high-tech weapons, which might
force rogue states to the negotiating table. There may be no easy way to
prevent a state from acquiring WMD. We might slow down Iran with
attacks on its research facilities or its supplies of uranium, but it could turn
to new, even more covert avenues to seek WMD. Western nations must use
their new weapons to send a clear political message that Iran, its nuclear
facilities, and its scientists are vulnerable to both conventional and covert
attacks.

Syria demonstrates the limits of military strikes, whether using
conventional or new weapons. Even though the Obama administration
threatened strikes against the Assad regime for its use of chemical weapons,
it also worried that destroying the stockpiles might pose great risk to
civilians. While the Obama administration accepted Russia’s face-saving
compromise to remove the Syrian stockpile, western intelligence agencies
have reported that the Assad regime subsequently used poison gas in its

campaign against rebels.>! The U.S. seemed particularly helpless because it
could not reasonably threaten force. President Obama vaguely threatened
air attacks, but could not identify any targets while ruling out any ground

tlroops.32 A strike on WMD facilities might trigger a release on nearby
civilians, while hitting Syrian military facilities might violate AP I, since
the U.S. and Syria were not yet at war and the U.S. would have no right to
destroy Syrian military capacity.

The problem goes beyond the immediate impact of a punitive strike on
a rogue nation’s WMD capabilities. The Syrian government denied,
dissembled, and then returned to using its weapons on both rebels and
civilians. A U.S. strike would need to carry the threat of significant
destruction and future repetition to deter Syria, in order to intimidate rather



than incapacitate. New weapons provide opportunities for imposing
coercive pressure by destroying an enemy’s WMD assets, but that may not
always be feasible or sensible. It does not follow that every use of new
technology must pass muster with psychological warfare experts or grand
strategists. But new opportunities will reconfigure the terms of conflict.
One of the best reasons for accepting the new risks of new weapons may be
reducing the spread of even worse weapons. It is hardly the only application
worth thinking about.

Humanitarian Intervention

In 1994, ethnic Hutus murdered nearly a million Tutsi civilians in Rwanda.
The word genocide, much abused, was coined to describe horror on that
scale. Due to past violence between Tutsis and Hutus, U.N. peacekeepers
had already deployed to Rwanda before the murderous campaign. They
were promptly withdrawn for fear that an attack on them might entangle
their home states (Belgium and Canada) in the conflict. The carnage ended
when a Tutsi army, mobilized in neighboring Uganda, invaded Rwanda and
overthrew the Hutu government.

There was much soul-searching in the aftermath. President Clinton
described the failure to act in Rwanda as the worst failing of his

presidency.33 But landlocked Rwanda was not within easy reach of
significant western forces. Scholars have disputed how easily the United
States or other outside powers could actually have sent ground forces to
stop the genocide and whether they were prepared for a long-term
commitment. Other African civil wars have yielded even higher death tolls
without interference from outside; Sudan’s wars have killed 2 million, while

Congo has lost 1.75 million.34

Five years later, the Clinton administration took the lead in mobilizing a
NATO intervention to protect the threatened ethnic Albanian population in
the Kosovo province of the former Yugoslavia. It feared that an
intensification of the conflict between Kosovars and Serbia could lead to
genocide. Regrets about Rwanda may have strengthened calls for western
intervention, but the terms of intervention also underscored the limits of
western willingness to act for humanitarian reasons. To enforce its demands



for the withdrawal of Serb military forces from Kosovo, NATO initiated a
bombing campaign that lasted ten weeks. NATO planes operated above
15,000 feet to place them beyond the reach of Serbian anti-aircraft defenses.
There were no NATO casualties. There was no evidence of genocide or
mass murder when international investigators gathered evidence for war
crimes charges after Serbia withdrew. A U.N.-sponsored occupation of
Kosovo has encouraged claims for independence but has yet to secure
international agreement on the division.

An intervening state may claim that it acts solely from “humanitarian”
concerns while other states may reject that claim. A democratic state that
insists that its intervention has purely good motives may still stir concerns
among its own people about the risks and costs. There are always good
reasons to be cautious about projecting force into a conflict zone without
immediate strategic value. Nevertheless, Rwanda and Kosovo illustrate the
challenge to international stability from conflict within, rather than
between, states. Since the end of World War II, about two-thirds to three-

quarters of all wars have occurred only within one state.>> One study
estimates that civil wars account for about 80 percent of all deaths from

armed conflict since 1945.3% Another study reports that about 90 percent of

postwar casualties are civilians.3” Civil wars cause far more casualties and
last on average far longer (six years versus three months) than interstate

wars.>8

These deaths primarily occur today in failed states. While scholars
disagree about the precise definition of a failed state, the concept first
described the successor states of the former Yugoslavia and African nations
beset by civil wars after the end of the Cold War. Superpower competition
had kept some of these nations afloat, thanks to aid from the U.S. or the
U.S.S.R., while autocratic governments had kept others from breaking out
into ethnic conflict. Failed states arise where government institutions no
longer exercise effective authority, the economy has collapsed, and private

groups control resources and population and rival the government.39 States
without an effective government may provide terrorists or criminal groups
with a safe haven from which to recruit and train fighters, organize their
arms and finances, and ship money, personnel, and weapons. Somalia’s



collapse, for example, not only allowed tribal warlords to divide the
country, but it also became a breeding ground for the al-Shabaab terrorist
group and other militant extremists. Afghanistan allowed al-Qaeda to
operate freely and to plan and launch the 9/11 attacks.

Western interventions often sought to end ethnic strife and create stable
governments in areas of little strategic importance. In Somalia and Haiti, for
example, the United States sent troops to stop mass suffering and to
establish stable governments. From a realist perspective, these actions
delivered little benefit to the United States. Somalia had little strategic
importance, few resources, and had already suffered through years of civil
war. A poor country with few economic resources, Haiti had greater
significance because of the potential refugee flows to American shores.
Unlike Somalia and more like Haiti, Kosovo involved some security
interests, but those of America’s NATO allies rather than those of the
United States. The United States certainly faced no threat of attack from
Serbia, nor did it have any important strategic or economic interests in the
Balkans at the time. In these cases, war served as a tool to combat threats to
regional stability rather than as a means for unchallenged control.

The 2011 Libyan conflict provides another example of the challenge
posed by failed states. Libya posed little threat to the United States or its
forces abroad. Dictator Muammar Gaddafi kept his military deliberately
small, limited to about 50,000 troops despite Libya’s large oil revenues, to
avoid a military coup. After the U.S. invasion of Iraq in 2003, Libya had
voluntarily given up its nuclear weapons program, compensated victims of
its terrorism, and normalized relations with the West. In February 2011, the
Arab spring movement reached Libya. Gaddafi ordered the Libyan military
and security services to fire on demonstrators, sparking a civil war. Rebels
quickly freed the eastern half of the country and established their
headquarters in Benghazi, but suffered a turnabout in their fortunes. After
several weeks of indecision, the United States and its allies intervened when
Gaddafi’s forces threatened to snuff out the rebellion. The West had no
desire to seize Libya’s oil or territory. Instead, as President Obama said in

March 2010, “Gaddafi must go” for wantonly killing Libyan civilians.#0
The West resorted to force not because Libya posed any imminent threat to
its neighbors, but because of a civil war against Gaddafi’s rule.



There may have been more at stake in Libya than just humanitarian
considerations. Before the conflict broke out, Libya pumped 1.6 million
barrels of oil per day—2 percent of global consumption—making it the

seventeenth largest oil producer in the world. 41 Libya exported 85 percent
of its daily production to Europe. Notably, NATO did not send its troops to
other conflicts, such as those raging in Africa where the loss of life was as
high or higher than in Libya but where there is little oil. However, if
securing Libya’s oil were the only goal, the United States and its allies
intervened at precisely the wrong moment. It is more likely that European
nations were concerned about instability so close to their shores, which
might generate a flood of refugees headed for the European Union.
However, by waiting so long to intervene, and acting so ineffectively,
European nations ended up setting off the very stream of refugees that they
feared.

Instead, the Libyan war bears similarities in motive to earlier postwar
interventions. Haiti, Somalia, Afghanistan, Irag, and even the former
Yugoslavia did not raise the prospect of nation-state war of the kind that
characterized the nineteenth and twentieth centuries. Aside from Iraq in
1991, which posed a threat to Kuwait, Saudi Arabia, and perhaps Israel,
these countries did not menace their neighbors with aggression. Instead,
they threatened the international system because of the internal conduct of
their regimes.

Quite a few legal commentators argued, in the wake of the Kosovo
intervention, that international law does not authorize resorting to war, even

42

for humanitarian purposes.”™ The U.N. Charter allows military force in

“self-defense,” which can include aiding another state under attack. 43 But,
according to many commentators, the Charter does not authorize outside
states to deploy force to protect a threatened minority population against its
own government. That reading of international law will be less compelling,
however, if intervention becomes less costly, both for the intervening power
and the targeted state. Drones might identify and disable the military units,
either on the side of the government or rebels, in a civil war. They could
destroy transportation used to carry prisoners and their detention camps too.
They could compile detailed views of relevant sites, which might then come
under scrutiny by international inspections. Cyber attacks might be used to



disable broadcasting and social media, such as the radio broadcasts that
incited the massacres in Rwanda.

New technology will make it easier to intervene to stop humanitarian
disasters, but these options will not always render intervention effective or
wise. What is stopped at one point may resume at a later time. What does
not happen may not have happened. Outside states cannot intervene every
time civilians are at risk of terrible violence. Premature or ill-judged
intervention may even trigger hostile responses from local populations or
goad outside powers to intervene. Technology won’t supplant the need for
judgment, but it will make it much harder to claim an inability to use force.

Technology will also erode rules that seek to limit the focus of
interventions. In the 1990s, some critics questioned why Britain or the
United States had not bombed rail lines leading to Nazi death camps during
the Second World War. A considerable debate ensued on whether such

action was feasible and whether it would actually have saved many lives.44
Yet, as a contemporary European scholar has noted, AP I would now
prohibit such action, because interfering with the operations of a
concentration camp would not offer a “definite military advantage” to the
attacker (as required by AP [I’s definition of legitimate “military

objectives”).45 When there is a chance to save lives by ignoring the AP I
rules, responsible governments will find it easy to bend those rules.

A cramped view of the right of nations to intervene for humanitarian
purposes will likely fail if new weapon systems prove their value in
preventing catastrophes. Their primary value may not be physically
disabling the instruments of mass persecution but in making clear that
leading nations may intervene to prevent such horrors. Using force can be
as important for its political or psychological impact as its immediate
physical effects. If new weapons can act as a warning or a marker, nations
will not limit their use to extreme humanitarian crises.

Terrorism

Terrorist groups unconnected with any one nation-state, but nurtured in the
ungoverned territories of failed states, present yet another security threat.
The defining characteristic of terrorists is their lack of allegiance to any



nation. The September 11, 2001 hijackers, for example, launched their
attacks as part of the al-Qaeda network of Islamic radicals. Several were
from Saudi Arabia, one of the U.S.’s oldest allies in the Middle East.
Though they operated from a safe haven in Afghanistan, the hijackers had
no defined territory, cities, or people to defend. They received funds from
private and religious charities and drew manpower from a pool of
disaffected, alienated, or unemployed young men bitter over the Arab
world’s decline.

Instead of common ethnic or local origins, al-Qaeda members are
unified by an Islamist-inspired desire to engineer fundamental political and
social change in the Middle East. They seethe at the rise of the Christian
West, the collapse of the historic caliphate, the presence of American troops
in the region, and the corruption of Arab regimes. To them, the United
States is the primary cause of the conflicts and reversals suffered by the
Islamic world. They believe that attacks on the U.S. will convince it to
withdraw from the Middle East and cease support of existing Arab
governments. Victory for al-Qaeda does not involve defeating U.S. military
forces and negotiating a peace settlement, but demoralizing an enemy’s
society and coercing it to follow its political goals.

Terrorism depends on unpredictable, sporadic, and quick strikes on
civilians using unconventional methods. The 9/11 hijackers wore no
uniforms, did not operate in regular units, nor did they carry their arms
openly, as required by the customary rules of warfare. Terrorist networks
organize their personnel, materials, and leadership into covert cells, which
can operate overseas or within the United States itself. While these features
may have been present with other groups for many decades, new channels
of global commerce and transportation have given terrorists more effective
means to organize, finance, and move operatives into positions for attack.
These new technologies allow terrorist groups to strike from half the world
away with a destructive power that only nations once could exert. Few
nations could have duplicated the September 11, 2001 leveling of the World
Trade Center in New York City and the attack on the Pentagon using
conventional weapons alone.

ISIS’s rise has expanded the terrorist threat beyond the high-casualty,
spectacular attacks that were al-Qaeda’s hallmark. ISIS enjoys some of the
attributes of a state. It seized territory in Syria and Iraq in 2014, including



the major city of Mosul. It controls population, at one time reaching to

several million people, and considerable resources within that terlrit01ry.46 It
performs some government functions, such as a justice system that enforces
its interpretation of Sharia law (however barbaric), taxation, and welfare
services. On the other hand, it does not conduct diplomatic relations, nor
does it seem capable or interested in upholding its responsibilities under
international law. One of those important duties is to prevent its territory
from being used as a base for attacks on its neighbors. If anything, ISIS
exists to spread a fundamentalist Islamic revolution that calls for the
replacement of existing Arab regimes with a universal caliphate. It uses its
territory as a training camp and staging ground for fighters who will remain
in the region or travel to western nations to launch terrorist attacks covertly.

Terrorism places further demands on self-defense. Terrorist groups do
not deploy large military forces. American intelligence cannot effectively
use satellite reconnaissance to detect the deployment of terrorist units days
or weeks in advance. Terrorists do not launch cross-border attacks with
regular armed units to seize territory, rather, they seek to covertly infiltrate a
country by blending into domestic society. Their goal is to launch surprise
attacks primarily on civilian targets. A temporal imminence test loses its
value if a nation cannot detect the enemy’s preparations in anticipation for
war. By the time the nation detects an attack, it may well be too late because
the attack will already have occurred. As WMD technology becomes
cheaper and more available, the difficulties posed by terrorism will only
increase. Groups such as al-Qaeda, Hezbollah, and Hamas have the
financial resources to acquire chemical, biological, and perhaps even
nuclear weapons capable of killing tens of thousands of civilians
indiscriminately. Imminence as a limiting rule on the use of force suffers
because non-state enemies can launch attacks with greater speed, surprise,
and destructiveness than ever before.

In order to fight terrorism effectively, nations will have to use force well
before an attack becomes imminent. They will have to act when a terrorist
leader or a collection of fighters becomes known to intelligence agencies,
even though they may be weeks or months away from executing a possible
plot. At the same time, because the odds of an attack are lower, it would be
reasonable to resort only to less harmful methods of coercion. If a terrorist



attack were imminent, a government could destroy camps, buildings, and
units using less precise conventional artillery or missiles with high-yield
warheads. But if an attack is less certain, it would be more justifiable to
deploy precision-guided munitions against selected leadership or logistics
targets that will cause less collateral harm. As the certainty of an attack
falls, its expected harm falls too; nations should adjust their measures
accordingly. A nation under threat of terrorist attack may resort to force
more often, because it is heading off multiple plots long before they mature,
but it will also employ more precise weapons that keep harm to the
necessary minimum.

Maintaining International Order

The most important use of new weapons may involve preventing states
from threatening their neighbors. Even as the Cold War’s end reduced the
threat of nuclear armageddon, it opened a Pandora’s box of new threats to
the peace by regional rivalries. Western nations have failed to contain these
efforts to rewrite the international order because of the incremental, low-
level nature of the hostilities conducted by regional powers. New
technologies might provide a means to carefully calibrate a forceful
response, beyond mere diplomatic protest, that could counter efforts to
upset the U.S.-led liberal international order.

Russia has probably become the number one revanchist power in the
world. Seeking to restore its influence in its “near abroad,” Russia invaded
Georgia in 2008 and annexed the Crimean peninsula in 2014—the first
change in European borders by force since 1945. It has engaged in a covert
military intervention and provocations to foment unrest in the rest of
Ukraine. It has intervened in the Syrian civil war with bombers, cruise
missiles, and small ground units, and has sparked tensions with Turkey
while cooperating with Iran. It has launched a military buildup (increasing

military spending by 7.5 percent to $66.4 billion in 2015),47 despite its
declining economy, and has adopted a muscular deployment of forces along
its borders with E.U. states.

China’s stunning economic rise has sparked a parallel increase in its

military and diplomatic place in the world.#8 While China currently cannot



challenge American superiority in the global commons of the air and sea,
the trajectory of its economic and military growth foreshadows a day when
it will be able to deny the U.S. access to the seas around East Asia and
contest it for supremacy in the Pacific Ocean. China now boasts the second
largest military budget in the world, at $215 billion per year, an increase of

132 percent in the last 10 years.49 It has embarked on a military buildup
that extends beyond territorial defense to power projection abroad. China
has given strong signs of what it will do with new ballistic missiles and a
sophisticated navy in its seizure of disputed islands in the midst of the
South China Sea, declaration of air defense zones over the Senkaku island
chain off of Japan, and its threats against Taiwan. Communist China does
not naturally seek peace; since taking power in 1950, its leadership has
launched wars against many of its neighbors, seized control in Tibet, and
fought the United States over Korea.

Although one is declining while the other is rising, both Russia and
China seek to revise the American-sponsored balance of power in their
regions. To be sure, the United States remains the world’s hegemonic
power, one whose dominance in economic and military strength may be
unprecedented in modern history. It deploys expeditionary forces from a
network of bases around the world, it maintains a liberal trading and
political system, and it keeps open the air and seas. Even though U.S.
military expenditures fell during the Obama years, the $596 billion
American defense budget dwarfs that of the other great powers and

represents more than one-third of all global military spending.50 These
figures understate American control of the global commons—air, sea,
space, and now cyber—necessary for the projection of power worldwide,
and its ability to leverage its economic and technological advances into

military ones.”!

Nonetheless, the United States must stretch its forces globally to
maintain order, while Russia or China need only achieve regional
superiority. Large mechanized armies bent on territorial conquest may have
become less relevant. The war to reverse Iraq’s 1990 invasion of Kuwait
may be the last such war we will see for some time. But that does not mean
that regional powers will foreswear the use of force against the United
States and its allies. Instead, they will exploit means of coercion that fall



short of the level necessary to spark any serious conventional armed
response. China, for example, has pressed its dubious maritime claims in
the South China Sea by converting small shoals and rocks near the

Philippines into bases.”2 Russia pressures Ukraine by sending weapons, air
and artillery support, and even irregular troops to prop up a supposed

independence movement along its border.®3 Both nations are conducting a
low-intensity struggle with the United States in cyberspace, with China
stealing the U.S. government personnel database in 2015 and Russia
hacking into the electronic files of the Democratic National Committee and
Clinton campaign leaders in 2016. Even if nuclear weapons and American
hegemony render direct conventional war less likely, nations will still
pursue their interests by coercing other states.

Rogue states, as the Clinton and Bush administrations called them, or
“states of concern” in the Obama years, compound these threats to
international peace and stability. Whatever their name, these autocratic
states both oppress their own populations and threaten their neighbors.
North Korea, for example, remains one of the most extreme dictatorships on
earth, with a population deprived of basic services and subject to famine
and starvation, an oppressive police state, with one of the world’s smallest
per capita GNP. At the same time, the Kim regime devotes the lion’s share
of its budget to its armed forces. North Korea maintains the fifth largest
army in the world and it periodically launches attacks on South Korea, such
as the 2010 sinking of a South Korean warship.

Iran has joined North Korea in challenging the regional status quo with
a level of hostilities that fall short of outright war. Iran supports religious
militias such as Hezbollah, which harasses Israel from southern Lebanon,
and sends irregular troops to support the Assad regime in the Syrian civil
war. It supported Shiite militia groups during the Irag war. Both Iran and
North Korea bolster their revisionist agendas with programs to develop
nuclear weapons and ballistic missiles, which would allow them to pursue
their unconventional attacks without fear of reprisal. Their programs could
spark a nuclear arms race in the Middle East, where Saudi Arabia and
Egypt might seek to match Iran, or in East Asia, where Japan and South
Korea might develop nuclear deterrents. Rogue nations refuse to abide by
the basic principles of the international system and may seek to export



revolution or disrupt the existing order. Yet, their autocratic natures and
revolutionary worldviews make them less susceptible to diplomatic or
political pressure.

Some nations may bear ill will toward the United States, such as
Venezuela, but have few military means to inflict harm. Only very limited
American force could be justified to forestall a threat from Caracas. Other
nations, however, such as North Korea, present themselves as rivals and are
acquiring the means to attack. Pyongyang still considers itself at war with
the U.S. and South Korea and holds the national goal of expelling American
troops and forcibly unifying the peninsula under its regime. While the Kim
regime has held the capacity to attack American troops stationed in South
Korea since 1953, it posed no military threat to the continental United
States. In 2016, however, North Korea successfully tested a 10-kiloton
nuclear weapon, and in 2012 it launched a satellite into low-Earth orbit—
the technology necessary to develop a ballistic missile capable of striking

North America.”4 As the magnitude of the harm posed by Pyongyang has
increased dramatically (nuclear weapons), and the likelihood it could
execute an attack is rising sharply (ballistic missiles), the United States
could legitimately employ more destructive means to squelch the threat of a
North Korean attack. More precise weapons may give the United States the
means to degrade or eliminate a North Korean nuclear threat without
causing the wider harm that might trigger a broader war.

The pace of today’s most pressing international threats seems to be set
by the disintegration of states and the rise of civil wars, the spread of
terrorism, and the proliferation of WMD technology, as well as their
negative spillover effects upon neighbors, or the international system as a
whole. To be sure, the threat of conventional conflicts between states
always exists, though the odds of a war between the great powers has
receded since the end of World War II. While the chances of great power
conflict have decreased, the capability to duplicate their destructiveness has
expanded because of the spread of technology into less responsible hands.
But technology may also present the means to curb these threats. New
weapons technologies may provide western states with the ability to use
more precise, focused force to punish oppressive regimes intent on
genocide. They can allow nations to pursue terrorists into lands inaccessible



by ground or sea units. They can raise the costs on rogue states seeking
WMD or rising powers seeking to upend regional stability. To fully
understand the reasons why new technology may succeed, we will now
examine a useful theory to explain why force may help in keeping the
peace.

Using Force to Commit to Peace

In order to control these threats, nations must return to the use of force as a
means of coercion. Great powers have long used force to pressure each
other. Even in the twenty-first century, nations will continue to advance
their interests, at times with conflict, and at other times with cooperation.
New military technologies will make it feasible for nations to use force
more often, rather than less, because they will be able to achieve their aims
without triggering broader war. In this section, we turn our attention to one
possible theory that could help explain why expanding the methods of force
could encourage greater peace between the great powers.

We do not adopt this approach as the sole foundation for our account of
war, technology, and law, rather, we develop it as a possible theory that
supports our intuition that advancing weapons technology can lead to less
conflict. This theory sees war as the failure of rational nations to reach a
settlement of their disputes. The anarchy of the international system
undermines the bargaining process because nations have uncertain
information about their opponents’ capabilities and cannot trust them to
keep their promises. More ways to use force could provide leaders with
greater means of signaling their seriousness of will, military capabilities,
and commitment to avoid war. That may justify the counterintuitive
conclusion that new technology can bring more, rather than less, peace.

Our world might be safer if it were more actively policed, just as more

active policing has reduced violent crime in American cities.>® The
international system, however, lacks an effective supranational government
that can stop violence in the same way that domestic institutions maintain
law and order at home. Not only must nations use force more broadly in
self-defense, but in the absence of an effective government they must also
intervene to prevent threats to global welfare from weapons of mass



destruction, terrorism, and aggressive authoritarian nations. Rivals such as
Russia and China pose a tough challenge for this mission. Both nations
enjoy the resources and militaries to place them in the rank of great powers.
Their ambitions clash with U.S. interests, from Eastern Europe to the seas
of the western Pacific. While their intentions may make them rivals of the
United States, however, their own economic status gives them a great deal
to lose. American power likely deters them from any direct, widespread
conflict.

Critics, on the other hand, believe that new weapons could make the use
of force cheaper, and hence war more commonplace. But we believe this
view is mistaken. The ability to use force more precisely will prove a
benefit to the international system. The signaling of resolve and capability
through less destructive attacks can help avoid the worldwide conflicts that
caused such grave human suffering and death in the twentieth century.
Ironically, the availability of new weapons technologies should reduce the
chances of great power war and lead to more settlement of conflicts.

If there is a place for coercion (as opposed to merely repelling attacks),
however, the scope for resort to force must be enlarged. It will no longer be
obvious that retaliatory measures must actually be limited to attacks on

“military obj ectives.”20 Keeping the peace today requires a return to earlier
understandings of the use of force. International law should allow nations to
use force against civilian targets, so long as they do not involve lethal
means of coercion. Recent efforts to apply a broad definition of the
principle of distinction to twenty-first century conflicts should be relaxed,
because they will have the unintended and perverse consequence of
rendering war more likely and more destructive.

Even if our approach were to allow the great powers to suppress WMD
proliferation, humanitarian crises, and terrorism, critics will worry that it
will encourage conflict. Wider discretion in the use of force will result in
more violence, which could increase the risks of war. Close attention to a
promising theory of international crises, however, suggests that new
weapons may actually reduce, rather than increase, the chances of war.
Great powers will go to war when they fail to reach a negotiated settlement
of their differences. They can bargain with each other using diplomacy, but
when words alone fail, they must resort to demonstrations or even



applications of force. New weapons provide states with the means to exert
pressure at lower levels of destruction and casualties, which provides great
powers in a crisis more opportunities to divert from escalation to settlement.

Rivalries will still endure and nations will still have disputes. But a
promising theory of conflict suggests that rational nations should settle their
disputes when the gains from cooperation outweigh the benefits of conflict.
As Thomas Schelling argued, “Conflict situations are essentially bargaining

situations.”” Situations involving the possibility of armed conflict produce

high incentives to avoid the losses from going to war.”8 Nations can settle
their disputes in a way that gives each side some benefit while foregoing the
loss of life and resources due to armed conflict. This approach bears
similarities to a law and economics analysis of litigation, where parties
acting rationally and with full information should always prefer settlement

to the great expense of going to court.”? Similarly, nations that have full
information about military resources and political will should prefer an
agreement instead of a conflict that wastes resources and will probably
produce the same outcome.

International agreements serve as a means to resolve disputes between
nations. Treaties can resolve border disputes, formalize the transfer of
territory, or promise favored treatment for citizens and goods and services.
Peace treaties recognize the end of a war. Nations, however, encounter
significant obstacles to the enforcement of treaties. At home, parties can
rely on a legal system, backed up by courts and police, to enforce a
settlement. International anarchy, however, interferes with the ability of
states to enforce agreements, despite their obvious benefits to both parties.
Without international courts or police with effective authority to elicit
compliance, a nation-state can renege on a treaty without consequence other
than retaliation from other states.

This produces a classic prisoner’s dilemma.%0 Nations might not enter
into treaties because they do not trust their partners. This problem will be
particularly acute where one party must take a first step that bears high
costs before the other party must act. For example, a nation that has strong
offensive military capabilities, but weak defensive systems, may be
reluctant to refrain from positioning troops in a disputed territory and lose



its tactical advantages without a firm guarantee that the other side will do
the same. Without institutional mechanisms for enforcement, the first nation
cannot be sure that the second nation will not exploit its own commitment
to demilitarize in order to seize the disputed territory.

Nations should agree to a deal which reflects their chances of prevailing
in a conflict, which depends on the balance of forces between the two sides.
Each nation will have an expected value that it places on winning a dispute.
The expected value of a war equals its expected benefit minus its expected
cost. The expected benefit will be a nation’s probability of prevailing times
the value of winning. The expected costs of the conflict will be the likely
losses suffered from fighting. Before they launch a conflict, governments
must estimate the probability of winning, the likely benefits from victory,
and the costs of securing it. If both sides could know these things in
advance, they should compromise accordingly. If one state is likely to win
important benefits at a small cost, the potential opponent may see resistance
as futile. If the attacker sees that conflict would entail large costs for no
substantial gain, it does better by withdrawing or reducing its claims. In
either case, war would be irrational.

Successful bargaining requires that nations act rationally. Leaders,
however, may be delusional or motivated by incentives other than costs and
benefits, such as a messianic religious vision. There will be less room to
compromise with these regimes. They may hold little concern about the
welfare of their people while giving much more attention to preserving their
own hold on power. Such nations might still risk going to war, even though
they have a low probability of winning and a high cost of casualties,
because the odds are higher that the regime will remain in power.
Compromise with authoritarian regimes will prove difficult, as with
Saddam Hussein’s Iraq during the first and second Persian Gulf Wars.
Nations may also place such different values on the matter in dispute that
there is no real overlap in the range of outcomes they will accept. If Beijing,
for example, values Taiwan far more highly than Washington because of the
symbolic and historical meaning of uniting China, the expected values of
the two countries might not make a settlement possible.

Lack of a supranational government makes agreement even more
difficult because nations cannot trust the information that they receive. If
nations do not know important variables, such as the probabilities of



winning a conflict, the value that their rivals place on a contested resource,
or expected war costs, they will be unable to decide accurately whether to
go to war or to settle. The most important factor in this calculus is a nation’s
probability of winning a conflict, which depends on military capabilities
and political determination. Information in the public domain, such as
military size, defense budgets, and economic growth, can provide some
clues about a nation’s military strength. But even these relevant public facts
may prove difficult to collect and analyze. During the 1970s and 1980s, for
example, the CIA badly mistook the size of the Soviet defense budget and
underestimated Moscow’s large amount of spending necessary to keep up
with the U.S. The Soviet Union’s quick collapse in 1989-90, therefore,
came as a surprise to most of the American national security

establishment.®1 Even if accurate figures are publicly available, economic
growth may not directly translate into military effectiveness because of
weakness in military equipment, training, or culture.

Other relevant information will fall primarily within the control of the
opponent. The United States, for example, will have private information on
the quality of its armed forces and the superiority of its strategies and
tactics. Indeed, nations will go to great lengths to conceal military abilities
in order to preserve tactical advantages or strategic surprise. The United
States keeps performance data on many of its weapons systems classified,
which makes it more difficult for the enemy to develop effective
countermeasures. Imperial Japan concealed its advances in aircraft carrier
operations, which allowed it to project force as far as Hawaii, well beyond
American estimates at the time. Nations will also have private information
on the political willingness of their leadership, elites, and people to fight.
One nation may be willing to suffer vastly higher casualties than the other,
which affects their probability of winning a conflict. While the United
States suffered about 58,000 deaths in the Vietnam War, North Vietnam and

the Viet Cong bore losses estimated at least ten times that number.52

Lack of knowledge of an opponent’s military capabilities and political
resolve creates an information asymmetry. Information asymmetries inhibit
the reaching of agreements, whether they are domestic contracts or the
settlement of international disputes. First, imperfect information will lead to
mistakes in bargaining. If nations overestimate their probability of winning



a conflict, and correspondingly underestimate their opponent’s odds, they
will not realize there is a broader range for agreement. This lack of
information will result in less settlement and more war. Second, nations will
also have an incentive to bluff. A nation might seek to hide its military
abilities in order to gain a tactical or strategic advantage. Or a nation will
exaggerate its resources in order to bluff its way to a better deal. Great
Britain and France mistook Germany’s capabilities in 1938 and 1939, which
allowed Berlin to seize Czechoslovakia and invade Poland without
response. Faced with possible bluffs, nations will have few means of
gaining credible information about their opponents’ true capabilities. Such
uncertainty will undermine the ability to reach a deal.

Third, nations will have few ways to credibly reveal private
information. In order to avoid the costs of war, a nation may wish to
communicate information on its true capabilities to its opponent. This
picture will allow parties to reach a more accurate prediction of a dispute’s
outcome, which should smooth the way to a settlement. In domestic
litigation, for example, the parties to a lawsuit can reveal information
through discovery in federal court that provides credibility. But under
conditions of anarchy, nations will have difficulty revealing private
information in a credible manner.

More precise, less destructive uses of force can help overcome the
obstacles of imperfect information. Coercive measures can signal political
will, the value placed on the resources at stake, or military capabilities that
could influence the outcome of a broader armed conflict. The more costly
the signal, the more credible the information becomes. A nation’s leader can
make a threat of war and send military forces near disputed territory or a
potential conflict zone. Deployment eats up resources that would go to
waste if the nation is bluffing. It also incurs “audience costs” domestically,
because a leader will suffer politically if he aggressively deploys force but

then backs down.53 Escalating steps of force will provide the opportunity
to send more precise signals that gradually consume more resources, reveal
more military capability, and edge closer to war. More signaling should
reduce the chances of bluffing and reveal more reliable private information.

A good example is the Cuban Missile Crisis. The U.S.S.R. sought a
rapid change to the balance of power in its favor by stationing intermediate-



range nuclear missiles in Cuba. At this time, the United States had an ample
deterrent capable of striking Soviet territory, while Russian forces could not
yet match U.S. levels—this would change after the crisis when Moscow
embarked on a program to build a large arsenal of ICBMs. President
Kennedy decided to prevent the deployment. But before launching an all-
out attack on the missiles, the United States effectively sought to force
Soviet premier Nikita Khrushchev to agree to cancel the move. Kennedy
ordered a limited use of force, a naval blockade of Cuba, which sent a
signal of his willingness to use force to remove the missiles, and the U.S.’s
military capabilities. He reinforced these messages by placing U.S. nuclear
forces on high alert. But using limited coercive means allowed Washington
to reach a negotiated settlement with Moscow that avoided the costs of a
direct conventional conflict.

As Schelling suggested, the Korean War may provide another example.
The United States directly fought against North Korea, which was
supported initially by the Soviet Union. After Chinese intervention in
December 1950, the United States conducted hostilities directly against
another great power. The conflict, however, remained limited both in
geography and means. Hostilities never left the Korean peninsula, despite
the proximity of U.S. forces in Japan and Chinese bases in Manchuria. Both
sides only resorted to conventional weapons, despite a large advantage in
U.S. nuclear weapons and delivery systems. After Chinese intervention,
both nations engaged in grueling ground combat for two years, even though
the front settled early around the original dividing line between North and
South Korea. Acceptance of high casualties by both the U.S. and China
signaled their unwillingness to accept a peace that deviated from the
original 38th parallel. It also demonstrated their credibility in respecting an
armistice or cease-fire, because the alternative would be a renewal of costly
fighting for little benefit.

If nations engage in such signaling as part of the bargaining over a
settlement of their disputes, means of exerting limited force will prove
valuable as ways to demonstrate resolve without choosing between
complete acquiescence to enemy demands or all-out war. Instead of a naval
embargo, or costly ground tactics, the United States could bargain with
Russia or China with new types of weapons, such as drones or cyber. New
technologies might not prevent a conflict from breaking out, but they will



provide more opportunities to reach a negotiated settlement to avoid full
great power hostilities. Conversely, limiting the ability to use lower levels
of force might have the unintended consequence of rendering war more
harmful. A ban on new weapons, for example, could narrow the range of
targets and the means of coercion to produce more destructive signaling and
ultimately more lethal conflicts. One nation may want to send a signal
during a crisis that inflicts a precise cost on its opponent. With a broader set
of targets and more levels of harm, the nations can send more discrete
signals. But if nations limit their signals to kinetic attacks on military
targets, they will have to employ more destructive levels of force. They
might develop even more devastating kinetic weapons to produce the same
effects as the precision offered by cyber or robotic weapons. Limits on new
weapons technology might even destabilize crises by encouraging nations
to use offensive weapons early in a crisis which might themselves be

vulnerable to attack.o%

Take, for example, disabling an opponent’s financial markets or
transportation and communications networks. During the Kosovo War, the
United States Air Force dropped graphite on Belgrade’s electrical grid,
which temporarily disabled power to Serbia’s capital city. While NATO
claimed that the disruption in electricity undermined Serbian military
operations, the attack on the electricity grid also sought to pressure Serbian

civilians against supporting the Milosevic regime.65 While such an attack
would violate the ban on targeting civilian objects set out in the Additional
Protocol I of 1977 to the Geneva Conventions, it could send a signal that
might yield less loss of life and destruction than an attack on a hardened
military target using kinetic weapons.

New technologies present opportunities, and dangers too, to send a
greater diversity and range of signals during interstate crises. Nations could
use cyber attacks to target each other’s armed forces more precisely, and
hence reduce direct casualties to both military personnel and civilians.
While sending that message would inflict harm, it could avoid the casualties
and physical destruction of a kinetic attack. Cyber attacks might reduce the
collateral harm to civilians by disrupting only military communications
networks or stealing only classified intelligence. While cyber attacks
certainly could cause widespread harm, such as cutting water and electricity



services to civilian populations, they could also simply disrupt a
government’s command-and-control of its military assets. Even if deployed
against civilian targets, cyber weapons could still offer more precise and
controlled power than a kinetic weapon.

The anarchy of the international system creates a second obstacle to
cooperation. Even with perfect information, nations may still refuse to
reach a peaceful settlement because they lack confidence that their
opponent will keep its promises. They may understand that they will both
be better off by avoiding war, for example, but nations may not trust each
other to obey the agreement in the future. This problem will prove
particularly acute in situations where a settlement changes the status quo

between states or where rapid changes are affecting the balance of powelr.66
One nation will find it difficult to trust its opponent to keep a promise if the
latter will become even more powerful as a result of the agreement. New
weapons technologies might provide new ways to increase commitment to
an agreement. It provides states with more measured ways to sanction
nations to stop violations, short of terminating an agreement altogether.
Precision cyber and drone attacks provide more steps of coercion beyond
diplomacy and economic pressure but are short of conventional armed
conflict.

A critic might argue that without international regulation of these new
technologies, the risk to civilians will increase. Nations at war, however,
will have an incentive to distinguish between military and civilian targets to
the extent allowed by the capabilities of weapon systems. Rational nations
should seek to contain the harms of war in order to maintain the conditions
for peace and to preserve the value of the civilian economy in the postwar

period.67 Defenders in a war do not want to kill their fellow citizens or
harm their own territory, although they might destroy civilian property to
prevent it from falling into the hands of the enemy. Conversely, invaders
will have no interest in ruining the object of their aggression. Reducing
civilian casualties may also encourage an end to conflict. Targeting civilians
and destroying non-military resources may harden nations at war and make
a diplomatic compromise more difficult. The unexpected carnage of World
War I, for example, made peace restoring the status quo ante politically
impossible for both the Allied and Central Powers.



Nations have long pursued indirect coercion against civilian populations
in war. As we will describe more fully in the next chapter, they have often
turned to economic sanctions to conduct hostilities short of armed conflict,
or in conjunction with active hostilities. These sanctions pursued the
objective of weakening the support of the civilian population for a regime’s
military policies. In World Wars I and II, the Allies conducted economic
warfare against Germany and its allies by levying a blockade of civilian

shipping.68 After the wars, the U.N. Charter even expressed a preference
for such tactics by authorizing the Security Council to impose “complete or
partial interruption of economic relations and of rail, sea, air, postal,
telegraphic, radio, and other means of communication” in the case of a

threat to international peace and security.69

Economic warfare serves the same objectives as the approach described
here for cyber and robotic weapons. First, it provides nations with a way to
send signals in international bargaining through the gradual escalation of
coercion, just as western nations used sanctions to bring Iran to the
negotiating table over its nuclear program. Second, embargoes pressure
civilian populations to change the policies of their leaders, or even the
leaders themselves. While nations such as Great Britain and the U.S. have
argued that embargoes only blocked goods that might contribute to an
enemy war effort, the complete embargoes that prevailed during the World
Wars seemed equally, if not more, directed against civilians. Perhaps new
technologies, when employed as steps in the escalation of force, will also be
understood as more akin to economic warfare than conventional bombing.

Limiting the use of force in a war bargaining situation can have several
harmful effects. First, narrowing the range of targets only to military objects
could have the effect of escalating the damage of signaling. In a crisis,
nation A may want to send a signal that inflicts a certain cost on nation B.
With a broader base of civilian targets, nation A could choose a relatively
low level of harm to produce the desired level of coercion. Temporarily
knocking out the electricity supply to the capital city, for example, will
cause inconvenience to a large number of civilians. To produce the same
level of harm upon a smaller base of military personnel and assets will
require a higher level of force. Attempting to coerce nation B—consistent
with a broad approach to distinction—might require nation A to attack and



potentially destroy nation B’s military targets and kill military personnel.
Limiting the universe of targets to purely military sites could even provoke
extreme crises by encouraging nations to launch vulnerable offensive
weapons first, before they themselves are attacked. This “use it or lose it”
incentive could force early and extreme escalations of a crisis into a

military conflict.”Y

A prohibition on certain targets could also raise the chances of
miscommunications that might have the unintended consequence of leading
to war. Barring attacks on civilian assets will reduce the number of possible
targets; only military personnel, facilities, and assets would be fair game.
This strategy will limit the means of coercion between states. Only military
means will prove effective against military units. It may also prove
impossible, even with highly precise guided munitions, to tailor non-lethal
uses of force solely to strike military units. Disrupting electrical supplies or
destroying fuel stocks may exert low-intensity coercion against an opposing
military, but it may also hurt civilians and non-military installations equally,
if not worse. Other types of non-lethal tactics, such as cutting off access to
the international financial system, may not have any direct effect on
military targets at all.

Limiting force only to military targets may encourage the development
and use of more destructive munitions. If nations expect that coercion will
only take the form of attacks on their militaries, they will make military
targets more difficult to attack. They may improve their military defenses to
the extent that the attacking nation must deploy a significantly greater level
of force to prevail. A defending nation, for example, might place critical
facilities underground or in bunkers. It might even disperse critical military
assets among the civilian population. Attacking military targets may force a
nation to undertake an act of greater force to seek resolution of a dispute,
while using lower levels of non-lethal force involving civilian targets might
have equally communicated its message.

Reducing the number and types of targets and limiting the means to
pursue them would increase the odds of war. Imperfect information can lead
rational states to miscalculate. If there are further steps to convey reliable
information, nations will have more accurate information on the expected
values of war. That information will allow them to consider settlements



before making the fateful decision for war. The more steps up an escalatory
ladder, the more opportunity nations have to jump off before they reach the
stage of armed conflict. On the other hand, limiting the ability of nations to
communicate will reduce their ability to reach settlements of their
differences. If nations have less opportunity to credibly signal information
to each other, the chances of miscalculation and war will increase.

The twenty-first century has brought new types of security challenges to
the United States and its allies. Where the last century saw worldwide war
between continent-spanning alliances, today the threats to peace come from
regional powers, rogue nations, terrorist groups, and civil wars. The West
should maintain international peace and stability by employing the full
spectrum of force made available by technological progress. It should also
use force to prevent looming threats posed by terrorism or the internal
breakdown of states from maturing into catastrophes. Contrary to the
concerns of some, broadening the use of force will not lead to more war. It
should allow the international system to reduce the number of more harmful
conflicts by allowing nations to communicate their intentions more clearly,
which should produce more settlement of disputes without resorting to war.

The U.N. Charter Rules

As Syria shows, the world is returning to the idea that the international
system allows punitive measures. This runs counter to the view, embraced
by most specialists in international law, that the U.N. Charter banished the
idea of punishing states for misconduct. In 2013, for example, Gabriella
Blum concluded that “the moral rhetoric of state ‘crime and punishment’
has been excised from the lexicon of international law” so that “coercive
action against states can no longer be justified by any punitive urge but

instead must be couched in terms of regulatory or preventive action.””1
Blum questioned the value of this shift, even as a means of reducing resort
to force in international affairs. But she still saw the renunciation of
punishment as the culmination of long-developing trends, already visible
before the establishment of the United Nations.

Recent efforts to purge the international system of punitive responses
mistake the traditional principles of the laws of war. The older view



acknowledged a much wider range of occasions for the use of force and a
wider range of legitimate targets. Today, most scholars insist that the resort
to force, under the U.N. Charter, can only be appropriate in response to an

“armed attack,”72 though most acknowledge that the rule is often
disregarded. Many commentators have emphasized what seems the logical
corollary—that force, when it is justified at all, must be limited to what is

necessary for repelling attacks.’3 Further, some commentators argue that
forcible defensive measures must be exclusively targeted at the actual
attacking forces. Most commentary on the law of armed conflict concludes
that lawful force must, at any rate, be aimed at “military objectives” and

never at “civilian objects.”74

The prevailing scholarly interpretation of the U.N. Charter, however,
rests on faulty assumptions and has never reflected the reality of practice
among the great powers. It borrows from notions of self-defense in
domestic criminal law, which generally prohibits individuals from using
force unless they are under imminent threat of deadly harm, force in

response is necessary, and it is proportional.75 Other than self-defense, the
government enjoys a monopoly on violence. The U.N. Charter attempts to
limit force in precisely the same manner. A nation can resort to force only
to stop an imminent attack. The use of force must be necessary because all
peaceful alternatives have failed. The use of force must be proportional to
the threat. Writes philosopher David Rodin: “National-defense is conceived,
within international law and in the just war tradition, in very much the way

that self-defense is conceived in domestic law and morality.”76

But there are fundamental differences between domestic crime and
international affairs. Most obviously, states are not individuals and the U.N.
is not a functioning supranational government. The U.N. does not enjoy a
monopoly on violence within international society; in fact, it can muster no
armed forces of its own. Private individuals are denied a legal right to use
force against surrounding harms because it is assumed that the police have
the power to intervene. But if nations do not use force to stop an evil, no
international government will step in to do the job. Unlike domestic affairs,
in international relations anarchy and self-help are the norms. In domestic
affairs, the goal of the rules on self-defense is to drive the level of violence



to zero. But in international affairs, without a true supranational government
to police the conduct of nations, there may be a need for violence to prevent
many of the harms that we have mentioned in this chapter: WMD
proliferation, humanitarian disasters, terrorism, and regional instability.
“War is an ugly thing, but not the ugliest of things,” John Stuart Mill

wrote.””

Nations have used force in the past for beneficial purposes beyond just
self-defense. At great cost in men, ships, and money, Great Britain used its
naval dominance in the nineteenth century to eradicate the slave trade and
to enforce a Pax Britannica that encouraged free commerce and trade. In
1917, the United States intervened in World War I to prevent the victory of
the Central Powers and maintain a balance of power in Europe. In 1941, the
United States again intervened in Europe to stop the expansion of fascism,
and then spent another fifty years containing the Soviet Union. In the
postwar world, the United States Navy replaced the Royal Navy in keeping
the seas open to free navigation. These actions were not wholly altruistic.
Both Great Britain and the United States benefitted from free trade and a
balance of power in Europe and Asia. But they also shouldered the costs for
maintaining an international order out of proportion to their share of the
benefits, while other nations free-rode off their efforts.

Economic theory would predict this to be the case. International peace
and stability are public goods that benefit all nations, just as clean air or
domestic law and order are public goods at home. But those who supply
public goods cannot charge someone for receiving their benefits. A
company cannot give clean air to some neighbors but not others. Low crime
rates benefit all residents of a city or state. Similarly, a group of nations that
provide international peace cannot charge other nations a price for enjoying
its benefits. Some nations will simply free-ride, such as those European
countries that benefit from NATO security but underfund their militaries.
Without a centralized government to provide these services and collect
general taxes, public goods will be underfunded and thus undersupplied.

Many of the security threats of the twenty-first century have these
features. Most nations will fail to contribute to a campaign against WMD
proliferation, stopping a humanitarian disaster, or ending a regional threat
from terrorism or a rogue state. They may rely on more powerful nations to



take up the crusade, or they may calculate that their costs of intervening
outweigh the individual benefits. After the 9/11 attacks, the United States
bore the main burden in invading Afghanistan and hunting down the al-
Qaeda network, which benefitted many other nations that contributed little.
Great powers such as the United States might not intervene because of the
human costs of military action or because their own gains from maintaining
international order do not outweigh the costs. In fact, in the nineteenth
century, the United States contributed little to maintaining the freedom of
the seas and free-rode off of the British Navy. Nations today will use force
too little, not too much, to combat twenty-first century threats to security.

New weapons can help ease this dilemma. If the United States, for
example, can intervene to stop these problems at a lower cost, it may
provide more international peace and security. New weapons provide just
such an option. If the U.S. can use cyber weapons to sabotage WMD
facilities without risking its own personnel, it will be more likely to act to
stop a rogue nation. If the U.S. can use drones without having to dispatch
ground troops, it may be more likely to send bombers to target terrorist
leaders or the leadership of a regional militia bent on genocide. Reducing
the costs of intervention will allow the United States and its allies to
provide more protection for the international order.

Current interpretation of the U.N. rules, however, directly counteracts
the potential of new weapons to bolster the international system. Neither
preventing WMD proliferation nor stopping humanitarian disasters, for
example, would qualify as self-defense. In the eyes of many contemporary
international legal scholars, launching a strike to prevent Iran from
acquiring nuclear weapons would count as aggression, just as the members
of the Security Council condemned Israel for the 1981 attack on the Osirak

nuclear reactor.”8 Striking a nation that harbors terrorist groups, unless an
imminent attack is in the offing, would interfere with that nation’s territorial
integrity in violation of the U.N. Charter. Intervening in Kosovo violated
the U.N. Charter, as neither the U.S. nor NATO could legitimately fear an
attack by Serbia. An identical problem will arise with any humanitarian

crises that remain within one nation’s borders.”
One might argue that the answer is to work through the U.N., rather
than against it. The U.N. Charter, however, only allows exceptions from its



no-force policy by authorization of the Security Council, which can call on
members to use force to maintain or restore international peace and

security.80 Such permission slips are not readily forthcoming due to the
veto power of the permanent five members. No matter how dire the threat,
it is likely that a problem will fall within the sphere of interests of one of
the permanent members, who will then veto U.N. action to keep its rivals
outside of its region. From the end of the Korean War in 1953 to the start of
the Gulf War crisis in 1990, the Security Council proved unable to authorize
a single use of force. After a brief burst of activity after the end of the Cold
War, the Security Council has returned to its traditional paralysis. Russia
prevented Security Council authorization of the Kosovo War, France and
Russia vetoed the 2003 invasion of Iraq, Russia has blocked action on the
Syrian civil war, while China protects North Korea from military force.

Without a more accommodating interpretation of its prohibitions, the
U.N. Charter system will discourage the deployment of new weapons to
check rising threats to international order. When similar challenges have
confronted the United States and its allies in the past, they have felt free to
disregard overly restrictive interpretations of international law. The Cuban
Missile Crisis, in which President Kennedy used force to prevent the
U.S.S.R. from expanding its deployment of nuclear weapons, only provides
the most salient example. Israel’s attack on the Osirak reactor met with
Security Council criticism, but was in hindsight undeniably in the world’s
best interests. The U.S. strike on Libya in 1986 never received U.N.
approval, but forced Tripoli to reduce its support for international terrorism.
The U.S. invasion of Panama in 1989 removed a dictator, Manuel Noriega,
from power, but without any true showing of the necessity of self-defense
from an imminent attack. While it received authorization to pursue al-
Qaeda in Afghanistan in 2001, the U.S. more controversially invaded Iraq
in 2003 without the aid of a U.N. resolution.

When the formal rules conflict so consistently with practice, the norms
will eventually shift. States will find it easier to use force because of the
lower costs of new weapons technologies, to both the attacker and defender.
As they use these weapons to address the new security challenges of the
twenty-first century, nations will be better off. They will be able to devote
more resources to prevent threats to peace and stability by coercing other



nations to cease harmful or threatening conduct. At the same time, the
lower levels of violence incurred by these weapons also provide more
avenues for communication and commitment between great powers. Rather
than producing more war, new technologies should help reduce the chances
of general war in favor of more peaceful resolution of disputes. To take
advantage of these benefits, U.N. Charter rules will have to be read in a
more permissive way. It will also be necessary to restore a more permissive
understanding of jus in bello once fighting begins. It is to that latter task
that we now turn.



CHAPTER 3

Except a Few Things Regarded as
Barbarous and Cruel: The Law of
War Before the 1970s

f all American statesmen, Abraham Lincoln thought most deeply
about human justice and divine providence. If we had no other
evidence—and there is much else from his earlier writing—we would know
that from his second inaugural address. Lincoln also had to think hard about
war. He presided over a conflict that killed and wounded more Americans
than any other in our history. He directed the only war in which the national
government directed military force against fellow Americans. His main aim
was to coerce the rebels to rejoin the very republic that was fighting them.
Still, even in this context, Lincoln characterized the legal scope of
military action in very broad terms:

Civilized belligerents do all in their power to help themselves, or hurt the enemy, except a
few things regarded as barbarous or cruel. Among the exceptions are the massacre of

vanquished foes, and non-combatants, male and fernale.1

Lincoln did not hit on this formulation impulsively. He wrote these
words in a letter defending his most controversial war measure, the freeing



of the slaves. Only a very broad understanding of permissible measures in
war could justify the Emancipation Proclamation. At a time when all blacks
in the South were held as private property, emancipation without
compensation struck at the very heart of southern society and raised
difficult questions about constitutional authority for the nation. It remains
the largest confiscation of private wealth in the history of the United States.

Lincoln was sufficiently serious about the law of war and his
administration issued the world’s first official manual on the subject. It
became known as the Lieber Code for the Prussian émigré professor,
Francis Lieber, who drafted it. European scholars recognized it as a
foundational contribution to the development of the laws of war. Lincoln’s
Emancipation Proclamation not only met his own general principles but

also the more detailed standards of the Lieber Code.2 Under Lincoln’s laws
of war, the Union could seize or destroy civilian property used to support
the Confederate war effort. Slaves provided the labor force for the South’s
economy and freed whites to fight in its armies. “Armies, the world over,
destroy enemies’ property when they cannot use it; and even destroy their

own to keep it from the enemy,” Lincoln wrote.>

Today, most commentators on the law of armed conflict would question
a measure that took a vast amount of private property from civilian hands.
Such a policy would violate AP I, which declares as a “Basic Rule” that
“the Parties to the conflict shall at all times distinguish between the civilian
population and [enemy] combatants and between civilian objects and
military objectives and accordingly shall direct their operations only against

military objectives.”4 AP 1 fortifies this principle of distinction with an
additional restriction that attacks on lawful “military objectives” must be
proportional. An attack will still be unlawful if “incidental” harm to
civilians or “damage to civilian objects . . . would be excessive in relation to

the concrete and direct military advantage anticipated.”5

These provisions are far more restrictive than what earlier generations
understood to be the rules of civilized warfare. They are not idiosyncratic or
absurd on their face. Versions appear in many of today’s military manuals.
Some kinds of attacks on civilians, in some circumstances, have been
condemned for centuries. AP I’'s sweeping prohibitions overlap in



significant areas with practices that earlier generations condemned as
“barbarous.” But there are also important differences between the practices
and customs developed over centuries and these new limits on war.

AP TI’s formulas, if rigorously applied, would prevent new weapons
technologies from achieving their full potential. The latest technologies
provide opportunities for highly precise targeting. With the most advanced
weapons, an attack can disable equipment or damage infrastructure without
directly harming humans. Taking down an electrical grid or disabling
communications networks can raise the pressure on a government to
negotiate a settlement. Drone strikes and cyber attacks might coerce nations
into conceding in a crisis, but without the long-term or permanent
destruction of full-scale conflict. Using force against “civilian objects”
could lead to a faster, less harmful resolution of a dispute than limiting
attacks solely to “military objectives.”

For the same reasons, new technologies may blur sharp distinctions
between war and peace. AP I assumes that armed conflict is entirely a
contest between military forces. The Red Cross claims that this approach
simply codifies understandings about war that have been accepted since the

eighteenth century.6 As this chapter will demonstrate, that claim is simply
wrong. Previous generations of Anglo-American statesmen and jurists did
not embrace such restrictive views on permissible war measures. They did
not countenance deliberate massacre of noncombatants, but used
bombardments and blockades against civilian infrastructure and property to
pressure the enemy. They were prepared to invoke such tactics even in
disputes that did not rise to all-out war. To reap the full benefit of new
technologies, we will have to recover the older understandings.

We are not arguing against all limits. To argue that some restrictions are
overreaching is not to deny that limits remain necessary. Nor is it
reasonable to conclude that because a particular tactic is legally permissible,
it is tactically appropriate in all circumstances. American military
commanders sensibly impose special rules of engagement for particular
missions, taking into account the circumstances. “Armed conflict” is a term
that encompasses many different kinds of conflict. Deciding how to fight
may require as much prudent judgment as deliberation on whether to fight.
Pleas of necessity are more often an excuse than an argument. Our purpose



is to reclaim space for debate and deliberation, rather than allow restrictive
views about the law of war to foreclose opportunities offered by new
technologies.

Reasoning about War

Some war practices were regarded as “barbaric” even in antiquity, indeed
by the very Greeks who gave us the term “barbarian”—as an all-embracing,
disdainful term for non-Greeks. In his chronicle of the Persian Wars, the
Greek historian Herodotus recounts the response of a victorious Spartan
general, Pausanias. He was urged to cut off the head of the slain Persian
commander and display it on a stake, since the Persian had done the same to
a defeated Spartan king. Pausanias refused to “abuse a corpse,” decrying
that as a “sacrilege” and “a deed more appropriate to barbarians than to
Hellenes, though we resent [the barbarians] for [this practice] all the

same.””’

In the early seventeenth century, the Dutch jurist Hugo Grotius claimed
that the law of nations had come to embrace a right to bury the dead after
battle. He attributed the practice to long-standing custom, citing Greek and
Roman authors from classical antiquity. But he acknowledged that “the
ancients . . . generally ascribed to the gods” those rules which they would

have “seem more sacred.”®

From antiquity to the modern world, western armies have recognized
that some practices would be morally degrading or spiritually polluting to
the perpetrators. For the Greeks that meant honoring religious shrines,
affording safe conduct to heralds and ambassadors, as well as respecting the

bodies of fallen soldiers.” Of course, such restraints did not always prevail,
even among the Greeks. Rape has been a deplored but observed feature of
war through the ages. U.S. Marines even practiced mutilation of enemy

corpses in the Second World war.10 But historical practice gradually
expanded the scope of the laws of war to prohibit certain ways of waging
hostilities.

It is tempting to think that where moral revulsion is not enough to
restrain armies, a sense of self-interest could still induce restraint. That idea



also has a long history, stretching back, at least, to the Greek city-states. In
his history of the Peloponnesian War, Thucydides recounts the debate in the
Athenian assembly about a proposal to massacre the people of Mytilene, a
dependent city-state that had tried to break free from Athenian control.
Agreeing that the relevant question was not the guilt of Mytilene but the
interests of Athens, the Athenian assembly decided on clemency in order to
avoid driving other cities to desperate resistance. Rather than slaughter all
adult males on the island as originally proposed, Athens decided to kill only

a thousand of the leading citizens.11

As the war dragged on, however, the Athenians became less calculating
about consequences and less inhibited about resorting to extreme measures.
After Melos attempted to defect from the alliance, Athens ordered the
slaughter of all adult males on Melos and the sale of the women and

children into slavery.12 Melos was not a unique case, only the most
notorious for the retort of Athenian commanders to Melian pleas for
restraint: “The strong do what they can and the weak suffer what they
must.” In the culminating episode of Thucydides’ narrative, all the Greek
city-states of Sicily united against Athenian invaders and then committed
the captured Athenian force to annihilation. In the course of that long war,
earlier rules of restraint were regularly disregarded. Greeks fighting fellow
Greeks often descended to Persian levels of barbarism, though not, it seems,
to “the most ungodly practice” (as Herodotus calls it) of subjecting captive

males to castration, 13

Avoiding only those practices deemed “barbaric” or “ungodly” still left
a vast scope for war. In antiquity, condemnations of barbarous practices
were not, in general, aimed at nurturing regard for civilian life. In extreme
cases, conquering armies embraced massacre as a tactic, or the enslavement
of women and children. Plutarch calculated that Julius Caesar killed more
than a million people in the conquest of Gaul—most of them, it seems, not

engaged in combat but exposed to retaliation as relatives of the fighters.14
Plutarch does not seem to have regarded this as a terrible blot on Caesar’s
reputation. He compared Caesar with Alexander the Great, who had
annihilated entire cities to punish resistance or rebellion. A present-day

historian describes the strategy as “terror.”1°



Christianity could not completely banish such ferocity. Medieval writers
still recognized a category of extreme war—Bellum Romanum, as they aptly

called it—for extreme situations like the Crusades.!® Such extreme tactics
were employed by the Spanish conquerors of the Americas as well. We
might like to believe that eighteenth-century Enlightenment theorists, who
advocated universal natural rights and government by consent, condemned
the most brutal tactics with greater resolve. But it was more complicated
than that. Even if one thinks government should be focused on securing the
rights of citizens, it may not always follow that restrained wars provide the
most security.

The mid-eighteenth century treatise Le Droit des Gens (“Law of
Nations”) by the Swiss diplomat, Emer de Vattel, acknowledged that hard
lesson. It was a work studied and cited by the American Founders and by
statesmen across Europe down to the late nineteenth century. It was one of
the principal sources for the Lieber Code. On the whole, Vattel expressed
the complacent moral tone of the Enlightenment, where morality and self-
interest were generally envisioned as mutually reinforcing—a posture that

later provoked a disparaging dismissal of Vattel from Immanuel Kant.1”
Vattel emphasized the exemption of women and children, the aged, and

the sick from attack.18 He rejected the idea of war as punishment for
general “crimes” like impiety, insisting that each sovereign state has the

right to decide for itself how it will be govelrned.19 The rights of the
conquered should be respected, he counseled, to avoid violent resistance.
“In this case, as in every other, good policy is in complete accord with

humane treatment.”29 Nevertheless, Vattel acknowledged that a nation
might slaughter enemy prisoners who could not be safely held or

released.2! In extreme cases, a nation could order a section of a country
“completely devastated, its towns and villages sacked, and everything
delivered up to fire and sword” when facing “the necessity of punishing an
unjust and barbarous Nation, of putting a stop to its cruelty, and preventing

acts of depredation.”22
Vattel implies that a nation may fight more fiercely against a more
terrible enemy, because the causes of the war would justify the methods.



Contemporary commentaries insist, to the contrary, that rules for the
conduct of war are entirely separate from rules about resorting to war. They
usually invoke technical terms to describe these supposedly distinct sets of
rules: jus ad bellum (law governing the legality of resorting to war) and jus
in bello (law governing the conduct of war). Vattel did not make such a
sharp distinction, nor did earlier writers. Though the Latin terminology
suggests that the terms derive from Grotius or perhaps Augustine or Cicero,
these terms were actually coined in the 1930s and subsequently popularized

by Red Cross commentators.2>

The distinction is hard to maintain completely, even today. If defeat
means the end of national existence, leaders might deploy much more
extreme methods than in a conflict over navigation rights at sea. In 1996,
when the International Court of Justice addressed nuclear weapons under
the laws of war (jus in bello), the majority acknowledged that it might be
lawful to threaten the use of such weapons to avoid national annihilation.
Nuclear deterrence during the Cold War threatened to unleash “assured
destruction” to deter the most extreme threats from the most powerful
enemies. In lesser conflicts, however, both superpowers preferred to
abandon their war aims (as America did in Vietnam and later the Soviets
did in Afghanistan) rather than resort to nuclear weapons.

That was Vattel’s view. “Right keeps pace with necessity, with the

demands of the situation,” he observed.24 Methods of war that would be
quite wrong in many situations might be acceptable in more extreme cases.
Thinking about how we should fight cannot be entirely separated from the
question of why we are fighting or what we are fighting against.

Rules for the conduct of war depend on the nature of the dispute, the
type of enemy, and the consequences of defeat. Traditionally, nations and
commentators assumed this basic truth. Some enemies pursued more
extreme aims, which justified more extreme methods of resistance.
Different wars seemed to justify different rules because different enemies
would not accept the same rules.

Reciprocity and Limitations by Agreement



What Vattel set down as moral principle was already custom. Armies
observed various rules, but the full range of restraint applied only in certain
kinds of war, with certain enemies. One can see the point by glancing at
America’s founding era. The Declaration of Independence recites a list of
British abuses that culminate in the claims that the King’s forces have
“plundered our seas, ravaged our Coasts, burnt our towns” and perpetrated
other acts “scarcely paralleled in the most barbarous ages, and totally
unworthy the Head of a civilized nation.” “Civilized” nations should not
follow the war tactics of “barbarous ages.” But only a few years later,
during the course of the same war, General Washington sent a military force
to subdue Seneca Indians on the frontier in western New York. The main
tactic was to “ravage” Seneca crops and see that their villages were

“burnt.”2>

Washington did not believe that his armies could act without limit. He
demanded, for example, the humane treatment of captured British soldiers
and even Hessian mercenaries. But the rules that applied between civilized
peoples did not apply in other conflicts. Americans were outraged when the
British army accused the colonials of fighting like Indians and mutilating
captured British soldiers. They were also outraged by the brutal treatment
meted out to captured Americans by British authorities, treating them, in

effect, as criminals rather than prisoners of war.26 American opinion was
again outraged when a British raid burned the public buildings in
Washington, D.C., in 1814, though American forces had burned many more
Indian villages by then. As Henry Adams remarked, British troops “burned
the Capitol, the White House, and the Department buildings because they
thought it proper, as they would have burned a negro kraal [i.e., an animal

enclosure in an African village] or a den of pirates.”27

Modern readers are apt to view such distinctions as “racist” but that is
missing the point. Nations embraced restraints when they expected
reciprocity and they tended to disregard them when there was none. Wars
with irregular fighters knew few restraints. The most famous example is the
war that gave us the term “guerrilla”—Iliterally, small war. When
Napoleon’s armies captured the enemy capital—Milan, Berlin, or Vienna—
the opposing rulers negotiated a peace agreement and the population
remained quiescent. In Spain, the king’s abdication to a Napoleonic



successor was met with fierce resistance from local guerrilla fighters. Both
sides engaged in atrocities to terrorize their opponents and seize dwindling
food supplies. When British forces under the Duke of Wellington arrived in
Spain, they gained the support of local peasants by bringing their own
supplies or paying local farmers, rather than seizing provisions by force.
When they crossed into France, Wellington carefully excluded Spanish

guerrilla allies from the invasion, lest they stir up French counterparts.28
During the American Civil War, the Lieber Code prohibited personal
looting by soldiers, along with violence to unresisting civilians. It did not
prohibit the seizure of property by the Union army or retaliation for
guerrilla attacks. The Confederate Secretary of War protested that Lieber’s
code would “justify . . . the warfare of the barbarous hordes who overran
the Roman Empire,” reflecting the notions of “a German professor . . . more
familiar with the decrees of imperial despotisms of . . . Europe than with

Magna Carta . . . and the Constitution of the United States.”2 When the
Union army faced guerrilla resistance in Arkansas, which threatened
operations in western Tennessee, it expelled Confederate sympathizers,
seized or burned their houses, and devastated many miles of civilian

infrastructure along the western shore of the Mississippi.30 General
Sherman, who commanded this activity in its early stages, treated such
measures as a matter of course in his post-war memoirs. Lieber’s Code was

not seen as a barrier to any of these tactics.3!

The experiences of the U.S. Civil War and the wars of German
unification inspired European scholars to propose a convention that could
be applied to future international conflicts. At the Hague Peace Conference
of 1899, which was supposed to foster the general cause of peace rather
than settle any particular conflict, nations adopted the first treaty on the
laws of war, the “Convention with Respect to the Laws and Customs of War

on Land.”>? Article 2 stipulated that it would bind “the Contracting Powers
in case of war between two or more of them,” but it did not apply to internal
conflicts nor to conflicts with non-signatories. It added the further
restriction that the rules would not apply to a war in which a non-
Contracting Power joined with one of the belligerents, lest one side gain
advantage from violations of the rules by its allies.



Adherents to the Hague Rules did not think they applied to colonial
conflicts. Two years after the 1899 peace conference, British forces in
South Africa used brutal methods to deprive Boer guerrillas of civilian
support. They “concentrated” farm families in army-run “camps” while
devastating their farms, which gave rise to a term that a later generation of
Germans would knowingly redeploy. International law scholars endorsed

the tactic at the time.>3 American forces adopted similar “village removal”
tactics to suppress an insurrection in the newly acquired U.S. colony in the

Philippines, again with scholarly approval.34 German forces massacred
some 80,000 Herero tribesmen in Southwest Africa, which prompted a later

generation to describe the episode as “genocide.”35 In 1900, the great
powers sent troops to China to rescue foreign embassies in Peking from
Boxer rebels. The killing of many Chinese civilians did not concern Kaiser
Wilhelm. He had urged German troops to prove themselves “Huns of the
twentieth century”—Ilauching a derisive nickname that would be embraced

by Germany’s enemies in the ensuing world wars. 30

These episodes passed without comment at the second Peace
Conference in 1907 and left no mark on the minor revisions to the
regulations on land warfare. Acknowledging that the agreed rules were “not
a complete code,” the Hague Conventions admonished that where the
agreed rules did not apply, “the inhabitants and the belligerents [in warring
nations] remain under the protection and the rule of the principles of the law
of nations, as they result from the usages established among civilized
peoples, from the laws of humanity, and the dictates of the public

conscience.”>” Such very vague rhetoric did not, perhaps, require much
commitment. Perhaps it reminded army officers that they were not free to
resort to “barbarism,” if they could still define the word. But as a British
historian noted of the body of restraining rules in that era, “very little of it

was concerned with “civilians.””38

The 1907 Hague Regulations tried to assure humane treatment for
prisoners of war and for “inhabitants” in occupied territory in times of war.
A prohibition on the “pillage” of conquered towns was repeated in two
places. Among the few restrictions on the conduct of actual military
operations was a prohibition on bombardment of “undefended” towns. The



signatories evidently assumed that if a town were undefended, an invading

force could simply walk in and seize it.39 But the rule allowed
bombardment of defended towns, and efforts to starve a town by denying
all food and other essential supplies during a siege.

The Hague Regulations do not address enforcement. Commentators and
governments understood this to mean that the written rules would be
enforced as the unwritten customs always had been—by reprisal. Prisoners
of war were supposed to be treated humanely. A state that abused enemy
prisoners had to fear that the enemy would abuse its prisoners. Describing
states that ratified the Hague Regulations as “contracting parties” made
clear that if one side breached terms of the contract, others would feel

entitled to respond in kind.40

Retaliation was not a mere theoretical possibility. The most famous case
occurred near the start of the world war. The Hague Regulations had a
specific prohibition against “poisoned weapons” and the 1899 Hague Peace
Conference also produced a separate declaration against asphyxiating gases

as weapons of war.4! When the Germans deployed poison gas in 1915, the
Allies quickly responded in kind. Gas attacks remained a standard combat

tactic on the western front until the armistice in 1918.42

After the war, diplomats tried to reinforce the old prohibitions in the
1925 Geneva Protocol, prohibiting resort to “asphyxiating, poisonous
gases” as a weapon of war. The convention’s preamble appealed to the
“conscience of nations” and noted that such weapons had been “justly
condemned by the general opinions of the civilized world.” But it also took
the precaution of stipulating that the parties to this convention “agree to be
bound as between themselves,” so use of these weapons remained lawful

against enemies that used them.*3 Fear that Germany would again resort to
such weapons prompted the western Allies to equip themselves, in the next
war, with a sizable stockpile of chemical weapons, which were actually

deployed to Europe to be available as reprisal for German use.** With the
real threat of retaliation in kind, both sides did respect the use of poison gas
in the Second World War.

Reprisal would not have surprised officials or scholars of earlier times.
They understood that abuses were unlikely to be deterred without the threat



of reprisals. As the leading English language treatise put it: “Reprisals
cannot be dispensed with, because without them illegitimate acts of warfare

would be innurnerable.”45

Civilian Immunity Was Not the General Rule

But what were the worst abuses? Today, most commentators would see
attacks on civilians as the worst abuse of the rules of civilized warfare. That
was not quite the traditional view. Medieval and early modern treatises,
down to the work of Grotius in the seventeenth century, urged that military
commanders should try to spare “the innocent.” They took for granted,
however, that non-soldiers might share some responsibility for sustaining
unjust wars. Grotius recorded, as the opinion of many centuries, that armies
should take care to spare women, children, churchmen, and agricultural
laborers because their activities were not likely to affect the outcome of a
conflict. He did not urge a general immunity for all those not bearing

arms.*0
The underlying idea of “civilian” immunity is relatively new. Classical

Latin did not have a word for “civilian” in the sense of non-military.47
Neither did English. According to the Oxford English Dictionary, the first
usages of the word in that sense do not appear in English until the late
eighteenth century. Nor did Enlightenment doctrines immediately prompt a
change in thinking. Neither the Lieber Code nor the Hague Conventions use
the word “civilian” in this sense, though they certainly indicated general

concern for bystanders with no direct connection to the operations of war.48

One of the most celebrated expressions of Enlightenment doctrine, the
American Declaration of Independence, embraces the traditional view. At
the end of its recital of complaints, it protests that “our British brethren”
have been deaf to warnings and complaints, despite American appeals to
“ties of our common kindred and consanguinity.” So, says the climactic
affirmation, “we hold them, as we hold the rest of mankind, enemies in war,
in peace friends.” “Them” clearly refers to the people of Britain and of
other nations that challenge our rights, not merely to governments and
military forces.



Fifty years later, the doctrine of the Declaration was reaffirmed, with
legalistic precision, in Commentaries on American Law by James Kent, a
jurist who started his law career as a protégé of Alexander Hamilton and
John Jay. Kent explained the meaning of war in these terms:

When war is duly declared, it is not merely a war between this and the adverse government
in their political characters. Every man is, in judgment of law, a party to the acts of his own
government, and a war between the governments of two nations, is a war between all the

individuals of the one, and all the individuals of which the other nation is composed.49

A decade later, Henry Wheaton, former reporter of decisions for the
U.S. Supreme Court, then U.S. ambassador to Prussia, published Elements
of International Law—the first full-length treatise on the subject in English.
It affirmed that “[a]ll the members of the enemy state may lawfully be
treated as enemies in a public war.” The point was not that all “members of
the enemy state” would be eligible to be killed on sight, but that they would
forfeit some of their rights, most especially their property rights to
legitimate war measures. “From the moment one state is at war with
another, it has, on general principles, a right to seize on all the enemy’s

property, of whatever kind and wheresover found.”>0

These “general principles” had many applications in different kinds of
wars. Eighteenth-century commentators recognized a condition of
hostilities called “imperfect war,” in which some coercive measures might

be appropriate but not invasion by land forces.>1 Most commonly,
governments would authorize privateers to seize enemy commerce on the
high seas. It was a kind of licensed piracy, though limited by the targets
specified in a letter of marque, which shielded the bearer from punishment
as a pirate. The Constitution authorized the practice, which the U.S. had
already deployed during the War of Independence. It again used privateers
during the undeclared naval war with France in the 1790s and in the War of
1812. The whole point was to seize civilian cargoes of whatever kind as an

economic sanction.”?

In 1856, European powers agreed to disavow privateering, but not naval
seizures. Still, seizures of enemy ships on the high seas could only succeed
against states that engaged in maritime commerce. So navies developed



other tactics, such as bombarding facilities on land, to coerce smaller states.
By the late nineteenth century, commentators recognized a category of
“pacific reprisals,” which commonly involved the naval bombardment of
commercial sites, such as warehouses. In 1905, German naval forces
launched attacks on sites in Venezuela as reprisal for attacks on German
merchants. British commentators condemned the Germans for attacking a
Venezuelan military fortification and other military sites, which was more

appropriate to actual war than to peacetime replrisal.S3 Such peacetime
measures continued after World War I, as by Italy against Greece in the

1920s, and by Britain against China in the 1930s.24

In full-scale war, nations seized private property far more
systematically. During the American Revolution, states seized property
from those who would not swear allegiance to the new government. During
the Civil War, the Union naval blockade of the South not only stopped all
imports, including civilian goods such as cloth and thread, but also exports

of cotton (almost all privately owned).55 President Lincoln’s Emancipation
Proclamation applied to all slaves in areas “in rebellion,” whether particular
owners were staunch supporters of the Confederate war effort or mere
helpless bystanders. Even some opponents of slavery criticized the
Emancipation Proclamation as sweeping too widely. Benjamin Curtis, a
former U.S. Supreme Court justice who had dissented in Dred Scott,
condemned Lincoln’s policy for confiscating slaves from those who did not

support the Confederate rebellion.”® Wheaton’s treatise had already
supplied the justification: “All members of the enemy state may lawfully be
treated as enemies in a public war.” The United States was not following
idiosyncratic doctrines. It was, as the U.S. Supreme Court ruled in the 1863
Prize Cases, applying practices generally accepted under international

law.2”

By the last decades of the nineteenth century, however, these doctrines
were under challenge. Commentators in Continental Europe urged that
private property, if not directly related to military uses, should not be
subject to seizure, even on the seas. Civilian property should be immune
from seizure in naval war, they argued, as the logical extension of long-
accepted doctrines that private property on land should be respected in



wartime.”® Almost all English commentators defended the traditional
doctrine that enemy commerce on the seas was subject to seizure as a
reasonable war tactic, one much less violent or cruel than land warfare.
Both sides in the debate were keenly aware that Britain’s Royal Navy had
preponderant strength on the seas. American commentators generally
backed the British view. In the world wars of the twentieth century, neither
Allied navies nor German U-boats granted civilian immunity to ocean
commerce.

In the late nineteenth century, the Cambridge legal scholar John
Westlake defended seizure of enemy property at sea as a legitimate war
measure. Countering continental scholars, he noted that war measures do
not simply aim to defeat an opposing army but to “compel the enemy State
to accept such terms of peace as it is desired to impose on it.” Even in
military operations on land, he noted, an invading army would only respect
civilian property “so far as it does not interfere with any operations deemed

to be useful for putting pressure on the enemy.”59 He condemned German
commentators who justified “the devastation of a whole region as an act of
terrorism,” though conceding it was “not to be greatly feared” that the
German government would “ever give effect” to such an extreme,

unacceptable “doctrine.”®V He proved too trusting. In 1914, German
commanders adopted such tactics by bombarding cathedrals, burning
libraries, and shooting Belgian civilians to enforce compliance with
German demands. Allied commentators denounced such practices as a

reversion to “barbarism.”®1

That does not mean there had been previous agreement that all civilian
objects were exempt from attack or that permissible attacks must only focus
on “military objectives.” Slaves in the South did not contribute directly to
Confederate arms. The Emancipation Proclamation aimed at undermining
southern morale and diverting resources from Southern armies by
encouraging slaves to run away. General Sherman’s march through Georgia
and the Carolinas did not aim to seize and hold territory. Towns and cities in
the line of march were captured and then quickly abandoned, often after
much destruction. All along the route, Sherman’s army mangled rail lines,



pillaged farms, and seized livestock in an extended, rolling raid. Sherman
himself had justified the march in a frank admission about its aims:

I attach more importance to these deep incisions into the enemy’s country, because this war
differs from European wars in this particular: we are not only fighting hostile armies, but a
hostile people, and must make old and young, rich and poor, feel the hard hand of war, as
well as their organized armies. I know that this recent movement of mine [marching from
Atlanta to Savannah] has had a wonderful effect in this respect. Thousands who had been
deceived by their lying newspapers to believe that we [i.e., the Union army] were being
whipped all the time now realize the truth and have no appetite for a repetition of the same

experience.G2

Sherman took pains in his memoirs to insist that his army had not
committed violence against civilian persons and that even the looting of
personal effects, such as jewelry, was “exceptional and incidental” to

approved measures.53 General Grant’s memoirs added the claim that such
violence was likely committed by local convicts released from Georgia
prisons “who took advantage of their country being invaded to commit

crime.”64

Presumably they thought that letting soldiers commit rape and murder
would have been “barbarous.” Sherman denounced the Confederate tactic
of spreading unmarked land mines on a public road as “not war but

murder.”®> Some Union commanders argued that devastation of farms was
a far more effective tactic. In his postwar memoir, General Philip Sheridan
touted the contribution of his own raids in the Shenandoah Valley in
Virginia, which he pursued just as Sherman had completed his attack on
Atlanta:

Death is popularly considered the maximum punishment in war, but it is not; reduction to
poverty brings prayers for peace more surely and more quickly than does the destruction of

human life, as the selfishness of man has demonstrated in more than one great conflict.56

What was true in all-out war among modern states was, of course,
readily accepted in frontier wars with irregular forces. Tactics deployed
against Confederate farms in the Civil War were later directed against
Indians on the Western plains—sometimes by the same officers.
Commanding army units on the Great Plains after the Civil War, Sheridan



presided over a series of small conflicts with Plains Indians. His military
raids were directed at tribal livestock and other possessions, rather than

human life.®” In the nineteenth century, the British army conducted
punitive raids in the same way against tribes on the northwest frontier of
India. The leading British manual on the conduct of such campaigns,
Colonel C.E. Callwell’s Small Wars: Their Principles and Practice, urged
“raids on livestock” and attacks that “demolished villages” and “destroyed

their granaries.”68 It did not distinguish “civilian objects” from “military
objectives.”

A young participant, a lieutenant of cavalry at the time, described one
raid on Afghan tribes on the Indian frontier. He scoffed at the euphemistic
or evasive accounts of what was done:

One member of the House of Commons asked the Secretary of State whether, in the
punishment of villages, care was taken that only the houses of the guilty parties should be
destroyed. He was gravely told that great care was taken. The spectacle of troops, who have
perhaps carried a village with the bayonet and are holding it against a vigorous counter-
attack, when every moment means loss of life and increase of danger, going round and
carefully discriminating which houses are occupied by “guilty parties” and which by
unoffending people, is sufficiently ridiculous. Another member asked, “Whether the villages
were destroyed or only the fortifications.” “Only the fortifications,” replied the minister
guilelessly. What is the actual fact? All along the Afghan border every man’s house is his
castle. The villages are the fortifications and the fortifications are the villages. . . . A third
legislator . . . commented on the barbarity of such tactics. They were not only barbarous, he
affirmed, but senseless. Where did the inhabitants of the villages go? To the enemy of
course! This reveals, perhaps, the most remarkable misconception of the actual facts. The
writer seemed to imagine that the tribesmen consisted of a regular army, who fought, and a
peaceful, law-abiding population, who remained at their business, and perhaps protested
against the excessive military expenditure from time to time. Whereas in reality, throughout
these regions, every inhabitant is a soldier from the first day he is old enough to hurl a stone,
till the last day he has strength to pull a trigger, after which he is probably murdered as an
encumbrance to the community. . . . In official parlance the burning of villages is usually
expressed euphemistically as “So many villages were visited and punished,” or, again, “The
fortifications were demolished.” I do not believe in all this circumlocution . . . the people of
our islands [i.e., Britain and Ireland] only require to have the matter put fairly before them
to arrive at sound, practical conclusions.

The author had one more point, which he illustrated by the practice of
the Prussian forces in their war against France in 1870. The “burning of
mud hovels cannot . . . be condemned by nations whose customs of war



justify the bombardment of the dwelling-houses of a city like Paris, to

induce the garrison to surrender by the sufferings of the noncombatants.”®°
He could have added that the Prussian army had knowingly followed the

Union army’s bombardment of Vicksburg to hasten its surrender.”?

Much more would be heard from this author, Winston Churchill. A year
later, he published a memoir of military operations in the Sudan, followed
the next year by a personal account of the war in South Africa. Then he
won a seat in Parliament. By 1919, Churchill was the first peacetime
minister of the new Air Ministry. He remained quite interested in air power
when he became Colonial Secretary the following year. “The first duty of
the Royal Air Force,” he told Parliament, “is to garrison the British
Empire.” He put an RAF commander in charge of the new British mandate
in Iraq, then boasted about the great cost reductions achieved by assigning

suppression of local revolts to the RAFE./! He angrily rejected plans to

bomb villages to force payment of taxes.”2 To shoot down unarmed,
unresisting civilians still seemed “barbarous.” To destroy civilian property
as a military tactic against rebels in the field, not necessarily.

He had much occasion to think about proper rules in two world wars.

New Weapons Largely Displaced Old Rules

In January 1914, Winston Churchill was the naval minister in a liberal
cabinet. A retired former admiral had warned him that in the event of war,
Germany would use submarines to attack merchant shipping. He replied: “I
do not believe this would ever be done by a civilized, scientific, Power,”
comparing submarine attacks to “the spreading of pestilence and the
assassination of individuals” and other practices that “are frankly

unthinkable.””3 He was disabused of these illusions by the ensuing war. His
postwar memoir, The World Crisis, summed up the experience this way:

The Great War differed . . . from all modern wars in the utter ruthlessness with which it was
fought. . . . Germany, having let Hell loose, kept well in the van of terror; but she was
followed step by step by the desperate and ultimately avenging nations she had assailed. . . .
Merchant ships and neutral ships and hospital ships were sunk on the seas and all on board
left to their fate or killed as they swam. Every effort was made to starve whole nations into



submission without regard to age or sex. . . . Bombs from the air were cast down
indiscriminately. Poison gas in many forms stifled or seared the soldiers. Liquid fire was
projected upon their bodies. . . . When all was over, Torture and Cannibalism were the only
two expedients that the civilized, Christian States had been able to deny themselves: and

these were of doubtful utility. 74

Most of what he lamented—the sinking of merchant ships at sea, the use
of naval blockades “to starve whole nations,” indiscriminate bombing from
the air—continued on a larger scale in the next world war.

Technological advances not only generated new weapons, but also
brought civilians more deeply into the waging of war. Nations could not
field large armies and navies without the mass production of equipment,
food, and fuel by millions of workers, nor could they coordinate their
operations without vast transportation, energy, and communications
networks. Nations used their new weapons not just for tactical advantage on
the battlefield, but to degrade both military industries and civilian support
for the war. Governments would not live up to a ban on new weapons until
they had seen their effects in practice.

Here we will look at the disputes about war tactics that were most bitter
during the First World War. On the one side, the Allies attempted to choke
off seaborne supplies to Germany, ultimately including food shipments. On
the other side, the Germans attempted to stop all shipping to Britain with
submarine attacks. World War I shows that new legal prohibitions will not
easily suppress weapons or tactics that seem to have war-winning potential.

At the outbreak of the Great War, Britain announced that it would
interdict shipments of war supplies to Germany. By 1915, the blockade was
no longer a method for restricting the flow of military supplies but evolved

into a strategy described with a new term: “economic warfare.”’? Germany
retaliated by declaring a shipping exclusion zone around the British Isles
enforced by submarines with the freedom to torpedo both British and
neutral merchant ships without warning.

Allied and neutral powers expressed indignation at the German tactic.
Britain’s attorney general, F.E. Smith, documented that German submarine
attacks were unique in naval history in leaving merchant crews and civilian

passengers to drown.”® He acknowledged that a belligerent state might
rightfully seek “to weaken the adversary by attacking his financial and



commercial resources” even on the high seas. But Smith insisted that
pursuit of that strategy “does not and cannot carry with it the right to take

the lives of noncombatants.”’’ Across the ocean, the United States had,
from the outset of the war, protested against restrictions on neutral shipping
imposed by Britain and France. But German submarine attacks were seen as
a different category of tactics from diverting neutral ships to Allied ports.
While Americans criticized Allied blockade policies as excessive, they

denounced German submarine attacks as barbarous.’® In 1916, President
Wilson had criticized submarine attacks on merchant shipping as
“incompatible with the principles of humanity” and with “the sacred

immunities of noncombatants.””° He expressed particular outrage at attacks
on passenger ships, such as the Lusitania, carrying ordinary travelers from
neutral states. Despite repeated American warnings, Germany announced in
early 1917 that it would resume unrestricted submarine warfare. At
Wilson’s urging, the U.S. Congress responded with a declaration of war.

In the meantime, the Allies had gradually tightened their blockade to
encompass food shipments to Germany and most shipping to neighboring

neutral states to prevent cargo from reaching Germany on 1and.80 The
Germans argued that the “starvation blockade” clearly violated international
law. Besides, they complained, Britain had taken to arming its merchant
ships, making it impossible for lightly armed submarines to give them
advance warning, as previous practice required. Armed ships in war zones
could not expect peacetime courtesies. As it happens, the decision to arm
British merchant ships was taken by naval minister Winston Churchill, who
insisted that the ships carried only “defensive arms” so they should not be

treated as wa1rships.81

The legal issues were complicated and somewhat technical. Both sides
appealed to pre-war understandings, few of which were grounded in
established treaties. Both sides claimed the right to undertake more extreme

measures in response to lawless conduct by the enemy.82 Some years
before the start of the war, conservative peers in the House of Lords had
defeated a treaty that was supposed to limit wartime interference with
merchant shipping, warning that in the event of war Germany might well



use its naval forces to block food shipments to Britain.83 The U-boat
campaign would, in fact, have imposed severe food shortages on Britain, if
the Royal Navy had not finally developed a naval convoy system to counter
the German submarine fleet. Once the United States entered the war, its
navy assisted the campaign against the U-boat menace while reinforcing the
Allied blockade on German and neutral ports.

The Allied position might seem self-serving. Certainly the Allied
blockade affected vastly more civilians than the German submarine
campaign. The Allies could not credibly depict their blockade as merely
obstructing the delivery of supplies to German armies in the field. After the
armistice in November of 1918, the Allied blockade continued for another
eight months to pressure the German government to accept the final terms

of the Versailles Peace Conference.84 After the war, British military
commentators celebrated the blockade as the decisive strategic measure that
had undermined civilian morale, ignited a rebellion in German cities, and

forced the German government to abandon the war.8°

The Anglo-American position, however, had a serious moral grounding.
The blockade imposed much hardship and misery. By 1918, when an
influenza epidemic swept across Europe, undernourished Germans were
particularly vulnerable. German officials could claim that hundreds of

thousands of people had died premature deaths in consequence.86 But the
effects of the blockade were long-term, cumulative, and indirect, leaving
much room for the German government to organize civilian relief efforts,

which it neglected to do on an adequate scale.8” The effect of a U-boat
attack was usually a quick death by drowning. With submarines in the
vicinity, even nearby Allied ships could not stop to rescue survivors.

From the British perspective, the moral distinction was clear and
obvious—even years later. In 1929, President Herbert Hoover, who had
launched his public career distributing food aid to Europe at the end of the
world war, proposed an international convention to exempt food shipments
from wartime blockades. The British government rejected the proposal,
though at that moment conducted by the Labour Party, which had long
claimed to be an advocate for humanity. As a report to the cabinet from
military leaders explained, “To tell a potential enemy that in all



circumstances you will feed him is not to reduce the risk of an

aggression.”88

The British still insisted, however, that submarine warfare was an evil
that must be repudiated. At the Washington Naval Conference in 1922, the
British advocated a convention that would have reaffirmed the prewar
understanding of permissible naval tactics. Civilian shipping should never
be attacked without warning and never put in danger of destruction, the
treaty stipulated, “unless the crew and passengers have been first placed in

safety.”89 The treaty proposed to enforce these standards by imposing
personal liability on non-compliant crews “as if for an act of piracy” (a

crime for which the usual punishment was death).90

The 1922 Convention foundered, due to opposition from France and
Italy. The British persisted. The fundamental provisions were included in
the London Naval Treaty of 1930, then extended to Germany in the Procés-

Verbal on Submarine Warfare in 1937.91 But even at the time, there were
doubts. “[T]he submarine is too useful and important an instrument of
modern naval warfare to be restricted in this fashion,” an American legal

analyst predicted in 1934.92 In 1939, on the very day Britain declared war,
in fact, a U-boat struck without warning against a British passenger liner.
Britain wasted no time in announcing a food blockade, even during the
so-called “phony war” that preceded the German invasion of France on
May 10, 1940. That summer, the new prime minister, Winston Churchill,
defended food blockade in an emphatic public speech. He declared that his
government would be rightly condemned “if we were to prolong the agony
of all Europe by allowing food to come in to nourish the Nazis and aid their
war effort, or to allow food to go in to the subjugated peoples, which

certainly would be pillaged off them by their Nazi conquerors.”93 After it
entered the war at the end of 1941, the United States used its own navy to
reinforce the British blockade.

In this war, however, the United States took a different position on
submarine warfare. On the day the Japanese struck Pearl Harbor, the United
States adopted its own policy of unrestricted submarine warfare against
Japan. The new American policy was adopted so quickly, it could not have
been a sudden impulse. As historians later discovered, the U.S. Navy had



been contemplating this tactic for more than a year. It was clearly contrary
to previous American claims about international law, including the main
reason for declaring war against Germany in 1917. Staff advisors to the
Chief of Naval Operations suggested that unrestricted submarine warfare
could be justified as a reprisal against Japanese atrocities in China or some
other Japanese misdeed. In the event, no public explanation was provided
for the change in U.S. policy, nor is there even a document recording

President Roosevelt’s approval.94 The resort to a new policy on submarine
attacks must have been fully anticipated within the Navy, however. A local
commander in the Philippines authorized submarine attacks even before the
Navy Department wired approval in the hours after the Pearl Harbor

attack.9°
The United States Navy pursued the policy with relentless
determination. It became, as a naval historian concludes, “the most

successful practitioner of submarine warfare in history.”96 By 1943,
shipments of oil to Japan, for example, had fallen to 29 percent of 1941

levels and by 1944 to less than 14 percent.97 By the end of the war, U.S.
submarines had sunk 1,300 Japanese merchant ships, nearly as many as

Japan had on hand at the start of the war.98 Lacking vital supplies, Japanese
war industry dwindled to a standstill. The civilian population faced slow
starvation.

At the Nuremberg trials, British prosecutors insisted on bringing war
crimes charges against top German admirals for submarine warfare.
Defense lawyers introduced an affidavit from Admiral Chester Nimitz,
commander of U.S. naval forces in the Pacific, acknowledging that the U.S.
Navy had pursued similar tactics against Japan to those adopted by U-boats
in the Atlantic. The tribunal declined to convict on that charge, which legal
commentators saw as a tacit admission that the Second World War had

changed the prevailing rules.9” Meanwhile, Article 42 of the U.N. Charter
authorized the Security Council to impose a “blockade” of any state that
resisted its directives—with no exception for food shipments.

There has been no serious proposal for a new convention to limit
submarine attacks on civilian shipping as a war tactic. Less formal
restatements of the relevant law imply that western states, particularly the



United States, are prepared to embrace very severe blockade policies in a
future war, so long as they acknowledge some humanitarian limits. Since no
major power has implemented a long-term blockade since 1945, it is
unclear how such a tactic would now be pursued, but we have some
indications of what is now viewed as acceptable.

In 1994, experts from the Western naval powers agreed on a guide to
applicable international law, the San Remo Manual. It offers a number of
humanitarian restraints on behalf of hospital ships and ships devoted solely
to the transport of civilian passengers, but still allows attacks on enemy
merchant ships when they refuse to stop for inspection or sail under convoy

of enemy warships.loo It cautions that neutral merchant ships should not be
struck without warning, unless the cargo may “make an effective
contribution to the enemy’s military action” and “circumstances do not

permit” giving a walrning.lo1 It prohibits only blockade measures with “the
sole purpose of starving the civilian population,” but acknowledges that the
blockading force may restrict food shipments if they do not conform to the

supervision and conditions imposed by the blockading power.102

U.S. Navy manuals have indicated that merchant ships may be subject
to attack if they contribute to the enemy’s “war-sustaining effort,” which
includes not only relevant imports but also revenue generating exports

(such as oil shipments).103 That policy is affirmed in the 2015 Department
of Defense Manual on the Law of War, which even cites Admiral Nimitz’s
Nuremberg affidavit to illustrate circumstances in which making provision

for survivors of an attack may not be “feasible.”104

These episodes and their aftermath do not prove that nations will always
seize any new weapon or tactic that promises brief advantage. Poison gas,
which caused so much misery in the First World War, was not used in the
Second World War. Nuclear weapons have not been used since 1945.
Experience in the First World War seems to have persuaded military
commanders of all the major powers that poison gas was not a war-winning

weapon.105 The Germans did not draw that conclusion from their
experience with submarine warfare in the First World War, nor did
American naval planners. Germany was already trying to starve Britain in
both world wars, while the United States was so much less vulnerable to



Japanese counterattacks in the Pacific that it did not have to worry that its
submarine campaign might prove a provocative strategy. Given the strategic
situation of the U.S., with a preeminent navy but no great dependence on
imports from abroad, American planners did not need to worry about
setting a dangerous precedent for future wars.

As these episodes also illustrate, nations tend to interpret the rules or
norms in their own interest. That does not mean moral arguments all reduce
to bluster. Unlike the German U-boats, U.S. submarines did not attack
neutral ships or ordinary passenger ships. And indignation against German
submarine attacks in the First World War was probably colored by reports
of German atrocities against civilians in Belgium, which inclined Allied
opinion to see German tactics at sea as characteristically heedless of

humanitarian concern.106 The Allies did not see their own measures in that
light. Nor did others. Certainly, no other states were moved to assist
Germany after 1915 to counter Allied tactics. That was so even in regard to
the most extreme Allied measures in the Second World War.

Attack from the Skies

Bombing of cities was the controversial new tactic in the Second World
War, as submarine attacks had been in the previous world war. But even air
attacks were not a complete novelty. Here, too, there was dispute about
applicable rules, followed by a breakdown of inhibitions. In 1917, soon
after it resumed U-boat attacks on Atlantic commerce, Germany embarked
on another desperate tactic. It sent Zeppelin air ships to drop bombs on
London and a few other English cities. The Allies denounced the Zeppelin
raids as “terror” attacks since they seemed to have no purpose other than to
terrorize civilians. In the meantime, British and French airplanes dropped
bombs on German cities, but this was depicted as something quite different
because the intended targets were arms depots or arms factories. Britain was
so committed to this tactic that it organized the first independent air army in
1918, the Royal Air Force (RAF). German cities escaped the RAF’s
planned bombing campaign when a revolution in Berlin brought a new
government, which hastily agreed to an armistice in November 1918.



The Versailles Treaty tried to spare the world from any threat of
subsequent German air attack by prohibiting a German air force. That was
not enough to make western states lose interest in air power. As noted
earlier, the RAF was redeployed for service in colonial outposts, where it
bombed villages to suppress rebellions. The U.S. Army Air Corps was
deployed to Nicaragua to help the Marines suppress the Sandino rebels in
the 1920s. Other colonial powers found similar uses for air attacks in the

interwar period.lo7
Meanwhile, Hugh Trenchard, Air Marshal of the RAF, developed plans
for an air assault on the enemy capital at the outset of the next war, which,

in the early 1920s, he imagined as a war against France.108 By the mid-
1930s, other threats had come to the fore. Prominent military analysts,
lamenting the years of slaughter inflicted by trench warfare in the previous
war, urged entirely new tactics. Both British and American military leaders
negotiated contracts for the construction of fleets of long-range bombers
years before the outbreak of World War II. It is not true, however, that air
power simply inspired naive optimism. In Britain, senior officers in both the
army and the navy protested Trenchard’s loose talk of forcing the enemy’s
surrender by bombing civilians. The British navy saw it as analogous to
German U-boat attacks on civilian shipping and likely to provoke at least as

much condemnation and resistance. 109

In 1923, a conference of western legal experts at The Hague tried to
agree on rules to regulate air warfare. They agreed on a general prohibition
on “aerial bombardment for the purpose of terrorizing the civilian
population, of destroying or damaging private property not of a military

character, or of injuring noncombatants.”! 10 The wording implied that
“destroying or damaging private property” was not inherently subsumed by
the ban on “terrorizing.” A subsequent provision allowed aerial attack on
towns or cities “in the immediate vicinity of the operations of the land
forces” on the same wide terms allowed by the 1907 Hague Regulations for

artillery bombardment. 11! Tt was plausible to hope that bombardment from
the air as from artillery might force the surrender of a town or city already
within reach by advancing infantry.



The 1907 Hague Regulations prohibited bombardment against places
that were “undefended,” meaning towns or installations that could be seized
without resistance. By this reasoning, every town beyond the front lines
might be regarded as “defended.” That would mean, under the old rules,
that aerial bombardment could be conducted without limit to force the
surrender of the whole country. The Air Rules tried to impose limits by
requiring that beyond the front lines, air attacks must be directed at a
“military objective,” which included not only troop centers and arms depots
but factories engaged in war production and “lines of communication or of

transport used for military purposes.”112

It is telling that western states attempted to negotiate limitations on
bombardment even in the early 1920s. It is equally telling that the
governments never adopted these rules. The British government, with the
largest air force at the time, was persuaded by internal objections. Air
Marshal Trenchard, acknowledging that it would be wrong simply to pursue
indiscriminate bombing of civilians, asked why should it be acceptable to
deploy bombing to “terrorize” soldiers but not the munitions workers or

dockyard workers who supplied them?113 When the British government
announced that it would not ratify the Hague Rules on Air Warfare, other
participants in the negotiation abandoned the project.

The ambivalence remained. In 1924, J.M. Spaight, a legal analyst for
Britain’s air ministry, published Air Power and War Rights. He denounced
the idea that aerial bombardment could be unleashed to “spread death and
desolation” without limit, which he described as “a doctrine which can only
be described as medieval in its hideous simplicity.” But he acknowledged
that bombardment might prove to have a crucial “psychological effect”
which could demoralize the enemy and undermine the will to resist.
Governments probably would not be “satisfied with the limitations which
the humanitarians and idealists would impose” on air power. His solution
was to abandon rules limiting lawful targets to “military objectives” but
retain a continuing concern to safeguard human life. He advocated a
“compromise” in international law:

If you will agree to attack only that kind of non-combatant property which can be destroyed
without loss of life (I do not speak now of military objectives or combatants), I am prepared



to admit that such a method of warfare would be a reasonable development of the accepted
principles of international law. In brief, I will give you property to destroy if you will give

me life to save. 114

Spaight thought this compromise might be achieved by bombing
factories at night, when they were unoccupied. Others were less optimistic,
but still envisioned a future in which air power would be deployed when

states saw it as effective.11> Critics noted that limiting bombing of civilian
centers would simply encourage enemies to place military installations and

weapons production facilities in civilian areas.116 In 1938, the academic
International Law Association proposed limits on bombing and emphasized
protection for civilian life rather than property. It called for the evacuation
of women, children, and old men to designated safe zones, which would be
exempt from bombing attacks. The proposal took for granted that cities

would likely be bombed in the next war. 117
When war broke out in September of 1939, President Roosevelt urged

all sides to refrain from bombing cities.118 His appeal had no effect. In the
first weeks of the war, Germany’s Luftwaffe bombed Warsaw. It bombed
Rotterdam in the spring of 1940 and English airfields a few months later.
But the Germans could plausibly claim that their air attacks had been in aid
of ground offensives or focused on military objectives in the spirit of the
1923 Hague Rules. Both Britain and Germany hesitated to attack cities, in

what has been described as “deterrence before Hiroshima.”11”

When German bombs fell on London, Britain retaliated with a raid on
Berlin. The Germans may have struck civilian neighborhoods by accident,
but Britain took the episode as justification to commit to a far more
aggressive air war. The RAF continued raids on German cities even when
German air attacks on Britain halted in the spring of 1941. The RAF tried at
first to hit “military objectives” in night raids. “Business before pleasure,”
Churchill archly explained to a member of Parliament who complained

about excessive restraint.120
By the fall of 1941, careful studies, based on aerial photographs,
demonstrated that only 15 percent of bombs fell within a five-mile radius of

the intended target.121 Rather than abandon the bombing, the RAF widened



the targets. By the summer of 1943, the RAF sent a thousand bombers at a
time to attack Hamburg and Cologne in the hope that generalized
destruction in the vicinity of important “military objectives,” such as
factories, rail yards, etc., might do some actual damage or at least make it
hard for workers to return to their jobs. When American bombers joined the
RAF, they promised to strike “strategic” targets, but their practice was to
record almost any attack on a city as a strike on its “marshaling yards” (rail
centers), whether bombs destroyed the actual rail center or just the

surrounding neig_.f,hborhoods.122 Allied leaders were not fussy about proper
targets. At the 1943 Casablanca Conference, Roosevelt and Churchill
agreed on a “combined bomber offensive” which would, among other
things, aim at “undermining the morale of the German people to a point

where their capacity for armed resistance is fatally weakened.” 123 Was this
license to terrorize civilians, after all? Perhaps not in the minds of those
directing Allied “strategic” bombing.

The British were already well aware that bombing could do vast damage
without imposing a vast death toll. After the Battle of Britain, authorities
found that over 1,000,000 homes had been destroyed but only 43,000

people lost their lives.124 As Churchill noted in his memoirs, far more
tonnage was dropped on Germany but the Germans had much more time to

prepare shelters and air-raid responses for civilian defense.12° Britain’s air
minister told Parliament that the bombing of cities would ensure that
workers in German war production would be “de-housed” but not

killed.126
In later years, many scholars questioned the efficacy of strategic
bombing. They have argued that, since it was not clearly effective, it must

be regarded as morally questionable or simply immoral.127 Several
important considerations weigh against such confident conclusions. The
first is that the effort was extremely costly both in resources and in the lives
of Allied aircrews. Aircrew fatalities accounted for nearly one quarter of

British combat losses in World War I1.128 It was not a strategy that could
have been sustained without expectations that it would contribute to victory.
The second is that, whatever else it achieved, the bombing of German cities



diverted sizable Nazi resources to air defense. Fighter planes retained at
bases in Germany allowed Allied forces to achieve air supremacy in North

Africa, Italy, France, and the all-important eastern front.129 Whatever the
views of postwar critics, the German government at the time thought it was
vitally important to limit the effect of Allied air attacks, which made the
Allied air campaign a major front in the war. When reinforced with
American air power, the British air offensive sent an important signal to the
Soviets that the western Allies would help draw off German strength, even
if western troops were far from the main centers of the ground

campaigns.130

Finally, it is important to acknowledge that the air campaign was less
devastating than it might have been. Proposals to bomb small towns and
villages with no war industry but some potential to affect overall German

morale were rejected.131 No efforts were made to penetrate bomb shelters
to kill civilians. Proposals to drop poison gas or other chemical agents to

make bombing more frightful were also rejected.132 Efforts to knock out
particular strategic supplies, such as ball bearings, oil, and fuel, did not
prove as effective as hoped, partly because the Allies did not have the
intelligence to track all alternative sources of supply and foresee German
adaptation. The bombing could still be seen as a means to disrupt the
economy. At least as military commanders saw it, it was not simply
designed to terrorize civilians by mass slaughter, though it was hoped that
urban destruction would make workers less devoted or at least less
productive.

At Nuremberg, prosecutors did not even attempt to charge German

commanders with war crimes based on bombing of cities.}33 Britain’s most
prominent international law scholar in that era, Hersch Lauterpacht (soon
after appointed to the International Court of Justice), published an article in
1952 defending air bombardment, along with blockade, on the ground that
in a modern economy, it was no longer possible to make sharp distinctions
between “work which is and work which is not of direct military
importance.” Besides, he noted, legal commentators in the United States
and Britain had always rejected the claims of “continental writers” who
“regarded the distinction between combatants and civilians . . . as the most



fundamental principle of the law of war.”134 There still remained,
Lauterpacht claimed, an accepted rule that attacks should not aim at the
killing of civilians.

The drafters of the U.N. Charter made their own judgment. The Charter
equips the Security Council with an international bomber force, to be made
available by major military powers for “international enforcement action.”
In the late spring of 1945, as this provision was approved by the diplomats
gathered in San Francisco, the power most equipped to provide such force
was using B-29 bombers to devastate the cities of Japan. The Charter does
not limit the use of bombers to “military objectives,” let alone try to define
that term. In fact, the Charter authorizes bombing attacks as an alternative
to “military” action. The Charter contemplates that bombers will be ready
to deploy while the organization of land forces awaits Council negotiations
with member states on a case-by-case basis. In the circumstances,
international enforcement action by Council bombers could not focus on a
“military objective” that would provide “concrete and direct military
advantage” to a land campaign. A less euphemistic term for what the
Charter calls “enforcement action” might be “punitive action.”

In the one long war sponsored by the Security Council, the conflict in
Korea in the early 1950s, the American-led international force reverted to
the bombing of cities. General MacArthur’s air force chief announced that
“military targets” could extend to “every installation, facility and village in
North Korea.” The policy was implemented with “incendiary raids against

urban areas reminiscent of World War I1.”135 World War TI bombing was
treated as a perfectly adequate precedent for air strikes against North Korea.
It was also treated as quite a respectable military precedent in U.S. military

manuals and legal commentaries, as late as the 1970s.136

Conclusion: War in Context—Technological and Moral

Not everything done in past wars, even in wars of the twentieth century,
should be taken as moral guidance. Even the participants had some qualms.
At his last meeting with President Truman in 1952, Churchill wondered
whether the war leaders would be called to account, in the afterlife, for



agreeing to drop atomic weapons on Japan.137 He did not, however,
express public doubts about the bombing of German and Japanese

cities.138 But even J.M. Spaight, who gave unreserved praise to the
bombing of Germany during the war, later expressed doubts about the use
of atomic weapons on Japan. He worried that toxic radiation, killing long
after Japan’s surrender, was too much like the use of poison, prohibited in

the Hague Convention and in centuries of customary law. 139

Still, the methods used in previous wars reflect the circumstances. In a
long war, impatience leads to more extreme tactics. Extreme tactics are all
the more likely when one side can pursue them with more effect. Whatever
one might think of the destruction wrought by Union armies in the
American Civil War, it was a more inviting policy when Union armies were
marching through the South and Confederate armies were in retreat.
Southern schemes to launch terror attacks in the North may have been
disavowed as too shameful, but surreptitious attempts also proved to be too

hard for the isolated Confederacy to pursue.140

By contrast, even the more extreme Allied strategies in the world wars
built on past practice and the comparative advantages of the Allied powers.
The idea of using navies to disrupt enemy maritime trade was standard
British and American doctrine long before the First World War. The idea
that bomber fleets could be a strategic force on their own, and not merely
support for ground forces, prompted the British to create a separate Royal
Air Force in 1918. Only two nations invested resources to develop long-
range bomber fleets in the 1930s: the world’s two great naval powers at the
time, Britain and America, which were both thinking about attacking

enemies from a distance. 14!

What military capacities are developed and deployed is also a reflection
of what nations regard as acceptable. Whether we now think blockades and
bombings were carried to excessive lengths, they were not the work of
leaders who thought there were no limits at all on warfare. At the 1943
Tehran Conference, when Stalin and Roosevelt talked about the need to
execute 50,000 German staff officers after the war, Churchill stormed out of
the meeting because “the British Parliament and public will never tolerate

mass executions.”142 He already knew Britain would tolerate many times



that number of civilian casualties in air raids. He thought bombing was, in
moral terms, quite different. So did others. At Nuremberg, German defense
attorneys suggested that if German commanders had ordered the killing of
civilians, they were not so different, after all, from Allied commanders who
directed the bombings of cities. The parallel was indignantly rejected by
American judges. Their explanation of the difference was included in a U.S.

Air Force manual, decades later, 143

For centuries, western military thinking has rejected the notion that
deliberate killing of unarmed civilians or disarmed combatants is legitimate.
The same cannot be said of attacks on civilian infrastructure and property.
The idea that civilians should be shielded from direct attack does not mean
they must be regarded as mere bystanders. The Lieber Code made the point
quite explicit: It is “a requisite of civilized existence that men live in
political, continuous societies . . . called states or nations, whose
constituents bear, enjoy, suffer, advance, and retrograde together in peace
and war. The citizen or native of a hostile country is thus an enemy, as one
of the constituents of the hostile state or nation, and as such is subjected to

the hardships of war.” 144

We may think it is appropriate to have more constraining rules for
military operations in the twenty-first century, when technology allows
much more precise targeting. Commanders may have good reasons to
impose rules of engagement that are even more constraining than the
general rules. But we should hesitate to conclude that advocates for
humanitarian constraint in our era have better principles than the greatest
western war leaders of earlier times.



CHAPTER 4

How the Law of War Was Hijacked

centuries to limit the violence of war. In earlier times, nations would
not have considered the new weapons technologies before us, in
themselves, a threat to the existing rules of war. Now, critics worry that
robotics, cyber, and space weapons may violate the law of armed conflict
or, as it is now often called, International Humanitarian Law.

The new concerns may reflect trends in modern culture: utopianism,
suspicion of technology, and Western self-doubt. But what gives traction to
critics is that the law of armed conflict has changed. Or at least, treaties
crafted in the 1970s make it plausible to say so.

Signed in 1977, Additional Protocol I to the Geneva Conventions (AP I)
provided the first new framework for the conduct of war since the Hague
Regulations of 1907. It sought to provide new protections for guerrilla
fighters and even, by implication, terrorists. AP I also sought to provide
new restraints on the nation-states fighting them. The negotiations took
place at the end of the Vietnam War, a defeat for the United States that
sapped American confidence and damaged American prestige. AP I
advanced an effort by Third World nations, which formed a majority of the
nations at the AP I conference, to augment their power relative to the
advanced societies of the West.

As the previous chapter recounted, western states have struggled for



AP I not only extended protections to the irregular and unconventional
tactics of Third World combatants. It also rejected the West’s agenda. The
United States had hoped to improve protections for prisoners of war after
North Vietnam’s abuse of captured American airmen. AP I did nothing to
advance that concern. Serving as secretariat for the proceedings, the
International Committee of the Red Cross (ICRC) had originally proposed
less constraining restrictions on air attacks, which were more likely to be
conducted by western states. It also offered more definite restrictions on the
conduct of wars against domestic rebels (which were more likely to be
conducted by poor countries in Africa and Asia) in an accompanying
Additional Protocol II. The majority at the Geneva Conferences had
different priorities. The Red Cross adapted. Eventually, with varying
qualifications, most other countries did too. In practice, however, war in the
decades since has rarely conformed to these new rules.

In this chapter, we describe the politics behind the new International
Humanitarian Law. Whereas once the nations that fought wars set the rules
for hostilities, today the law itself has become an arena for ideological
struggle between advanced and developing nations. The chapter also tries to
highlight the dubious moral pretentions inspiring this effort, which we
believe western nations should resist. Critics might find support from some
AP I provisions when they criticize the most promising applications of new
weapons. But AP I can’t be treated as a clean, clear expression of a solid
international consensus or a statement of the best moral rules for war.

The Path to the New Geneva

The prominent role assumed by the ICRC in the drafting of the Additional
Protocols would have surprised earlier generations of leaders. The Geneva-
based organization started in the nineteenth century as an advocate for
medical assistance to wounded soldiers on the battlefield. The Red Cross
emblem, a red cross on a white field, simply inverted the colors of the
Swiss flag. Like the Swiss government, which encouraged and subtly

directed its efforts, the ICRC prided itself on its neutrality.1 It played some
role in monitoring conditions in prisoner-of-war camps during the First
World War, a role codified in the Geneva Convention of 1929. But “Geneva



law,” dealing with such humanitarian concerns, covered different issues
than the “Hague Rules,” which governed the actual conduct of war. In 1936,
the ICRC even declined to assist the League of Nations in investigating
poison gas attacks by Mussolini’s army in Ethiopia because it feared

compromising its neutrality.2

The ICRC first tried to expand its role during the Battle of Britain in
October 1940. Luftwaffe bombers were pounding British cities, while the
RAF responded by attacking targets in Germany. The ICRC approached the
British government with an offer to monitor bomb damage in both countries
so their air forces could confine themselves to proper military objectives. In
British eyes, the ICRC proposal did not logically follow from the
monitoring of conditions in POW camps. There was no treaty specifying
limits on bombing at the time and no agreement on proper targets. Britain’s
prime minister dismissed the Red Cross offer out of hand. “Under German
influence or fear,” Churchill scoffed, the Red Cross would “very likely . . .
report that we had committed the major breaches. Anyhow, we do not want
these people thrusting themselves in[;] . . . bombing of military objectives,

increasingly widely interpreted, seems at present our main road home.”>
Churchill’s skepticism proved well founded. During the war, Allied
governments pressed the organization to condemn Nazi genocide but
officials in Geneva, clinging to neutrality, refused to offer a word about the
central humanitarian catastrophe of the war. As historians would later
discover, when the ICRC did consider condemnation of Nazi extermination
camps, it proposed to link this condemnation with criticism of Allied air
attacks on German cities—a parallel which appeared in the writings of Red

Cross officials decades later.# It did not protest Switzerland’s imposition of

unique restrictions on Jews seeking safety in that supposedly neutral state.”
The ICRC was determinedly neutral. Down to the end, it prided itself on
its even-handed detachment in the war between the Nazis and Allied
liberators. In the last weeks of the war, a Red Cross agent managed to save
thousands of lives by directing an advancing American army patrol to the
site of a death camp in Austria. His superiors in Geneva issued a stern
rebuke for violating Red Cross neutrality. His repudiation by the Red Cross
prevented this hero from returning to his prewar career in the Swiss banking



industry.6 After the German surrender, the Red Cross tried to help refugees
from Nazi brutality, but also offered assistance to Nazi war criminals,

providing them with false documents to escape Allied military justice.7

The Additional Protocols of the 1970s came into existence only after a
considerable change in fortunes both for the Red Cross and for the western
powers which had paid it so little heed during World War II. In 1949, the
victorious Allies convened a Geneva Conference to elaborate humanitarian
norms for the conduct of war. Four conventions set out protections for
wounded combatants in land war, wounded or shipwrecked combatants at
sea, prisoners of war, and civilians under wartime occupation. No
convention defined limits on the conduct of military operations. The ICRC
appears to have played a marginal role in the negotiations of these
conventions, which were concluded after a few weeks of discussion among

military and diplomatic representatives of the major Allied states.8
As early as 1956, the ICRC published a proposal for tighter restrictions
on bombing attacks: Draft Rules for the Limitation of the Dangers Incurred

by the Civilian Population in Time of War.” Two things are notable about
this effort. First, it placed all emphasis on protecting civilian life and limb,
rather than asserting some inherent immunity for civilian property. It
prohibited “attacks directed against the civilian population, whether with

the object of terrorizing it or for any other reason. . . 210 depicted
protection for property as entirely a derivative concern: “In consequence [of
the immediately preceding prohibition against attacks on ‘the civilian
population’], it is also forbidden to attack dwellings, installations or means
of transport, which are for the exclusive use of, and occupied by, the civilian

population.”11 It restricted permissible attacks to “military objectives,” but
defined those to include all facilities “generally acknowledged to be of
military importance” unless their destruction under the circumstances

“offers no military advantage.”12 Second, the 1956 Draft Rules stirred no
interest from governments. The Red Cross managed to get the rules
endorsed by an international conference, but it was only a conference of

Red Cross affiliates.13 It was not until the late 1960s that wider interest
emerged.



A 1968 conference in Tehran was supposed to celebrate the twentieth
anniversary of the Universal Declaration of Human Rights. Instead of
criticizing the most oppressive regimes, the conference focused attention on
the Vietnam War, then at its height, and the recent conflict between Israel
and its Arab neighbors. The conference voted for a resolution calling for
human rights protection for civilians in wartime. The U.N. General

Assembly followed up with similar resolutions in 1968 and 1970.14 Among
other things, these resolutions called on the U.N. Secretary General to
assess the need for new international conventions. Rather than see this
sensitive subject taken over by U.N. bodies, western states expressed
interest in a new Geneva Conference, under the auspices of the Red Cross.
Why the change? Distance from the Second World War was one factor.
There had been some criticism of Allied bombing during the war, but it was
isolated in Britain and almost inaudible in the United States. Editorials in
The New York Times defended the firebombings of Hamburg and Dresden
when they occurred. Even the use of atomic bombs against Japan won

broad support in American opinion at the time.1® But twenty years later,
these tactics were viewed in a different context. The bombing of Dresden
was painted in lurid colors in a 1963 book by David Irving, which
suggested that a quarter of a million civilians had been killed in pointless

slaughter.16 Decades later, the author became more open about his Nazi
sympathies and was eventually sentenced to a prison term in Austria for

denying basic facts about the Holocaust.1” Other Nazi sympathizers made
such a cult of the Dresden attacks that the city itself commissioned a team
of historians to establish the actual casualties involved. They found the real
figure to be less than a tenth of what Irving had suggested. Historians also
clarified that Dresden, which sat in the path of the Russian advance, served
as a vital transportation and communication center and had a significant war

industry.18 Nonetheless, Irving’s account was popularized in Kurt
Vonnegut’s best-selling 1969 novel Slaughterhouse-Five, which in turn
inspired a successful film version. Academic works, including Michael
Walzer’s 1977 Just and Unjust Wars, cited Irving’s book to justify the claim

that the Allies had engaged in “terror bombing.”19



Revisionist accounts of World War II experiences might have made
little difference if the political context of the 1970s had not been so
different. The advent of nuclear-armed intercontinental ballistic missiles in
the arsenals of both superpowers raised the specter of annihilation in a
future great power war. Intense controversy had developed over the
Vietnam War, where more than half a million American soldiers were
fighting without decisive result. In contrast to the Korean War, the Vietnam
conflict did not enjoy the sanction of the U.N. Security Council. The United
States fought without European allies, almost without any allies at all, other
than some small contingents from Australia and Korea. Communist states
denounced the war in the most extreme terms. A Soviet report to the U.N.
in 1970 shrieked that western “imperialist powers” were conducting “a
policy bordering on genocide” in which “whole centres of population,
together with their peaceful inhabitants are annihilated and such means of

mass destruction as chemical weapons are used.”20 As the war became
more unpopular, even some respectable American publications began to
denounce U.S. measures in strident tones. When the Nixon administration
launched bombing raids on Hanoi at the end of 1972, The New York Times
denounced the resulting destruction as the worst since Dresden, which by

then had become a byword for barbarous overkill.2!l As even foreign
scholars subsequently acknowledged, however, the more precise attacks on

Hanoi did relatively little damage to residential areas in the city.22 They

persuaded North Vietnam to accept the terms of a peace agreement.23

Even so, the Tehran Conference and the subsequent U.N. General
Assembly resolutions focused on protection for “civilians” or “civilian
populations.” They said nothing about property. By 1968, the dominant bloc
at the U.N. called itself the “Non-Aligned Movement.” They were former
European colonies in Africa and Asia (along with most nations in Latin
America), now claiming independence from both sides in the Cold War. But
these Third World nations focused their complaints against western nations,
with the support of communist states. Third World nations were not very
concerned about property rights. At the same time that they called for
restrictions on warfare, they demanded protections for their right to
nationalize foreign property, almost all of which belonged to companies



based in Europe or North America. By the early 1970s, General Assembly
resolutions demanded a “New International Economic Order,” sponsoring
transfer of resources from affluent to poor countries, with little regard to

questions of property rights.24

The first human rights treaties that emerged from the U.N. General
Assembly in 1966 had adhered closely to the innocuous generalities of the
1948 Universal Declaration of Human Rights. A treaty defining human
rights protections in wartime might prove more mischievous.

In this context, the United States and other western states preferred a
new conference in Geneva, under Red Cross auspices. The United States
had one concern to which the Red Cross might have seemed particularly
relevant. It wanted better protection for POWSs, since North Vietnam had
abused and tortured American prisoners in defiance of the 1949 Geneva
Conventions. Following its usual practice, the Red Cross had declined to
make any public criticism of North Vietnam’s violation of the rules. It had
remained silent about abuse of prisoners by North Korea and China during
the Korean War. Somehow, its later complaints about improper treatment of
prisoners by American authorities at Guantanamo did become public. The
Red Cross was neutral, but in a posture that emphasized its patient openness

to enemies of the West.2 In the 1940s, its reputation suffered from its quiet
accommodations to Nazi horrors, after most of the world sided against
Germany. By the 1970s, a new configuration of power in the world
provided more of a platform for such neutrality. A few years later, an
American military lawyer scoffed: “It was clear to Western observers that
the ICRC is prepared to abandon its principles of impartiality, neutrality and

universality where politically expedient.”26
The Geneva negotiations did not secure new safeguards for prisoners of

war taken from Western armies.2” The negotiations did generate novelties
in other areas.

Novelties of the New Conventions

Up until the 1970s, western nations had dominated conferences on the
conduct of war. Now the majority represented non-Western, communist,



and Third World states. The results served their priorities.

The Third World was feeling its strength in the 1970s. In 1973, the
Organization of Petroleum Exporting Countries (OPEC) had organized an
embargo of oil sales to western European countries, ostensibly to protest
their support for Israel. A string of NATO countries promptly refused to
allow the U.S. to use their airfields to resupply weapons to Israel in the

Yom Kippur War.28 The world price of oil soon tripled, which encouraged
Third World nations to imagine they could squeeze wealth from developed
countries through similar raw-material cartels. Europeans accepted
terrorism as a threat that required accommodation. The massacre of Israeli
athletes at the Munich Olympics in 1972 was quickly followed by a
German government agreement to accommodate Palestinian concerns,

following release of the terrorists. 29

The Third World’s political and economic advance extended to military
affairs. American military analysts summed up the prevailing view at the
time: “Terrorism is seen as the unique weapon of the poor and fanatic,
airpower is seen as the symbolic weapon of the West—the means by which
the wealthy and advanced countries can bully the poor and weak countries.
Thus, bombing is automatically viewed in the Third World as cruel and

heavy-handed.”30 Third World states, driving the agenda at the Geneva
Conference in the 1970s, were eager to limit the permissible reach of air
attacks. On the other hand, Third World countries were sympathetic to
“liberation movements,” even when they used tactics viewed by Western
countries as terrorism. So the conference also aimed to promote new legal
protections for guerrilla fighters. Both the Palestine Liberation Organization
(PLO) (fighting Israel) and the African National Congress (ANC) (fighting

South Africa) were invited to participate and urge their concerns.>1

Third World governments wanted new constraints on military
interventions by Western states. Since 1945, these interventions had always
occurred in developing countries, which viewed them as unacceptable
interference in their own internal affairs. Developing countries, however,
were not always at peace when left to themselves. Far more civilians died
from brutal internal conflicts in developing countries than from outside
interventions. In the late 1960s, the Nigerian civil war and the tribal conflict



in Burundi killed hundreds of thousands of civilians. Western advocates for
humanitarian restraint accordingly urged that international rules should be
extended to protect civilians in such conflicts. Third World governments
viewed such proposals as a new pretext for outside intervention.

The Red Cross acknowledged the competing concerns by proposing two
conventions, one for international and one for non-international conflicts.
The Red Cross understood that a successful outcome required concessions
to the Third World majority, so it offered notably more detail about
restraints in international conflicts. Its proposal for the new convention on
international conflicts (what became AP I) had 90 articles, while the
counterpart for non-international conflicts (what became AP II) had only

47.32 Even such accommodations proved insufficient amidst the intense
divisions among the delegations at Geneva.

Previous conferences on the law of war, whether at The Hague or
Geneva, had completed their work in a few weeks. The Geneva Conference
of the mid-1970s dragged on for three years. It took that long to work out
what compromises could secure general support, at least among the
diplomats involved. After years of haggling over each proposed article in
the Protocol on non-international conflicts—the conference tried to discuss
parallel provisions in each Protocol in tandem—the delegate from Pakistan
announced that it was all too complicated for developing countries. He
offered a highly truncated version, reducing 47 articles to 27. It soon
became clear that the Third World majority regarded this as a take it or

leave it offer. The conference decided to take it.>3

The conference diluted the restraints on the waging of internal conflict.
The 1973 Red Cross proposal on non-international wars had contained a
provision with the heading “Basic Rules.” It declared that “military
operations” must take “constant care” to “spare the civilian population,

civilians and civilian objects.”34 The final text of Protocol II drops the
phrase “Basic Rules” and also the reference to “civilian objects”—along
with “constant care.” Instead it simply admonishes against making “the
civilian population as such as well as individual civilians . . . the object of
attack.” In a new and more permissive formulation, it prohibits “acts or
threats of violence the primary purpose of which is to spread terror among



the civilian population.”35 Similarly, the Red Cross draft prohibited attacks
directed at military objectives, when “expected to entail incidental losses
among the civilian population and cause the destruction of civilian objects
to an extent disproportionate to the direct and substantial military advantage

anticipated.”36 That restriction disappeared from the final text of AP II,
with no counterpart or replacement.

Meanwhile, the diplomatic conference moved in the other direction
when it came to the convention for international conflicts (AP I). The
“Basic Rule” on distinction remained. Separate protections for “civilian
objects” (already included in the Red Cross proposal) were tightened, along
with the proportionality requirement. In the 1973 Red Cross proposal, the
prohibition against “disproportionate” harm was framed in relation to
attacks causing “losses among the civilian population and . . . destruction of
civilian objects. . . .” Arab delegations urged that this provision be amended
to prohibit any attack causing “destruction to civilian objects” even if not
causing any “losses among the civilian population,” regardless of whether it
achieved “substantial military advantage.” Communist countries endorsed
that approach. Western delegations (especially the British, U.S., and
Canadian delegates) insisted that some accommodation must be made for
situations where incidental harm was unavoidable, but yielded

proportionate advantage to the attacker.>”

An Egyptian delegate summed up the Third World attitude as follows:
“In dealing especially with the Western countries, anything that could be
formulated in the very precise terms of an operational rule was considered

as nonsense.”>° Western delegates managed to gain agreement on the AP I
formula allowing “incidental harm” if not “excessive.” In return for getting
the conference to agree on the “proportionality” rule in AP I, western
delegations accepted more demanding restrictions on attacks against
“civilian objects.” The final text of AP I lays down an all-encompassing
immunity for “civilian objects,” defined simply as those which are not
“military objectives,” with the latter phrase explained as “objects” whose

destruction “offers a definite military advantage. »39
The final text of AP I then added further qualifications. “In case of
doubt” whether an object “normally dedicated to civilian purposes . . . is



being used to make an effective contribution to military action, it shall be

presumed not to be so used.”#0 Even reliable indications that fighters had
stockpiled weapons in a school or a private home would not justify an
attack on that site, unless the evidence also showed this arsenal would likely
“contribute” to making fighters more “effective” in the next engagement—a
level of intelligence not easy to come by in the midst of ongoing conflict.
Nor could the attack be justified as reprisal for violating the rules. In
another reach beyond the Red Cross draft of 1973, the final text of AP I

prohibits any attacks on “civilian objects” by way of “1rep1risal.”41 By
contrast, the 1907 Hague Regulations had named protected sites. It listed
“buildings dedicated to religion, art, science, hospitals,” but stipulated that
their immunity was entirely contingent on their “not being used at the time
for military purposes.” If one side tried to gain military advantage from
these immunities, they were forfeited. Because the Hague Regulations said
nothing about reprisals, they remained a ready device to retaliate for

violation of the rules.*2

AP I’'s new approach would encourage defenders to use civilians or
civilian facilities to “shield” their military forces. The Red Cross draft tried
to anticipate this danger with a provision admonishing against “attempts to
shield military objectives from attacks” through the “presence or

movements of the civilian population.”43 The final version of AP I
embraces most of this language, but then adds a warning that “violation of
these prohibitions shall not release the Parties from their legal obligations”

to avoid harm to “civilians” or “civilian objects.”44 A subsequent provision
warns that state parties must find and punish those responsible for “grave
breaches” of the Convention. Its enumeration of such “grave breaches”
includes violation of the rules on “distinction” and “proportionality,” but
not the supposed rule against using “civilian shields” to deflect attack on

military fighters or facilities.*>

The same Third World bias occurs in the provisions on captured
fighters. The Red Cross draft sought to assure prisoner-of-war protection
for irregular fighters, but limited such protection to fighters who (a)
“remain under a command responsible to a Party to the conflict responsible
for its subordinates,” (b) “distinguish themselves from the civilian



population in military operations,” and (c) “conduct their military

operations in accordance with the Conventions and the present Protocol.”40
As adopted, AP I admonishes that “all combatants are obliged to comply
with the rules of international law applicable to armed conflict” but then
immediately swerves to the contrary stipulation that “violations of these
rules shall not deprive a combatant of his right to be a combatant or . . . his

right to be a prisoner of war.”4” To qualify for POW protection, and thus
exemption from prosecution for taking up arms, it is enough if a “combatant
. carries his arms openly . . . during such time as he is visible to the

adversary . . . preceding the launching of an attack.”#8 AP I does not make
it necessary, after all, to submit to responsible superiors or even to act in
accord with the law of armed conflict. A further provision indicates that
combatants who do not conform even to these minimal requirements “shall
nevertheless be given protections equivalent in all respects to those

accorded to prisoners of war. . . 249 Lest there be any doubt about the
beneficiaries of these new rules, AP 1 cautions that the special
accommodations to irregular fighters are “not intended to change the
generally accepted practice of States with respect to the wearing of the
uniform by combatants assigned to the regular uniformed armed units of a

Party to the conflict.”>Y

AP I imposed a one-sided answer to a problem that had long concerned
military commanders. The first Hague Peace Conference in 1899 had
struggled over the proper limits on an attacking army that faced civilian
volunteers in opposition. Targeting irregular fighters could lead to mistaken
attacks on civilians; but the volunteers were bound to provoke such
indiscriminate responses if they could not be clearly identified. The Hague
Conventions accordingly stipulated that resistance fighters would be
ineligible for prisoner-of-war protections unless they operated as a distinct
organized force and clearly distinguished themselves from ordinary

civilians.®! AP I decided those requirements were too burdensome. But it
did not allow nations that observed the rules to pursue irregular fighters
with troops of their own operating out of uniform. That might threaten
civilians!



Another reflection of AP I's political bias is the different treatment
accorded to fighters with ideological claims, compared with other non-state
combatants. AP I introduced a novel provision on “mercenaries.” They
cannot receive “prisoner of war” protection, even if they fight in uniform

and follow the international rules applicable to armed conflict.°? AP I
defines a “mercenary” as a non-national of the nations at war who is
“motivated to take part in the hostilities essentially by the desire for private
gain.” Ideologues, such as jihadi or communist volunteers, are not covered.
Rich countries, such as South Africa and Rhodesia, had the luxury of
employing mercenaries in the 1970s. AP I did not require that nations treat
such mercenaries humanely, let alone “with protections equivalent in all
respects to those accorded to prisoners of war.”

From all that appears in AP I, mercenaries can be shot even after they
surrender. Little over a decade before the Geneva Conferences, victorious
Algerian rebels slaughtered tens of thousands of Arab soldiers after their
surrender—more than 150,000 by some estimates—because they had

fought under French command during the long conflict.>3 Western legal
scholars protested that denying protection to mercenaries seemed to
distinguish categories of combatants based on their purpose for fighting, in
disregard of the modern doctrine that jus ad bellum considerations should

not distort jus in bello rules.># But Third World liberation ideologies were
ascendant at the Geneva Conference. AP I implicitly endorsed the most
brutal tactics of past victors in liberation struggles.

AP I openly sought to constrain western states without imposing serious
constraints on Third World forces. In another leap beyond the Red Cross
proposals, the opening of AP I announces that it applies to “international
armed conflicts” but also to “armed conflicts in which peoples are fighting
against colonial domination and alien occupation and against racist regimes

in the exercise of their right of self-determination.”>° By this provision, an
irregular force not connected to its own state—say the ANC fighting the
government of South Africa or the PLO fighting Israel—might claim all the
benefits of AP I that apply to international conflicts. But for that to happen,
nations such as South Africa and Israel would have had to ratify AP I,
which they did not do (South Africa only adhered to AP I in 1995, after the



transition to majority rule). Their refusal to ratify rendered this provision
mostly a theatrical echo of numerous U.N. General Assembly resolutions
denouncing apartheid and Israel (sometimes combining these enemies into
“Zionist racism”). Like those resolutions, it had no clear legal significance
except to gesture at the favorite hate objects of that era.

But AP I expressed an even deeper element of make believe. If it really
intended to protect those irregular forces out of uniform and without clear
military command, its suggestion of common rules for all participants in an
armed conflict was absurd. A force that refuses to show itself openly and
hides among civilians cannot win an open confrontation against an actual
army. AP I ostensibly requires these forces to attack the enemy military and
prohibits them from targeting civilians. In most situations, however, that
would be a futile or self-destructive approach for guerrillas. They choose
asymmetric methods precisely because the military forces of established
states are larger and better equipped. Guerrilla insurgencies have usually
trained their attacks on less protected civilian targets. They use terrorism to
extort support from the surrounding civilian population. Such brutal tactics
were the stock in trade of the ANC and the PLO even at the time of the
Geneva Conference in the mid-1970s, as they had been for guerrillas in

Algeria and South Asia in the preceding decades.”® Such tactics have been
characteristic of insurgencies across the Middle East, Africa, and Asia since
then.

Even if the drafters of AP I hoped that irregular forces would be more
restrained in the future, such fighters could not be expected to comply with
the actual provisions of the convention. They would not only have to focus
their “attacks” on “military objectives,” but do so without imposing much
“incidental loss of civilian life” or “injury to civilians” or “damage to
civilian objects.” In other words, they would have to strike “military
objectives” in a precisely targeted, almost antiseptic, way. Attacks that
cause civilian “loss” or “injury” or “damage” are only allowed under AP I
when not “excessive in relation to concrete and direct military advantage
anticipated.” How much “concrete and direct military advantage” can be
“anticipated” from any particular “attack” by an irregular force, when that
force is too weak to risk an open battle?



Guerrillas may destroy or kill, but rarely will they achieve a “military
advantage” in the normal sense of undermining the fighting capacity of the
opposing military force. Guerilla forces may reasonably hope to prevail in a
long struggle, but not by securing “military advantage” in the usual
understanding of the term. They can only prevail by undermining their
enemy’s morale. Indeed, the most likely morale target is not the military
forces opposing them but the civilian population supporting the enemy. The
real target for irregular forces is, almost of necessity, civilians. They are
fighting a political struggle, not a military one.

The significance of AP I is that it gives irregular forces license to fight
in ways prohibited to the state opposing them. Instead of different rules for
different kinds of wars, AP I created different rules for opposing sides in the
same wars.

Legalism and Lawfare

Advocates for the new rules faced a challenge in winning their acceptance.
The new rules were obviously biased. And the foundational rule in
international law is that treaties can only bind nations that have consented
to them. In the past, almost all states quickly ratified treaties that imposed
humanitarian limits on war, as with the Geneva Conventions in 1949 and

the Hague Conventions in 1899 and 1907.°7 But within the first decade of
their completion, few western states ratified the 1977 Additional Protocols,

though Jordan, Egypt, Syria, and China had already embraced them.>8

In the final years of the Cold War, western states began to change their
attitudes, a change that accelerated after the collapse of the Soviet empire.
Belgium, the Netherlands, Italy, and Spain ratified in the late 1980s.
Australia, Canada, Germany, and Portugal ratified between 1990 and 1992.
Britain did not ratify until 1998, France not until 2002. The United States
has never ratified. A number of other states with substantial military
capacities and worries about terror insurgencies, including India, Israel,
Indonesia, and Turkey, have also declined to ratify. Many of the western
states ratified with reservations, claiming a somewhat greater range for

military operations (such as the right to strike civilian objects in reprisal).59



Faced with this resistance, supporters of the new rules sought ways to
apply them universally. Advocates have pursued two general strategies to
this end. First, they claim that the new rules have assumed the status of
customary international law and are therefore binding on all states,
regardless of whether they have ratified the Additional Protocols. The ICRC
began urging this doctrine in its commentaries on APs I and II, published in

1987.60 Many provisions in the treaties had been characterized, even at the
1977 Geneva drafting conference, as codifications or clarifications of
accepted practice. But agreement on a background principle does not
necessarily constitute endorsement for precise formulations or their
applications. Claims about customary law have sometimes looked to treaty
provisions as indications of widely shared understandings, as the United
States has done with respect to some provisions of the U.N. Law of the Sea
Convention. But this approach is most plausible for treaty provisions that
states regard as non-controversial.

The ICRC was determined to reach beyond consensus on broad
principles. In 2005 it published a massive three-volume study, Customary
International Humanitarian Law. It tries to demonstrate that virtually every
provision in both Additional Protocols has now become binding as
customary law. It reaches this conclusion by relying on evidence of what
states say, rather than what they do. The evidence adduced ranges from the
fanciful to the fantastical. The ICRC’s study, for example, claims that Great
Britain regards bombing of “civilian objects” as contrary to international
law because of a speech by Prime Minister Neville Chamberlain in
February 1938. The ICRC editors did not think it relevant that Mr.
Chamberlain’s immediate successor endorsed a very different approach to
bombing during an actual war. In the same spirit, the ICRC reports that
Syria’s Hafez al-Assad and Iraq’s Saddam Hussein opposed bombing
civilian objects. As proof, it cites their speeches, ignoring their quite

contrary actions.6!

Meanwhile, the ICRC relies on evidence from more curious sources. A
host of small countries are included, such as Ireland and Norway, Cameroon
and Togo, which are not known for their martial exertions after gaining
independence. Even more remarkably, the ICRC reports the declarations of
non-governmental advocacy groups, such as Human Rights Watch and



Amnesty International.52 This reductio ad absurdum is, in its own way,
logical. If states that do not engage in combat operations can help establish
the customary practice, why not organizations that are not even states? This
approach rejects the principle that the rules of war are established by mutual
agreement of the “contracting states” (as the Hague Conventions and the
1949 Geneva Conventions call the parties). It is as if the relevant law could
be directly established by universal humanity, speaking through any entity
that appoints itself to speak for mankind at large. In fact, the ICRC itself has
campaigned to call the whole body of law (what used to be called “the law
of war” or “law of armed conflict”) simply “International Humanitarian
Law.” The Red Cross does not conduct wars and does not even take sides in
armed conflicts but the claims of humanity at large transcend the concerns

of particular fighting forces.53 An American legal scholar aptly summed up
this non-state-centered approach to the law of armed conflict in the title of

his book, The End of Reciprocily.64
Scholars of international relations speak of this moral posture as
“Kantian,” because of its moralism and disdain for practical considerations

or ultimate consequences.65 That may be a bit generous. Given its manifold
connections to the Swiss government, the ICRC was bound to adopt a
neutralist stance during the Second World War, making it indifferent—at
least in principle—to the outcome. It failed to make any comment on the
most terrible humanitarian challenges of that war, as even a historian

commissioned by the ICRC itself has found.5© The ICRC maintains the
same posture in its advocacy for the Additional Protocols. The ICRC’s
official commentary on AP I insists, for example, that the proportionality
rule “does not provide any justification for attacks which cause extensive
civilian losses and damages. Incidental losses and damages should never be

extensive.”6” By this criterion, Allied war measures in the Second World
War must be condemned, even if they saved many more lives by shortening
the war.

That outlook could charitably be described as a sign of tunnel vision.
The Red Cross was quite well informed about the Holocaust but chose to
say nothing lest that compromise its other humanitarian work. Amnesty
International, launched in the 1960s to advocate against torture, remained



silent while the Khmer Rouge butchered some two million people in
Cambodia, lest denunciation of that slaughter distract from AI’s more

urgent work, criticizing western-backed governments elsewhere.8 The
ICRC was similarly reticent about the horrors perpetrated by the Khmer

Rouge.69 Responsible governments should have disregarded sanctimonious
admonitions from such morally unserious quarters.

But advocates for the new rules have not simply relied on moral appeals
to get governments to embrace them. They have also relied on international
courts to enforce these standards in individual criminal cases. This was, in
itself, a novelty of the 1990s. True, the Nuremberg tribunal and its
counterpart in Tokyo tried “war criminals” of the Axis powers. But these
tribunals were established by occupying authorities in countries that had
surrendered to them unconditionally. Courts controlled by the Allies were
the only courts operating in Germany and Japan in 1945.

In earlier times, wars had generated protests that one side or the other
(or typically, both) were violating norms of proper military conduct. But
almost all previous wars were settled by negotiation. A typical provision of
the peace was that abuses that may have been committed would be
forgotten for the sake of peace. The Treaty of Westphalia, for example,
included a provision that committed all sides to forgive three decades of
terrible abuse. Lassa Oppenheim’s treatise, International Law (first
published in 1904-05, updated through twelve successive editions), laid
down as a general rule that war crimes must be punished during the war or

the charges lapse at the advent of peace.70 This principle was the logical
counterpart to the relaxation of war rules in long wars.

When the object is to win, a nation does what it deems necessary to
master its enemy; when the object is to make peace, nations forget what
needs to be forgotten. War crimes trials did not follow the Korean War, the
Vietnam War, or the conflicts in the Middle East in the 1960s and 1970s.
Compromise peace agreements did not provide opportunities for war crimes
tribunals. As late as 1991, the U.N. Security Council approved an armistice
after U.N.-sponsored forces drove Saddam Hussein’s army from Kuwait.
Iraqg was required to pay indemnities to Kuwait for wanton damage, but the



Council did not establish a war crimes tribunal to try Saddam or his top

henchmen. The priority was making peace.71

But in 1993, the U.N. Security Council established an ad hoc tribunal to
prosecute abuses committed in the ethnic conflicts of the former
Yugoslavia. Rather than send troops to protect ethnic minorities, the U.N.
sent lawyers to The Hague to judge accused criminals who might turn
themselves in (most did not). The war crimes tribunal for the former
Yugoslavia turned Nuremberg on its head. Instead of judging after conquest,
there would be accusations from the sidelines while fighting continued. The
U.N. followed this precedent in Rwanda, to the disgust of the successor
government, which had defeated the murderous Hutu government (with no
help from the U.N.) and was then told it could not be trusted to try the

major Hutu leaders.”2
In 1998, a conference in Rome agreed on rules for an International
Criminal Court (ICC), which received enough ratifications to begin

operating in 2002.73 The statute of the ICC defines war crimes as set out in
AP 1. Among other things, the list extends to attacks on “civilian objects,”

without reference to the cause or provocation for such action.”4 The list
does not include hiding fighters or weapons among civilians to deter attack.
The United States did not join the court. Other states that remained aloof
from AP I, such as India and Israel, did not ratify either. Even some that
ratified AP I, such as Russia, China, Egypt, Jordan, Syria, and Pakistan,
declined to join. But the ICC statute still claims broad jurisdiction. It asserts
the right not only to indict members of the armed forces of ratifying states,
but also the nationals of non-party states for offenses committed on the
territory of a ratifying state. Non-ratifying states can even consent to ICC
jurisdiction on a temporary basis to enable the court to prosecute enemies in

a discrete conflict.”? Afghanistan’s embrace of the court has potentially
exposed American troops to ICC prosecution.

Such threats are not easy to waive away. There is no statute of
limitations on the offenses. An explicit provision of the court’s charter
stipulates that it is not bound by pardons or judicial decisions by national

courts.”6 Traditional peace treaty provisions, such as those confirming a
general amnesty and forgiving wartime abuses, would not bind the court.



The ICC risks reopening conflicts that could be on the verge of settlement.
How long would an agreement between Israel and the Palestinian Authority
last if the ICC prosecuted their leaders in its aftermath? Settling conflicts,
however long-running or destructive, is not the main priority of the ICC.

Here again, the new approach reflects a level of moralism at odds with
traditional understandings of war. The ICC, like AP I, makes no exception
for reprisals, even if they respond to attacks that first violate the laws of
war. Under these rules, a belligerent state cannot deter further abuses by
imposing special costs on the perpetrators. Instead of reciprocity, the new
approach seems to have a different premise: The rules matter more than the
results. The new approach places more importance on upholding its
unrealistic vision of the laws of war, regardless of how belligerents might
calculate their interest at the time. Upholding the rules takes precedence
over the actual fate of combatants and civilians in actual conflicts. Given
the murderous character of many regimes in the past century, the nature of
the winner should make all the difference—but not, in principle, for the
ICC. If murderous tyrants prevail in the struggle, the ICC can subsequently
bring them to justice too.

Except, of course, it cannot in real life. The ICC cannot prevent crimes
against humanity any more than it can deter war crimes by irregular forces.
In fifteen years of operation, the court has achieved three convictions. It has
no means to enforce arrest warrants, let alone subpoenas for evidence. It
relies on the voluntary cooperation of governments, but has no real means
of assuring that cooperation. An ICC indictment of the president of Sudan
(on the seemingly most severe charge of genocide) was laughed off by the
government of Sudan and by every African state which President Bashar
decided to visit. The ICC has not indicted anyone from a western state.
Perhaps it is relevant that European states pay most of the court’s operating
budget, which is not funded by the U.N. but by contributions of ICC
members.

It might seem as easy to dismiss the threat of the ICC as to ignore ICRC
moralizing. But another factor has given momentum to the new law of war:
the growth of human rights advocacy networks. Before the 1980s, the Red
Cross was almost alone as a humanitarian advocate operating across
borders. In the ensuing years, a whole range of new organizations, such as
Amnesty International and Human Rights Watch and dozens of regional



counterparts or local affiliates, gained prominence. By the time of the Rome
Conference in 1998, these organizations played a large role in the
negotiations. They even advised governments on which compromises to

accept, as European governments were eager for their approval.77 These
groups have gained much attention because western media often presume
their charges to be correct and a considerable audience is eager to hear
claims against western states. The most readily denounced western states,
the United States and Israel, have actually had to engage in serious combat
operations in the past two decades, while most European and Latin
American states have not.

There is also more of an audience for charges against western states
than the dog-bites-man story that terrorists are attacking civilians. At a
deeper level, western governments, themselves, generally report the human
rights abuses of rogue states, terrorists, or tyrants. If that were the main
point, there would be no need for non-governmental organizations to raise
money from donors to tell a different story. When his correspondent in
Cuba told the popular press baron, William Randolph Hearst, there was no
war to cover in 1898, Hearst is supposed to have said: “You supply the
pictures, I’ll supply the war.” Any NGO can say, “You supply the pictures,
we’ll supply the war crime accusations.”

Three examples may suggest the strength of these trends. First, in 2011,
the European Court of Human Rights insisted that Britain had failed to
investigate incidents in which its troops had used force to defend
themselves against terrorist attacks in the first months after the Iraq
invasion. The cases had worked their way forward for several years, with
British authorities insisting that the European Convention on Human Rights
could not apply to military actions outside Europe and certainly not to
military action in what was still a war zone. The European Court of Human
Rights rejected these claims and was unimpressed that the British attorney
general had determined that none of the incidents had involved unlawful

force.”® Dozens of claims proceeded in British courts against individual
British soldiers. Even a Conservative government did not have the self-
confidence to enact legislation cutting back on the authority of the
Strasbourg-based European Court of Human Rights to judge British

military actions, nor a law to constrain British courts.”9 A subsequent



ruling of the Strasbourg court even held the Dutch government liable for the

conduct of a token Dutch force in Iraq.80

This experience has had the unintended consequence of jeopardizing
civilian lives in war zones. In 2011, France and Britain agreed to take major
responsibility for supporting rebels against Muammar Gaddafi in Libya.
Gaddafi’s defeat took nearly six months. A quicker victory might have
saved many lives and caused less disorder. But as Britain’s defense minister
explained to Parliament, “We would set our assessment of acceptable
civilian casualties as close to zero as was possible.” A military aide assured
Parliament that “we address very carefully the issues of necessity,
proportionality and legality . . . that is done comprehensively throughout the
NATO system,” with legal advice on proper bombing targets “delivered at
all levels by legal advisers and fundamentally back to the [UK] Attorney-

General.”81 Concerns over legal liability have induced a caution in
European military operations that will allow civil wars to continue longer
and death to civilians to rise.

Rules on force have tightened beyond Europe. In 2016, a group of
military officers and officials from democratic countries calling themselves
the “High Level Military Group” produced a study of recent battles between
western armies and irregular forces. According to this report, in the varied
examples of American troops in Afghanistan and Iraq, Israelis in Lebanon,
the French in Mali, and Colombian national forces fighting Revolutionary
Armed Forces of Columbia (FARC) guerrillas, enemy forces regularly used
civilians to shield their own operations and then eagerly blamed all civilian
casualties on western forces. Western armies became so cautious that they

had to “pay a grave tactical price on the battlefield.”52 According to the
report, all governments were more restrictive than even AP I requires,
suggesting that the impulse is not simply the result of separate legal
assessments but a concern about public expectations of military operations
in the twenty-first century.

The burden of the new standards falls with particular weight on Israel,
one of the few Western countries obliged to use substantial military force in
defense of its own population. If the Red Cross is correct in its claim that
AP 1 rules do “not provide any justification for attacks which cause



extensive civilian losses and damages,”83 then hostile forces can claim
immunity from attack by positioning their forces in civilian neighborhoods.
In South Lebanon, Hezbollah positioned offensive rockets amidst inhabited
villages near Israel’s northern border. When Hezbollah launched barrages of
rockets in 2006, the Israeli response was denounced, not only in Arab
countries but in most FEuropean capitals. European governments
acknowledged that Israel had a right to defend itself from rocket attacks, but
its defense efforts in this case were “excessive” and “disproportionate”

because they harmed civilians and damaged civilian property.84 Israel had a
right to defend itself, but not if it hurt civilians in the process.

Lesson learned. In 2009, Hamas launched its own barrage of rocket
attacks on Israel from Gaza. It also hid rockets in civilian neighborhoods.
Israel took additional precautions to limit harm to civilians. Nevertheless, it
received the same level of denunciation. A U.N. Human Rights Council
report blamed Israel for failing to take adequate precautions. It argued that
warning the residents of buildings of an attack was insufficient, because the

residents could not necessarily believe the waming.85 Under such rules,
there may be no effective way to exercise the supposed right of self-
defense.

Nor to give that defense enduring effect. Few noticed the absence of
supporting rocket fire from South Lebanon. Israel’s campaign against
Hezbollah in 2006 may well have prompted caution about starting another

round.86 The damage in the Lebanon war seems to have worked as a
deterrent. Achieving such an effect is not the sort of “military objective”
permitted under AP I. A Red Cross analyst explained that while terrorists
might show complete disdain for all rules, Israeli forces could have no
excuse for unleashing “excessive” harm. The proper response, he urged,
was to talk more about the importance of adhering to international

standards.8” Under this view, the rules need not accommodate an effective
right of self-defense for victim states. International discussion will
gradually raise everyone’s inhibitions about hurting others, so future
conflicts will remain peaceful—or so Swiss analysts like to think. Perhaps
that view looks better to people who are confident they will remain safely
neutral in future conflicts.



For those living outside Switzerland, better technology may help states
defend themselves with less harm to civilians. More precise targeting might
achieve necessary objectives, while limiting unintended damage. But AP I
can be interpreted as a barrier to the development and deployment of new
weapons. Article 35 prohibits weapons that cause “superfluous injury or
unnecessary suffering” or “may be expected to cause widespread, long-term
and severe damage to the natural environment.” Article 36 commands that
states must “determine” whether “a new weapon, means or method of
warfare” would violate these prohibitions, even if only in “some . . .
circumstances.” States must “determine” whether such prohibitions apply
even when weapons are in the “study” or “development” phases. This open-
ended admonition has no counterpart in any previous treaty on the law of
war. A literal reading would prohibit almost any new weapon that could be
used improperly (hence causing “unnecessary suffering” or environmental
“damage” in “some . . . circumstances”). AP I effectively seeks to retard the
development of new weapons. As the next chapters will indicate, U.N.
rapporteurs and NGO advocates have accepted AP I’s invitation to criticize
any new weapons development. AP I strictures can affect military decision-
making even before war.

Working Around Restraints

The challenges posed by AP I and the new law of war are not primarily
legal. Certainly that is true for the United States. The United States never
ratified AP I, so it has no direct effect on American law. Even if it had
consented, the United States can always repudiate a treaty either by statute
or by presidential act.

The challenge is more a matter of diplomacy and political leadership.
The U.S. has acknowledged that some provisions of AP I represent
customary law. There is no consensus, however, on what customary law is
in this context and what it requires. American views are not always shared
by other western states. There is certainly no assurance that the
International Criminal Court will agree. Some national courts in Europe
threatened to prosecute American officials for supposed offenses committed
in Iraq or in earlier wars, cheered on by human rights advocates in the



United States.88 But in 2002, only a few months after the start of American
military efforts in Afghanistan, Congress enacted the American Service-
Members’ Protection Act to authorize the president to take military action
against foreign efforts to prosecute American personnel. It is more
popularly known as the Hague Invasion Act. Senator Hillary Clinton voted
for it, and, despite pleas from human rights advocates, President Obama left

it in place.89

An international trial of U.S. military personnel remains unlikely. A
U.S. president would be unlikely to hand over an indicted soldier or official
to a foreign tribunal. U.S. troops would be demoralized and U.S. public
opinion outraged. European governments would almost certainly prefer to
maintain good relations with the United States than with the International
Criminal Court. Europeans have depended on American military force for
their own security for more than 70 years. Their security is not much
affected by hand-waiving gestures from the ICC. It is Europeans who pay
most of the ICC’s costs. In the event of a confrontation, the court would
lose more than the United States. The prospect that American soldiers or
defense officials might be tried by European national courts under claims of
universal jurisdiction worried the Bush administration for a time, but threats
to reduce U.S. military cooperation persuaded Belgium, Spain, and

Germany to drop any investigations.90

Still, if it is wrong to exaggerate the strength of international human
rights networks or international legal institutions, it is foolish to dismiss
them. The Bush administration had perfectly cogent legal arguments for
declining to apply the Geneva Convention to terrorists at Guantanamo. But
human rights advocates, encouraged by the Red Cross, successfully
depicted the U.S. stance as establishing a “legal black hole” and therefore a

challenge to fundamental principles of international humanitarian law.)1
The campaign was so successful that President Obama, on his first day in
office, promised to close down Guantanamo and spent two full terms
cajoling, wheedling, and bribing foreign countries to accept custody of
prisoners judged too dangerous to release.

On the other hand, the United States still invokes interpretations of the
law of armed conflict which are not widely accepted by other countries,



even by our NATO allies. A manual on the law of war for U.S. navy
officers, issued in the 1990s, insisted that in times of war, naval forces may
try to intercept not only the import of military supplies to an enemy, but
also its export of commercial products, since these might be used to fund

military efforts.92 That view is defensible, but not widely shared. Similarly,
the same manual pronounced that bombardment could target not only “war-
related” infrastructure (used to supply munitions, say) but also “war-
sustaining” infrastructure (which could mean almost anything, as critics

pointed out).93 In 2015, the Department of Defense issued a new Manual
on the Law of War, applicable to all services. It embraces both of these

doctrines. /%

The new Pentagon war manual is not light reading. For the army, it was
the first full-length manual on the subject in 60 years. The 1956 Manual on
The Law of Land Warfare was 193 pages long. The 2015 manual is 1,172
pages long, with an online version to accommodate continuing additions.
The 2015 manual covers more subjects, because it is intended for use by all
services, but it is also vastly more detailed. It is, in effect, a sourcebook for
detailed research efforts (the online version includes links to all relevant
treaties and U.S. government policy positions).

There is much to admire about the 2015 manual as a monument to
scholarship. It even has a section, near the very end, with links to U.S.
government documents noting opposition to particular provisions in AP I.
The overall presentation depicts the law of war as a continuous body of
precepts and practices, so that episodes from past wars are regularly cited to
illuminate current standards. The American Civil War and World War 11
receive considerable attention in the footnotes. When relevant, the text or a
footnote will acknowledge a provision in AP I that parallels the claims
made by the manual.

It purports to show that the U.S. military is committed to observing
international law. It may not be exactly the law set out in AP I, but it is
something similar, parallel, and related. Perhaps it is meant to mollify U.S.
allies or critics within the United States. Perhaps it is an effort to reassure
American military personnel. The least one can say is that it does not
highlight U.S. deviations from AP I. And it is not always completely
persuasive on why or how much the U.S. might pursue a different approach.



It is the usual instinct of lawyers to downplay any novelty in their
arguments. Diplomats often have the same instinct to nurture acquiescence
by skirting provocation. But lulling the drowsy or disengaged is not the
same as securing their agreement or even their patient respect when real-
world events awaken their attention. The lawyering in the manual may be
helpful for many purposes but it is not the stuff of public diplomacy or
political advocacy. If American arguments come down to arcane citations
and creative parsing of words, the resulting fog of legal technicalities
creates a moral vacuum that is likely to be filled by the posturing of human
rights advocates. Or it may be filled by a hardened cynicism that opens the
door to tactics of heedless brutality, tactics that won’t be defended when
they come to light, because they cannot honestly be defended in broad
daylight.

There are several things, related to legal advocacy, which the U.S.
government might do—or do better—to avoid entanglement in the legalism
that reduces the laws of war to the pronouncements of the Red Cross or of
Amnesty International. The first thing we might do is emphasize that the
ultimate issues are moral, not legal. It is not necessary to disparage legal
arguments, but the legal texts themselves used to acknowledge a necessary
background of moral guidance. The 1907 Hague Conventions on land
warfare acknowledged the point in its preamble. It cautioned that gaps in
the treaty did not leave matters to the “arbitrary judgment of military
commanders” but instead to “principles” derived from “the usages
established among civilized peoples . . . the laws of humanity . . . the

dictates of public conscience.”?°

The experiences of the past century should make it easier for us to
acknowledge such moral groundings. We can surely distinguish between
military operations that depart from some details of AP I, as interpreted by
some lawyers, on the one hand, and operations that betray utter contempt
for humanity. Military tactics that result in large civilian death tolls must
carry a very high burden of justification, while tactics that merely result in
economic loss need not. The wording of AP I cannot change the moral
force of that fundamental distinction.

Secondly, when enemies use civilians as human shields, the enemy must
share responsibility for ensuing loss to civilians. Of course, the attacker



must also take precautions, where possible. The police do not rush into
hostage situations without thinking about how to limit risks to the hostages.
But a rule which puts all responsibility on the attacker, as AP I does, is a
rule that invites more enemies to rely on human shields. It should not
require elaborate lawyering to explain the problem. It only requires the
moral confidence to emphasize the perversity of the AP I rules. A related
strategy is to emphasize the lawless depravity of our enemies. There is a
tendency to shrink from harsh rhetoric against enemies, lest it inflame
conflicts still further. President Bush, for example, was widely criticized for
using the term “Axis of Evil.” But emphasizing enemy brutality need not
aim at stirring hatred so much as supplying perspective. Reciprocal
restraints and agreed rules cannot work with jihadis who feel exempt from
conformity with any rules. Critics of the Bush administration’s Guantanamo
policies often warned that failing to supply Geneva protections to enemy
prisoners would risk the mistreatment of U.S. prisoners. It was completely
lost to the consciousness of such critics that no enemy since 1945 has

accorded Geneva protections to U.S. plrisoners.g6 This is not an argument
for committing abuses in our prisons. It is a way to emphasize that we are
not fighting in a world where there are reliably agreed rules, reliably
enforced by international legal institutions or NGOs.

This is primarily a moral argument. But it is neither completely
removed from legal analysis, nor does it discard law for sheer political
rhetoric. Traditional legal principles, even in this area, commonly rest on
intuitive moral foundations. When treaties were viewed as contracts, it
followed logically that default by one party exempted the other from its
obligations. That doctrine is harder to apply in multilateral treaties, but it is
still acknowledged in the Vienna Convention on the Law of Treaties, a 1970

treaty that tries to codify approaches to treaty interpretation.97 The Vienna
Convention also states that parties may reasonably adjust their
interpretations in light of the conduct of other parties. A treaty’s meaning,

to some extent, depends on its implementation by the participating states. 28
The same is true, even more so, for customary law. Custom starts with what
states actually do.

The U.S. State Department now issues an annual survey of the human
rights performance of all countries in the world. It does not issue a similar



survey on abuses of the law of war. Sometimes we condemn Russian
bombing. Sometimes we condemn Israeli bombing. But we do not make
any systematic effort to publicize the difference between questionable
tactics and outrages against humanity. We leave that to Amnesty
International, Human Rights Watch, and the ICRC. They prefer to focus
their outrage on western states that are most likely to heed their warnings
(and not to retaliate on their researchers with terror attacks). If we want to
define moral boundaries rather than belabor legalism, the U.S. should do
much more to emphasize what we regard as beyond the bounds.

Every now and then, there is a moment when the light of reason breaks
through, even in the dark corners of international legal debate. The United
States ought to do more to publicize and salute these episodes and ensure
that they have more weight in the world’s reckonings of what the law is. In
2005, for a notable example, a claims commission at The Hague handed
down a judgment in a series of disputes arising from a border war between
Eritrea and Ethiopia in the 1990s. The commission ruled that Ethiopia had
not violated AP I when it bombed an electric power plant in Eritrea. “The
infliction of economic losses from attacks against military objectives is a
lawful means of achieving a definite military advantage, and there can be
few military advantages more evident than effective pressure to end an
armed conflict that, each day, added to the number of both civilian and

military casualties on both sides.”?® No single ruling from an ad hoc
arbitration panel can definitively establish the law. But the United States
could help to fortify its own claims by publicizing such helpful precedents.

For the same reasons, the United States has an interest in publicizing its
own actions and the legal analysis behind them. It must rest its views of
customary international law on what nations do more than what they say;
and what they say about a particular concrete incident, rather than what they
say by way of affirming abstract platitudes. If the United States wants to
preserve freedom of action in its deployment of military force, it must
publicly reject those who want to restrict such force unduly with new and
questionable claims about international law.

The converse is also true. If the rules come to be seen as legalistic
wheel-spinning, or schemes to hobble western states, there will be less and
less support for maintaining those rules. The result is not likely to be a more



peaceful world. Jean Pictet, the Red Cross legal analyst for the Geneva
Conferences in the 1970s, is supposed to have said: “If we cannot abolish

war, we can make it too complicated to fight.”loo But if we make it too
hard for liberal states to use force, we invite a world dominated by ruthless
authoritarian states or maniacal non-state actors. Or we will find that when

western states do resort to force, they will have lost patience for rules of any
kind.



CHAPTER 5

The Rise of the Machines

system wages genocide on mankind. In this dystopian future, Skynet first
triggers a global nuclear war and then launches hunter-killers to prowl for
remaining humans. Drones eerily similar to today’s Predators and Reapers
launch missiles from the skies. Advanced autonomous tanks patrol
downtown Los Angeles and killer motorcycles cruise California’s
highways. Robot soldiers resembling human skeletons launch ground
assaults and assassinate human leaders. Even the seas contain automated
ships and torpedoes. The movies focus on Arnold Schwarzenegger, both
before and after his stay in the California governor’s mansion, who plays a
mechanical assassin designed to look human.

Killer robots inhabit the world of science fiction no more. In its Middle
Eastern wars, the United States depends heavily on unmanned aerial
vehicles (UAVs), known colloquially as drones. At low cost a Predator or
Reaper UAV can hover over hostile territory for hours, conduct
surveillance, and fire a guided missile at remote command. F-35 stealth
fighters can stay on station for only a few hours, depend on ground
personnel for live targeting information, and risk the life of the pilot. Not
only can the U.S. Air Force purchase twenty Predators for the cost of a
single F-35, but it can also operate them at a far lower cost per hour and

In the movie Terminator, and its many sequels, a self-aware computer



keep them on station for far longer, without risking the lives of pilots who

may be captured or killed.!

Military strategists have judged the drone to represent a revolution in
military affairs. UAVs combine real-time intelligence, precision targeting,
and robotic endurance to project power over territory denied to ground
forces. They target individual members of the enemy with much less
destruction and harm to civilians than conventional bombing or artillery
attacks. According to some estimates, the U.S. launched 389 drone strikes
in Pakistan against terrorist leaders between 2004-15, with only eleven
launched before January 2008. From 2006-15, these strikes killed 2,789

members of the Taliban, al-Qaeda, and their allies, and 158 civilians.Z In
World War II or Vietnam, air forces would have dropped thousands of
bombs to eliminate key enemy leaders or command and control facilities
that now a few drone strikes can destroy.

And this is just the beginning. Military officials have designs for robots
in the air, sea, and land on the drawing boards. Civilian technology gives a
hint of the future. Google’s auto-driving system has gone more than a half a
million miles without an accident. Humans in the United States, by contrast,

drive about 3 trillion miles a year at the cost of 32,000 accidental deaths.3
Google’s car may still be learning the subtleties of driving and its millions
of wvariables, but it does not suffer from fatigue, distraction, or poor
judgment. Militaries need only marry the technology from self-driving cars
to the firing systems of drones to deploy robot tanks far more cheaply than
an M-1 Abrams. It is no coincidence that the self-driving cars of today had
their start in competitions sponsored by the Defense Advanced Research
Program Agency, known as DARPA.

Military advances will occur in other realms as well. A small,
unmanned vessel can become a seaborne IED in short order. Existing
Unmanned Surface Vehicles (USVs) can carry out dangerous missions,
such as reconnaissance or minesweeping. Autonomous submarines can sail
faster, deeper, and quieter without crew compartments, large propulsion
systems, or narrow depth and danger limits. The U.S. Navy has shown that
unmanned vessels can deploy more weapons for longer periods and with
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greater accuracy than their aerial counterparts.™ Smaller, cheaper vessels

can also deploy in swarms to overcome and destroy larger vessels.”

Even without these coming advances, existing robots already provide a
peek at the battlefield of the future. Satellite imagery, sophisticated
electronic surveillance, drones, and precision-guided munitions allow
American intelligence and military forces to strike enemy targets virtually
anywhere in the world at any time. Robotic weapons can reach beyond the
traditional battlefield to strike deep into enemy territory, with surgical
precision, without risking the lives of their operators. Once U.S.
intelligence, for example, locates a terrorist leader in a safe house or
moving in a car, controllers in Virginia can order a drone in the area to
strike in hours, if not minutes. Although the first such strike occurred as
recently as 2002, when the CIA killed Abu Ali al-Harithi, and five other al-
Qaeda members while in a car in Yemen, drones have assumed a paramount

role in the U.S. war against terrorism.® U.S. drones today strike enemy
targets throughout Afghanistan, Iraq, Pakistan, Syria, Libya, and Yemen.
These capabilities allow the United States to match the unconventional
organization and tactics of terrorist groups without the extensive harm to
civilians that might arise from pre-2002 bombing.

New warfighting technology naturally improves the effectiveness of
military force—otherwise, nations would not adopt it. Crossbows made
archery more deadly against armored knights; artillery allowed more
destructive bombardment from a greater distance; modern rifles gave
draftees the ability to kill at low cost with high accuracy. Robotics’ falling
costs, flexibility, precision, and the reduction in the risk of harm to
combatants and noncombatants alike make them an irresistible choice for
the generals of today and tomorrow.

This chapter will defend the use of robots in military combat (we will
leave their many domestic uses for another day). Prominent government
and academic critics argue that robots pose a severe threat to the laws of
war, because they encourage the use of force, enable strikes on protected
targets, and threaten a loss of human control. Security analyst Lawrence
Korb claims, for example, that robots “will make people think, ‘Gee,

warfare is easy.”’7 He worries that leaders will hold the impression that



they can win a war with just “three men and a satellite phone.” Brookings
Institution fellow P.W. Singer agrees, “As unmanned systems become more

prevalent, we’ll become more likely to use force.”8

We believe that these alarmist critiques mistake the capabilities of
robots and the purpose of the laws of war. First, we will argue that
contemporary military robots, popularly known as drones or more
technically as unmanned aerial vehicles, should pose little difficulty for the
laws or ethics of war. Remote operation does not automatically transform a
weapon into an unjustified method of warfare. UAVs, for example, do not
differ significantly from long-range artillery, aerial bombing, and ballistic
missiles. All of these weapons inflict damage from a remote distance. What
remains important is whether drones can effectively attack enemy targets
while reducing overall harm to combatants and civilians alike. If robots can
aim force with better accuracy so that battlefield casualties decline and can
make sharper distinctions between combatants and civilians, we should
welcome them, not fear them. The humanitarian goals of the rules of
warfare should encourage the broader use of unmanned weapons, not seek
to end them.

Second, we address the more difficult question of fully autonomous
weapons. Critics claim that independent robots pose a more dire threat
because they eliminate human decision-making from the “kill chain.” We
believe these concerns miss the mark. Nations already use such weapons
that do not require direct human decision to pull the trigger. Land mines, for
example, kill only based on proximity to the explosive, not by any human
identification of a specific target. Cruise missiles make decisions based on
programmed flight patterns and can limit themselves to specific targets.
Autonomous warriors may reduce, rather than increase, errors in the use of
force, not just compared to current technologies but also with regard to
human soldiers. By taking humans out of the firing decision, independent
robots controlled by computer programming or even artificial intelligence
could elevate the humanity of combat. Rather than foreclose research and
development of these weapons, as many urge, nations should weigh the
improvements in accuracy and decline in targeting mistakes against any risk
that robots will run amok.



The Rise of the Machines

Robots are spurring an evolution, rather than revolution, in war. While
UAVs have received the most popular attention and sparked the most
controversy, nations are developing robots to serve as more than just
airborne weapons platforms. The U.S. military is developing a series of new
technologies ranging from infantry weaponry to ground vehicles, aircraft,
and naval vessels, which employ some type of robotics. These new military
technologies portend a revolution in the way that modern militaries will
fight wars. Unmanned vehicles can perform what the military calls “dull,
dirty, or dangerous” work—constant monitoring, disposal of WMD
materials, or high-risk military attacks—that can save the time, effort, or the

lives of humans.”

Robots also bear advantages in their operations beyond just standing in
for human beings. UAVs do not grow tired, fatigued, or hungry. While they
need refueling and maintenance, they do not need sleep or rest and
relaxation. UAV's can hover over an area for hours, long after a human pilot
would have returned to base for rest and refueling. Robots do not suffer
from emotion, panic, or fear for their lives. They can follow the orders of
human commanders half the world away without misinterpretation,
misunderstanding, or delay. They obey their programming, though bugs and
viruses could lead them to malfunction.

The U.S.’s signature counterterrorism weapon—the unmanned drone, or
UAV—charted the way for the development of military robotics. While
unmanned air platforms emerged on battlefields as early as the balloon and
as recently as reconnaissance aircraft, these earlier systems could not
execute real-time commands, operate over great distances, nor carry out
effective, lethal operations. Digital command, control, and communications
have vested robots with a quantum leap in their military capabilities. They
can stream constant reconnaissance of a battlefield, take account of

changing environments, and provide an instant strike ability.lo In the
meantime, they remove human pilots from danger. In these deployments,
human operators at a significant distance—some reports put them in
Virginia and Nevada, among other locations—make the ultimate decision

whether to fire missiles. 11



Early uses of the drone took the form of solo strikes in locations where
ground troops or manned aircraft could not easily deploy. The first reported
drone strike, for example, took place in 2002 when a CIA-operated Predator
launched a Hellfire missile to kill Abu Ali al-Harithi, the planner of the

2000 bombing of the USS Cole.12 While the strike occurred outside the
Yemen capital of Sana’a, the operator made the decision to fire from a base
in Djibouti while overseen by commanders in Saudi Arabia. U.S.
intelligence and military drone strikes have concentrated in areas of
Pakistan, Afghanistan, and parts of Africa and the Middle East. American
drone strikes have skyrocketed in the years after. While the Bush
administration reportedly carried out 11 drone strikes in Pakistan from
2004-07, and 35 in 2008, the Obama administration launched 53 in 2009,

117 in 2010, 64 in 2011, 46 in 2012, 28 in 2013, and 24 in 2014.13 The
effectiveness of these attacks has led the U.S. Air Force to place more

orders for drones than manned aircraft for future deployment.14
In this role, UAVs have raised legal questions similar to those prompted
by targeted killings, or covert assassinations because of their stealthy

nature, pinpoint targeting, and distance from traditional battlefields. 1>
National militaries, however, will not limit robots to assassination missions.
Aerial drones can eventually replace manned aircraft for most missions,
including fighting for air supremacy against enemy fighters, launching
strategic bombing campaigns, and conducting tactical ground strikes. While
at a great remove from the battlefield, operators can effectively deny access
to an area to an enemy force. Digital computing and communication,
combined with robotics, can produce what we might call enhanced military
operations. Unlike the cyber weapons we discuss in the following chapter,
enhanced military operations use high-tech sensors, computing resources,
and communications to link weapons and troops to multiply combat
effectiveness on battlefields, rather than in cyberspace. Unmanned aerial
weapons platforms, precision missiles, and joint forces cooperation allow
the U.S., for example, to strike targets farther behind the battlefield.
Dominating the information “space” allows nations to wield even greater
force by coordinating multiple weapons over great distances, in real time,

with constant updating of targets, threats, and costs and benefits. 16



While criticism has fixed on drone strikes far behind any battlefield
lines against discrete terrorist targets, attention has yet to focus on the
possibilities of networked drones in support of other military units. Defense
planners have raised the idea of deploying multiple drones that provide
near-constant, ubiquitous air support, especially when integrated with
mortars, artillery, helicopters, and manned aircraft. The Persistent Close Air
Support program would give ground troops the ability to select a target, and
then rely on computer algorithms to make the optimal choice of weapon

system, munitions, and flight pattern to destroy the target.17 A networked
system would gather intelligence from ground troops, airborne vehicles, and
space platforms to build the situational awareness necessary for such rapid
target selection and weapon launch. Ground troops would essentially point
and shoot, without the delays of communication and calculation with
weapons systems.

A mundane weapon like a land mine may illustrate the potential of
future weapon development. Land mines are just primitive versions of
robotic warfare. Mines automatically detonate their explosives when their
sensors detect the presence of certain conditions, most commonly a weight
compressing the surface above. They perform a valuable military function
by denying an area to enemy military forces. They deter an opponent’s
offensive operations, slow the speed of advance, and inflict casualties on its
ground forces. Along disputed and heavily militarized borders, such as
those between North and South Korea or India and Pakistan, mines may
play an important role in deterring attacks and providing stability in volatile
political environments. Newer technologies will reduce the threat of harm
to civilians from mines left on battlefields long after the end of a conflict.
Even though the United States and several other countries, such as Russia,
China, and India, refused to join the Ottawa Convention banning land
mines, the U.S. has worked on improving the devices. New mines, for

example, will have limited lifespans and remote rnonitoring.18 Enhanced
by greater communications, sensors, and remote control, newer mines can
inflict the same lethal force, but with greater concentration on combatants
and less risk to civilians.

Unmanned systems will come to play an even broader role in ground
combat. Militaries already rely on computer-controlled radars and



munitions for counter-battery weapons, which respond quickly to intercept
enemy fire or destroy its source. Current Defense Department programs
have developed small, ultra-light ground robots for intelligence and

surveillance.!® Planners envision unmanned vehicles, the size of small cars
and trucks, providing logistical support and transport ground troops. Other
models will clear minefields and WMD contamination, breach the entrances
of buildings, and open up routes in cities for safe passage. Defense
contractors are working on control systems that could transform any ground
vehicle, including presumably armored tanks, self-propelled guns, and
personnel carriers, into unmanned robots.

Unlike ground units, unmanned maritime systems may enjoy some of
the advantages of UAVs, so much so that some military observers call them
“the drones of the seas.” Like the air, the vast spaces of the ocean provide
drones with much greater room to maneuver. Like their early airborne
counterparts, unmanned naval vessels could serve in a wide variety of
missions including surveillance, intelligence, and reconnaissance, both on
the high seas and closer to shore. Unmanned vessels could be smaller,
because of the lack of crews, and hence stealthier and faster. By being able
to take more damage, they would be more “persistent” and could operate in
a wider variety of difficult conditions. They are also cheaper and more
numerous, which allows navies to use them in situations where the threat to
human life is high. Robotic ships could also be large as well as small.
Remote controllers could command military convoys across the oceans,
with weapons serving in a defensive capacity only. Indeed, Rolls-Royce
predicts that within ten years most civilian cargo vessels will become

autonomous.ZY

Armed unmanned naval vessels could take many forms. The most
immediate and obvious role would be minelaying and sweeping, which
poses severe dangers to human sailors but could be more easily automated.
Another stage would involve deploying small, remote-controlled armed
vessels from littoral combat ships (LCSs) to conduct operations close to
shore. LCSs may end up deploying 12-meter-long USVs capable of speeds
of up to 65 kilometers per hour and surviving for two days away from the
mother ship. The U.S. Navy is also conducting research and development
on technology that automates the role of surface warfare vessels. In 2012,



for example, the U.S. Navy launched six missiles from an unmanned,
remote-controlled weapons platform that also had machine guns to defend
itself. The Navy has also tested the X-47B, an aerial drone designed for
takeoff and landing on aircraft carriers. Naval observers speculate that the
growing automation of the large surface warships of today, including the
largest Ford-class aircraft carriers, may lead some day to fully automated

destroyers and frig;ates.21

In the decades ahead, robotic warriors should replace humans for more
and more combat missions. UAV's only appeared on the scene first because
they could operate with more freedom in the skies and with less chance of
effective countermeasures. Their early deployment as tactical ground-strike
units should expand to include air supremacy and strategic attack missions.
As the technology of robots and their supporting information systems
advance, drones could also replace manned armored vehicles and artillery
on the ground, and surface warships and submarines on the seas. They will
have qualitative advantages over their human counterparts, such as farther
mobility and longer endurance, faster response, and greater accuracy. These
qualities should reduce the harm visited upon attackers, defenders, and
civilians. But drones may also suffer from diluted human command and
control over the use of force and weakening of a moral barrier to killing in
war.

Robotics and the Laws of War

Prominent international officials and lawyers believe these developments in
robotic weapons violate the law. The Obama administration’s heavy
reliance on drone warfare prompted these criticisms. UAVs have afforded
the United States the ability to strike terrorist groups far beyond any
conventional battlefield without the need to send ground troops or hold
territory. “By his third year in office, Obama has approved the killings of
twice as many suspected terrorists as had ever been imprisoned at

Guantanamo Bay,” observed one joumalist.22 Outside groups estimate that
American UAV strikes have killed over 3,000 suspected militants in the

Middle East and East Africa, and over a thousand civilians nearby.23



Criticism of the “drone wars” takes different forms. Some believe that
robotic weapons will make war too easy to start and too cheap to stop. In
the hopes that law and morality can reduce the amount of conflict, these
officials and scholars believe that war should represent a difficult hurdle to
cross. Others charge that robotic weapons will spread combat beyond
traditional battlefields to civilian locales governed by domestic legal
systems, not war. Critics also argue that the accuracy and speed of drones
allow nations to target specific individuals for death, in violation of the ban
on assassinations.

These criticisms have come primarily from established international
organizations, most visibly the United Nations. In May 2010, the United
Nations Human Rights Council appointed a special rapporteur to investigate

“targeted killings.”24 Philip Alston, the U.N. expert, argued that U.S. drone
practice may violate international law because it targeted the leaders of
terrorist groups off any recognized battlefield, which he believed
tantamount to using force to kill civilians in peacetime. He also criticized
the use of drones because “they make it easier to kill without risk to a
State’s forces.” Alston’s U.N. report rejected claims that nations could use
drones in anticipatory self-defense to preempt terrorists because such a
“hypothetical” “threatens to eviscerate the human rights law prohibition
against the arbitrary deprivation of life.”

Some legal scholars have expanded upon this argument. They argue that
the use of drones in Pakistan, for example, violates the laws of war because
they do not take place within an international armed conflict. In their view,
private groups and individuals, rather than nations, cannot wage war. War
concentrates hostilities in a unified place and time, while terrorists launch
attacks sporadically, covertly, and without state support. In the view of
some scholars, therefore, terrorists do not meet the standard of an “armed
attack” under Article 51 of the U.N. Charter, which recognizes a state’s
right to use force in self-defense. “An armed response to a terrorist attack
will almost never meet these parameters for the lawful exercise of self-

defense,” argues Notre Dame Professor Mary O’Connell.2>

Under this view, terrorist attacks should only trigger a law enforcement
response. Terrorist attacks, because of their sporadic nature, low casualties,
and lack of state support, are really crimes, not acts of war. “Terrorist



attacks are generally treated as criminal acts because they have all the

hallmarks of crimes,” O’Connell declares.2° Using drones to Kkill terrorists
off a conventional battlefield would qualify as extrajudicial killing, or, in
domestic law terms, murder. Following this line of thinking, the Swedish
foreign minister criticized a U.S. drone strike in Yemen as “a summary
execution that violates human rights,” a view shared by Amnesty

International.2” Instead of sending drones to kill, these critics argue,
nations must use law enforcement personnel to arrest terrorists and try them
in court.

These criticisms confuse the legality of an armed conflict—its jus ad
bellum—with how it is waged—its jus in bello. At the outset, we should
make clear that precision strikes used to coerce an enemy or pursue
terrorists might not even rise to the level of “war.” Attacking al-Qaeda
leaders or destroying an illicit WMD facility does not rise to the level of
hostilities of a full-scale invasion or occupation of another nation. But even
if use of precision weapons were to cross the line into war, in its twentieth-
century sense, the means a nation chooses in war does not exert a feedback
effect on the antecedent question of whether a nation should use force in the
first place. Similarly, even if a nation uses force for illegitimate reasons,

soldiers who participate in the conflict do not violate jus in bello.?8 German
soldiers during World War 1II did not automatically become war criminals
simply because they participated in a war of aggression; only those who
violated limits on the means of war (such as deliberately killing civilians)
violated the laws of war. A nation’s decision to use force does not
automatically limit its choice of weapons. Once a conflict has begun, the
laws of war switch from the lawfulness of force to the narrower, repeated
question of whether the choice of weapon in a particular context is
reasonable. Whether to use a drone, or a ballistic missile, or a commando
team to kill an enemy commander has no bearing on whether the United
States legitimately can use force against al-Qaeda.

This mistaken criticism of drones draws on broader criticisms made
against the Bush administration that the September 11, 2001 attacks did not
trigger a state of war, which would make military detention and trials of
terrorists illegal. “The U.S. Constitution contains no wartime or emergency
exception to the scope of the President’s powers,” advised Professors Louis



Henkin of Columbia Law School and Harold Koh of Yale Law School.
“Indeed the word ‘war’ appears nowhere in Article II of the Constitution,”
they argued in urging the U.S. Supreme Court to free José Padilla, a U.S.
citizen who was also a suspected al-Qaeda operative, from military

detention.2” No war, no detention. If the U.S. must use the police to arrest
terrorists, and try them in civilian courts, the law must also require the
government to arrest them rather than to use force. Police cannot use force
unless reasonably necessary to prevent a serious imminent harm to the
officer or a third party. Under the critics’ logic, terrorists off the battlefield
do not pose the required imminent threat. No war, no drone strikes.

These arguments, however, do not uniquely apply to drone warfare.
Instead, they attack the very concept of a war against terrorist groups.
Nations, of course, have long struggled with enemies who have chosen
terrorist tactics. National liberation movements fought using irregular,
guerrilla tactics and attacks on civilians during the period of post-World
War II decolonization. Groups such as Shining Path in Peru and the Moro
National Liberation Front in the Philippines continue attacks against
government and civilian targets today. In the 1970s and 1980s, radical
Marxist groups in Europe—Action Directe in France, the Baader-Meinhof
Group in Germany, and the Red Brigades in Italy—sought to overthrow
capitalism using terrorist tactics.

Nations should not limit themselves merely to domestic criminal justice
approaches to fighting these types of groups. Admittedly, if governments
could not use military methods, the current use of drones would violate
most western domestic law. In the United States, for example, the Supreme
Court has read the Fourth Amendment to bar the use of deadly force unless
the officer has “probable cause to believe that the suspect poses a
significant threat of death or serious physical injury to the officer or

others.”30 Under this standard, police cannot use force against terrorists
who are merely organizing their group, conducting training or providing
logistical support, or even planning an attack. Instead, they must pose an
imminent threat of serious harm, which under current understandings

depends on the proximity in time of the attack.>! The September 11th and
subsequent terrorist attacks show that such law enforcement standards



cannot successfully defeat terrorism, because by the time the attacks
become imminent, it is too late.

When terrorist groups launch military attacks, the United States and
other nations must respond with force in order to prevent them. They should
be entitled to use weapons that reasonably achieve the military goal.
Robotic weapons should not bear any special scrutiny beyond those that
apply to any other weapons systems. Attacks on terrorists using manned
aircraft, guided missiles, or artillery should equally offend U.N. officials
and academics. Nor should distance matter. If a Navy SEAL can kill a
terrorist leader with a rifle, the U.S. should be able to use drones to kill the
same terrorist from a high altitude with a robotic weapon. Robots do not
change the legal equation.

While the United States has defended the use of drones, it has not
provided a comprehensive explanation for their use. As legal advisor of the
U.S. State Department, Harold Koh declared, “It is the considered view of
this Administration—and it has certainly been my experience during my
time as Legal Adviser—that U.S. targeting practices, including lethal
operations conducted with the use of unmanned aerial vehicles, comply

with all applicable law, including the laws of war.”32 As dean of Yale Law
School, Koh had vociferously criticized the administration of President
George W. Bush for its detention, interrogation, and use of force policies
against terrorists. Once in the Obama administration, however, he built the
legality of drone strikes on the same legal foundations as the Bush
administration: that the 9/11 attacks had started a war between al-Qaeda, the
Taliban, and the U.S. “As a matter of international law, the United States is
in an armed conflict with al-Qaeda, as well as the Taliban and associated
forces, in response to the horrific 9/11 attacks, and may use force consistent
with its inherent right to self-defense under international law,” Koh said.

In the view of the United States, the choice of drones should make no
difference for the legality of the use of force. “The rules that govern
targeting do not turn on the type of weapon system used,” Koh replied.
“There is no prohibition under the laws of war on the use of technologically
advanced weapons systems in armed conflict—such as pilotless aircraft or
so-called smart bombs—so long as they are employed in conformity with

applicable laws of war.”33 These laws include the principles of distinction



—that nations attack only military objectives and not civilians—and
proportionality—military attacks cannot cause damage that is excessive in
relation to the military advantage.

Nevertheless, U.N. international law officials have continued to attack
drones. Although admitting that drones “are here to stay,” Christof Heyns
worried that robots would tempt states to “increasingly engag[e] in low-
intensity but drawn-out applications of force that know few geographic and

temporal boundaries.”>4 Their growing availability and falling costs make
the weapons a necessary addition to the arsenals of most nations, including
the U.S., the UK, France, Russia, China, India, and Israel, among others.
States can use drones and other technology, such as cyber weapons, to
launch attacks far from conventional battlefields in ways that escape
immediate detection or even evade responsibility. The clear line between
war and peace will blur as nations use pinpoint strikes and low-level force
to coerce each other.

Robots, such critics worry, will encourage states to use force more
often, even if less intensely. Because drones risk less harm to an attacking
state’s forces, they will tempt governments to employ force on a more
regular basis. Wider use of force for longer periods of time, Heyns
concludes, would “run counter to the notion that war—and the transnational
use of force in general—must be of limited duration and scope, and that
there should be a time of healing and recovery following conflict.” The
widespread acceptance and use of drones, Heyns claims, “can do structural
damage to the cornerstones of international security and set precedents that

undermine the protection of life across the globe in the longer term.”3°

The emergence of robots may create a new dynamic that reduces
barriers to the use of force. Modern war deepened conflict but also
concentrated it on the battlefield. Robots may have the reverse effect. They
may conduct warfare in ways that kill fewer combatants and civilians than
the total wars of the last century. They may also expand hostilities beyond a
battlefield unified in one place and time to attack enemies thousands of
miles from any “front” and weeks before they might launch an attack. In the
twenty-first century, robots may spread war farther in reach, but shallower
in destructiveness.



Robots are not just like any other weapon, and their use in the twenty-
first century will not follow the pathways of the last century’s weapons. In
the nineteenth and twentieth centuries, the deployment of new weapons
technologies exponentially increased death on the battlefield.
Industrialization not only made war between mass armies possible, but
scientific research eventually developed weapons, such as nuclear bombs,
that could kill more people indiscriminately than ever before. After major
wars, states naturally sought to limit the most destructive technologies,
either through weapon bans or at least through more granular limits on
target selection. But by the end of World War II, the Allies engaged in
large-scale strategic bombing of entire cities in Germany and Japan in order
to destroy their economic capacity to fight as well as their political will to
continue fighting. Putting aside the debate over whether “bombing to win”
has succeeded, WWII air forces had to use inaccurate dumb gravity bombs

to increase their chances of striking an individual target.36

Robots make the lethality of force more certain, but less destructive
because they are more precise than in these twentieth-century wars. Drones,
for example, can gather intelligence that makes a successful attack more
likely, and thus reduces the amount of force needed to destroy the target. A
Reaper UAV on patrol over Iraq can follow the movements of possible ISIS
commanders for weeks, in what intelligence officials call “pattern of life”

analysis.37 Surveillance will allow the U.S. to decide with greater certainty
whether the person is more likely to be an ISIS commander, rather than an
innocent, and the best time to strike him when he is alone or with other ISIS
personnel, rather than near civilians. Greater intelligence increases the
probability of killing the ISIS leader while the longer endurance of drones
allows the U.S. to strike at the most propitious time and place. Precise
munitions lower the likelihood of collateral losses nearby. Destroying the
Fuhrer’s bunker no longer requires leveling central Berlin. Nations will err
if they press for stricter and stricter regulation of new weapons, even as
those same weapons reduce death and suffering in combat.

Robots accelerate other important developments in warfare. Technology
has allowed for combat at greater and greater distances. Ancient and
medieval warriors generally fought within eyesight of each other. An

English longbow could disable a target as far away as 275 yards.38



Twentieth-century rifles can hit targets more than double or triple that

distance.>° Modern artillery gave armies a reach of miles, rather than yards.
By WWII, aircraft enabled attacks hundreds of miles away on targets well
behind the battlefield—hence the emergence of the “strategic” bombing of
political and economic targets. Hiroshima and Nagasaki at the end of World
War II introduced a new combination of technology: bombers that could fly
across oceans and continents to deliver nuclear weapons capable of
destroying entire cities. Missile technology allows nations to project force
across continental distances with stunning speed. Missiles, however, suffer
from a loss of accuracy and real-time decision-making to engage targets on
the fly. A ballistic missile cannot decide to disarm itself if it learns that too
many civilians are nearby.

Robots offer the immediacy of a missile strike but with the real-time
decision-making of human pilots. Their ability to operate over great
distances reduces the chances of casualties for the controllers of the drones.
Under the balancing required by the laws of war, the replacement of a
human pilot by a remote-controlled computer link should favor the drone as
the weapon system of choice. While this calculation may seem cold-hearted
because it turns only on the cost to the attacker, while keeping the harm to
the target constant, commanders must conduct such balancing under the
laws of war. A conclusion in favor of drones shows, however, the perversity
of forcing nations to choose the most dangerous and wasteful methods for
fighting war.40

Drones bear advantages beyond just reducing the potential costs to their
users. They also reduce the potential harm to the defenders. This benefit of
drones runs counter to the modern trend of military invention. Progress in
arms has removed combatants farther and farther from the battlefield: from
the distance of a longbow, to a rifle, to artillery, to aerial bombs, to,
ultimately, intercontinental ballistic missiles. But as distance has increased,
accuracy has decreased. Drones break this link between distance and error.
Predators and Reapers allow U.S. Air Force pilots to conduct warfare at an
unprecedented remove, once only available to the missile crews in ICBM
silos in the Dakotas. Meanwhile, American UAVs offer greater accuracy
than missile strikes conducted from the continental United States, even
better than the proposed U.S. Prompt Global Strike system, which will use



ICBMs and hypersonic cruise missiles to hit any point worldwide in less

than an hour.*! Predators and Reapers should match the superior accuracy
of manned ground attack aircraft because they deploy the same armaments,
such as the Hellfire or Maverick missile systems. The only difference is the
weapons platform. It is possible for drones to even improve on the error rate
of fighter-bombers. Drone pilots will suffer less from fatigue and the heat of
combat, and they have the greater luxury to loiter over the battlefield to
select the best time for an attack. Such high accuracy allows the United
States to employ less destructive warheads to effectively eliminate a target.
These advantages help better achieve the ultimate goal of the laws of
war to reduce civilian harm. The marriage of constant surveillance and
better intelligence with precision munitions should reduce collateral harm to
civilians. A missile, for example, once launched, cannot change its flight
path based on updated intelligence, nor can a bomber recall a gravity bomb
once dropped because civilians suddenly appear near the target. Drones, by
contrast, allow changes to targeting and selection of weapons based on real-
time updates of information. Because they do not have human pilots in the
cockpit, drones can even take greater risks—such as flying at lower
altitudes or braving higher degrees of anti-aircraft or antipersonnel fire—to

attack their targets in a way that reduces harm to those nealrby.42

NATQ'’s war in Kosovo provides an example. An intensive air campaign
hit not just tactical targets, such as Serbia’s armed forces, but also strategic
targets such as government ministries and transportation, communications,

and energy networks.#3 After 78 days, Milosevic withdrew from Kosovo
without the need for NATO ground troops. The attacks represented a
success in air-power coercion, with low collateral costs—NATO publicly

estimated about 500 civilian deaths.** Some international law observers,
however, criticized the NATO bombing campaign on the grounds that
bombers had deliberately chosen civilian targets, such as Serbian television
stations, government ministries, and electrical grids. Others claimed that
NATO barred its bombers from flying below 15,000 feet so as to avoid
Serbian anti-aircraft defenses, which limited the accuracy of the gravity

bombs and increased the risks of harm to nearby civilians.*°



Such criticisms demand a level of perfection unattainable in war, but
which robotic weapons may more closely approach. With UAVs, military
planners can better approach the goals of the laws of war of reducing death
and destruction. They can accept higher levels of harm to their drones in
order to increase the precision of their attacks. During the Kosovo War,
NATO kept its aircraft at a high altitude to prevent Serbian forces from
killing or capturing pilots, but at the expense of accuracy in hitting targets.
An air force armed with UAVs, however, could avoid this problem. It could
field drones at lower altitudes to visually confirm the military nature of
targets. It could order drones to expose themselves to air defenses at the
price of greater certainty in destroying a target. Such efforts would both
reduce mistakes in hitting the wrong targets and presumably cut down on
collateral damage, as more precise strikes will have less blast damage in
civilian areas.

Air war suggests that we should welcome robotics with open arms.
Robots offer greater precision in combat, which should reduce destruction
to both military soldiers and civilians alike. They should lead to a de-
escalation of the intensity of warfare prompted by the technological
developments of the twentieth century. We should understand the traditional
rules of war to demand that armies choose the least destructive means to
achieve a military objective, just as those who argue in favor of precision-
guided munitions do today. If this is so, robots will allow nations at war to
comply with the grand humanitarian goals of the laws of war far better than
a world where drones are banned. Rather than ethically repulsive, robots
instead may even be morally required.

Robots and Revolution

Other scholars do not train their criticism on the extensive system of
sensors, GPS, and drones currently deployed on the battlefield. Instead,
they reserve their fire for the inevitable development of autonomous
systems that wage war without direct human decision. As opposed to a
weapon system in which automation assists individual human beings
conduct warfare, a truly autonomous weapon would acquire targets and
make the decision to fire on its own. In 2012, for example, the U.S.



Department of Defense defined an autonomous weapons system as one that
“once activated, can select and engage targets without further interventions

by a human operator.”46

Under this definition, autonomous weapons systems have already
arrived. In the U.S. Navy’s Phalanx system, for example, battle computers
direct artillery with high rates of fire against attack from multiple

47

missiles.”™ The U.S. Patriot and Israel’s Iron Dome systems employ

computers and missiles to build a similar shield on the ground.48 The future
promises even more advances. A robotic sentry could automatically fire at
certain target profiles, especially along disputed borders (such as the
Korean DMZ) or around forward bases during armed conflicts. A drone
could seek specific target profiles within specific geographic coordinates
and then automatically launch its munitions. Other weapons platforms
could employ this combination of sensors, high-speed computing, and
precision munitions to similar effect on land and sea.

These developments have prompted fears of a Terminator future that
justifies a ban on all independent robotic weapons. In 2012, for example,
Human Rights Watch and the Harvard International Human Rights Clinic
demanded a ban not just on all autonomous weapons, but also their research
and development. In their view, such weapons cannot apply the principles
of distinction, proportionality, and military necessity. They “would appear
to be incapable of abiding by key principles of international humanitarian

law.”49 Wendell Wallach, chair of a Yale University committee on
technology and ethics, calls on the president of the United States to issue an
executive order “declaring that a deliberate attack with legal and nonlethal

force by fully autonomous weaponry violates the Law of war.”20 Wallach
sets as his goal “terminating the terminator.” Both the U.N. special
rapporteur and the former head of the ICRC have called for a temporary
moratorium on lethal autonomous weapons until the international

community can resolve the attending legal and ethical issues.”1
International and domestic officials question whether international law
can even govern such weapons. “What if it is technically impossible to
reliably program an autonomous weapon system so as to ensure that it
functions in accordance with THL under battlefield conditions?” asks Jakob



Kellenberger, former ICRC president.52 It will be difficult enough, these
critics argue, to devise programs that can methodically apply general
principles to specific battlefield situations. It will be even harder to give
them the capacity to learn and to apply their rules to new situations. Even
supporters of robotic weapons anticipate difficulties in programming them
to use force effectively but with restraint. “Restraints on autonomous
weapons to ensure ethical engagements are essential,” writes a DoD
official, “but building autonomous weapons that fail safely is the harder

task.”>3 Some worry that machine learning may produce unpredictable

decision-making and outcomes.>%

Critics make a number of arguments against autonomous weapons, even
though their deployment may lie several years, if not decades, in the future.
The argument is that they reduce the costs of war so steeply that they will
encourage the resort to force. Autonomous weapons reduce the risk to
operators to zero. U.S. drone pilots, for example, make firing decisions on
foreign targets while sitting at an Air Force base one hour from Las

Vegas.55 If robots produce more precise targeting with lower collateral
damage, they will achieve a much higher cost-benefit ratio than
conventional manned weapons. These features of drones, however, “also

reduce the political costs and risks of going to war,” writes Peter Asaro.2
Prohibiting such weapons, critics argue, will prevent a slippery slope
leading to truly independent robots. Autonomy, critics claim, could lead to
unintended consequences, not the least of which is the use of force without
human decision. “Autonomous weapon systems also have the potential to
cause regional or global instability and insecurity, to fuel arms races, to
proliferate to non-state actors, or initiate the escalation of conflicts outside

of human political intentions,” writes Asaro.°’ A ban will encourage
military research to emphasize “human-centred designs capable of

enhancing ethical and legal conduct in armed conflicts.”>8 Tt will also
prevent broader destabilization of the law of armed conflict, and it will
emphasize that killing other humans requires moral consideration by other
humans. These critics cite AP I’s requirement that a nation must review
whether the use of any “new weapon, means or method of warfare” would



violate the conventions or the laws of war.°? Even skeptics of a ban, such
as Kenneth Anderson and Matthew Waxman, agree that the U.S. should
conduct a thorough review to determine whether autonomous weapons
violate the laws of war. Robotics, combined with GPS, sensors, autonomous
decision-making, high-speed computing, and precision munitions, represent
a new method of warfare that apparently demands special scrutiny.

Arms control advocates no doubt could have made similar claims about
new weapons systems at the start of the industrial age. Previous advances
gave early adopters large advantages in combat, reduced the ability of
opponents to defend themselves, and rendered war less costly and easier to
start. Tanks, for example, protect their drivers with armor that makes them
virtually invulnerable to small arms fire, while mounting a large cannon and
machine guns that can wreak destruction on infantry. At first, airplanes
could strike ground targets that had little hope of defense. Aircraft carriers
allowed naval forces to project power far beyond a nation’s borders,
without having to fight through vast fleets of battleships, as the United
States learned to its regret at Pearl Harbor on December 7, 1941.
Submarines could cripple merchant convoys or attack surface ships without
risking a fleet. Ballistic missiles can strike enemies without having to send
out any expeditionary forces. While they allow the projection of force over
greater distances at less cost, nations do not consider these weapons to
violate the laws of war. In fact, as we have seen, efforts to regulate aerial
bombing and submarine warfare utterly failed.

Arguments against autonomous weapons really attack progress in
military technology and war itself. In some, but certainly not all,
international disputes, one nation may hold a wide advantage over its rival.
Overwhelming superiority may make it easier for the stronger nation to turn
to force. For example, the ability of U.S. and NATO air forces to bomb
Serbian targets, without resistance and beyond anti-aircraft missile range,
likely made the decision to intervene easier. President Clinton may well
have avoided a ground invasion and the prospect of high casualties. There
could be other circumstances where a nation may give in to a propensity to
wage war because it will be relatively low in cost. One nation may reap an
intelligence coup that gives it the benefit of surprise. Another may have far



more effective weaponry, tactics, or strategies that give it a profound
advantage. Superiority, however, does not equal illegality.

Such mistaken arguments confuse jus in bello and jus ad bellum. The
means of fighting a war do not bear on its justification. A just war need not
be fought in an evenhanded fashion; in fact, both sides benefit if the conflict
comes to a rapid conclusion with the least loss of life. If we agree with the
goal of stopping Serbian ethnic cleansing in Kosovo, we should want
NATO to execute the war with the maximum dispatch and effectiveness. A
faster war, fought with precision weapons and reduced combat casualties,
could end the human rights catastrophe earlier and save more lives. If a
nation is defending itself from aggression, we should want it to have the
most advanced weapons possible. Superiority itself may not just deter an
attack, but it could inflict such high costs in an actual war that the attacker
might cease.

U.N. officials and human rights groups could just as well prolong war’s
death and destruction. Banning advanced weapons systems seeks
technological parity among many nations. Nations matched in weaponry
and tactics could wage war inconclusively for years, as occurred a century
ago in the trench warfare of World War 1. Even World War II, which
favored offensive weaponry and tactics, lasted for six years and killed
millions more than the Great War. Technological discoveries, such as the
atomic bomb, shortened the war and saved millions of lives. If today’s
human rights advocates had persuaded FDR, Truman, and Churchill to
preemptively ban nuclear weapons research, the invasion of Japan would

have taken an estimated 1 million Allied lives and 8-9 million Japanese.60
Of course, we would not have wanted Nazi Germany or Imperial Japan to
develop the atomic bomb first, but that merely confirms that our approval of
superiority in weapons depends on whether we agree with the aims of the
war.

The real-world consequences of military technology should lead to a
rejection of any categorical ban on new weapons. Autonomous weapons
systems may allow nations to wage hostilities with greater lethality, but at
lower cost to their own soldiers. A weapon’s improved effectiveness should
not prompt bans; rather, we should welcome them for reducing the
destructiveness of war. Technology that makes war more effective by



making targeting more precise, reducing combatant and civilian deaths, and
ultimately shortening the conflict, will improve overall global welfare, a
result that the rules of war should always promote.

A second main avenue of thought attacks autonomous weapons because
they remove human decision from the “kill chain.” Dispute continues over
whether robotic engineering can even create a fully independent robotic
warrior. Mines, automated sentries, and high-speed defense systems,
however, already fire on targets without human intervention. Cruise
missiles already follow evasive routes once fired; it would not be more
difficult to equip them with computer systems to choose among targets once
they reach a selected area. UAVs already automate elements of an attack
mission, such as takeoff and landing and autopilot; a future computer
system could provide preprogrammed responses to certain target profiles in
a battlespace. A similar system could adapt to sea warfare, which confronts
a combat environment also characterized by three dimensions and large
volumes for movement. Less complicated robots could even assist ground
troops in difficult urban and insurgent environments by accepting higher
damage rates at the front of assaults.

Some argue that the decision to take a human life must be made by
another human being. Human Rights Watch has called for a ban on fully
autonomous weapons, which “should apply to robotic weapons that can

make the choice to use lethal force without human input or supervision.”61
Remotely piloted drones, vessels, or ground vehicles, in which a human
operator still pulls the trigger, do not suffer this problem. But autonomous
robots will decide to fire on targets based on decision algorithms without
human intervention for an individual shot. Nations will especially seek to
deploy such systems in battlefield environments where an enemy can cut
off contact with remote controllers or autonomy will enhance the stealth
and surprise of an attack. In such situations, no individual human may make
the ultimate decision to kill. Rather, the choice results from the
programming and construction of the weapon by a number of participants,
both military and civilian.

The lack of a human being “in the loop” troubles human rights
advocates. They argue that robots do not enjoy human consciousness and so
lack moral responsibility for their decisions. “Intentionally designing



systems that lack responsible and accountable agents is in and of itself

unethical, irresponsible, and immoral,” argues Asaro.92 These critics
believe that the decision to take a human life must ultimately be made by a
human being. Their arguments, however, seem to assume a uniqueness in
human decision-making rather than any careful consideration of the moral
values at stake. Typically in this vein, O’Connell argues, “What seems
unprogrammable is conscience, common sense, intuition, and other human

qualities.”63 Without an individual at the trigger, moreover, critics argue
that the international legal system will have no one to hold accountable for
crimes against the laws of war. Robots will not be deterred by the prospect
of ex post criminal legal proceedings.

These arguments, however, mistake distance for independence. An
autonomous weapon that makes targeting decisions on its own still must
receive a command to deploy. It does not seem unreasonable to hold

commanders responsible for the foreseeable decisions of their robots.%4
Commanders already bear “command responsibility” for some war crimes
committed by their troops. Commanders could bear an even closer
responsibility for the actions of autonomous weapons, which would have
less individual discretion to make decisions that violate the laws of war.
Liability could even extend to the programmers or designers of robotic

weapons.65

The foundational argument about moral agency is equally weak. It is
unclear why morals demand that a human being pull every trigger in war.
We have not seen such a principle advocated by the leading moral works on
war by moral theorists, such as John Rawls’s Law of Peoples or Michael

Walzer’s Just and Unjust Wars.56 1t asked, such perspectives might argue
that if we want the decision on whether or not to take our lives to be made
by other humans, we should adopt the same rule ourselves. Thus, if we do
not wish the armies of another nation to use autonomous drones to kill us,
we should not use them against others. It is not obvious, however, that our
primary interest is in making sure humans make the final decision—making
it a but-for cause—of killing in war. We should have a greater interest in
making sure that if our lives were taken in combat, that it is done so on
legitimate grounds. The laws of war should favor combat methods that



reduce harm to civilians and the death and destruction of war itself over any
minimum requirement of human participation. If we can program the robot
to execute attacks that reduce wartime errors and collateral damage below
that of a human fighter, we should choose the robot.

Such criticisms of autonomous weapons also miss weightier reasons for
the place of war in the international system. Those who seek a ban on
robots for moral reasons narrow the focus to the use of force against a lone
target or in a single battle. It is possible that an autonomous weapon might
make the wrong moral choice on the battlefield. But it is even more likely
that drones might bring war to a more timely conclusion or even help
persuade nations never to fight in the first place. We do not argue here that
one nation’s overwhelming superiority in arms will prevent war from
breaking out, though there is some truth to this assumption. Instead,
autonomous weapons could help nations settle their disputes without the
resort to force.

Robotic weapons can enhance communication between nations in a
dispute, and hence make overall peace more, rather than less, likely. Drones
bring into reach a greater range of targets, which permits a wider range of
coercion. Nations in a dispute, for example, can use UAVs to temporarily
disable infrastructure, both military and civilian, without as great a loss of
life or destruction of property. They can also demonstrate varying levels of
harm a nation is willing to accept, in between non-coercive, economic
measures and those that put soldiers’ lives at risk. Banning or limiting
autonomous weapons would have the opposite effect. It would narrow the
range of targets, which could have the effect of escalating the damage and
death of signaling. Reducing the number and types of targets and limiting
the means to pursue them could increase the odds of war. The more steps up
an escalatory ladder, the more opportunity to jump off before reaching the
stage of full armed conflict. On the other hand, limiting the ability of
nations to communicate will reduce their ability to reach settlements of their
differences.

A broader systemic concern beyond the interests of individual nations is
also at stake. Robotic weapons could allow nations to undertake wars that
they should fight, but otherwise might not because of the costs. Going to
war first can prevent something worse, both for nations and the world. A
nation, for example, should have the right to launch a preemptive attack to



stop greater aggression that might materialize in the future. Israel’s 1981
strike on Iraq’s Osirak nuclear reactor and its 2007 bombing of a Syrian
nuclear facility prevented a worse future in which the regimes of Saddam

Hussein or Bashar al-Assad had successfully acquired the atomic bomb.5”

Robotic weapons could provide nations with the means to intervene
earlier, at lower cost, and with greater precision against looming threats.
Such weapons, for example, could allow nations to launch preventive
strikes against hardened targets where the odds of high pilot casualties
might otherwise deter an operation. Suppose Israel and the United States
decided against a strike on Iran’s nuclear research facilities because of
Tehran’s anti-aircraft capabilities and the chances of high civilian casualties.
Israeli and American leaders, however, might launch an attack by advanced
UAVs because of the zero chance of pilot losses, the higher likelihood of
eliminating the facilities, and lower chances of civilian casualties.

Robotic weapons might also provide advantages not just for nations
pursuing their individual interests, but also for the world as a whole. States
have used force for goals that benefit the world as well as themselves. In the
nineteenth century, for example, the British Navy ended the Atlantic slave

trade and, later, enforced free navigation and trade on the high seas.%8 The
United States used its naval and air superiority in the twentieth century to
similar effect. Both countries did not act out of altruism, because their
market economies benefitted more from free trade and their militaries could
operate more effectively than landlocked rivals. But these expensive
policies also increased the welfare of other nations, which could take
advantage of globalization to develop their own economies. Robotic
weapons will lower the costs for the West to maintain today’s free
navigation and commerce, which creates the conditions for world economic
growth.

Just as public goods theory predicts that the free-riding will discourage
nations from undertaking necessary, but expensive, action, so too will
similar challenges deter humanitarian intervention. International human
rights violations would land low on the list of priorities for military action,
as intervening nations would receive almost no material benefit other than
an increase in their citizens’ psychological well-being. Robotic weapons
could reduce the obstacles to humanitarian intervention by lowering the



costs of a conflict for the great powers, and thus make it more likely they
will use force. Take the Rwandan genocide. Imagine if the United States
and its allies could have used drones to inflict costs on Hutu government
troops to stop the genocide of the minority Tutsis. Future robotic weaponry
would help address the reluctance of western nations to intervene because
of the risk of casualties. Lower cost would increase the likelihood that they
would intervene in troubled areas, where the worst civilian casualties are
now occurring.

Understanding war as an intense form of coercion creates an even more
positive role for robotic weapons. As we have argued earlier, nations today
are “returning to coercion” as a tool of international politics. Such measures
include not just economic embargoes and blockades, but also recent uses of
force such as the U.S. threat to bomb Syria for its chemical weapons
stockpile or earlier attacks on Saddam Hussein’s regime in the 1990s. We
believe that recent efforts to purge the international system of punitive
responses mistake the traditional principles of the laws of war. The older
view acknowledged a much wider range of occasions for the use of force
and a wider range of legitimate targets. If there is a place for retaliation, the
scope for resorting to force will be enlarged, and it will no longer be
obvious that retaliatory measures must actually be limited to attacks on
“military objectives.” We reject more recent efforts to apply a broad
definition of the principle of distinction—the idea that nations at war can
only intentionally target each other’s military forces—because it may have
the perverse consequence of rendering war more likely and more
destructive.

For robotic weapons to have this effect, we must return to older
understandings of the laws of war. AP I's principle of distinction, for
example, forbids combatants from intentionally attacking civilians or
civilian assets. Distinction is certainly a moral duty when it comes to
civilian lives, but it is less compelling regarding civilian infrastructure or
property. But suppose one country could use precision munitions, delivered
by drones, to strike civilian infrastructure as a way to pressure another
country to accept its demands. In the past, the chance of error of artillery,
missiles, and gravity bombs would make it difficult, if not impossible, to hit
non-military, yet sensitive, targets without Kkilling nearby civilians.
Targeting civilian networks could allow nations to communicate more



clearly to each other their capabilities and resolve and, thus, more likely
reach a settlement of their dispute. We should prefer an attack on civilian
infrastructure instead of an attack on military facilities, if the former
required less force and presented less chance of serious death and
destruction.

Nations at war already do this. During the 1990s, the United States
carried out air attacks on Saddam Hussein’s regime for failure to comply
with U.N. weapons inspectors. The targets included not only Iraqi military
bases, but also buildings in downtown Baghdad, where political,

intelligence, and military leaders were located.59 The aim was clearly
coercive. There was no direct connection between destroying Iraqi military

assets and enforcing Iraqi obligations to cooperate with inspections.70
Commentators criticized these exercises as punitive rather than as self-

defense.” During the Kosovo War, the United States and its NATO allies
launched an air war to force Serbia to stop driving ethnic Albanians out of
Kosovo and to accept an international peacekeeping force to resolve the
dispute. NATO struck targets well beyond military assets in Kosovo or
Serbia, including electric power stations, highway bridges, and television

broadcasting towers.’2

Military lawyers have turned somersaults to justify these attacks as
meeting the principle of discrimination. At best, their arguments claim that
transportation, communications, and power networks served dual purposes
to support military and political functions as well as civilian. Under this
reasoning, however, almost any civilian resource could qualify as a target,
especially because the laws of war demand no minimum military use of a
facility to justify an attack. Instead, nations should honestly admit that their
militaries are employing force against civilian targets to pressure their
enemies. During the Kosovo War, allied commanders fully understood that
their strikes sought to coerce Serbia into a political settlement, rather than to
destroy discrete military targets. U.S. General Michael Short acknowledged
that the ultimate target was civilian morale: “I felt that on the first night, the
power should have gone off, and major bridges around Belgrade should
have gone into the Danube, and the water should be cut off so that the next
morning the leading citizens of Belgrade would have got up and asked,



‘Why are we doing this?’ and asked [Serb President] Milosevic the same

question.”73

Used in this way, robots could achieve the goals of the laws of war
without triggering the negative effects of World War II attacks on farms or
industrial plants. Robots, for example, could disable electrical facilities,
power plants, or financially sensitive locations to pressure the population to
withdraw support from a regime. Or they could destroy nodes, such as
airport runways, railroad tracks, or highway intersections, to create traffic
logjams primarily for civilian transport. In its ongoing war with ISIS in Iraq
and Syria, the United States and its allies have already attacked such targets,
such as oil production and central banks, to undermine the terrorist group’s
financial infrastructure. Israeli strikes against Palestinian terrorist leaders
reportedly have destroyed individual apartments or building floors without

harming surrounding units.”4 Modern munitions’ precision can hit these
targets with lower risk to surrounding civilians, but only when combined
with the long-range ability of drones and high-quality intelligence. We
should prefer such attacks to more direct strikes on military targets, if the
latter involve a higher loss of life and greater destruction.

These new capabilities should also change our approach to the other
elements of the use of force. As defined by the U.S. Department of Defense,
proportionality requires that combatants weigh “the expected loss of life or
injury to civilians, and damage to civilian objects incidental to the attack,”
against “the concrete and direct military advantage expected to be

gained.”75 Proportionality recognizes that the laws of war may forbid the
intentional targeting of civilians, it does not prohibit civilian losses as a
collateral effect of legitimate combat. But the test’s focus on military
advantage suggests that nations can only use force to reduce an enemy’s
military capacities. It fails to clarify reasonable standards for force that seek
to coerce an enemy’s leadership to concede a dispute or give up hostilities,
even when it involves less destruction than attacks on the military.
Proportionality’s difficulties reflect its failure as a test to regulate
robotic weapons. Proportionality requires the measurement and weighing of
values that do not lend themselves to comparison. Commentators have
observed that proportionality already lacks an objective measure because of



the dissimilar variables involved.”® W. Hays Parks has even argued that
proportionality has no content other than to establish that commanders are

not intentionally targeting civilians without any military benefit.”” Under
the rule, for example, military commanders must determine the value of a
“military advantage,” which presumably includes gaining territory, killing
enemy soldiers and destroying military assets, and defending their own
troops. Military advantage includes not just tactical gains, but also strategic
benefits, such as degrading command, control, and communications,
transportation, and supporting networks and production. Judgment of
advantage would not just encompass the dollar value of enemy resources
destroyed, but would involve difficult measurements of tactical and

strategic advantages in achieving a war’s aim.’8 Against this, commanders
are supposed to determine the harm to civilians. This is a difficult task even
in the context of domestic regulation; it seems unworkable to ask
commanders to set a price for an enemy civilian life and then balance it

against military gains.79

Commentators admit that no predictable legal rules can provide
certainty to proportionality. William Boothby, author of the leading work on
the law of military targeting, relies on the idea that most “reasonable
military commanders” would agree on most cases. At the same time, he
admits that there is no “mathematical formula; there are no hard and fast
rules and there is an inevitable element of subjectivity in the judgments

associated with the rule.”80 In its 2015 Law of War Manual, the U.S.
Defense Department admitted that proportionality “does not necessarily
lend itself to empirical analyses” and that instead it calls for “a highly open-

ended legal inquiry, and the answer may be subjective and imprecise.”81
Commanders must claim ever more tenuous relationships to military
objectives in order to justify attacks whose true purpose is coercion. Strikes
on roads and highways become attacks on transportation routes used by the
military. Disabling communications nets becomes part of hitting command
and control systems. Dams become targets if enemies can use it to flood the
approach of friendly troops. Factories that produce dual-use goods become

legitimate talrgets.82



Understanding the use of force as coercive would avoid this analytical
mess. Attempting to balance military advantages against civilian costs only
muddies the waters and places impossible burdens on leaders making
decisions under pressure. Instead, proportionality should simply ask
whether the costs of an attack significantly outweigh its benefits in bringing
a conflict to a more timely, less destructive end. Costs should include all
military and civilian losses, while benefits should include not just tactical
advantages in territory, lives saved, and strategic gains, but also success in
pressuring an enemy’s leaders to concede. If an attack does not endanger
civilians lives, the analysis should grant a fair amount of flexibility in
judging the reasonableness of using force. Permitting attacks that satisfy
this analysis should allow nations to achieve their aims at a lower overall
cost than strictly following AP I.

The precision offered by robotic weaponry opens up a wider range of
legitimate attacks that should make wars less destructive. For example, a
swarm of smaller drones, directed by reliable intelligence, could cripple the
critical nodes of an enemy’s network with small explosives. In the Gulf
War, for example, the United States and its allies destroyed airport runways

using cluster munitions.82 While these airports may have primarily hosted
civilian traffic, U.S. generals argued that they could also serve military
flights. In the Kosovo War, the United States attacked a tractor factory in
Serbia because it also engaged in “manufacturing support or parts for tanks

and armored personnel carriers as well as for civilian vehicles.”®4 In its
recent wars in the Middle East, the U.S. and its allies have destroyed roads,
bridges, railways, and other transportation hubs. Commanders will struggle
to justify such attacks because the facilities involve some military use, or
because they are adjacent to legitimate targets. But nations should be able to
attack such targets if their destruction coerces an enemy, and hence brings
the war closer to an end, at a lower cost—regardless of whether the military
advantage outweighs civilian losses. In fact, the superpowers adopted such
an approach with the most revolutionary military technology to emerge
after World War II: nuclear weapons. During the Cold War, the superpowers
aimed thousands of nuclear missiles at each other’s major cities. These
weapons threatened the destruction not just of military targets, but of most

of a rival nation’s civilian population.85 Deterring attack and maintaining a



balance of power, however, justified the deployment of such weapons,
which by their very nature disregard proportionality.

Precision weapons press proportionality from the other extreme. Drones
offer the ability to advance war aims through pinpoint, but minimally
destructive, strikes on civilian targets. If commanders can cripple critical
enemy networks through precision strikes, they can pressure the enemy’s
leadership to compromise or concede the dispute. Rather than destroy an
airport, drones armed with smaller warheads could disable the radar and
communication equipment that control flights. Rather than destroy the
tractor factory, precision attacks could disable the power lines or
transportation links. If the strikes produce less overall harm to the enemy
than more destructive attacks on military targets, they fulfill the overall goal
of the laws of war to reduce injury and suffering.

The Persian Gulf War of 1990-91 illustrates the types of targets that
come up in an air war that robotic weapons might better attack. In its 1992
report to Congress, the U.S. Defense Department disclosed that one of its
primary air campaign objectives was to “isolate and incapacitate the Iraqi

regime.”86 In order to achieve that goal, the coalition air force developed
three target sets: the first was leadership command facilities; second,
electricity production; third, telecommunications, and command, control,

and communications nodes.8” All of these targets involved strikes against
civilian sites because of their potential dual-use. Leadership command
facilities included “national-level political and military headquarters and
command posts,” where Saddam Hussein and his aides might be located.
The coalition destroyed “virtually the entire Iraqi electric grid” because
electricity to military locations could be rerouted through civilian

facilities.88 Tt also struck “microwave relay towers, telephone exchanges,
switching rooms, fiber-optic nodes, and bridges that carried coaxial
communications cables” because military communications passed through
major switching facilities in Baghdad. Bombing included civilian television
and radio facilities because they too could carry military communications
and political propaganda.

Attacking these systems no doubt would interfere with military
operations. But they also had the effect of pressuring the Hussein regime by
escalating their costs during hostilities. Robotic weapons could achieve this



effect at even lower human and physical cost. In order to successfully
destroy these targets, the U.S. Air Force and its coalition partners have to
fly thousands of sorties, drops tons of bombs, and destroy entire buildings
and networks. While the coalition attempted to use precision-guided
munitions where possible and reduce collateral damage, no doubt civilians
at or near these locations were killed. The coalition had to return to these

targets repeatedly because the Iraqis could rebuild them.89 Robotic
weapons could provide the ability to incapacitate these civilian facilities
with even lower cost. Because of the ability to loiter and fire precise
missiles, UAVs could hit critical components that could bring down an
electrical or communication grid without permanently destroying the entire
network. The less production and transmission facilities hit, the less
casualties will result. Western nations might even use robotic weapons to
take and hold such facilities—imagine a robotic ground vehicle stationed on
top of a critical communications hub—to prevent their repair. Such
weapons could achieve military goals with lesser harm, if they could extend
their reach to civilian infrastructure.

Less provocative measures could also avoid a rapid escalation of
hostilities. For example, the United States currently favors air strikes as a
means of placing pressure on another government. It will not, however, risk
attacks without first neutralizing enemy anti-aircraft defenses and winning
air superiority. Air superiority is also seen as a necessary precondition for

successful ground and naval opelrations.90 Thus, to engage in successful
military force, the United States would first carry out extensive bombing of
air defense command and control and munitions as well as ground enemy
aircraft—provocative moves that will cause extensive loss of life and
damage. Cheaper UAVs, however, provide the opportunity to place pressure
on an opponent without risking pilots, and therefore alleviating the need to
wipe out a nation’s entire air defense system. Unmanned naval and ground
weapons could similarly engage in pinpoint attacks that might sacrifice the
vehicle, without calling for the suppression of defenses that ground forces
would require. Robots’ precision with disposability opens up a greater
range of uses of force that give nations more space to send signals,
negotiate, and ultimately avoid a fuller-blown conflict.



Conclusions

This chapter has described the coming revolution in robotic warfare. The
technology that has created aerial drones will produce unmanned versions
of many other weapons systems, from tanks to submarines to sentries.
Criticism of this advance misses the mark. Rather than an unknown to be
feared, new weapons technology will bring a greater precision in the use of
force that will reduce casualties and destruction. Allowing the use of
robotic weapons against a broader range of targets, such as civilian
infrastructure and networks, promises to contain the harm of international
disputes and help lead to peaceful settlements. Concerns about autonomous
weapons are equally mistaken. Such systems promise to increase the
precision and decrease the harms of attack. In a world beset by fresh
challenges to international security, reducing the costs and increasing the
accuracy of force may reduce the obstacles to action to stop WMD
proliferation, terrorist groups, humanitarian disasters, or revanchist powers.



CHAPTER 6

Cyber Weapons

he Wright Brothers achieved heavier than air flight in 1903. A mere
Teight years later, Italian forces deployed air bombardment against
Tripoli—the pilot tossed handheld bombs from the cockpit of his rickety
plane. Italian newspapers pronounced the action a decisive contribution to

the conquest of Libya.1 By 1918, a mere fifteen years after the first flight at
Kitty Hawk, Britain’s new Royal Air Force was planning a major bombing

campaign against Gelrmany.2

The Internet became accessible to general home use in 1993. That same
year, an article appeared warning that future wars would turn on mastery of
the cyber domain. Strategists launched the idea of “cyber war” almost

simultaneously with the emergence of the Internet.> Nearly a quarter-
century later, cyber war has yet to happen. No one has died from a cyber
attack. No nation has surrendered to a cyber attack. No government has
admitted that it launched a cyber attack to force another government to

change its policy.4
Military services still have much more interest in cyber attacks, of

course, than in attack dolphins, seen as an emerging threat not so long ago.5
The U.S. Defense Department—which denies an interest in attack

6

dolphins®—is certainly interested in cyberspace. Beginning in the late



1960s, the Defense Advanced Research Projects Agency (DARPA)
provided the critical financial and institutional support for research into
networked computers. By 2006, the Air Force established its own cyber
command, which became U.S. Cyber Command, linked to the National
Security Agency in 2010.

In the meantime, there was a drumbeat of warnings that surprise attacks
through computer networks could cripple the United States. CIA Director
John Deutch warned Congress in 1996 about the possibility of an

“Electronic Pearl Harbor.”” A 2003 study by a national security analyst,
based on extensive consultations with Defense officials, offered an entire

chapter entitled “An Electronic Pearl Harbor?”8 By 2012, CIA Director
Leon Panetta, after his nomination to serve as Secretary of Defense, warned

the Senate about a “Cyber Pearl Harbor.”? A few weeks later, two senators
used the anniversary of the original December 7 attacks to warn about the
same thing, borrowing the title of a famous book on Pearl Harbor for their

op-ed: “At Dawn We Sleep.”10
Some analysts go further. They worry that a terrorist organization, rather

than a state, may use the Internet to deliver a catastrophic surprise attack.11
Some analysts have even offered explicit analogies between today’s cyber

threat and the threat posed by nuclear missiles during the Cold War. 12
Analysts who emphasize the most alarming possibilities often leap to the
most obvious means to head them off: an international agreement by which
all powers renounce destructive cyber attacks. In other words, they want
arms control.

These warnings are overblown and the prescription is impractical. Even
the Obama administration declined to pursue a cyber arms control treaty,
while it did acknowledge that U.S. Cyber Command would have vaguely

defined “offensive capabilities.”13 Just behind the Cassandras and the
utopians, however, are legions of lawyers, insisting that the current law of
armed conflict prohibits or constrains the most promising applications of
cyber technology to armed conflict. This chapter will examine the nature of
cyber weapons and dispel the legal obstacles to their use, before turning to
an exploration of the more limited nature of cyber force. We conclude with



a description of the appropriate uses of cyber technology against the
security threats of today.

Cyber Weapons as WMD: Apocalypse Now, Not

In 2010, Richard Clarke envisioned a cyber attack in these lurid terms:

Within a quarter of an hour, 157 major metropolitan areas have been thrown into knots by a
nationwide power blackout hitting during rush hour. Poison gas clouds are wafting toward
Wilmington and Houston. Refineries are burning up oil supplies in several cities. Subways
have crashed in New York, Oakland, Washington, and Los Angeles. Freight trains have
derailed outside major junctions and marshaling yards on four major railroads. Aircraft are
literally falling out of the sky as a result of midair collisions across the country. Pipelines
carrying natural gas to the Northeast have exploded, leaving millions in the cold. The
financial system has also frozen solid because of terabytes of information at data centers
being wiped out. Weather, navigation, and communications satellites are spinning out of
their orbits into space. And the U.S. military is a series of isolated units, struggling to

communicate with each other.14

By the time Clarke had published this warning, he had advised a
succession of presidents on national security issues. He emerged into the
political spotlight when he offered a much-publicized public apology for the

government’s failure to prevent the 9/11 attacks.1®> As the Obama
administration reoriented security policy from terrorist threats, Clark tried
to focus public attention on the novel and ostensibly greater threat of cyber
attacks.

Other commentators have depicted the potential threat in equally vivid
terms. After revelation of the Stuxnet virus directed against the Iranian
nuclear program, an MIT researcher warned of a “Stuxnetted future.” Just a
few years from now, he postulated, a hostile enemy might use porn sites to
infect cell phones and order them to overheat and explode, causing mayhem
in the subways of major cities. “Hundreds [of passengers] severely burnt
and blinded” and “thousands more trampled as panicked commuters
struggled to escape the smoke-filled trains,” while “above ground . . . along
America’s East Coast, rush hour trucks and automobiles on freeways,
highways and city streets spun out of control as synchronized explosions

crippled drivers.”1® Fervid imagination seems to have outrun physical



possibility, because electronic signals cannot generate explosions in phones
not already packaged with explosive material. Worries about “cyber war”
have spread with expressions like “cyber attack” and “cyber weapons.”

These metaphors are misleading. Cyber operations are less like
battlefield weapons and more like covert operations. In the last years of the
Cold War, we might have directed a spy to seek secret data, say, regarding
Soviet arms production. If that data were on a Moscow computer, the agent
(or some insider he recruited to help) might download it onto discs, so the
data could be transferred to the CIA. If the CIA wanted to make it hard for
the Soviets to retrieve their own data, the agent might sabotage the Moscow
computer to cause it to break down. If the CIA were particularly ingenious,
it might try to confuse the Soviets by altering the data on the computers.
Cyber attacks allow the United States to carry out the same infiltration, but
without physically risking a covert agent inside the Kremlin.

What makes “cyber attacks” seem revolutionary is that they can strike
from thousands of miles away. Computers connect to each other in local
networks, as within a particular government agency. Networks connect to
each other through the Internet. Hackers can infiltrate the communications
between computers and networks to steal information or plant new
programs that can disrupt the networks or direct computers to operate in
new ways. An enemy can instantly attack any computer network linked to
the Internet without ever leaving its territory.

The defense against hackers is analogous to the defense against spies.
The target network can be programmed to exclude incoming messages that
have suspicious electronic markings. Or it can be programmed so that only
users with special user passwords can gain access. Computer security
services can do periodic inspections to make sure there is nothing lurking in
a particular computer or network. Still, as with security controls in the
physical world, cyber defenses can be breached. With patience and
ingenuity, determined hackers can often disguise their messages or work
around security blocks to penetrate the target system.

That does not mean we will face apocalyptic dangers. To begin with, the
hacking effects that are easiest to achieve rarely have very severe
consequences. By far the most common aim is simply to copy information
from targeted computers or computer networks. This is certainly a huge
problem. Hackers in the service of foreign governments can penetrate



computer networks to obtain government information, commercial trade
secrets, and patented technology. Criminal gangs, sometimes with the
encouragement of foreign states, seize personal information, such as credit
card or bank account numbers, which may be used for criminal purposes.
But serious as the problem may be, it is a high-tech version of espionage,
which is not, in itself, regarded as comparable to a military “attack.”

The next most common aim of hackers is to force a local network to
shut down, known as a denial of service (DoS) attack. It can be achieved by
overloading the system with incoming messages. The same result can be
achieved by infiltrating malicious software into the target system. That can
cause considerable inconvenience and, when the target is a private business,
serious financial loss. But systems crash all the time, even without outside
interference. In most cases, the victim can restore network operation within
a few hours or a few days.

Is a temporary denial of service an “attack?” In 2007, in the midst of
heightened tensions between Russia and Estonia, hackers shut down major
public access websites maintained by the Estonian government. In some
cases, the regular site was replaced by a mocking message placed there by
the hackers. Still, the Russian-backed hacking did not kill or injure anyone,
nor did it cause any physical destruction beyond the damage to the
computer networks themselves. When Estonia alerted its NATO allies, they
declined to characterize such vandalism as the sort of “attack” that would

trigger military assistance under the NATO treaty.17

To be sure, worse things can happen. The so-called Shamoon attacks in
2012, which are thought to have been perpetrated by Iran, not only shut
down thousands of computers in the offices of Saudi Aramco, but also

wiped them clean of all data.18 In 2014, North Korea apparently inflicted
similar damage on Sony Pictures, which had produced a comic picture that

satirized dictator Kim J ong-un.19 It can be very costly and time-consuming
to restore normal operations after cyber attacks on this scale. Still, it is not
clear such disruptions and property damage should be characterized as
“attacks” in the military sense. The attacks did not kill or injure anyone, nor
did they cause any physical damage other than the disruption of normal
computer operations or the theft of information.



Hacking can achieve even more destructive consequences. Instead of
merely shutting down a computer system, hackers might seek to change its
code so it operates in dysfunctional ways. Tampering with the computer
programs that run complex industrial systems might have destructive
consequences. A simulation by American security analysts showed that

hackers could take control of a dam in Idaho.20 The point was
demonstrated in the real world with the so-called Stuxnet virus, which reset
the spin rate of Iranian centrifuges without discovery by the system’s

monitoring programs. Ultimately several centrifuges broke apart.21

There are good reasons to doubt that even these cyber operations will
produce the nightmares drawn by Richard Clarke and other alarmists. The
first obstacle is the scale of the technical challenge. A hostile power cannot
simply aim a general-purpose cyber weapon at a target system. To take
control of a network, the hackers must custom design a special program to
penetrate the system. The developers of the cyber weapon must have a
detailed understanding of the network, which may take years of snooping
inside that system. If the target is disconnected from the Internet, as the
Iranian nuclear facility was, the attacker must infiltrate a closed local
network. That may prove feasible, but it requires highly specialized and
sophisticated intelligence, so that attackers can infiltrate the target system
by way of other computers with which it may regularly interact.

The challenge is greater still if the aim is not simply to shut down the
target system but to change its operations, as with Stuxnet. The hackers
must then figure out how to disguise their program to evade detection by
network security teams. The Stuxnet virus is reported to have taken four or
five years and billions of dollars to develop. Among other things, the

developers built their own model of the Iranian nuclear facility.22 Stuxnet
took over the supervisory control and data acquisition program (SCADA)
of the Iranian centrifuges. As engineers have pointed out, “the complexity
of SCADA systems is one of the best defenses against attack,” because their
complexity would prevent all but the most patient, expert, and highly

informed hackers from redirecting their operations.23
To accomplish a doomsday scenario, an enemy would have to make a
huge investment in research and development for each individual target.



Enemies are not likely to build models of each mass transit system in the
U.S. to work out the right attack program for the controls on that system.
Even if they did, they could not expect that all of their efforts would go
undetected. If even one such attack were detected or went off ahead of
schedule, it would prompt immediate security checks on other transit
systems. On the other hand, regular changes in the control systems, which
might be updated for any number of reasons, could throw off years of
preparation by the hackers. Achieving a simultaneous attack on a series of
different targets would be an amazing feat of engineering and deception.
Only a handful of states could spare the necessary resources to attempt such
a cascade of destruction.

Apart from the technical challenge, there remains the practical question:
Why would an adversary want to achieve such mass destruction effects
through hacking? If the aim is to generate mass casualties, there are more
direct and reliable ways. A hostile state could use ICBMs tipped with
nuclear warheads to kill millions. By exploding a nuclear weapon in the
atmosphere, an enemy could generate an electromagnetic pulse powerful
enough to shut down electrical and communications networks. Aerial
bombs and cruise missiles could destroy critical transportation nodes.
Terrorists might even introduce poisons to a city water supply or disease
agents in the food chain. The more catastrophic the desired effect of the
attack, the less point there is to deliver it through computer networks.

Alarmist observers also do not explain why deterrence would not
succeed with cyber weapons as it has with WMD. It is the announced
policy of the United States government that it stands prepared to respond
with “military force” to a cyber attack that causes loss of life or substantial

damage to plropelrty.24 The United States need not try to counter each cyber
attack with a comparable response in cyber space. A cyber attack could well
trigger kinetic retaliation from a wide range of conventional weapons that
could cause worse damage to an enemy regime. Whatever one may think
about the inherent logic of cyber deterrence, the record of experience
suggests that something is at work. Since September 11, 2001 terrorist
attacks have killed thousands of Americans, even within the boundaries of
the United States. In the same period, there have been no U.S. fatalities
attributable to cyber attacks.



But the logic ought to matter. Prominent analysts, looking at the
limitations and potentialities of cyber attacks, have doubted that they will
prove to be strategic weapons.

Thomas Rid, professor of War Studies at Kings College in London,
sums up the case in the title of his 2013 book, Cyber War Will Not Take

Place.?> As a “weapon,” he argues, hacking operations will be most
effective when most specialized and targeted, which means no one attack is
likely to have strategic consequences. But, Rid acknowledges, cyber attacks
may be quite relevant as ancillary weapons, deployed for espionage,
sabotage, or more limited interventions.

Stay Calm about Connectivity

Many commentators worry that, whatever their immediate destructiveness,
cyber attacks remain especially dangerous because they are hard to track.
The Internet is an immensely complex web of connections. Messages are
routed automatically through available channels in this dense network.
They may go halfway around the world before they are delivered to a
neighboring state or a neighboring country. A sender who wants to disguise
the origins can take control of a computer in a distant country and make it
appear that this was the source of the hack. It is very difficult to respond
when there is doubt about the source of an attack.

Analysts call this the “attribution problem.” Even sober officials are
concerned that attribution may interfere with the normal incentives behind
deterrence. General Michael Hayden, former Director of the National
Security Agency, warned in a 2011 essay that, “casually applying concepts
from physical space like deterrence, where attribution is assumed, to
cyberspace, where attribution is frequently the problem, is a recipe for

failure.”2% A more recent study, Cybersecurity and Cyberwar, asserts that
among “dimensions that make the cyber arena so challenging to secure . . .

the most difficult problem is that of attribution.”2” The trouble with cyber
intrusions is that they are spectral. We often can’t tell where they have come
from. We often don’t know where they may go next. Cyber attacks may not
be inherently more destructive than conventional weapons. But they are



harder to identify. For alarmists, the attribution problem makes cyber
warfare especially tempting for reckless governments or for terrorists. In
Clarke’s scenario, the president considers whether to retaliate for the
cascade of horrors falling on American cities by ordering cyber command
to “turn out the lights in Moscow” or “hit Beijing.” But the president is
paralyzed because it is not clear whether Russia or China is actually the

power responsible for all of those attacks.28
There is some ground for this concern. Cyber attacks can be routed

through a chain of computers in different countries.2? Tracing the
proximate source of an attack does not always indicate where it was
actually planned, directed, or launched. Computers in the chain may be
redirected, without the collaboration or even the awareness of their own
operators. They can be made to perform certain commands in robotic
fashion, working as “botnets.” Determining who should finally be blamed
for a cyber attack can prove a considerable technical challenge. In the
episodes mentioned previously, such as the disruption of Estonian
government websites, the Stuxnet disruption of Iran’s nuclear program, the
disruption of computers at Saudi Aramco, and the vandalism at Sony

Pictures, no government officially acknowledged responsibility.SO

When no attacker claims credit for a cyber attack, its attribution may be
disputed. Residual uncertainties, however, need not prove an obstacle to
deterrence. As in clandestine operations, non-avowal is not always about
confusing the intended target. Israel’s spy agency, Mossad, has tracked
enemies to foreign capitals and killed them. It rarely acknowledges
responsibility. Deniability gives diplomatic cover to host nations, which can
claim to be “concerned” without having to strain their own relations with
Israel. It may also make the intended targets and their organizations less
certain about their safety and freedom to operate. The possibility of
obscuring responsibility for lethal attacks has not emboldened governments
to use assassination regularly around the world. Past a certain point, other
states will insist on tearing off the pretense that they have “no idea” who

may be 1resp0nsible.3 1
As with kinetic attacks using bombs and bullets, attribution in the cyber
realm is not an all or nothing enterprise. Analysts can assemble information



that can identify the source of an attack with a fair degree of probability.
They can compare characteristics of one attack with those of other attacks
known to be associated with particular countries. Government agencies can
assemble evidence from other sources (regarding the capacities and
intentions of foreign powers) to compare with assessments by cyber

specialists.32 A state that is suspected of involvement can be pressed to
cooperate with the investigation and much may be learned from how it

responds, or how it does not.33

Concern over the attribution problem also ignores the purpose of the
inquiry. Attribution is not for etiological analysis in a medical sense, let
alone for adjudication of criminal guilt. If an attack causes enough damage,
an investigation for national security purposes can proceed under the
standard of a “preponderance of the evidence” or reasonableness, rather
than the criminal justice system’s “beyond a reasonable doubt.”
Furthermore, the United States can hold nations liable for cyber attacks that
originate on their territory. Just as they do with terror networks or militia
groups, governments sometimes protect or work through hacker gangs,
which commit cyber mischief to extort payments, perpetrate scams, or steal
valuable information. The United States and other nations have long
maintained the right to use force to stop attacks emanating from foreign
countries, and to hold accountable the governments that refuse to stop them.
In the wake of the 9/11 attacks, for example, the U.N. Security Council
authorized an invasion of Afghanistan, even though the Taliban leadership
was not accused of plotting the attacks. In the cybersphere, the United
States could reasonably extend this claim to countries whose territory
serves as a base for cyber attacks, which the host government will not help

to control.3%

The supposedly severe problem of attribution has not made cyber
weapons attractive to the very actors most often desirous of secrecy.
Terrorists groups depend on their ability to conceal their attacks and
disguise their operations as normal civilian activity. Judging from
experience to date, terrorists have not carried out destructive cyber attacks.
A study by political scientists tracked “cyber incidents” between 2001 and

2011.3° Almost all occupied the low end of the spectrum of destructive



impact. Whether it was the “Cyber Gaza” group attacking websites in Israel
or the “Syrian Electronic Army” (loyal to Assad) attacking websites in the

U.S., the damage involved resembled vandalism more than serious injury.36
And in the twenty interstate conflicts where cyber incidents occurred,
traditional terror attacks (involving on-the-ground violence aimed at killing
or wounding human beings) were almost 600 times more frequent than

these cyber incidents.3” “Terrorists” rely on “violence that instills a sense
of fear and horror,” writes a defense analyst. “To that end, terrorist attacks
tend to be extremely violent, bloody, and photogenic. They want to hurt or
kill their victims in a way that disturbs as many people as possible and is

seen by as many people as possible.”38 Cyber attacks do not lend
themselves to this strategy. Nor have terrorist groups been able or willing to
invest the considerable resources required to execute the most fearful sorts

of cyber attacks.3”

While major states might be capable of concealing a major cyber attack,
it is doubtful that they would rely on such tactics. For most purposes, an
attacker will want the victim to know who delivered the attack. The point of
an attack is to coerce an enemy so it ceases harmful conduct. In Clarke’s
hypothetical, Russia or China wish to inflict catastrophic harm on the
United States, but anonymously. The question is why. For all the talk of a
cyber Pearl Harbor, potential attackers will surely recall that the United
States responded to the original Pearl Harbor attacks with a full-scale war
that brought crushing defeat to the Japanese attackers in less than four
years. It is conceivable that a reckless foreign leader would hope that mass
casualties would so demoralize the United States that American public
opinion would demand a wholesale repudiation of U.S. international
commitments. Perhaps that foreign adventurer would hope that by
concealing the source of the attack, his own country would escape
American retaliation. But he could not, in fact, be sure that the United
States would fail to penetrate his country’s efforts at concealment. The
broader the attack, the harder it would be to conceal.

Even if the United States did not immediately retaliate, it might plan
future revenge and refuse to accept denials of responsibility. The risk,
however, is not only that subsequent denials will be discounted. A confused



America might lash out in the wrong direction. The United States might
misunderstand the intended message which might be, for example, a
Russian warning about American policy toward Ukraine or Syria. The
misunderstanding might lead the United States to lash out against another
state, without affecting the policies Russia had meant to protest. A mistaken
attribution of a cyber attack might even lead to a destabilizing conflict
elsewhere, that could prove counterproductive to Russia’s aims. If there are
potential benefits in anonymous cyber attacks, there are also great risks. It
is hard to see why adversary powers would see the benefits exceeding the
risks, especially when the attacks cause enough havoc to provoke the
defender.

Some writers, however, dwell on the fear that cyber attacks and
retaliation could spark a spiral of uncontrolled escalation that unleashes
mass destruction. The underlying thought seems to be that cyber attacks
always risk harm to unintended targets because of their unforeseen

Consequences.40 The Stuxnet virus, for example, did not just cause Iranian
nuclear centrifuges to crash, it also found its way into thousands of
computers around the world. Hence, cyber weapons are likely to generate
more harm than originally intended.

The concern is exaggerated. The rhetoric used to describe cyber attacks
may heighten the sense of the risk, such as when analysts speak of
computers as “infected” with a “virus.” The biological metaphor is
misleading. Humans have similar physical structures, which is not generally
true of electronic control programs. A virus that interferes with respiration
in one person is likely to restrict lung function for a great many others. But
all computer systems do not possess the same “physiology” with slight
variations. Systems are custom designed to do different things in different
settings. A virus that successfully disrupts or redirects one network will not
likely have the same effects against others. Researchers in Europe,
analyzing software oddities circulating there, discovered the Stuxnet virus

used to “infect” the Iranian nuclear plroglram.41 But the virus seems to have
done no serious harm to anything other than the Iranian nuclear program. Its
engineers specifically designed Stuxnet to disrupt specific machines
controlled by German computer software. Stuxnet’s sharp focus on the
Iranian centrifuges rendered it harmless to other computer networks.



It is possible for a “virus” to disable the hardware elements of a
network, as happened in the Shamoon attack. The effects of such an attack
are costly, especially if they crash electric power supplies or delete
important government data. But those well-known costs will encourage
governments and corporations to back up valuable data in several places
and build redundancies into vital control systems. Such safeguards would
mean cyber attacks cause temporary inconvenience, but are not likely to
cause widespread, permanent damage. If an attacker wants to turn off the
lights everywhere, there are easier ways than cyber-based attacks.

Alarms over shutting down computer networks overlook their
resiliency. Computers are immensely complicated and hence inherently
temperamental. Designers of computer systems have always known that. At
any one time, some computers in commercial networks may be
experiencing technical difficulties—as air travelers know from experience

trying to acquire boarding passes from “self-help” kiosks.#2 Network
designers build their systems to work even when significant portions of the
hardware and software go offline. Such resiliency would pose a serious
obstacle to the success of a cyber attack. As new risks become known,
network engineers will build in more robust defenses.

Finally, even if nations could build cyber weapons that could shut down
networks on a large scale, they may never use them. Such a weapon could
be equally dangerous for the attacker as for the defender if its effects spread
beyond the target system. The more networked an attacker’s economy and
military, the more exposed it will be to such harms. Even if the attacker
could deploy a prophylactic defense for its own computers, it would still
need those computers to communicate with external networks in other
countries. A world paralyzed by computer problems would prevent the
attacking nation from reaping the benefits of the Internet. Unless it were
prepared to isolate itself from the world economy for a lengthy period of
time, a nation would not likely deploy an all-destructive cyber weapon.

To think of cyber as a weapon of mass destruction is like noticing that a
laptop computer is light enough to swing, while also encased in unyielding
metal, and then to conclude that a laptop computer is well suited to deploy
as a war club. That conclusion is not demonstrably false. But it misses the
main point. The most attractive aspect of cyber operations from a tactical



standpoint is that they can be customized, allowing attacks to be highly
focused and ratcheted up or dialed back, according to circumstances. Their
most effective use is when they are used for espionage and covert action
goals, rather than strategic strikes. Their military value will come as an aid
to other forms of hostilities, such as diplomatic and economic pressure or
kinetic attacks. Cyber weapons have far more value as a more precisely
tuned means of coercion between nations, rather than as a weapon of mass
destruction.

International Rules and Cyber Weapons

Anxieties that “cyber war” may get out of control have encouraged efforts
to use law to constrain it. Proposals for new international treaties—a
nostrum urged by Richard Clarke, for example—have not gained much
support. Nevertheless, prominent scholars and government officials have
been quick to argue that existing international law already imposes
extensive controls on cyber operations. But, as we will show, they
improperly assume that AP I and novel notions of international
humanitarian law automatically apply to cyber warfare as they do to ground
warfare. The major powers do not agree on any norms to restrain cyber
warfare. As we have argued earlier, the history of technology and war
suggest that nations will not agree to significant limits until they have
gained experience with the weapons and understand their strategic
implications.

Some restraints on cyber conflict may seem obvious. Hacking the
controls of an air traffic control system could result in thousands of civilian
deaths from air crashes. That looks like wanton murder. If such an attack
were launched without warning, it could rightly be seen as an act of
aggression, justifying fierce retaliation. Even if undertaken during a
conflict, attacks that directly threatened the life and limb of large numbers
of civilians would surely violate any understanding of applicable laws of
armed conflict.

But to go much beyond that would require speculation beyond
experience. In the past, nations governed military operations in different
domains with different rules. War at sea had different rules from war on



land. At sea, it was lawful to raid enemy shipping, even if merchant ships
were carrying entirely civilian cargoes for purely commercial purposes.
There was a duty to protect the lives of enemy sailors and passengers, so far
as possible, but not to safeguard civilian property (nor return it when seized
as a prize of war). In the world wars of the twentieth century, blockades
tried to prevent all shipping into enemy territory. Even outside the context
of war, nations could use their naval forces to attack another state’s
commercial shipping as a reprisal or to impose a “pacific blockade” of a

major port as a sanction.#3

Efforts to codify the law of war in the twentieth century acknowledged
that different rules should continue to govern different realms of combat.
The Hague Conventions of 1899 and 1907 expressly regulated war on land,

while different rules were crafted (in 1907) for war at sea.#* The 1949
Geneva Conference produced different conventions for shipwrecked sailors
and for wounded combatants on land. Even AP I acknowledges that its rules

do not apply to conflict on the sea.#> Naval combat should have different
rules because collateral damage is less likely or extensive on the high seas.
Due to the vast spaces of the oceans, few people are traveling on any part of
the ocean at any one time. An attack on a particular building might threaten
neighboring buildings, including private homes. An attack on one ship does
not usually threaten others. It is also easier, at least in principle, for an
attacker to distinguish the character of a ship from brief inspection, based
on what flag it flies, whether it is armed, and what cargo it could carry. On
land, an attacker cannot know as much about all the individuals who might
be in harm’s way.

The differences in combat environments demand differences in their
regulation. A land army usually relies on civilian cooperation or has to fear
civilian resistance in ways that ships at sea do not. There are special rules
for occupied territory that do not apply to armies in combat on the front
lines. In naval war, all the high seas may be potential scenes of combat, but
the rules are supposed to assure that neutral shipping can move freely

through the same waters. 40
Cyber does not fit cleanly into the models governing land, sea, or air.
One might think it shares characteristics with the high seas, because cyber



weapons may roam through international networks before targeting a
particular computer network without interfering with other Internet
activities. Or one might think it is its own domain, as implied by the U.S.
government’s decision to establish a cyber command, separate from
existing army, navy, and air force commands. The Defense Department’s
Law of War Manual seems to take the latter approach. It declines to apply
rules of land warfare directly or mechanically to the cyber domain. Instead,
the DoD recognizes that some cyber operations “may not have a clear
kinetic parallel in terms of their capabilities and the effects they create.
Such operations may have implications that are quite different from those
presented by attacks using traditional weapons and those different

implications may well yield different conclusions.”*’

Most legal analysts, however, have gone to considerable lengths to
assimilate cyber capabilities to rules that are supposed to apply to land
warfare. In particular, they apply rules from AP I as the most extensive
compilation of rules in this area. Articles on the law of cyber warfare have
taken this view since the mid-1990s and more recent works have borrowed

these assumptions.48 Most notably, this approach appears in specialized,
book-length treatises that have appeared in the last few years.

The most prominent such guidebook was composed by a group of
experts on law of war issues, meeting in the Estonian capital of Tallinn,
under the aegis of NATO’s “Cyber Defence Centre of Excellence.” Known
as the Tallinn Manual, this book is not a treaty, nor even an official

guidance document for NATO forces. 4 A first edition appeared in 2013.
The second edition, published in 2017, is twice as long, partly from
inclusion of some new topics but mostly from the addition of qualifications
and refinements in its comments on the 154 “rules” it finds already
governing “cyber operations.” The Tallinn Manual assumes that AP I rules
constitute obligatory standards for the conduct of all military operations,
including cyber. “The law of armed conflict applies to cyber operations

undertaken in the context of armed conflict,” the Manual declares.®0 The
Tallinn Manual also takes a restrictive view of jus ad bellum under the U.N.
Charter. Citing a decision of the International Court of Justice (a decision
repudiated by the U.S. at the time), it reads the Charter as prohibiting any



resort to “force,” even in response to unlawful attacks, so long as the latter

do not rise to the level of an “armed attack” in the sense of Art. 51.21
Recent treatises by European scholars Heather Harrison Dinniss in 2012
and Marco Roscini in 2014 have also tried to synthesize the extensive

literature in this field into definite rules.>2 They embrace much the same
views as the Tallinn Manual, which means they assume away the most
important questions in a field that has just opened.

First is the question of when a cyber attack is justified. These
commentaries take for granted that the U.N. Charter governs cyber attacks.
As we explained in chapter 2, the strictest interpretation of the Charter
maintains that nations can use force in “self-defense” only “when an armed

attack occurs” or when authorized by the Security Council.>3 One of the
most prominent commentators on the U.N. Charter, Bruno Simma, argues
that the Charter only allows states to use force to resist a cyber attack while

it is in progress.54 Simma acknowledges that this rule might close the
window for a response to no more than a few minutes or seconds, which
might often be too little time to determine the source. While they do not go
to such extremes, other treatises join Simma in trying to articulate similar
constraints on cyber attacks. But imposing a broad ban on cyber attacks
would seem to imply a correspondingly broad scope for using cyber
operations in “self-defense.” If a nation violates the ban on the threat or use
of force, it might seem to follow that the defender could use cyber weapons
in self-defense. These authors, however, seek to prohibit cyber attacks in
responding to limited provocations. They claim the U.N. Charter only
allows force in responding to an “armed attack” and not what the Charter
describes as “threat or use of force.” On this theory, an attack could be a
violation of the U.N. Charter but still not trigger a right to use force in
response.

Such distinctions make intuitive sense in some areas (detaining a
foreign merchant ship in port on questionable pretexts might seem to be a
use of “force” but not perhaps the sort of thing that would automatically
warrant a military response from the ship’s home state). The distinctions are
harder to apply to cyber intrusions. The Tallinn Manual does acknowledge
that the United States rejects this distinction—between prohibited uses of



force in general and uses of force so severe as to justify a forcible

response.55 But rather than endorse or defend the American view, it goes to
some trouble to adopt the alternative view. The Tallinn Manual notes that a
succession of attacks, even if individually below the threshold of force
justifying self-defense, might be rightly considered a sufficient attack in the
aggregate. But it then qualifies this rule by insisting that the “smaller-scale

incidents” must be “related.”% It gives further bite to this requirement by
stipulating an element of “immediacy” for the period when a victim “may

reasonably respond in self-defense,”57 which would seem to preclude the
aggregation of well-spaced attacks into a “related” provocation. The
Manual further subordinates these fine distinctions to a broader rule that a
state may not even threaten cyber retaliation unless “the threatened action is

in itself lawful.”>8 These legal ambiguities may have the effect of
paralyzing a state with a high regard for legal technicalities from using its
cyber weapons as a deterrent.

The abstractness of these analyses is occasionally tempered by concrete
examples, without at all clarifying the resulting “law.” What about an
“attack on a major international stock exchange that causes the market to
crash”? The experts responsible for the Tallinn Manual could not reach an
agreement on how to characterize such an event because some “were not

satisfied that mere financial loss constitutes damage for this purpose.”59
With regard to Stuxnet, the group of experts “was divided as to whether the

damage sufficed to meet the armed [attack] criterion.”00 The Tallinn
Manual does not even attempt to analyze whether the threat posed by the
Iranian nuclear program was sufficient to justify the cyber attack. Roscini
suggests that the Stuxnet operation involved enough force to be a violation
of the U.N. Charter and may have violated the rule against attacking

civilian objects.61 While noting the “decidedly muted” international
response, Dinniss is unsure whether the hesitation to condemn Stuxnet
reflects a judgment that the worm did not constitute “force” or that it
“merely [reflected] satisfaction at the outcome . . . regardless of its legal

nature.”®2 Dinniss does not dare to contemplate that international
“satisfaction” might indicate that states believed Stuxnet to be legal.



It may be understandable that experts on the law of armed conflict do
not want to divert their inquiry into fundamental questions, where they
cannot find consensus. But the effort to fit cyber within existing boxes
means that basic issues drop from sight. On the question of justification, for
example, further questions arise on the application of cyber to humanitarian
intervention. The treatises do not dig deeply, when they notice these
questions at all. The Tallinn Manual notes, in one paragraph, that its
“International Group of experts was divided over” the legality of “cyber

operations in support of a humanitarian intervention. . . 63 Dr. Roscini
notes in passing that the International Criminal Tribunal for the former
Yugoslavia (ICTY) approved the NATO bombing of Serbian broadcasting
towers because, in Rwanda, state radio had been used to “incite” the
population to commit genocide. But Roscini accurately observes that the
ICTY’s reasoning was not consistent with AP I, because “propaganda or
incitement to commit crimes do not amount to ‘effective contribution to

military action.””%4 He fails to ask whether AP I should be disregarded in
such circumstances or read to allow a reasonable exception to prevent
genocide.

These scholars also give short shrift to the fundamental questions on
targeting. They do engage in an extensive discussion of requirements under
AP 1. But they fail to ask whether the same principles of distinction and
proportionality apply to cyber weapons. To start with the most obvious
difficulty, AP I imposes a stringent definition of military targets permissible
to attack. The only objects that qualify are those that “make an effective
contribution to military action” so that their “total or partial destruction,
capture or neutralization, in the circumstances ruling at the time, offers a

definite military advantage.”65 Our scholars don’t admit the difficulty that,
in an exchange of cyber attacks, a cyber attack on an enemy’s conventional
military assets would not at all prevent it from launching new cyber attacks.

Cyber attacks don’t rely on a stockpile of cyber weapons conveniently
stored in a cyber-weapon arsenal. The defending side might identify the
particular computers used to launch an attack, but shutting them down
would not prevent the enemy launching new attacks from other computers.
The attacking state might not have had the courtesy to label its hacking
squads as fully or officially “military” or house them in a government



facility. According to AP I, where there is doubt whether a “civilian object”
is “being used to make an effective contribution to military action [and so

eligible for attack], it shall be presumed not to be so used.”66

The defending side could try to block all Internet traffic into the
attacking state. It is not certain whether this would be technically feasible or
reliably effective, given various means to reroute traffic through third
parties. But if feasible, it might seem to be prohibited by AP I’s rules
against disproportionate damage to “civilian objects” and against targeting

that is inherently indiscriminate.57 The Tallinn Manual, for example,
stipulates that shutting down a network shared with civilians could be
unlawful, “in much the same way that area bombing [of entire cities] is

impermissible.”68 It also warns that depriving civilians of Internet access
could be considered a form of unlawful “collective punishment,” prohibited

by AP I and, in narrower circumstances, earlier conventions.5 Recall that
the U.N. Charter empowers the Security Council to impose “complete
interruption of . . . rail, sea, postal, telegraphic, radio, or other means of
communication” to pressure a state, and it characterizes sanctions as

“measures not involving the use of armed force.””0 But now academic or
expert guardians of the law of armed conflict see even the deprivation of
Internet access as an impermissible brutality.

If a hostile state disregards these restrictions, the obvious answer, in
earlier times, would have been retaliation in kind. The Tallinn Manual
warns that while earlier conventions prohibited particular kinds of reprisal
(against prisoners, medical facilities, etc.), AP I prohibits reprisals against

all “civilian objects” and “civilians” generally.71 Although noting that
some parties to AP I filed reservations against this blanket prohibition, the
Manual warns that the ICTY has claimed that the prohibition against all
forms of reprisal against civilians has now become customary law, binding

on all states.”?

The dispute about the legality of reprisal actions reflects the overall
character of these efforts. There is almost no state practice in this area.
States have yet to publicly affirm that they have refrained to use cyber
weapons out of a sense of legal obligation. Conclusions offered by expert



commentators amount to little more than speculation, extrapolation, and
disputable judgments about analogies that should apply. At the same time,
these same expert commentators consciously ignore the fundamental
questions over whether the laws of war should apply to cyber in the same
way as to ground, air, or sea operations. Roscini, for example, concludes
that AP I “prohibits belligerent reprisals against ‘civilian population,
individual civilians, civilian objects. . . .”” He mentions the complications

only in passing in a footnote.”3 Dinniss does not mention the difficulties of
cyber weapons and civilians at all. Anyone who relied on these
commentaries would likely think that international law already forbids
interference with civilian websites, computer controls, or access to the
Internet, regardless of ongoing state practice to the contrary.

If the purpose is to help states avoid violating the law, these scholarly
strictures will, almost certainly, spread wider bans than the law requires.
That might seem reasonable if the object is to “stay on the safe side” of
legal limits. But it is not obvious why it would be safer to refrain from
using new technologies when they might actually help us secure a safer
world.

Reasonable Applications

In 2007, Israeli jets destroyed a nuclear research facility in Syria without
encountering any resistance. It’s obvious why Israel attacked. The
interesting question is why Syria failed to mount a defense. It is now part of
the lore of cyber war that Israel used cyber intrusion to disable the Syrian
air defense system in a way that did not alert its military controllers in

Damascus.”4 This episode illustrates an important way in which cyber
attacks can contribute to the success of a conventional military attack.

This very episode, however, illustrates the reasons that cyber attacks
will not replace conventional weapons. Israel’s attack succeeded because it
only needed to disable Syrian detection systems long enough for one
bombing raid. By the time the Syrians figured out what had happened, it
was too late. In all likelihood, top officials immediately understood that
Israel had already destroyed Syria’s nuclear facility. Assad’s government



did not make any public protest. It may have wanted to deflect attention
from its nuclear program. It probably understood that the Israeli strike was a
one-time event.

The episode was unusual in a number of ways. Israel attacked as soon
as it disabled the Syrian air-defense system. Its cyber attack only needed to
remain effective through the duration of one bombing mission. Israel’s
cyber action opened a window of opportunity but probably did not have an
enduring effect on the Syrian air-defense system, nor was it responsible for
directly destroying Syria’s nuclear plant. It was not preparing the way for a
larger or longer military campaign. If Israel planned to disable Syrian
military defenses in advance of a larger intervention, it would have needed
to launch a much more intensive cyber attack, which might then have been
detected and countered.

Israel’s successful cyber attack also highlights the temporary effects of
the weapons. It is much easier to shut down an enemy’s computer system
for a short time than to permanently disable it. Usually, technicians can
isolate the infiltrated code that causes affected computers to malfunction.
The code or program can then be removed and the computers returned to
normal operation. Even if the hardware is damaged, computers can be
replaced. Engineers on the defending side will be more likely to limit the
damage when they have been alerted to hostile designs. An initial attack,
even if it achieves a temporary disruption may make it harder to penetrate
defenses in the future. The attacker may learn about the target system from
an initial probe, but the defending side can also make changes in response,
rendering a future attack less effective. Defenders can most easily detect
and guard against the infiltration of codes that have already been used in
previous attacks. The more novel and elaborate the new weapon, the more
the attacker will hesitate to use it, because once it has been used, defenders
will be able to prepare for it in the future.

Nations cannot simply stockpile the most effective cyber weapons, and
then use them repeatedly in the course of a long conflict. In a major
conflict, the single-use nature of cyber weapons may generate pressure to
deploy them early, before an enemy can develop defenses. A similar
dynamic affected nuclear deterrence. Ground-based ICBMs with multiple
warheads were the most vulnerable to a first strike, because their locations
were well known, easy to target, and promised the destruction of several



enemy nuclear weapons in a single attack. Such weapons could have
encouraged a use-it-or-lose-it attitude early in a conflict. But an all-out war
with nuclear missiles still risked frightful outcomes that deterred any direct
war between the great powers for more than 70 years. Major powers may
also restrain themselves in the use of the most destructive cyber weapons
for similar reasons.

Major powers might still have good reasons to deploy substantial cyber
attacks in lesser conflicts. One obstacle, however, would be a strict
approach to the laws of war. Suppose an unfriendly state launches cyber
attacks that harm the U.S. banking system. We would certainly recover
from such a blow, but only with some delay and cost. Or suppose the
provocation were delivered by more conventional means, such as the
seizure of U.S. shipping, or the sponsorship of a terror attack on U.S.
personnel within the country or abroad. Depending on the circumstances, a
precisely targeted cyber attack might provide a tactically superior response
than a response with conventional weapons.

If it does sufficient damage, however, commentators would consider the
cyber response equivalent to an “armed attack” and therefore bound by the
principle of distinction. On this understanding, the U.S. would have to limit
its attack to “military objectives.” As noted above, AP I defines a “military
objective” as one whose destruction or neutralization “in the circumstances

ruling at the time offers a definite military advantage.”75 Retaliation
against a computer operations center in the attacking state might not offer
any “definite military advantage,” given that computer technicians can
readily shift their operations to other computers in other locations. The AP I
formula does not fit the circumstances of conflicts pursued by hackers
wielding malicious computer codes.

On the other hand, a broader attack on the target state’s computer
networks might give rise to unique dangers. A defender might misread a
limited attack on a military control system as a prelude to a broader assault.
The discovery that an opponent had tried to disable computer networks in a
military installation might provoke an overreaction. Commanders might
assume this discovery revealed the imminence of a full-scale military
attack. They might worry that the advantages of striking first would go to
the enemy unless they acted preemptively. Or they might believe that an



attack on some aspects of a control system might be followed by
interference with military communications, making it difficult to command
conventional assets in defense. Actual interference with command and
control systems might make it difficult to reach every ship, airfield, or
missile base. These factors might contribute to a rapid escalation in the
level of violence.

There were similar concerns about nuclear weapons during the Cold
War. To address them, the United States and the Soviet Union exchanged
information about the methods of control over nuclear weapons in order to
reduce the risk of stumbling into war accidentally. The two sides engaged in
candid discussions about ways to improve command and control of launch
sites. We did not want to undermine the Kremlin’s control of its missiles,
but instead wanted to assure the U.S.S.R.’s leaders that their control was

reliable.”® The great powers would want to be very cautious about
launching a cyber attack on the military computer networks of a hostile
state, for fear that it would be seen as a prelude to a broad-based
conventional or even nuclear attack.

If we were actually on the brink of large-scale military operations, we
might think it worth taking the risks of using the full range of cyber attacks
on an enemy’s military networks. There would be obvious advantages.
Cyber weapons can disrupt command and control systems. They can
interfere with intelligence and reconnaissance. They can make it difficult
for national commanders to receive an accurate picture of the battlefield and
respond accordingly. They can prevent enemy units from coordinating their
actions and might disable or degrade the effectiveness of their weapons
systems.

If the aim is to retaliate for a hostile attack in a limited way, while
limiting the risk of escalation to all-out confrontation, it might be much
more prudent to launch cyber attacks on civilian infrastructure. The point is
occasionally acknowledged in public. In October 2016, Philip Hammond,
then Britain’s Chancellor of the Exchequer, urged the development of an
offensive cyber capability for exactly this purpose. “If we do not have the
ability to respond in cyberspace to an attack which takes down our [electric]
power networks, leaving us in darkness, or hits our air traffic control
system, grounding our planes, we would be left with the impossible choice



of turning the other cheek and ignoring the devastating consequences, or
resorting to a military response,” he said. “That is why we need to develop

a fully functioning and operational cyber counterattack capability.”77

Cyber attacks could provide the means of responding to asymmetric
attacks, even those that do not fall on computer networks. Opponents that
cannot confront the United States directly on a battlefield might adopt
unconventional tactics to harm the U.S., such as by guerrilla or terrorist
attacks. The United States might hesitate to respond with conventional
military attacks for fear of escalating the conflict. But the U.S. may still
find it valuable to impose costs on the sponsoring state. A cyber strike
might cut electric power in the target state for a few days or shut down its
cell-phone network to dramatize the regime’s vulnerability. Such action
would not, by itself, prevent a hostile state like Iran from continuing to fund
and supply terror networks. Here again, some analysts might regard the
response as inconsistent with the requirements of AP I's definition of
“military objectives.” But such attacks might deter future attacks with less
risk of escalation than an alternative response with conventional weapons.

Viewed from this perspective, focusing cyber attacks on civilian
infrastructure might serve the ultimate aims of humanitarian law. Attacking
military assets might be more likely to provoke the target state to retaliate
with conventional weapons. By contrast, an attack on civilian infrastructure
might reassure a hostile regime that the U.S. does not seek its destruction by
eviscerating its capacity to defend itself. We may be more likely to avoid
stumbling into all-out war precisely by signaling our willingness to respond
to provocations in only limited ways. For this purpose, cyber technology
offers many advantages. It can be precisely targeted in space and in time.
We can often paralyze the operating component of a network in a way that
is reversible, given time. Stuxnet, for example, ceased operating on a

definite date.”8 A cyber attack can be annoying and distracting, even
unsettling, without necessarily inducing the sort of rage or panic that rushes

governments into all-out conflict.”® This does not mean cyber attacks on
civilian targets present no risks. But cyber attacks might involve risks that
are more contained.

At the least, it is valuable to have a wider range of options in the use of
force. As long ago as the late 1990s, the Defense Department gave



consideration to using cyber intrusions to prevent Serb dictator Slobodan

Milosevic from gaining access to his bank accounts.80 Apparently, the idea
was rejected for fear of provoking foreign attacks on the U.S. banking
system or setting a precedent for such attacks in the future. Similar schemes
for seizing Saddam Hussein’s personal fortune were considered and rejected

at the outset of the 2003 Gulf War.81 But more recently, attacks on banks

under ISIS control seem to have been considered acceptable.82 Seizing a
regime leader’s personal assets could raise the costs on an authoritarian
enemy without directly harming the civilians under its control, in contrast to
the usual effects of economic sanctions, which hurt the population but not
the leaders.

Cyber weapons may have the additional advantage of operating behind
the scenes. An authoritarian regime might be reluctant to retreat in the face
of a public challenge from American arms. The same leader might be much
more inclined to concede to pressure that was not publicly known. Cyber
threats can be delivered to the top commanders or political leaders in an
authoritarian regime. Such measures do not have to provoke an actual coup
to have useful effects. Merely sowing mutual doubts at the highest levels of
a hostile regime may have an inhibiting effect on its actions.

Conversely, public cyber attacks may lead a population to question its
leadership. If electricity, cell-phone service, or radio or TV broadcasts fail
for a few days, the entire country will become aware that the regime is
losing. That lesson can be valuable, even if it does not spark riots or
rebellion. Authoritarian regimes tend to be sensitive to anything that
threatens their control, which is why they do not allow free debate, let alone
free elections. So what might seem merely annoying to a democracy might
seem much more threatening to an authoritarian regime. Officials at U.S.
Cyber Command have been quite reticent about uttering public threats or
even clarifications of what sorts of interventions are now technically
feasible. Some senior military commanders have warned that deterrence

requires more explicit statements of the threat to retaliate.83

But critics worry that by deploying cyber attacks against foreign
countries, we will invite reciprocal attacks against the United States. They
warn that the United States and its allies have more to lose, because our



societies are much more dependent on computer networks. It is far too late,
however, to hope for a general abstention from such attacks or even a
fragile cyber cease-fire. Foreign states, notably Russia, China, Iran, and
North Korea, have already conducted or sponsored malicious hacking
against American government agencies and businesses for two decades.
General Keith Alexander, former head of the U.S. National Security
Agency, called the theft of trade secrets and patents from U.S. corporations
the “greatest transfer of wealth in history,” estimating costs to U.S.
companies from such thefts at $250 billion with another $114 billion in

related expenses.84 Foreign hackers have infiltrated computers in the
Department of Defense, the State Department, and many other U.S.

government agencies.85

A second consideration is that, despite the scale of these disruptions,
foreign hackers have not generated fatal results. There seems to be an
implicit agreement that hacking that damages property is different from
hacking that causes loss of life or limb. Perhaps we have been lucky. Or
perhaps when it comes to cyber attacks that generate casualties equivalent
to terrorism, the threat to retaliate need not be very explicit. So far, rival
states seem to think the rules of the game allow for a good deal of malicious
intrusion, so long as it does not involve bloodletting.

A related point is that if we are afraid to embrace cyber attacks as a
form of retaliation or pressure, we either resort to more destructive
measures, such as bombardment with conventional weapons, or we remain
passive. Both of these alternatives pose serious risks. The appeal of cyber
weapons is that nations can more precisely control the harms. With many
kinds of cyber attack, the results can be temporary and the damage quickly
restored. Cyber attacks may be much more appropriate for times when we
want to register protest or inflict costs, but are prepared to back off when
satisfied. It is also worth recalling that cyber incursions can gain
information without doing any harm to the computers or physical network.
Even the cautious international experts behind the Tallinn Manual are in

agreement that stealing information is not an act of force.80 In fact,
espionage is not in itself contrary to international law, though it is, of

course, punished under a nation’s domestic Jaw.87



Americans no longer need to be reminded of the damage that can result
from a cyber attack, though we do need to see it in better perspective.
Russian hackers gained access to the email traffic of the Democratic
National Committee in 2016 and released it to the general public via

Wikileaks.88 This may have hurt the public image of the Democratic
presidential candidate Hillary Clinton. There is cosmic irony in the fact that
the candidate herself had been negligent in protecting U.S. secrets as
Secretary of State, by transmitting classified information on an unsecured

private server.89 But the DNC emails did not include any notable
bombshells about the personal conduct of the candidate. If they hurt
Clinton’s image, it was by confirming her staff as people who were
dismissive or condescending toward ordinary voters and unscrupulous
about the contest for the Democratic nomination. In fact, the leaked emails
did not offer any important information not already available from ordinary
leaks to the press.

In a contest between efforts to guard secrets and schemes to uncover
and reveal secrets, the United States has important advantages over
authoritarian rivals. People in free societies may prize their privacy but the
outlines of their lives are hard to conceal. In the United States, a great deal
of personal data, including records of arrests, civil litigation, and debt
problems, can be gleaned from specialized websites. In authoritarian
countries, information about leaders is closely guarded, often along with
access to foreign news. Cyber interventions might accomplish much by
uncovering information about the private lives of leaders in authoritarian
countries.

In October 2012, for example, The New York Times published a story
about the private fortunes and high living of relatives of Chinese premier
Wen Jiabao. It provoked protest from the Chinese government and efforts to
suppress dissemination of the articles within China. The following June,
Bloomberg News followed up with stories on the private wealth of other
Chinese leaders, including the new Communist party chief, Xi Jinping. The
Chinese government apparently hacked a series of American news outlets

in retaliation.”? To keep such stories from reaching ordinary Chinese, the
government in Beijing imposes elaborate controls on access to outside
Internet sites. But in various ways, technical specialists in the West might



help dissidents in authoritarian countries to receive and share such sensitive
reports.

Such efforts might be applied even to terror networks. In the 1950s,
Britain’s anti-insurgency campaign against Communist terror networks in
Malaya publicized accounts of Communist leaders frolicking with their
girlfriends, which seems to have generated much resentment amidst the

austerity of life in the ranks.o ! Cyber surveillance increases the capacity to
gather such discrediting information. Modern technology also multiplies
channels for disseminating such information. The British in Malaya had to
rely on dropping paper leaflets into the jungle, often using comic-style
graphics for the illiterate. During the Cold War, American-sponsored
programs like Radio Free Europe and Radio Marti (aimed at Cuba)
supported dissidents and unsettled regime supporters. Cyber infiltration
offers many more opportunities to find and share politically subversive
information.

Overheated alarms about reciprocal attack might inhibit western leaders
from using cyber tools that are particularly effective against terrorist groups
and insurgencies. Terrorist groups such as al-Qaeda and ISIS rely upon the
Internet to organize their agents in the West and to encourage homegrown
terrorists to attack. They use social media to communicate with members,
attract new followers, and publicize their alleged victories. Information
warfare can extend to interfering with terror websites, planting
embarrassing information, making it dangerous to lurk, and making it clear
that the webmasters are vulnerable. U.S. agents also might allow such sites
to appear undisturbed in order to monitor activities of unwary

syrnpathizelrs.g2 The appeal of cyber intrusions is that they are not all or
nothing: There may be value in interfering with some sites, even while
leaving others undisturbed.

On projects that deal with the dissemination of information, the private
sector may have much to contribute. Every day the American private sector
generates a new “app” that allows people to do something—call a car
service, arrange a private apartment rental, or summon delivery of a food
order—which they couldn’t previously do so well or do at all. Much of the
time, consumers could not have appreciated the benefit of the new
technology before it was demonstrated to them. What’s true when it comes



to improving life is also true for techniques of harassment, retaliation, and
distraction. Cyber technology has many more applications than we now
recognize. Surely, we should be experimenting to discover options, even if
we choose not to deploy them. And we should find ways to engage the
inventive genius of the private sector, which, in contrast to many other
fields of defense, does not require vast subsidies to maintain itself.

Conclusions

Cyber technology has roused more alarm and panic than other new
weapons. Government officials and scholars warn of an “Electronic Pearl
Harbor” in language usually associated with weapons of mass destruction.
Nations certainly are extending their rivalries to cyberspace. China has
stolen the U.S. government personnel database, Russia has launched denial
of service attacks against Ukraine and the Baltic states, and the United
States likely used a computer virus to delay the Iranian nuclear program.
Claims that Russia interfered with the 2016 U.S. presidential elections
continue to beset American politics. Undoubtedly, hostile nations have
launched further cyber attacks that have not yet come to light.

But the emergence of a new field for great power rivalry does not mean
that an apocalypse is on the way. Commentators have widely exaggerated
the capabilities of cyber weapons. Stealing information or interfering with
computer networks, while a serious problem, amounts to high-tech
espionage more than military attack. Cyber operations can launch highly
focused attacks that are most effective for espionage and covert action,
rather than strategic strikes. Cyber weapons have far more value as an aid to
other forms of hostilities, such as diplomatic and economic pressure, and
ultimately as a more precisely tuned means of coercion. Efforts to ban or
heavily regulate cyber weapons cannot yet succeed because nations still
have little experience with their effects. Claims that the laws of war already
place severe limits on cyber attacks may amount to wishful thinking. In the
meanwhile, such claims may have the counterproductive effect of
discouraging reasonable uses of cyber weapons to replace more destructive
and less reversible methods of attack. It makes little sense to refrain from
using new technologies when they might actually help secure a safer world.



CHAPTER 7

Coercion in Space

ontrol of space underlies the United States’ predominant position in

world affairs. Communications satellites provide the high-speed data
transfer that stitches the U.S. Armed Forces together, from generals issuing
commands to pilots controlling drones. Other satellites monitor rival
nations for missile launches, strategic deployments, or troop movements.
America’s nuclear deterrent itself uses space: land- or sea-based ballistic
missiles leave and then reenter the atmosphere, giving them a global reach
that is difficult to defend against.

Since the end of the Cold War, space-based military systems have come
to exert a more direct terrestrial impact. The global positioning system
(GPS) allows U.S. aircraft, naval vessels, and ground units to locate their
whereabouts and to direct their fire with precision. The stunning speed of
the initial invasion of Iraq in 2003, like the earlier triumph of the Persian
Gulf War in 1991, demonstrates the lethal success of military operations
that integrate satellite communications and information gathering. The
drone campaign against terrorist leaders in the Middle East and Pakistan
depends on satellites to locate targets, conduct real-time surveillance, and
then control the fire systems of the drones.

The future holds even more advances in store. Building on precision-
guided munitions, the U.S. Defense Department is developing a “prompt
global strike” system that will use GPS satellites to guide hypersonic



missiles, armed with conventional warheads, to targets anywhere in the

world within an hour.! More exotic versions envision bombardments from
orbital platforms using rods, which would generate their explosive force
purely from the kinetic energy created by their high terminal velocity upon
reentering the atmosphere. American planners speculate that such systems
could replace the need for tactical nuclear weapons because of their
combination of precision, speed, and destructive potential.

Space-based weapons will not only appear in offensive operations. In
2002, the Bush administration formally terminated the Anti-Ballistic
Missile Treaty with Russia, which had prohibited the development of space-
based anti-missile systems. Washington soon developed a National Missile
Defense system that seeks to intercept ballistic missiles in midflight using
sophisticated satellite detectors, ground-based radar, and interceptors
launched from land. In the past year, the U.S. Department of Defense
accounted for an estimated 69 percent of global defense-related

expenditures on its space security proglrarns.2

Civilian networks similarly depend on space. GPS has transformed the
transportation industry. Navigation products allow for quicker driving for
individual cars, more efficient cargo transport by trucks, rail, and ships, and
fuel-saving routes for airplanes. Autonomous cars, ride-sharing, and
delivery services similarly rely on GPS. Other satellites predict the weather,
while yet others transmit communications and data. Private industry has
also begun to exploit the commercial potential of space. The space
economy is now estimated to be a $330 billion global commercial
enterprise, $251 billion of which is contributed by private commercial
actors, with the rest of the revenue being generated by government

spending.3 The U.S. Defense Department relies on commercial satellites for

about 40 percent of its communication needs.4 The idea of sending civilians
into space is even beginning to take flight. Elon Musk’s SpaceX has
developed rockets to transport cargo to the International Space Station,
while Virgin Galactic is already selling seats for space tourism.

While space-based systems enhance military operations and civilian
networks, they also expose vulnerabilities. Anti-satellite missiles could shut
down a nation’s communications networks. Directed beam or radiation



weapons could cripple a GPS system, paralyzing transportation networks.
Enemy destruction of a nation’s reconnaissance satellites would blind its
strategic monitoring and degrade its operational and tactical abilities. Space
especially invites asymmetric warfare because anti-satellite attacks could
even the technological odds against western powers that have developed
information-enhanced operations.

The potential for space warfare has led to calls to ban the
“militarization” of space. Such efforts began as early as the Outer Space
Treaty of 1967, which declares its purpose “to promote international co-

operation in the peaceful exploration and use of outer space.”5 The Treaty
forbids the stationing of nuclear weapons (and other WMD) in orbit and
bans military installations or operations on the moon and other celestial

bodies.® The Treaty also forbids any nation from claiming sovereignty over
the moon and planets or even the space above their territory (unlike
airspace, for example). Ever since, some have argued that space must be an
arms-free zone, and any use of space for military purposes, even non-

aggressive ones, violates international law.” The United Nations General
Assembly has repeatedly passed resolutions “to prevent an arms race in

outer space.”8 Some scholars argue that the U.N. Charter’s ban on the use
of force, except for self-defense or Security Council authorization, must

also apply to outer space.9 They hope that international agreements and
cooperation can head off the U.S. and other great powers from their quests
for military supremacy in space. “The United States has by choice and by
overconfidence bordering on folly embarked upon a course that relies
primarily on technology, including space weapons, to protects its space
assets, rather than diplomacy and cooperation, which had been the

cornerstones of U.S. policy until the Reagan administration.” 10

In this chapter, we argue against adopting any broad prohibition on the
use of force in space. At the level of legal doctrine, the great powers have
already carefully crafted treaties to limit a nuclear arms race in outer space.
But at the same time they have left open significant routes for other military
uses of space. Current law, for example, does not prohibit the passage of
weapons through space, such as ballistic missiles, the stationing of
reconnaissance satellites, or the basing of conventional weapons in orbit.



We believe that states can use force in these ways to achieve the same goals
set out in the cyber and robotics chapters: for self-defense, to pursue
terrorist groups, to stop international crises, and to resolve disputes between
states. Combat in space raises the same questions as other technologies, due
to the integration of civilian and military networks in space, but also
realizes the same benefits: greater precision in attack, a reduction in battle
casualties, and clearer negotiations between states to settle their
controversies. Nations can coordinate to place certain areas of space off
limits to occupation, rendering them akin to the legal status of Antarctica.
But it would deny reality to expect the great powers to ignore the military
and technological advantages made possible by space.

Weapons in Space

The global positioning system illustrates the importance of space. GPS uses
two dozen satellites in geosynchronous orbit to send out a signal that allows
receivers to pinpoint their locations. Ride-sharing services, for example, use
GPS to allow drivers and passengers to coordinate rides. Logistics and
transportation companies, such as FedEx or UPS, use GPS to improve the
speed and reliability of package delivery. Apple, Google, and Microsoft
offer mapping technology that allows individual smartphone users to
navigate routes efficiently and provide detailed information on locations,
such as shopping, restaurants, and entertainment. Airliners rely on GPS to
reach their destinations quickly and safely, while trucking and railroad
companies use it to keep track of their fleets. The value of such enterprises
is astonishing: Just one ride-sharing company, Uber, operates in about 300
cities worldwide and in only five years reached an estimated value of more

than $50 billion. 11

Satellites also provide communications services that are equally as
important as location. A system of satellites transmits voice and data across
the globe instantly. While once limited to voice communications, satellites
can now upload and download Internet data and video content at broadband
speeds. In 2015, AT&T paid $49 billion for satellite television provider
DirecTV, which beams television shows and movies directly from space to



users on the ground.12 In 2016, the entire industry of satellite television

services generated $98 billion in revenue.13 Communications satellites also
allow automated teller machines to process withdrawals, cash registers to
verify credit cards, and financial institutions to execute transactions quickly
and reliably.

These capabilities have military roles too. Strategists divide military
space missions into four areas. First is space support, which refers to the
launching of missiles and satellites and the management of satellites in
orbit. The second is force enhancement, which seeks to improve the
effectiveness of terrestrial military operations. These missions include the
use of space for passive surveillance and support of terrestrial operations,
both military and civilian. Indeed, the very first satellites performed a
critical surveillance role in the strategic competition between the United

States and the Soviet Union.l4 Spy satellites replaced dangerous aerial
reconnaissance flights, such as the U-2 flight shot down over the Soviet
Union in 1960, in providing intelligence on rival nuclear missile arsenals.
Later space-based systems provided the superpowers with instant early
warnings of ballistic missile launches. Both of these programs, scholars
believed, helped bolster strategic stability between the superpowers and

even aided the progress in nuclear arms reduction talks.1® Satellites thus
created “national technical means” of verification, the capability to detect
compliance with arms control treaties without the need to intrude on

territorial sovereignty.16 They also reduced the chances of human
miscalculation by increasing the information available to decisionmakers
about the intentions of other nations. While space technologies have given
the superpowers the means to launch nuclear weapons against any location
on the planet, they have also provided the means for nations to trust each
other enough to reduce their stockpiles of those same weapons.

At the level of the second mission, force enhancement, the U.S.’s
development of space-based technologies has boosted conventional military
abilities to the point where strategists describe it as a “revolution in military

affairs.”1” GPS technology makes possible exact deployment of units, the
synchronization of combat maneuvers, clearer identification of friend and
foe, and precision-guided force. Sensors in space, combined with dense



communications networks, allow swift, pinpoint targeting of crucial enemy
units, effectively multiplying U.S. military force. Displayed in the two wars
with Iraqg, as well as the 1999 Kosovo air war and the continuing conflicts
in Afghanistan and the Middle East, the U.S. uses satellite information to
find the enemy, even to the level of individual leaders, deploys on-station
air or ground forces to the area, and fires precision-guided munitions to
destroy targets with lower levels of destruction than in the past. Supporters
of this revolution in military affairs, which include former Defense
Secretary Donald Rumsfeld, hope that the integration of intelligence,
communication, and joint services action on land, sea, and air, all made
possible by space-based systems, will allow the military to fight more
effectively with less resources—in other words, to boost the productivity of
the American soldier. Such gains will allow the U.S. armed forces to
organize themselves more flexibly to handle the twenty-first century threats
of terrorism, rogue nations, asymmetric warfare, and regional

challengers. 18

Satellites do not just accelerate U.S. tactical operations, but also provide
an intelligence advantage by intercepting rivals’ electronic emissions to
learn their plans or to interfere with their operations. A constellation of
satellites provides the network of command, control, communications,
information, and reconnaissance necessary for enhanced military operations
to succeed. Satellites make possible the transmission of real-time video and
data from the battlefield to improve targeting and conduct a campaign
across continents, as required by the struggle against al-Qaeda, ISIS, and
other radical Islamic terrorist groups.

Examples from the last major conventional wars illustrate the manner in
which satellite reconnaissance and communications enhance conventional
military operations. In the Iraq war of 2003, the United States used GPS to
create a system called “Blue Force Tracker” which provided the exact
locations of U.S. and enemy units. Even in the midst of a sandstorm from
March 25-28, 2003, American bombers used the system to identify and

destroy multiple Iraqgi targets without harming friendly forces.19 During the
course of the Iraq invasion, the United States launched thousands of GPS-
guided joint direct attack munitions (JDAMSs) with an accuracy of as much

20

as five meters.“¥ The integration of information, communication, and



precision force no doubt led to the incredibly low rate of U.S. casualties in
the conflict compared to the rapid destruction of the main Iraqi battle force.
Rather than supporting ground operations, the third and fourth space
missions focus on space itself. Space control, the third mission, refers to the
ability to freely use space to one’s benefit while denying it to opponents. In
2006, for example, the head of the U.S. Air Force Space Command testified
before Congress that his “top priority is to ensure Space Superiority,” which

“is akin to Air Supelriority.”21 As early as 2001, a special national
commission on space warned that the U.S. had become so dependent on

satellites in orbit that it could be vulnerable to a “Space Pearl Harbor.”22
For example, an attack on U.S. satellite systems via an electromagnetic
pulse explosion that fries their electronics or an attack on the ground-space
communication link could blind the U.S. military and prevent it from
sending critical orders to tactical units. Space control thus begins with
defense: hardening command, control, communications, and reconnaissance
facilities to prevent enemy interference. It includes shielding satellite
components, giving them the ability to maneuver to avoid collisions,
disguising their location with decoys or stealth technologies, and arming

satellites or their escorts to destroy attackers.23
Use of such forms of active defense can blend space control into the
fourth mission: space force. Space force envisions weapons systems based

in orbit that can strike targets on the ground, in the air, or even in space.24
Observers argue that the United States and other countries are developing
weapons to use force in space, despite a practice of keeping space
demilitarized. They can point to a number of publicly announced policies to
support this claim. “Our nation may find it necessary to disrupt, degrade,
deny or destroy enemy space capabilities in future conflicts,” U.S. Space
Command declared in the wake of the September 11, 2001 terrorist attacks,

for example.25 In an important respect, space control and force application
demand a far greater exercise of power than air or naval superiority. In
times of war, the United States may seek to control certain strategic areas,
such as the air over Iraq or the seas next to Taiwan. But it takes time to
deploy assets to those areas and any degree of control that is achieved is
retained only for the duration of the conflict. In times of peace, the United



States does not station the density of air and naval units in those areas
necessary for complete force superiority. In space, however, dominance
requires a broad geographic scope and long-term duration—a constellation

of space weapons, for example, would circle the globe for years.26

It is in this realm that new weapons technologies are emerging, and the
same questions are arising as those surrounding cyber and robotics. Some
argue that the United States and other spacefaring nations should treat space
as they would any other area for great power competition. “The reality of
confrontation in space politics pervades the reality of the ideal of true
cooperation and political unity in space, which has never been genuine, and

in the near term seems unlikely,” writes Everett Dolman in Astropolitik.27
Because of the pattern of history and strategy, he argues, “policymakers
should be prepared to deal with a competitive, state-dominated future in
space.” The United States certainly has taken such concerns to heart. In the
decade ending in 2008, for example, the United States increased its space

budget from $33.7 billion to $43 billion in constant dollars.28 All of the
increase in spending went to Defense Department space programs, which
increased by 50 percent.

These weapons systems, some deployed, many in research and
development, take several forms. Already in operation today, the U.S.
national missile defense system relies upon satellites to track ballistic

missile launches and help guide ground-launched kill vehicles.29 Ballistic
missiles travel in three phases: boost (when the missile launches), mid-
course (when the missile separates from the booster rocket and coasts
through space), and the terminal (when the warhead reenters the
atmosphere). Today, satellites provide early warning, tracking, and guidance
for interceptor missiles located in Alaska and California to strike missiles in
the mid-course phase. Other systems, such as the Terminal High Altitude
Area Defense system, the Navy’s Aegis cruiser, and the Army’s Patriot use
that same data to attack missiles in the most difficult terminal phase, which
has been compared to hitting a bullet with another bullet. U.S. Northern
Command brought this layered defense system online in 2006 in response
to North Korea’s testing of ballistic missiles, even though its accuracy

remained doubtful.30



This use of satellites, however, does not vary much in kind, though it
does in sophistication, from the passive reconnaissance performed by
satellites during the Cold War. The U.S. Defense Department currently has
programs aimed at using space weapons to target ballistic missiles in their
launch phase, when they are easiest to destroy. Space-based lasers remain
the only viable method to destroy ballistic missiles in their initial boost

phase.31 Research begun under the Reagan administration’s Star Wars
program promises a significant advance to the U.S. national missile defense
system. It envisions space-based platforms that can both detect and destroy
ballistic missiles in their boost phase, when they are most vulnerable.
Satellites offer far greater range than anti-missile ground, naval, or air units,
and the ability to act earlier in the territory of other countries.

Technology that can bring down a ballistic missile in midflight could
just as easily be used to destroy objects in space, the goal of the fourth
space mission, force application. It could also be adapted by adversaries to
challenge U.S. space hegemony. Specifically, American reliance on space-
based intelligence and communication for its conventional military
advantages has made its satellites a target of potential rivals. Chinese
strategists discuss countering U.S. superiority in conventional and nuclear
weapons with “soft kill” attacks on American satellites, which would aim to

blind American forces and prevent them from (:ornmunicating.32 While
China has steadily advanced its manned space program, it has also
developed the technologies necessary for anti-satellite (ASAT) weapons. In
2007, for example, China tested a ground-launched missile to destroy its
own Fengyun 1C weather satellite in low-Earth orbit, in the same region

inhabited by commercial satellites.33 “For countries that can never win a
war with the United States by using the methods of tanks and planes,
attacking an American space system may be an irresistible and most
tempting choice,” Chinese analyst Wang Hucheng has written, in a much-

noticed comment.>%

Though the 2007 ASAT test sparked international controversy, China
had only followed the footsteps of the superpowers. The United States had
carried out a primitive ASAT weapon test as early as 1959 by launching an
interceptor from an aircraft toward a U.S. satellite. The following year, the



U.S. developed the SAINT system, which used ground rockets to launch
interceptors into orbit, where they could maneuver near Soviet satellites and

then explode.35 During the FEisenhower, Kennedy, and Johnson
administrations, U.S. development of anti-ballistic missile systems usually
fostered application of those technologies to an anti-satellite role. The

Soviet Union followed with ASAT weapons of similar design.36 The
superpowers dropped these programs with the signing of the Anti-Ballistic
Missile Treaty of 1972, which prohibited interference with satellite
reconnaissance necessary to observe nuclear weapon deployments, but they
restarted them in the 1990s. As its rivals began to mimic American
development of force enhancement and space-control abilities, the U.S.
naturally sought ASAT weapons to restore its advantage and to deter
attacks. After the 2007 Chinese test, the U.S. used an anti-missile weapon
launched from the Navy cruiser USS Lake Erie to destroy a malfunctioning

satellite.3”

Anti-satellite weapons may become even more common due to the
vulnerability of satellites and the spread of ballistic missile technology.
Exploding a nuclear warhead in orbit could easily destroy a satellite without
the need for precise targeting. ABM systems themselves possess the latent
ability to destroy satellites. It is easier for kinetic weapons to hit satellites,
which generally fly predictable, easily detected orbits, than ballistic
missiles. Ground-based or airborne lasers can interfere with or even destroy
the sensors on a satellite. American planners have also begun research into
micro- and nano-satellites, which can also serve as ASAT weapons. These
tiny objects can be more easily and efficiently launched into space than
their large, complicated counterparts. They could then insert themselves
into the same orbits as their targets and collide with them, or, on the

defensive, could surround vital U.S. satellites to guard them.>8 Even the
debris from an explosion or collision could pose a threat of collision with
sophisticated satellites, a concern that arose after the 2007 Chinese test
created a cloud of 35,000 particles speeding along at 16,000 miles per

hour.39 As rogue nations such as North Korea and Iran acquire ballistic
missile technology, they also are developing the capability to destroy
satellites.



Space-based weapons offer the ability not only to use force in the
heavens, but also to use force from the heavens. Space may eventually
provide an effective means of power projection that does not depend on
deploying air, ground, or naval units in foreign territories or in vulnerable
waters. The most ambitious, but still conceptual, proposal is “Hypervelocity
Rod Bundles,” which would use satellites to drop tungsten rods about 20

feet long and one foot in diameter.#Y When dropped, the rod would
accelerate to a speed of 36,000 feet per second and hit its target with the
impact of penetrating nuclear weapons, thanks simply to the kinetic energy.
Similar technology would arm a cruise vehicle, either in high orbit or in
space, that could fire a variety of cylinders—popularly dubbed “Rods from

God.”*l After the Chinese ASAT test, Senator Jon Kyl and the Pentagon
recommended a Space-Based Test Bed program, which would develop a
space-based missile defense system to complement the existing ground-
based system. Such a system could easily turn to shooting down other
satellites, or countering ASAT attacks, in addition to ballistic missiles in
midflight. More exotic research explores the possibility of basing chemical
lasers on satellites that could strike ballistic missiles in the early boost
phase or even ground targets. These projects have decades to go before they
might come to fruition, but they illustrate the creative possibilities of space
force.

These research programs became threatening to other nations in the

context of the Bush administration’s 2006 National Space Policy.42 While
the administration began by committing to “the exploration and use of outer
space by all nations for peaceful purposes,” it immediately declared that
“peaceful purposes allow U.S. defense- and intelligence-related activities in

pursuit of national interests.”#3 The United States further made clear that it
had a right of free passage in space, and that any interference would be a
violation of its rights. Because space systems are “vital to its national
interest,” the U.S. would protect its freedoms in space and “dissuade or
deter others from either impeding those rights or developing capabilities
intending to do so.” The 2006 policy even promised to “take action
necessary to protect its space capabilities; respond to interference; and deny,
if necessary, adversaries the use of space capabilities hostile to U.S.



national interests.” Control of space was similar to control of the other
global commons: “Freedom of action in space is as important to the United
States as air power and sea power.”

Observers warn against this “militarization of space.” Brookings
Institution strategist Michael O’Hanlon, for one, argues that the United
States should seek agreement with other nations to ban the basing of
weapons in space and to limit the development of ASAT weapons.
Professor Joan Johnson-Freese of the Naval War College declaims the Bush
administration 2006 policy as “a blanket claim to hegemony in space rather
than a reasonable demand that we, like any nation, be allowed to traverse

the skies in our own defense.”#4 She argues that military leaders exaggerate
the threat from space in order to justify more aggressive weaponization of
space. But it won’t work. “Relying exclusively on [space weapon]
technology for security,” she writes, “does not provide an asymmetric

advantage: it creates a strategically unstable environment.”%>

Critics also question whether the benefits of space weapons are worth
the cost of strategic instability. National missile defense, for example, may
prove physically incapable of actually preventing any ballistic missiles from
striking the United States. Instead of improving U.S. safety, a leaky system
might encourage nations to strike before the U.S. can deploy a more secure
safety net. American ASAT weapons may push other nations to develop
their own ASAT weapons, which would have a greater negative effect on
the U.S. because of its heavier reliance on reconnaissance and
communications satellites. Space weapons might be especially destabilizing
because of the reliance by nuclear powers on satellites to detect ballistic
missile launches. The possibility that an enemy might blind U.S. satellites
might encourage decisionmakers to use force earlier than they otherwise
might. ASAT weapons themselves might share this “use it or lose it”
feature. Because satellites are vulnerable—many remain unarmored, for
example, because increasing their weight will increase the cost of their
launch—satellite-based weapons are equally vulnerable to attack. Nations
might choose to use their space-based weapons before they are destroyed by
far cheaper, less sophisticated ASAT systems.



The Laws of War in Space

Faced with the slow march of space technology, the United States has
vacillated between pursuit of its self-interest and openness to international

regulation.
It should come as little surprise that, as historian Walter McDougall
argued in . . . the Heavens and the Earth, space programs became another

arena for Cold War competition between the supelrpowers.46 Large
government spending, involving technology that had dual civilian and
military users, drove an incredible pace—primitive ballistic missiles at the
end of World War 11 led to a landing on the moon in just 24 years. During
much of this period, neither the United States nor the Soviet Union could
reach agreement on basic questions on the heavens. Moscow, for example,
long took the position that nations enjoyed sovereignty over the space
above their territory, just as they did with airspace. During the Eisenhower
years, the United States conducted significant research into ASAT, ABM,
and space-based weaponry.

In the 1960s, however, the superpowers began to see a place for
reciprocal limits on their space activities. Nuclear weapons testing in the
upper atmosphere had demonstrated that radiation would quickly spread
into outer space and threaten both manned missions and satellites. Such
concerns led both nations, and other nuclear powers, to sign the Partial Test
Ban Treaty in July 1963, which banned underwater-, air-, and space-based

nuclear testing.47 As space exploration continued, American and Soviet
leaders came to conclude that exploiting space for weapons deployment
would prove extremely expensive, if possible at all, and would only prompt
competing programs from the other side. Space-based weapons might also
destabilize the strategic balance, as both superpowers came to rely heavily
on national technical means (i.e., satellites) to verify compliance with
security treaties and to monitor their nuclear forces status. In the period
after the Cuban Missile Crisis and the Test Ban Treaty, the U.S. and the
Soviet Union ended their race in space and began to seek cooperative
means of restraint.

Arms-control momentum culminated in 1967 in the Outer Space Treaty,
signed by the U.S., the U.S.S.R., and the world’s other major powers. In



addition to outlining procedures for launches, debris, and liability, the treaty
contained clear disarmament rules. It declares that outer space, including
the moon and other celestial bodies, must be used for “exclusively peaceful

purposes.”48 It forbids “the establishment of military bases, installations
and fortifications, the testing of any type of weapons and the conduct of

military manoeuvres on celestial bodies.”* Nor can any nation make

claims of territorial sovereignty over space.50 It extended its arms-control
goals to near-Earth space by forbidding the placement of weapons of mass

destruction in orbit.°! Arms control in space thus far outpaced cooperation
on planet Earth. The Strategic Arms Limitations Talks led to an interim
accord in 1972 that expired when the U.S. refused to ratify the second,
permanent agreement after the Soviet invasion of Afghanistan. It was not
until the Intermediate Nuclear Forces agreement of 1988 that Moscow and
Washington would agree to reduce a class of nuclear arms, and not until the
START I agreement of 1991, after the fall of the Berlin Wall and the end of
the Soviet Union, that the U.S. and Russia committed to broad reductions in
their arsenals.

Although it is the most significant form of cooperation in space, the
Outer Space Treaty still contains important limits. Most significantly, its
stand that outer space must be used for “peaceful purposes” has not
successfully banned military operations in space. The United States, for
example, has long maintained that “peaceful purposes” does not preclude

the use of space for self-defense.”2 Under this reading, nations can use
space to conduct passive reconnaissance for aggression or even to host
systems designed to counter offensive uses of space. Even as it signed the
Outer Space Treaty, Washington was deploying satellites to provide early
warning of missile launches and to conduct surveillance of Soviet and
Chinese military movements. Some scholars argue that the United States
and other spacefaring nations still must obey Article 2(4) of the United
Nations Charter, which prohibits nations from use of force to threaten the

territorial integrity or political independence of others.”3 Indeed, Article III
of the Outer Space Treaty declares that all space activity must be “in
accordance with international law, including the Charter of the United

Nations.”



But as we have seen on terra firma, the U.N. Charter’s ban on war has
not ended armed conflict. Instead, the United States and its allies have
continued to use force to counter aggression, as in the first Persian Gulf
War; aid allies in civil wars, as in Korea and Vietnam; and to stop
humanitarian crises, as in Kosovo. They have justified other interventions,
most controversially the 2003 Iraq invasion, to stop WMD proliferation or,
as in Afghanistan in 2001, to pursue international terrorist groups. Western
nations helped overthrow the authoritarian Gaddafi regime in Libya, even
though it had posed no threat to its neighbors, and are intervening in the
Syrian civil war today. In smaller wars, the U.S. used force in places like
Grenada and Panama to end leftist regimes that threatened to destabilize
their regions. Western nations arguably have adopted an approach to war
that abjures the territorial conquest of the nineteenth and twentieth centuries

in favor of a global meliorism that seeks to improve global welfare.>%

In all of these conflicts, the United States and its allies maintained that
they had acted consistently with international law and the U.N. Charter. If
this practice reflects the contemporary understanding of the U.N. Charter’s
prohibition on war, it leaves a wide arena for the use of force in space. At a
minimum, it would allow nations to station forces in space for the purposes
of self-defense, which Article 51 of the U.N. Charter recognizes as an
inherent exception to the ban on war. As we have seen, nations have long
deployed satellites to aid their surveillance of rivals’ nuclear launches,
which a critic might claim violates the treaty ban on the use of space for
anything other than “peaceful purposes.” At the time of the Outer Space
Treaty’s signing, nuclear powers used space as the transit path for their
ballistic missiles. The use of satellites for terrestrial force enhancement,
such as target selection, command and control, and reconnaissance,
evidences even less peaceful purposes. Article 51 should further permit
active military operations in space that serve a defensive purpose, such as
blinding the satellites of a nation launching a clear war of aggression. If
guiding missiles to a target does not violate the U.N. Charter because the
satellites are defending against an unlawful attack, the law should allow the
defending nation to launch those missiles directly from space. This
understanding of international law could even permit military operations in
space that advance the same goals of these earlier wars.



The Outer Space Treaty could not prohibit a nation’s right to use force
in self-defense. Indeed, the nations that signed the U.N. Charter did not
understand the new global framework to limit the right of self-defense. As
Article 51 declares: “Nothing in the present Charter shall impair the
inherent right of individual or collective self-defense if an armed attack
occurs against a Member of the United Nations.” The Outer Space Treaty
might not even preclude more recent, welfare-maximizing purposes for war,
such as removing destabilizing regimes or ending humanitarian crises,
insofar as international law accepts such interventions. It is true that the text
of the treaty has a generally peaceful agenda in its opening declaration that
“the exploration and use of outer space, including the moon and other
celestial bodies, shall be carried out for the benefit and in the interests of all

countries,” and that outer space is “the province of all mankind.”>° Tt
requires equal access for all countries to outer space and forbids “national
appropriation by claim of sovereignty” of space or any of the celestial
bodies. Article IV clearly forbids the placement of nuclear weapons or other
WMD in orbit, on the moon or planets, or in outer space. Article I'V forbids
the “establishment of military bases, installations and fortifications, the
testing of any type of weapons and the conduct of military manoeuvres on
celestial bodies.” The Treaty requires spacefaring nations to assist others in
distress, to allow them access to their moon or planetary installations, and
to “be guided by the principle of co-operation and mutual assistance.”

But like the dog that didn’t bark in the Sherlock Holmes story, the
Treaty is as significant for its silences as for its declarations. First, the
agreement does not prohibit weapons from passing through space between
two terrestrial destinations. Ballistic missiles do not violate the treaty. The
superpowers could not have understood the text any other way, as they had
already deployed ground- and sea-launched ICBMs by 1967 and would
field thousands more in the years following. Second, aside from the ban on
WMD, the treaty does not prohibit any military operations in orbit or outer
space. The text’s ban on all military use of the moon, planets, and asteroids
extends only to those celestial bodies, leaving unregulated the rest of outer
space. Third, the treaty makes no distinction between defensive and
offensive weapons in orbit or space. Again, its clear ban on WMD in space
also makes clear that all other weapons remain unregulated. Fourth, the



treaty entirely neglects orbital weapons for use against terrestrial targets, or
vice versa. The superpowers, for example, would have to resort to another,
separate agreement to forbid space-based ABM defenses. They would not
have to obey any restrictions on ASAT weapons.

Most importantly, the treaty’s overall structure resists the claim that
outer space must remain demilitarized. Some scholars interpret Article I’s
declaration that activities in space must pursue “peaceful purposes” as a

prohibition on most military activities in spac:e.56 U.N. General Assembly
resolutions seek the same goal. In 1988, for example, the General Assembly
passed a resolution calling for “general and complete disarmament under
effective international control” so that “outer space shall be wused
exclusively for peaceful purposes” and “not become an arena for an arms

race.”®’ The resolution passed 154 to 1—the United States was the sole
vote against.

But subsequent U.N. resolutions cannot cast a backward gloss on the
Outer Space Treaty. If disarmament were truly the treaty’s purpose, it would
have contained a universal ban on all military activities in space. It does
not; it only lists piecemeal prohibitions. The specific provisions on WMD,
or on military bases on the moon, or against sovereignty over space, belie
any intent to universally ban all military activity. Otherwise, the treaty
could have been much shorter and more concise. Scholars compare the
1967 Outer Space Treaty to the 1959 Antarctic Treaty, which sought to
demilitarize the continent. But Article I of the Antarctic Treaty contains a
broader prohibition: “Antarctica shall be used for peaceful purposes only.
There shall be prohibited, inter alia, any measures of a military nature, such
as the establishment of military bases and fortifications, the carrying out of

military maneuvers, as well as the testing of any type of weapons.”58 The
Antarctica Treaty does not limit its reach only to specific parts of the
continent, or prohibit only specific types of weapons, as does the Outer
Space Treaty.

From a broader viewpoint, the Outer Space Treaty does not attempt to
rewrite the U.N. Charter’s framework for the use of force. A treaty certainly
could go beyond the U.N. Charter’s prohibition on aggression, excepting
the right to self-defense, by ordering a complete demilitarization of space.
The Treaty, however, does anything but that. Article III of the Treaty



specifically states that spacefaring nations shall follow “international law,
including the Charter of the United Nations, in the interest of maintaining
international peace and security and promoting international cooperation
and understanding.” By specifically incorporating the Charter, the treaty
acknowledges the international law framework that has permitted—
although always subject to controversial and conflicting interpretations—
the use of force many times since the end of World War II. Indeed, it would
make little sense to infer that the United States in particular would
understand the Outer Space Treaty’s language here to bar military activity
in space at a time when it was interpreting the same language—the U.N.
Charter’s protection of a right to self-defense—to justify the Vietnam

War.2?

The Outer Space Treaty marked the high point in legal cooperation in
space. In the years since détente, the United States has gradually moved
away from arms limits toward the open pursuit of the national interest in
space. With his Strategic Defense Initiative, President Ronald Reagan
launched a program to develop space-based weapons against ICBMs. When
critics charged that SDI would violate the ABM Treaty, the Reagan
administration argued that research and development would not run afoul of

the agreement. Left virtually unmentioned was the Outer Space Tlreaty.60 In
the 1990s, the Clinton administration continued missile defense research,
though at a lesser pace. With the end of the Cold War, the U.S. and Russia
cooperated on various space science and manned missions, but the U.S. also
resisted broad legal regulation of space. In its 1996 National Space Policy,
for example, the Clinton administration continued U.S. support for “passage
through and operations in space without interference” and the “fundamental

right” to “acquire data from space.”61 While these traditional U.S. policy
goals recognized the equal right of all nations to free navigation of space
and to engage in commercial activity in orbit, they also rejected treaty-
based limits on U.S. military activities in space.

U.S. realism in space reached its apogee in the Bush administration. The
stage was set even before the 9/11 attacks with the report of a special

congressional commission on space issued in January 2001.52 Chaired by
soon-to-become Secretary of Defense Donald Rumsfeld, the commission



warned of a “Space Pearl Harbor” because of the vulnerabilities of U.S.
satellites performing vital reconnaissance, communications, and early
warning missions. It observed that mankind had fought in air, water, and on
land and that conflict in space was “a virtual certainty.” The commission
called for the U.S. to field superior space capabilities that could “negate the
hostile use of space against United States interests” by using “power
projection in, from and through space.” It found that treaties and law did not
prohibit a wide variety of military space operations. “There is no blanket
prohibition in international law on placing or using weapons in space,
applying force from space to earth or conducting military operations in and
through space.” After the 9/11 terrorist attacks, followed by the Afghanistan
and Iraq wars, the United States embarked on a massive defense buildup
that provided generously for research and development of space

weapons.63

The signal moment in the U.S. movement away from the cooperative
approach of the Outer Space Treaty came soon after the 9/11 attacks. In
early 2002, the Bush administration announced the United States’
withdrawal from the ABM treaty, which had blocked full deployment of a
system integrating ground-based interceptors with a space-based sensor
network. Congress cooperated by increasing funding for national missile

defense by 62 percent, from $4.8 billion in 2001 to $7.8 billion in 2002.64
As we have discussed, missile defense systems enjoy the capabilities
necessary to destroy satellites as well. In 2006, the Bush administration
made even more clear its hostility to legal limits on U.S. space activities in
its revised National Space Policy: “The United States will oppose the
development of a new legal regime or other restrictions that seek to prohibit

or limit U.S. access to space.”65 The 2006 Policy also specifically rejected
arms control proposals for space. “Proposed arms control agreements or
restrictions must not impair the rights of the United States to conduct
research, development, testing, and operations or other activities in space
for U.S. national interests.” In February 2008, the United States gave life to
these words when the USS Lake Erie used a sea-based missile defense
system to destroy a malfunctioning intelligence satellite in orbit.

While the Obama administration took office determined to step away
from its predecessor’s foreign policies, it did not advance an understanding



of space at odds with traditional American practice. At first glance, the
Obama White House’s 2010 National Space Policy appeared to reject
realism in favor of international cooperation. Its first principle declared: “It
is the shared interest of all nations to act responsibly in space to help

prevent mishaps, misperceptions, and mistrust.”6® While also making clear
that “the United States considers the sustainability, stability, and free access
to, and use of, space vital to its national interests,” the 2010 Policy also
declared that, “space operations should be conducted in ways that
emphasize openness and transparency to improve public awareness of the
activities of government, and enable others to share in the benefits provided
by the use of space.” The White House ordered agencies to “identify areas
for potential cooperation,” “develop transparency and confidence-building
measures,” and preserve “the space environment and the responsible use of
space.” Unlike the Bush administration’s quest for freedom of operation in
space, the Obama policy adopted an apparently positive attitude toward new
international regimes. “The United States will consider proposals and
concepts for arms control measures if they are equitable, effectively
verifiable, and enhance the national security of the United States and its

allies.”®”

However, the Obama administration’s actions did not match its rhetoric.
Despite this more cooperative language, the Obama Space Policy continued
important elements of his predecessor’s approach to space security. It
declared that “peaceful purposes” in the Outer Space Treaty and
international law “allows for space to be used for national and homeland

security activities.”5 While rejecting any claim to sovereignty in space, the
United States continued to demand “the rights of passage through, and
conduct of operations in, space without interference.” Finally, the Obama
administration continued to reserve the right to use force to defend
American interests in space. “The United States will employ a variety of
measures to help assure the use of space for all responsible parties, and,
consistent with the inherent right of self-defense, deter others from
interference and attack.” It further reserved the right to use force to “defend
our space systems and contribute to the defense of allied space systems,
and, if deterrence fails, defeat efforts to attack them.” During the Obama
years, the United States did not subject its military operations in space to



any new legal constraints, nor did it enter into any new international
agreements involving space—unlike its efforts with Iran, which culminated
in the Iran nuclear deal, or climate change, which resulted in the Paris
accords.

There were certain circumstances that prevented the Obama
administration from carrying out any revolutionary change in the U.S.
attitude toward space. For one, other nations began to offer more
competition. China continued its development of anti-satellite weapons and
announced an ambitious spaceflight program, which included plans to land
unmanned and manned missions on the moon. By 2010, China had matched
the U.S. in number of space launches—though both remained behind the
traditional leader, Russia—which included the deployment of a Chinese

GPS system and expanded military reconnaissance satellites.59 A
traditional rival of China, India also made its first military forays into space
with the launch of a satellite and plans for anti-satellite weapons. Also
worried by the rise of China, Japan in 2008 enacted a new Basic Law
authorizing military use of space, which included an early warning system
for missile launches and military reconnaissance satellites. Even rogue
nations joined the spacefaring club during the Obama years. In 2009, Iran
demonstrated a working knowledge of ballistic missiles by placing a
primitive communications satellite into orbit. After several failed attempts,
North Korea succeeded in placing a satellite in orbit in February 2016 in

violation of U.N. Security Council Resolutions.”?

Legal efforts to rein in growing competition in orbit have failed to
achieve liftoff. In 2008, Russia and China proposed a treaty to prevent the
placement of weapons in outer space. Their draft declared that states would
not “place in orbit around the Earth any objects carrying any kinds of
weapons” and that they would not “resort to the threat or use of force

against outer space objects.”71 In seeking to change international law with
a treaty on these points, both nations implicitly agreed that existing rules
permit orbiting space weapons. In response to U.S. criticism, Beijing and
Moscow further acknowledged that existing international law did not
prohibit ASAT weapons based on ground, sea, or air. They also conceded
that international law did not ban ground-based laser weapons or jamming
systems aimed at space targets. Their treaty would only establish a new



prohibition on space-based weapons, such as a missile defense network or a

global strike c:apabﬂity.72

European nations, meanwhile, attempted to gather support for their own
set of rules to govern space. In 2008, the European Union issued a draft
“Code of Conduct for Outer Space Activities” that sought to guarantee
“freedom for all states, in accordance with international law and
obligations, to access, to explore, and to use outer space for peaceful

purposes without harmful interference.””> Tt urged members to refrain from
the damage or destruction of any space objects, except when justified by
threat to human life or health, to reduce space debris, or by the U.N. Charter
or self-defense. The Code of Conduct, however, made clear that it was not
legally binding. It instead focused its efforts on voluntary transparency
measures, such as sharing data on launches and space activity. Even with
these light obligations, the United States and other major spacefaring
powers refused to join the Code. Nonetheless, the European Code of
Conduct is revealing in the same manner as the Russo-China draft treaty—
these proposals would be unnecessary if international law already banned
the objects of their texts. Without any binding treaties, except the minimal
obligations of the Outer Space Treaty, international law permits a wide
variety of military activities in space.

The Future of Space Conflict

In this part, we ask how the United States should use space weapons. As we
described in part I, technology has advanced to the stage where space
satellites provide the informational backbone for real-time, precision
warfare. Technology has also brought the world closer to space-based
weapons that can destroy satellites, ballistic missiles, and ground targets. In
part II, we argued that existing international law places minimal limits on
space weaponry, other than the Outer Space Treaty’s WMD prohibition and
its declaration of the moon and planets as off limits. Otherwise, spacefaring
nations have resisted any new restrictions on their space activities.

We shall make the case that the United States should use space weapons
in the same manner as robotic and cyber weapons. Nations are already



using space-based systems to reduce the chances of war and both combatant
and civilian casualties. Satellites perform the critical function of
reconnaissance, particularly by verifying WMD arsenals and the
movements of conventional forces. Their communications abilities support
the location of targets for precision-guided weapons, which reduce harm to
combatants and civilians during war. As we have seen, space already serves
as an arena for great power competition. Nations should use space weapons
in limited circumstances as a strategic mechanism to coerce other nations,
which will lead to more peaceful resolutions of crises. But there is an
important caveat: because of the importance of satellites to strategic early-
detection systems, we believe that nations should carefully limit their
deployment of ASAT weapons. We also believe that nations should
carefully manage global strike weapons to prevent their first-strike
capabilities from destabilizing the strategic balance of power.

Pure realists would object to any restraint on military activities in outer
space. They could point out, correctly, that every environment—Iand, air,
water, and now space—has become an arena for combat. Satellites have
already supercharged terrestrial combat operations by providing
information, transmitting data, and coordinating ground, air, and sea units.
The lightning-fast invasions of Iraq in 1991 and 2003 have shown the
possibilities for leveraging space-based networks into tangible victories on
the earth. But this success has also made the United States dependent on
space-enhanced precision warfare, and so more vulnerable to attack. As
military space analyst and DoD official Steven Lambakis wrote in 2007,
“The proliferation of space technologies offers foreign governments and
non-state entities unparalleled opportunities to enhance diplomatic and

military influence over the U.S. and strike with strategic effect.”’4 “We will
be challenged in space,” Lambakis observed in 2001, “simply because it

makes military sense to do 50.”7° Some strategists have gone farther to
argue not just in favor of protecting U.S. space assets, but also embarking
on space supremacy. Because great power competition has already spread to
space, the United States should capitalize on its early lead to control the
ultimate high ground. According to Everett Dolman, the U.S. should
withdraw from the Outer Space Treaty, deploy weapons in space, and
establish a liberal, pro-Democratic, pro-market hegemony in the heavens.



“Who controls low-Earth orbit controls near-Earth space. Who controls
near-Earth space dominates Terra. Who dominates Terra determines the

destiny of humankind.””© By deploying a system of ASAT weapons first,
the United States can dictate how other nations use space.

Another camp of observers worries that these “space hegemonists” will
trigger an arms race that will ultimately waste resources and degrade the

commercial benefits of space.77 Deploying missile defenses or anti-satellite
weapons, they argue, will only encourage competitors to do the same. Not
only do these systems consume enormous sums, due to the costs of lifting
these weapons into space, but also they are relatively easy to defeat.
Embarking on a military buildup will only result in a stalemate or expose
vulnerable U.S. space systems to effective attack. Even if nations were to
use such weapons, their costs go well beyond the military—space debris
could collide with civilian satellites, while electromagnetic pulses from
nuclear explosions would destroy their electronics. Fear of losing space
systems might even encourage nations to attack on earth first or to make
critical errors of judgment.

These analysts, who probably represent the majority of scholars in the
field, argue in favor of international cooperation. They believe that nations
must agree to new arms control agreements that prohibit space-based
weapons and new treaties that share the commercial benefits of free space
navigation. Naval War College Professor Joan Johnson-Freese, for example,
puts her faith in the U.N.’s bodies on disarmament and the peaceful uses of
space to develop new norms and ultimately new agreements to stop an arms

race.”8 James Moltz of the Naval Postgraduate School proposes that
nations can learn to overcome the prisoners’ dilemma of arms competition

through mutual trust and learning.79 They point to the Outer Space Treaty
to support their claim that nations have adopted a cooperative attitude
toward space in the past and thus could feasibly enter into agreements
prohibiting the military from the moon and planets and banning whole
classes of space weaponry. They also claim that even in the absence of
formal treaties, the U.S. and U.S.S.R. diverted their Cold War competition
away from the militarization of space and toward civilian and scientific
exploration.



Space presents difficult intellectual challenges because of its unique
characteristics as a global commons. Analogizing space to other
environments has important consequences for regulation. Some, for
example, have compared space to the discovery of the New World in 1492,
opened by voyages of discovery and subject to claims of sovereignty. But
while it has territory, in the form of the moon, planets, and asteroids,
nations currently do not have the technology and resources to establish a
continuous presence on these bodies. Space also shares some of the
characteristics of airspace. Air and spacecraft fly above territory for both
security and trade. As is the practice with aircraft, nations could require
spacecraft to obtain permission to enter their space and launch missiles at
satellites that enter without authorization. But space is far vaster than air. It
currently seems impossible to exclude other nations from specific parts of
the skies, unlike the way in which the United States can prevent the aircraft
of other nations from entering its airspace. While the Soviet Union, at first,
sought to apply the rules of airspace to outer space, by the 1960s it accepted

that territory did not vest ownership of the space above.80

For many decades, the most common analogy for space was the high
seas, especially in its combination of commerce and military expansion. If
similar to the high seas, space would allow any nation to deploy both

military and civilian craft free from interference.81 Nations could not use
force to control space, just as they cannot control the high seas, but they
could engage in military patrols and use space resources for their own
benefit. Popular culture exemplified this way of thinking. Star Trek named
its ship the USS Enterprise, made its commander a Captain, and placed it

under the command of a Starfleet.82 But space does not yet have land for
bases, there are no colonies or trade routes, and no fleets that can control
territory. “It is very easy to make the obvious Mahan analogy on ‘control of
the sea’ and talk blithely and superficially of ‘control of space,’” strategist
Herman Kahn observed. “The analogy was never really accurate even for
control of the air, and . . . it seems to be completely misleading for

space.”83

Another relevant comparison is to a different type of global commons:
Antarctica. The Antarctic Treaty clearly inspired the Outer Space Treaty.



Like space, Antarctica’s harsh conditions make permanent outposts
difficult. Nevertheless, nations claimed sovereignty over parts of the

continent, and in World War II even stationed troops there.84 They
attempted to commercially exploit the continent, but the environment made
it unfeasible. In the depths of the Cold War, nations with research stations in
Antarctica decided to sign a treaty placing the continent off limits to all
military activity, even for self-defense. Moltz compares the Antarctic
Treaty’s prohibition on national sovereignty and demilitarization as a model

for further developments in space law.8% But he also recognizes, as he
must, that space plays a much more central role in military and civilian life
than Antarctica. At the time that the treaty entered into force in 1961, the
frozen continent played little role in the superpower competition, while
space has become a vital means of collecting data on competitors and
providing an information conduit for enhanced military operations. Space
also provides an environment for widespread commercial activity, from
television transmissions to GPS location services.

The differences between Antarctica and outer space explain why any
comprehensive arms control regime cannot succeed. It is true that nations
committed to refrain from stationing WMD in orbit or establishing military
bases on the moon and planets. But at the time of the Outer Space Treaty,
nations did not enjoy the technical or financial resources to deploy such
weapons. Ground-based ballistic missiles can perform the mission of space-
based nuclear arms at a fraction of the cost and in much greater numbers.
Submarine-launched ballistic missiles could provide the same deterrence
with much less vulnerability to attack. In committing to a ban on WMD in
orbit, nations did not truly give up any practical military abilities. Nor could
nations build military installations on the moon or the planets. A half-
century after the signing of the Outer Space Treaty, no nation has succeeded
in building a base of any kind on the moon. Nor has any nation even
managed to send a manned mission to another planet. Again, the agreement
did not demand that the great powers relinquish any military capabilities in
existence at the time or foreseeable in the near future.

Meanwhile, nations have developed a host of military capabilities
unrestricted by any form of international law. International law does not
prohibit nuclear warheads from flying through space on their way to ground



targets. The arsenals of the nuclear powers depend on the ability of ICBMs
to travel through space. International law does not prohibit weapons fired
from the ground, sea, or air at space targets. Both superpowers developed
ASAT weapons during the Cold War, and since its end both the United
States and China have successfully demonstrated ASAT systems.
International law also does not prohibit the basing of conventional weapons
or new, exotic weapons such as high-energy beams, in space. The United
States already uses space assets to assist ground-based interceptors; the next
step could deploy an ABM system wholly in space, where it would act
earlier to attack ICBMs soon after launch.

The United States could easily turn these weapons toward the same
purposes as robotic and cyber weapons. It should use force as a means of
coercion when locked in an interstate dispute. A U.S. ASAT weapon, for
example, could destroy a single satellite used by a rival to support
conventional ground operations. During the Afghanistan and Iraq wars, the
U.S. did not destroy commercial satellites that could have provided
opponents with valuable reconnaissance information on troop movements.
Instead, it purchased all of the satellite time—effectively buying off the
civilian operators to take their satellites out of the market. It would achieve
the same effect, of course, by destroying the imaging satellites instead. The
U.S. could use weapons to escalate a conflict by destroying surveillance
satellites or by temporarily jamming or blinding them with space-based
weapons. To take matters further, the U.S. could use ASAT weapons to
attack a single node in an opponent’s military or government
telecommunications network, which would not permanently destroy the
whole network, but would degrade the system’s reliability.

As with cyber and robotic weapons, the targeting of civilian satellites
would enhance the effectiveness of space weapons. Many of these satellites
would not deserve noncombatant immunity. The U.S., for example, uses
civilian satellite networks to transmit military communications and data. In
the 1991 Gulf War, commercial satellites carried about 25 percent of U.S.
military communications, a figure that rose to 85 percent in the 2003

invasion of Iraq.86 Other nations similarly rely on commercial space
services, such as communications, weather, and remote sensing, provided

by companies located in Canada, France, India, Israel, and Russia.8”



Satellites, even those owned by civilian companies, which carry military or
government data and communications qualify as military targets, just as
commercial shippers who transport military supplies during war. A nation
could also attack the support system behind any military use of satellites by
destroying ground control stations or jamming their data flows.

Attacking these targets would not pose difficulties under traditional
approaches to the laws of war. Military use of civilian systems renders them
liable to attack during armed conflict. A harder question arises over whether
nations can use force against satellites and their support systems if they
have no military function. At first glance, it may be difficult if not
impossible to demarcate certain satellites as purely military or purely
civilian. Nations can go onto the commercial market and purchase
surveillance or communications bandwidth from civilian providers; their
opponents should have the right to disable the capabilities of these systems.
During the Iraq war of 2003, for example, Baghdad could have purchased
imaging services from corporations based in multiple countries. These
providers would have allowed Iraq to substitute civilian products for its
own lack of aerial or space reconnaissance of U.S. troop movements. In
response, the U.S. could have chosen to disable any satellites capable of
providing reconnaissance to the Iragis or could have jammed the ground
control station over the satellites during the period of the war. A less
destructive approach could have demanded that the corporations refuse to
sell their services to Iraq in return for a payment.

But suppose that the U.S. was fighting an opponent with satellites that
perform a primarily civilian function, but one that could be used for military
support. China, for example, is deploying its own version of the U.S. GPS
system and has weather-prediction satellites. While these satellites provide
locational services for a host of civilian uses, such as Google Maps and
driving locations, they also could help China locate U.S. carrier battle
groups in East Asian waters and direct aircraft or cruise missiles for attack.
The potential dual-use of satellites should render them legitimate targets,
particularly in a contest between military powers with the capability to
conduct information-enhanced operations.

But even if nations possessed only civilian space systems, they should
be liable to attack during hostilities if they present a comparatively less
destructive means of coercion. Disabling the space-based elements of a



communications system could pressure an opponent without causing any
human casualties, much in the same way as shutting down its Internet or
financial markets. An opponent would suffer economic harm until it is able
to launch a replacement or purchase alternative services on the market. A
nation could even just temporarily disable certain satellites, which would
degrade but not ultimately destroy an opponent’s communications. The
United States and other nations, for example, could use ground-based lasers
to temporarily blind satellites or jam their connections with ground control
stations. This would cause loss, but not the breadth of death and destruction
of kinetic weapons. Once the conflict passes, nations could take measures to
restore the full functioning of their satellite systems. Warfare in space
would not have the aim of permanently destroying enemy resources, but of
simply denying an enemy access to them for the period of the conflict.

Such uses can send costly signals that can improve the bargaining
process between nations. As we argued earlier, nations have a rational
interest in reaching a peaceful settlement of their disputes so as to avoid the
deadweight loss of war. They should agree to a deal that reflects their
relative power positions, as they translate into the expected values of each
side in the conflict. In order to communicate to each other their military
capabilities and political will, nations need ways to send credible signals.
Attacks on space-based systems can provide ways for nations to use
limited, coercive force against each other without causing the death and
destruction of terrestrial combat. More types of force, at varying levels of
harm, provide nations with a greater spectrum of more finely tuned
gradations of coercion. Each side should be able to reveal more reliable
information about their abilities and intentions, and thus create more room
for negotiation.

Using force in this way would draw upon the deeper historical parallels
we have addressed earlier in this book. As we have argued, the modern
version of international humanitarian law represents a break with more
traditional approaches to the rules of warfare. International law scholars,
however, commonly argue that nations should obey IHL in their military

activities in space.88 Even though no international agreement expressly
addresses space jus in bello rules, aside from the Outer Space Treaty’s
WMD ban, these scholars argue that “undoubtedly customary international



law and relevant general principles of law would apply to regulate such

armed conflict.”8% They point to the ICJ’s application of the principles of
proportionality, distinction, and necessity to the question of nuclear
weapons as an example, as well as the Outer Space Treaty’s demand that all
space activities follow international law. International institutions will
“assimilate legal principles to fill apparent voids whenever encountered,
especially in the context of armed force,” because to propose a lawless
frontier “goes against the progressive thrust and reasoning underpinning the

historic trajectory of THL.”90

Such reasoning, however, assumes that modern IHL should apply to
space. Manfred Lachs long ago argued that outer space is not a lawless area
because once nations begin to interact, even in space, international law

applies.91 Accepting that international law applies to space, however, does
not supply the rules that should apply. Nations need not automatically
extend humanitarian laws beyond the earth because military operations in
space do not threaten civilian life and thus do not conflict with the central
goal of the laws of war—protecting innocent civilian life. Combat in space
poses little risk of killing human beings because of the near total reliance on
remote-controlled spacecraft and robots to carry out operations. Neither
military nor civilian astronauts have established any significant presence in
orbit. Nations can easily avoid civilian casualties entirely by keeping off
limits the only quasi-permanent establishment, the International Space
Station, and the few spaceflights manned by astronauts. The absence of
human beings makes space an even better arena for the use of force than the
earth, as the likelihood of the collateral death of civilians is virtually zero.

Military operations in space would threaten civilians not directly, but
through interference with satellite systems that support activity on the
ground. An attack that disabled the GPS system, for example, would not
directly kill any civilians in space. But it would cause damage on the
ground by paralyzing transportation networks, such as the air traffic control
system, shipping, or even individual drivers using Google Maps. Attacking
communications satellites could inflict costs on a civilian economy by
halting financial transactions, impeding voice and data communications,
and slowing the speed of the Internet.



We believe that reading the traditional principles of the laws of war to
prohibit such attacks would run counter to the goal of resolving
international disputes with the lowest costs. In a contest that resorts to
force, nations will seek to inflict certain amounts of harm to coerce
opponents. Space allows nations to harm each other without directly costing
the lives of combatants or civilians. Their use of force will destroy satellites
that can be replaced and cause only temporary economic losses. Losing
GPS or Internet data will slow, but not permanently destroy,
communications and transportation networks. But no one dies, no
infrastructure is destroyed, and no lands or waters ruined. In this respect,
attacks on space assets produce an effect similar to the international
sanctions of the late twentieth century and the naval blockades of the
nineteenth century. They increase the economic pain on an opponent, which
may consequentially inflict harm on civilians, but they do not directly kill
or destroy—they only prevent a nation from taking advantage of trade and
commerce. If nations today can impose economic sanctions and enforce
embargoes, they should have the right to use force to disable space assets.

We should prefer such an outcome compared to the alternatives. Nations
resort to economic sanctions, such as those that apply to North Korea,
Russia, and Iran, because they seek means of coercion short of war.
Prohibiting economic sanctions would simply encourage nations to adopt
more violent means of pressure. Similarly, banning attacks on space assets
would only reorient coercive measures toward more direct hostilities.
Nations may wish to disable a rival’s financial exchange or communications
networks to force it to concede in a dispute. If they cannot attack the
satellites providing the backbone for these networks, these nations may
simply resort to conventional air or missile attacks on energy transmission
facilities, communications centers, or data storage sites instead. These
attacks will risk the destruction of more lives and infrastructure, but also
increase radically the chances of collateral damage on innocent civilians.
Space provides the opportunity for more directly focused, surgical attacks
that minimize civilian damage. In strategic terms, space provides “celestial

lines of communication.””? Nations can coerce each other by applying
force to disrupt those lines of communication, just as they would those on
earth, but with dramatically reduced civilian harm.



Critics of space warfare raise environmental harms and unforeseen
collateral damage as pitfalls. Early anti-satellite and anti-ballistic missile
weapons relied on nuclear explosions that could destroy the electronics of
nearby satellites and irradiate parts of space for long periods. Testing in the
early 1960s showed that nuclear weapons explosions even on earth
generated EMP radiation that severely damaged satellites in low-Earth
orbit; presumably then, an explosion in space could indiscriminately disable

most satellites in its orbital path.93 Kinetic ASAT weapons produce a
different environmental threat. A successful impact can produce large
debris fields that turn thousands of fragments into high-velocity weapons,
which can hit other satellites with the force of a 10-ton truck traveling at

118 Inph.94 While some of the debris would soon burn up in the
atmosphere, much of it could stay in the same orbit for months, if not years.
Military attacks on space assets could degrade the space environment for
long periods of time.

Such considerations, however, should not lead to a permanent ban on
space weapons. Instead, they militate in favor of developing a wide array of
space weapons that do not depend solely on kinetic kills for their
effectiveness. One sort of weapon often discussed in the space literature is
“soft kill” technology. Rather than destroying targets with direct hits, soft
kill weapons disable an opponent’s celestial lines of communication by

jamming satellite controls.?° The United States, for example, could use
either ground-based lasers to blind satellites, or electromagnetic
interference to prevent a satellite from communicating information to
ground controllers. It could even hack into an opponent’s ground-to-space
uplinks to take over a satellite’s controls and render it inoperable,

temporarily offline, or move it to the wrong orbit.9® Operating directly in
space, the United States could deploy micro-satellites into the same orbit as
a target and then disable the target by using jamming or interference, or
even by attaching the micro-satellites to its hull and changing its trajectory.
By the last decade, the U.S. Air Force had at least three programs to

develop micro-satellites for surveillance and possible ASAT missions.””
These soft kill weapons could bear advantages beyond using force in a
“cleaner” way than kinetic weapons. For example, they could be used as a



temporary access denial weapon. Soft kill weapons need only prevent an
opponent from using its celestial lines of communications during the course
of a dispute. Because they do not destroy their targets, soft kill weapons can
restore the availability of space as a resource once a conflict ends. In this
respect, such use of force in space would have similar characteristics to the
Pacific blockades of the nineteenth century, which temporarily interrupted
the targets’ normal intercourse with the rest of the world. Once a crisis
ended, the naval power could lift its blockade and commerce could resume
peacefully. A conflict would end without significant damage to lives or
property—the only harm would be the lost economic activity during the
period of blockade. Such opportunities allow nations to pressure each other
in less harmful ways than just conventional, armed hostilities. Thus, these
soft kill options should help produce more clear, effective negotiations
between nations that can bring disputes to an end faster, and with less cost,
than before.

Under this approach, the United States should develop several types of
military space weapons. First, it should develop an anti-ballistic missile
capability to prevent smaller nations from threatening nuclear weapons
attacks on the continental U.S. Even if rogue powers such as Iran or North
Korea have only an imperfect command of nuclear and missile technology,
the enormous destruction of even one successful strike—no matter how low
the probability—would provide their leaders with a powerful tool of
coercion against the developed world. A missile defense system would
reduce the probability of success and hence the ability of Pyongyang or
Tehran to use their missile assets to counter other U.S. military options.

It is important to observe that the U.S. has an interest in limiting the
reach of an ABM system to counter the missile forces of a smaller nation.
Constructing a system that could stop hundreds of targets, which would
require an extensive deployment of sensors and perhaps even weapons in
orbit, could undermine the strategic balance of power between the U.S. and
other nuclear powers, such as Russia and China. If those nations were to
believe that a U.S. system undermined the effectiveness of their deterrents,
they might construct larger arsenals or attempt to destroy the ABM

system.98 Foreign leaders might even feel it necessary to use certain
nuclear assets, especially vulnerable ground-based ICBMs with high



numbers of MIRV warheads, to prevent defeat by a U.S. system. To be sure,
several of the components of an effective ABM system might be easily
scalable from the smaller, anti-rogue-nation system to a more
comprehensive defense against the ICBMs of the great powers. Either
system would demand sophisticated systems for early warning, tracking
radars, targeting sensors, and battle-management computers. If the only
difference between the limited and comprehensive system becomes the
number of interceptors, an effective ABM system might spark competition
from other nuclear powers, particularly those with smaller arsenals like

China.9?

Second, the United States should continue its development of ASAT
weapons. China has already joined Russia and the U.S. in demonstrating
ASAT capabilities. Washington will not put that genie back in the bottle,
even if Russia and China wanted to, because missile defense systems will
enjoy a latent ASAT capability. Even if it were possible to verify an anti-
ASAT agreement, it would not be in the national interest of the United
States or other great powers to sign it. ASAT weapons provide nations with
a precise means of using force in a dispute that has little chance of civilian
death. It provides a measured form of coercion that can induce nations to
settle their disputes before they reach higher levels of destruction. When
used against military satellites, ASATs can deprive enemies of the ability to
wage information-enhanced combat. When used against civilian satellites,
they inflict acute economic pressure on an opponent, similar to sanctions or
an embargo. The U.S. should continue development of ground- or air-
launched ASAT technology, as those are already feasible, and expand the
reach of ground-based weapons that can interfere with communications and
control of satellites. But it should also pursue a space-based system that
could temporarily disable enemy satellites to provide more options in a
crisis.

Strategic considerations, however, warrant an important exception for
these weapons. Attacks against satellites that provide early warning of
nuclear launches could destabilize the existing balance of deterrence. Under
the New START treaty, the United States and Russia agreed to limit their
arsenals to 1,550 strategic nuclear warheads and about 700 deployed

ICBMs, SLBMs, and nuclear bombers.190 Both nations rely primarily on



satellites to provide early warning of launches; the U.S. Space-Based
Infrared System uses four satellites in geosynchronous orbit, two more in

elliptical orbits, and up to 24 in low-Earth orbit. 101 1f an opponent
destroyed part of this system, it could partially blind the U.S. to ICBM
launches. Under the pressure of a crisis, commanders might conclude that
ASAT use against early warning satellites might be preparing the way for a
nuclear strike. Concerns about a strike could encourage leaders to use assets
most vulnerable to a first strike—specifically ICBMs with multiple
warheads based in ground silos.

The risks of triggering a nuclear exchange far outweigh the coercive
value in subjecting these satellites to attack. In this specific area, nations
should have a high interest in mutual cooperation to limit ASAT. Nuclear
powers need a reliable early warning system to prevent misunderstandings
and a mistaken decision to launch their weapons. Nations can rely on self-
help to solve part of the problem by hardening the defenses of this class of
satellites, to make them more difficult to destroy or jam, and by fielding
redundant systems that can absorb the losses from an ASAT attack. But they
can also address the problem by agreeing to place strategic warning
satellites off limits. A formal treaty would prove difficult to verify, as ASAT
weapons capable of striking targets in low-Earth or geosynchronous orbits
would have the ability to attack any early warning systems. Instead, nuclear
powers would have to rely on deterrence to enforce any such agreement.
The U.S. ought to only deploy sufficient ASAT weapons for the targeting of
military satellites that provide support for terrestrial operations and for
disabling commercial satellites, but not enough to overwhelm the early
warning systems of its main competitors.

Russia and China may find it difficult to trust American promises to
respect their strategic surveillance satellites. Once the U.S. deploys an
ASAT system, extending its capabilities to include early warning satellites
may just be a matter of adding more interceptors to the stockpile. As with a
comprehensive ABM system, the U.S. military will have already achieved
the central challenge of integrating sensors, trackers, and battle-
management systems. On the other hand, the superpowers confronted a
similar problem in agreeing to limit, and then reduce, their strategic
stockpiles. Both the United States and Russia could observe the number of



launchers on each side, though some—especially bombers and medium-
range missiles—could carry either nuclear or conventional warheads. They
also permitted on-site verification to monitor warheads and their disposal.
Similarly, an agreement to limit but not prohibit ASATs could rely on
national technical means to verify launch sites and radar installations, while
relying on on-site visits to confirm interceptor numbers. Ultimately, as with
the SALT and START agreements, the U.S., Russia, and China would have
to rely upon deterrence to enforce an ASAT agreement. The only way to
ensure that nations do not use ASAT weapons against strategic surveillance
satellites is if they maintain their capacity to retaliate. Deterrence, therefore,
requires that the United States develop the ASAT capabilities that it would
want to have for coercion purposes anyway.

Third, these principles suggest that the United States should limit the
development of space weaponry designed to strike ground targets. Exotic
systems, such as hypersonic rail guns, directed energy beams, or gravity
rods, could destabilize the strategic balance of power. These weapons
initially appear attractive because of their swift speed, explosive force,
precise targeting, and minor fallout. According to some estimates, an orbital
platform could hit a ground target 12-15 minutes after launch with the
kinetic force of a small nuclear weapon. Basing kinetic weapons in high
orbit makes a launch difficult to detect, and their speed and angle of descent
makes them almost impossible to defeat with anti-missile or anti-aircraft

defenses.102 The speed and destructiveness of these weapons, however,
give national leaders little time to decide whether to respond preemptively.
The short warning time may create a strong incentive to use military assets
that are vulnerable to a first strike—again, ground-based ICBMs armed
with multiple reentry warheads. In a crisis situation, such weapons may
create the conditions for a mistake of judgment by national leaders that
could have disastrous consequences for both nations.

The United States could propose a narrow international ban on these
exotic space-to-ground strike weapons. Competitors would no longer have
to fear the prospect of U.S. orbital strike platforms, which would impose
costs to build their own offensive and defensive systems. In exchange, the
United States could remove a potential threat to strategic stability. In fact,
an international agreement would not demand as great a concession from



the United States as it would from other nations. The U.S. armed forces
have multiple alternatives for global strike missions, such as ICBMs, cruise
missiles, stealth bombers, and conventional air-, ground-, and sea-based
artillery. Washington does not need space-to-ground attack systems in order
to coerce opponents, and it could forestall competition from rivals who
might hope to leapfrog U.S. dominance in conventional and nuclear arms
with exotic space weapons. A treaty would also prove relatively easy to
verify: A nation would need a significant launch capacity to lift all of the
weapons into space and the orbital platform needed for basing should be
easy to detect.

There is an important criticism of these approaches to space weapons,
which applies primarily to the United States. Because the United States has
made the greatest investments in space for both military and civilian
purposes, it may be uniquely vulnerable to military warfare in the heavens.

About half of all satellites are American.103 Many of them support U.S.
military and intelligence operations ranging from verification of strategic
weapons to tactical information in battle. The U.S. has become more
dependent on high-speed communications, precision munitions, and space-
based information than any other nation. Meanwhile, anti-satellite weapons
rest in the grasp of any nation that can launch a ballistic missile into orbit.
Nations that suffer from a disadvantage in conventional, terrestrial armed
forces could quickly narrow the gap by launching an attack on U.S. space
systems. Without the information and communications provided by
satellites, U.S. military effectiveness will be significantly degraded—all
without harming anyone or destroying anything on the ground.

But arms control over the entire class of space-based weapons is
extremely unlikely. As we have argued earlier, nations will agree upon
limits or prohibitions on weapons and their use when there is a rough
symmetry in their capabilities. An agreement must not grant a decisive
advantage to any nation that does not exist under the status quo; otherwise,
the treaty will create strong incentives to cheat. In the case of space-based
weapons, neither the United States nor its rivals can have confidence that an
agreement will survive. First, the United States currently enjoys an
overwhelming advantage in military activities in space; it would be unlikely
to give up its superiority in space-enhanced operations. Second, other



nations may see that space weapons, particularly ASATSs, provide a quick
and relatively inexpensive means to threaten the U.S.’s advantage in
conventional military systems. Nor would these nations, such as China or
Iran, have any incentive to sign a ban on ASATSs since they have few space
resources themselves under threat of attack.

Instead of an international agreement, the better course for the United
States lies in defensive strategies. Its best response to the growing ASAT
capabilities of its rivals is to harden its satellites and build redundancies into
its systems. It can also threaten conventional terrestrial attacks on opponent
targets in response to interference with its satellites and celestial lines of
communication. As other nations build their own space-based networks,
they will increasingly fall subject to the reciprocal threat of U.S. ASAT
weapons. Deterrence, rather than international law, will provide the
protection for the U.S.’s superior civilian and military space assets.

Conclusions

While President Reagan’s dream of building an anti-missile shield to
protect the entire United States is still far off, space is quickly joining land,
sea, and air as an arena for conflict. In a more modest sense, the great
powers began to use space for military activity with the launching of the
first satellites in the 1950s. Satellites today provide the information,
intelligence, and communications that form the backbone for today’s up-
tempo, integrated, high-tech military operations. In the next decades, we
might see the realization of Reagan’s hopes with the deployment of capable
anti-missile defenses in space. Nations naturally are developing ASAT
weapons to undermine the American advantage in space, which provides
support for terrestrial operations and a potential battlefield in its own right.
While the great powers have limited military activities in space, most
importantly the ban on WMD, they have left important areas free of
regulation. International agreements do not prohibit the passage of missiles
through space, the stationing of conventional weapons in orbit, or the
gathering of intelligence and the transmission of communications from
space. States should continue to use force in these ways for self-defense, to
defeat terrorist groups and regional aggression, and to resolve their



disputes. Combat in space may spark the same fears as other technologies,
specifically of lowering the barrier to armed conflict. But it also offers the
same benefits of greater precision, less destruction, and lower risk of
general war. In the area where space weapons might prove genuinely
destabilizing, as a platform for strategic first-strike weapons against earth
targets, we believe that the United States and its allies should take the first
steps for an arms limitation agreement. But other than that sole area, the
great powers should take advantage of the technological progress in space
to pursue their age-old security goals.



Conclusion

continues to fight the Taliban in Afghanistan more than a decade and
a half after the September 11 attacks. While it withdrew its large combat
force from Iraq in 2010, U.S. units returned to fight ISIS only four years
later. American forces have intervened in Syria in the midst of a civil war
that has killed more than 200,000. U.S. bombers are conducting air strikes
on ISIS and al-Qaeda terrorists in the Arabian Peninsula and North Africa.
Even territorial aggression, in Eastern Europe and the seas of Asia, has
reemerged as a threat, while state-sponsored terrorism and the proliferation
of weapons of mass destruction remain serious challenges.

While human evils persist, technology continues to advance. New
technologies are changing the character of daily life, from the factory floor
to personal communications. Robotics, Internet, and space-based
communications have increased economic productivity. These same
advances are also generating new kinds of weapons, from robotics to
computer network attacks, with similar effects. These weapons offer the
potential to change the way we conduct armed conflict. Nations will still
use force to defend themselves, to counter aggression, to respond to
humanitarian crises, and to compete for influence. But robotics, cyber, and
space may allow nations to pursue these goals without engaging in full-
blown wars involving conventional weapons and the accompanying death
and destruction.

Prominent observers regard this as a problem, not a solution. Recall
U.N. expert Philip Alston’s warning that drone strikes will be abused

Our world still faces threats to peace and security. The United States



because “they make it easier to kill without risk to a State’s forces.”! If
intervention is too easy, critics argue, states will be tempted to intervene too
readily and undermine the existing norms against resorting to force. They
further worry that the ease of attack will erode the rules governing
permissible targets. For example, they warn that the “potentially nonlethal
nature of cyber weapons may cloud the assessment of an attack’s legality,
leading to more frequent violations of the principle of distinction [between

proper military and improper civilian talrgets].”2 Those who voice such
concerns often advocate greater emphasis on legal constraints. They urge us
to negotiate new treaties or to extend interpretations of existing conventions
and norms, even though the latter were developed for the technologies and
strategic challenges of a half-century ago.

We have argued that such appeals are dangerously misguided. The
military technologies discussed in this book—robotics, cyber, space
weapons—are either already in our arsenals or in advanced stages of
development. It is true—and heartening—that nations have shown
considerable restraint in deploying the most terrifying weapons of mass
destruction. Nations have not used nuclear weapons since Hiroshima and
Nagasaki. In the 1965 Treaty on the Non-Proliferation of Nuclear Weapons,
nations agreed to cooperate to limit the spread of these weapons. Poison
gas, a prominent feature of battle in World War I, has rarely appeared in
subsequent conflicts. The 1998 Chemical Weapons Convention seems to
provide reassurance against future use, although Syria’s use of sarin and
mustard gas against its own citizens is putting the ban to the test. The great
powers have never resorted to biological weapons in wars between
themselves. Almost all states have agreed to a ban on their development and
use, as codified in the 1972 Biological Weapons Convention.

Experience with these weapons, however, does not have much
application to the weapons discussed in this book. Nations will have little
incentive to obey limits or prohibitions on the use of new weapons when
their effects on warfare and international politics are still little understood.
In the twentieth century, nations declined to apply old concepts of the laws
of war to the innovations of the airplane and submarine. Even if today’s
latest weapons technologies were not so new, arms control would still fail.
Nations have rarely embraced, let alone honored, limits on conventional



weapons. Agreement is especially unlikely in today’s context because
nations would find it difficult, if not impossible, to verify compliance with
limits on intangible computer programs or miniaturized air- or ground-
based attack vehicles.

The strategic implications of WMD on warfare and international
politics, by contrast, are better understood and stockpiles are less difficult to
verify. Great powers can use national technical means, such as satellite
reconnaissance, to monitor each other’s arsenals. Both the Nuclear Non-
Proliferation Treaty and the Chemical Weapons Convention provide for
international inspection to verify that signatories are not secretly developing
these weapons to wield against more trusting adversaries. It is dismaying
that the world has not yet agreed to an inspection regime to verify that
signatories of the Biological Weapons Convention refrain from
development. That failure may reflect the difficulty in distinguishing
research in this field from legitimate forms of medical or bioengineering

research and development.3 Verifying limits on development of robotics,
cyber, and space weapons is more challenging, because they are
applications of activities which have become pervasive in a modern
economy. We cannot hope to verify that all computers and computer
research are used only for civilian activities and not for military
applications, nor can we expect to fare much better in monitoring the use of
robotic capacities.

Biological, chemical, and nuclear weapons threaten the very opposite of
the precision offered by robotics, cyber, and space weapons. Their broad
effects cannot distinguish between combatants and civilians. Even using
them only in battlefield environments cannot guarantee that their lingering
effects or uncontrollable spread will not harm civilians. Nuclear explosions
will render land uninhabitable for decades, while biological weapons can
easily spread or mutate beyond the battlefield. Use of these weapons signals
an intention to cause mass casualties, and invites a massive retaliation in
response. The large-scale casualties threatened by WMD give nations an
incentive to abide by arms control agreements because their use could
trigger a mutually assured destruction that gives neither side an advantage.

Robotics, cyber, and space weapons, we believe, do not threaten the
massive, indiscriminate destruction that supports the special dynamics that



govern WMD agreements. Their main appeal is precisely that they can be
targeted with precision, so they hit with greater effectiveness and less
unintended damage. Indeed, new technologies may help solve the
challenges of WMD proliferation by allowing nations to disable nuclear,
chemical, or biological weapons facilities with less risk of widespread
contamination. New technologies create weapons of less destruction, not
mass destruction.

But that does not address the nub of the concern for many critics. They
worry that gaining the ability to strike more precisely at lower cost will
lower the threshold for war. New technologies may give nations the
confidence to resort to force too readily because they trust too much in their
capacity to wage easy wars. Or great powers may use force too often
because technology allows them to avoid the costs of war and instead
concentrate them on the enemy.

We have stressed two responses. First, as we argued in chapter 2, our
world is becoming more chaotic. We still need to defend against territorial
aggression, to stop the proliferation of WMD, and to contain the worst
human rights disasters. The costs of conventional conflicts, particularly
casualties from ground combat, will discourage nations from confronting
these problems. But if the costs of war decline, while the effectiveness of
force improves, nations may turn to force to promote desirable ends. New
weapons can make it easier to intervene and to signal our resolve to prevent
threats to our security. The challenge of our era is not a world where
defenders of international order are too quick to act, but too hesitant. We
should welcome technologies that make intervention more precise and more
readily feasible.

Second, these new weapons may allow nations to coerce others to stop
these greater threats to international order more effectively. The
preoccupation with the most restrictive standards of AP I, as we argued in
chapters 3 and 4, is quite misguided. The United States is not bound by a
treaty it has never ratified, nor by customary law it does not accept.
Motivated by utopian fantasy and cynical Third World self-dealing, the
nations that adopted AP I did not codify past understandings, but leapt
beyond them. It is past the time to rethink this legacy of the 1970s. Among
other things, we should reconsider whether it makes sense to hold civilian
infrastructure and resources immune from attack, merely because they do



not provide direct support to military operations. Attacks of this kind may
provide more effective, less lethal, and less destructive means of coercing
states that threaten the international order, compared with direct military
engagements prescribed by 1970s dogma.

In the past, the law of war has allowed attacks on civilian property, but
with recognized limits. For centuries, naval strategy has emphasized attacks
on civilian commerce. Other actions—such as the deliberate massacre of
civilians—have been considered barbarous. That is, of course, reflected in
the general aversion to weapons of mass destruction, since these tend to
spread death and physical suffering beyond the battlefield in indiscriminate
ways. We think commanders should obey the list of immunities laid down
in the Hague Conventions on land warfare—*“buildings dedicated to
religion, art, science, historic monuments, hospitals”—but with the original
condition that it does not apply when such places are “used at the time for

military purposes.”4 Recognizing the continuing relevance of these historic
limitations does not automatically require that everything not directly
contributing to the enemy’s military must remain exempt from attack.

To recognize a broader scope for attack would not necessarily imply a
dramatic change in actual tactics. Current U.S. military manuals authorize

attacks on anything that “sustains” an enemy’s “war-fighting capacity.”5
This formula is so vague that, as critics complain, it might extend to almost
anything. Such evasive formulations may invite misunderstanding
regarding actual U.S. commitments. Academic commentators and NGO
advocates have rushed in with confident pronouncements on what
international law must be understood to prohibit. The “international
experts” behind the Tallinn Manual have spun hundreds of pages of
exposition purporting to clarify the rules applicable to cyber conflict
without the direct endorsement or commitment of any actual government.
The United States will be better off if it does not allow such abstract legal
reasoning to limit the way it uses new weapons technologies. We should, of
course, try to ensure our militaries use new technology carefully to avoid
direct physical injury to human beings other than enemy combatants. But
we should not take into account notions of harm that arise from formulas
devised in earlier times when weapons inflicted broader, more



indiscriminate civilian loss. Today’s more focused weapons should cause us
to rethink the aim and purpose of attacks.

We should not measure the effectiveness of new weapons on their
ability to secure an enemy’s total submission. Since 1945, no American war
has ended with a formal surrender ceremony, let alone a ceremony on a U.S.
warship near the enemy capital. For our world, the more pressing question
is whether new weapons can compel rogue actors to stop their worst
practices. It makes little sense to insist that attacks must be confined to
military objectives if they are not delivered in the context of an all-out war,
where neutralizing the enemy’s military capacity could deliver total victory.
Attacks on military assets and civilian infrastructure can induce bargaining
that leads to settlement of a dispute. Attacks with modern weapons might
also deter adversaries from harmful conduct even when no negotiated deal
is possible. New technologies may not prove decisive against terrorist
networks, but they can help disrupt their operations and attack their
leadership ranks, as well as pressure state sponsors of terror to curtail their
support.

We do not presume to lay down a solution for all disputes. We argue
here for expanding the range of options that nations may regard as
allowable responses to serious international challenges. Technological
change creates new possibilities. Some possibilities carry the potential for
new kinds of abuse. Social media allows people to reconnect with distant
friends and relatives, to organize political movements, to spur academic
research—or to engage in cyberbullying or recruitment for terror networks.
The resources made available by the Internet greatly expand the
possibilities for academic research—or for plagiarism. But these
technologies can also enable the solutions for these same problems. More
permissive legal standards could open a Pandora’s box of new threats. That
is reason to think carefully about how we deploy new weapons and how we
use armed force. But we also need to remember that adversaries do not
necessarily follow legal restraints just because the U.S. demands that they
should. Historically, the threat of retaliation, rather than mere legal
argument, has restrained enemies from abusive tactics. What we cannot do
is pretend that the new technologies make no difference. We cannot ignore
their potential for enhancing security, even as we grapple with the
challenges.
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309-13 (1998).

Id.

Martin Gilbert, Winston S. Churchill, Vol. 6: Finest Hour, 1939-1941 832 (1983), n.1, citing
“Personal Minute” from Prime Minister to then Foreign Minister Halifax, Oct. 13, 1940.
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rewriting the international order
U.S. intervention
weapons technologies, advances in
World War 11
air bombardments, critics of
air power
Antarctic Treat
casualties
chemical weapons
economic warfare
end of
Manual on the Law of War (DoD) on
submarine warfare
technological advances
U.S. intervention
World War III
Wright Brothers

Xi Jinping

Yemen
Yom Kippur War (1973)
Yugoslavia (the former). see also Kosovo War (1998-1999)



This file was downloaded from Z-Library project

Zlibrarv

Your gateway to knowledge and culture. Accessible for everyone.

z-library.se singlelogin.re  go-to-zlibrary.se single-login.ru

@

Official Telegram channel

Z-Access

W

https://wikipedia.org/wiki/Z-Library



https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://z-library.se
https://singlelogin.re
https://go-to-zlibrary.se
https://single-login.ru
https://t.me/zlibrary_official
https://go-to-zlibrary.se
https://wikipedia.org/wiki/Z-Library

	Title Page
	Copyright
	Contents
	Preface
	Chapter 1. We Must Think Anew
	Chapter 2. Returning to Coercion
	Chapter 3. Except a Few Things Regarded as Barbarous and Cruel: The Law of War Before the 1970s
	Chapter 4. How the Law of War Was Hijacked
	Chapter 5. The Rise of the Machines
	Chapter 6. Cyber Weapons
	Chapter 7. Coercion in Space
	Conclusion
	Notes
	Index

