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On February 5, 2003, Secretary of State Colin Powell issued a dire warning 
to the United Nations Security Council in an effort to convince the international 
community that Iraq possessed weapons of mass destruction (WMD) in viola-
tion of Security Council resolutions. He stated: “There can be no doubt that 
Saddam Hussein has biological weapons and the capability to rapidly produce 
more, many more. And he has the ability to dispense these lethal poisons and 
diseases in ways that can cause massive death and destruction.”1 Powell’s presen-
tation to the Security Council, drawing on previously classifi ed intelligence on 
Iraq’s WMD programs, was the George W. Bush administration’s most forceful 
attempt to portray Iraq as a threat to international security and to rally inter-
national support for the use of force to overthrow Saddam Hussein.

Powell turned fi rst to the threat posed by Iraq’s biological warfare program. 
He began by holding up a small vial of powder that represented the amount of 
B. anthracis spores that had disrupted the United States Postal Service and U.S. 

1. Secretary of State Colin Powell, “Remarks to the United Nations Security Council,” New York 
City, February 5, 2003, http://www.state.gov/secretary/former/powell /remarks /2003/17300.htm.
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Senate in October 2001. He then compared the teaspoon of material used in the 
anthrax letter attacks with the thousands of liters of  B. anthracis that Iraq had 
admitted to producing but had failed to account for to UN inspectors. Accord-
ing to Powell, “one of the most worrisome things that emerges from the thick 
intelligence fi le we have on Iraq’s biological weapons” is Iraq’s development of 
a fl eet of truck- and rail-mounted biological agent production facilities.2 Powell 
then presented the Security Council with detailed diagrams of the Iraqi mobile 
biological production facilities and described at length the eyewitness accounts 
on which this information was based. With George Tenet, director of the Cen-
tral Intelligence Agency, seated directly behind him, Powell reassured his col-
leagues on the Security Council that “every statement I make today is backed 
up by sources, solid sources. These are not assertions. What we’re giving you are 
facts and conclusions based on solid intelligence.”3

As we know now, these conclusions were not based on solid intelligence. 
In fact, after the March 2003 U.S.-led invasion of Iraq, investigation of Iraq’s 
WMD programs has shown that every single U.S. allegation regarding Iraqi 
biological weapon (BW) activities was wrong. According to the bipartisan Com-
mission on the Intelligence Capabilities of the United States Regarding Weapons 
of Mass Destruction (also known as the Silberman-Robb Commission), this fail-
ure to properly assess Iraq’s BW capabilities and intentions was “one of the most 
painful errors” committed by the intelligence community before the war.4 How 
could the U.S. intelligence community, the largest and most sophisticated in the 
world, have been so wrong?

Although the severity of this intelligence failure was a shock, intelligence 
agencies have a long track record of either underestimating or overestimating 
their adversaries’ BW capabilities and intentions. BW programs are notoriously 
hard intelligence targets. The United States also encountered serious problems 
assessing the Iraqi BW program before the 1991 Gulf War and the Soviet BW 
program throughout the cold war. One of my objectives in this book is to describe 
the challenges in collecting and analyzing intelligence on biological weapons, to 
determine the reasons for successes and failures in the Iraq and Soviet cases, and 
to provide recommendations on how to prevent such intelligence failures in the 
future.

Intelligence, however, is just one line of defense against biological weapons. 
Understanding the threat posed by biological weapons and how to counter these 
weapons requires the analysis of other areas of international security, including 

2. Ibid.
3. Ibid.
4. The Commission on the Intelligence Capabilities of the United States Regarding Weapons of Mass 

Destruction, Report to the President (Washington, DC: GPO, 2005), 48.
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arms control, deterrence, civilian-military relations, and terrorism. My larger 
purpose in this book is to examine the international security implications of bio-
logical weapons, to enhance our understanding of the unique challenges posed 
by these weapons, and to offer recommendations on how to reduce the dangers 
posed by biological weapons.

The proliferation of biological weapons (BW) to states or terrorists is one of 
the most pressing security issues of the twenty-fi rst century.5 At a time when the 
United States enjoys overwhelming conventional military superiority, biological 
weapons may be one of the more attractive means of waging asymmetric warfare 
by less powerful states hoping to challenge the status quo. Therefore, it is impor-
tant to understand the strategic consequences of the proliferation of biological 
weapons and how effective traditional security strategies such as arms control 
and deterrence are at containing this threat. In addition, in this book I examine 
the challenges posed by BW programs for civilian oversight and management 
and the prospect of obtaining timely and accurate intelligence on the BW capa-
bilities and intentions of other states.

Terrorist groups whose objectives are to cause mass casualties or mass dis-
ruption are the second threat to international security. The catastrophic terror-
ist attacks on September 11, 2001, demonstrated the desire and ability of some 
terrorist groups to cause massive casualties and the vulner ability of the United 
States to such attacks. Shortly after the September 11 attacks, the United States 
was the victim of biological terrorism when letters fi lled with a dry powder 
of  Bacillus anthracis, the bacterium that causes the disease anthrax, were sent to 
media outlets and two U.S. senators. The 2001 anthrax letter attacks killed fi ve 
people, sickened another seventeen, forced thousands more to take antibiotics 
as a precaution, and contaminated dozens of private and government buildings. 
The anthrax letters also disrupted the United States Postal Service, caused nation-
wide anxiety about the safety of the mail, and temporarily shut down the U.S. 
Senate. The anthrax letter attacks reinforced the nation’s vulnerability to ter-
rorism following 9/11 and illustrated the potential impact that even a small BW 
attack could have. Although the current level of terrorist BW capabilities are 
limited, advances in technology and the emergence of more violent groups pose 
long-term risks.

The dangers posed by biological weapons are heightened by advances in the 
life sciences and biotechnology that can be exploited to develop new or improved 
biological weapons. The Soviet Union’s extensive efforts to apply advanced bio-
technologies to biological warfare established that this risk is not a theoretical 

5. Gregory Koblentz, “Pathogens as Weapons: The International Security Implications of Biological 
Warfare,” International Security 28, no. 3 (2003/4): 84 –122.
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concern. Breakthroughs in the life sciences, such as the sequencing of the human 
genome in 2001, the synthesis of poliovirus in 2002, and the 2005 resurrection of 
the virus that caused the 1918 infl uenza pandemic, have heightened fears that 
humanity’s ability to create and manipulate life is outpacing our capability to 
prevent this technology from being used for hostile purposes.

Despite the growing awareness of the threat posed by biological weapons, the 
history of biological warfare and the unique security challenges posed by bio-
logical weapons remain unfamiliar to much of the public, academia, and govern-
ment. Biological weapons are the least well understood of the WMD that also 
include nuclear and chemical weapons. The Nobel Prize winner in Economics 
Thomas Schelling has observed that “the tendency in our planning is to confuse 
the unfamiliar with the improbable. The contingency we have not considered 
seriously looks strange; what looks strange is thought improbable; what is im-
probable need not be considered seriously.”6

During the cold war, the focus of security scholars on nuclear weapons was 
understandable. The destructive power of nuclear weapons had been established 
with horrifi c results during World War II, and postwar advances generated even 
more powerful weapons. Nuclear weapons formed the core of the superpowers’ 
strategic arsenals and were integral to maintaining the “balance of terror” be-
tween them. In addition, these weapons were deployed or under development 
in zones of potential confl ict stretching from Europe to the Middle East to Asia. 
Thus, the study of nuclear weapons and proliferation offered multiple oppor-
tunities for original research and valuable contributions to the theoretical and 
empirical literatures.

In contrast, biological weapons have never been used openly on the battlefi eld 
and their development has always been conducted under the strictest secrecy. In 
addition, in 1969 the United States abandoned its offensive BW program, and in 
1972 biological weapons became the fi rst class of weapons to be completely out-
lawed by an international treaty, the Biological Weapons Convention (BWC). 
Thereafter, biological weapons, never high on the list of priorities of scholars, 
slipped even lower. Biological weapons, however, did not disappear with the 
signing of the BWC.

The international security implications of the biotechnology revolution and 
the spread of biological weapons began receiving increased attention in the 1990s 
following revelations about the Soviet and Iraqi BW programs, continued ad-
vances in the life sciences, and the emergence of more lethal terrorist groups 
interested in WMD. This renewed attention, however, has not always translated 

6. Thomas Schelling, foreword to Pearl Harbor: Warning and Decision by Roberta Wohlstetter (Stan-
ford: Stanford University Press, 1962), vii.
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into a greater understanding of the dangers posed by biological weapons. Gov-
ernment offi cials and academics frequently lump biological weapons together 
with nuclear and chemical weapons under the category of WMD or discuss the 
“chem-bio” threat.

The use of terms such as WMD and “chem-bio” has hindered our under-
standing of the international security implications of biological weapons. The 
widespread use of these labels has obscured important differences between these 
different weapons and the strategic consequences of their proliferation. Unlike nu-
clear and chemical weapons, biological weapons are composed of, or derived from, 
living organisms. This unique characteristic of biological weapons is at the heart 
of many of the security challenges posed by them. The diversity of pathogenic 
microorganisms and toxins that can be used as weapons provides the attacker 
with fl exibility in planning its attack. The sheer number of potential biological 
warfare agents complicates the task of the defender. The ability of pathogens to 
replicate themselves inside a host enables an attacker to use only a small amount 
of a biological weapon to infl ict mass casualties. The overlap between the equip-
ment, knowledge, and materials required to develop biological weapons and to 
conduct civilian biomedical research or develop biological defenses limits the 
effectiveness of arms control and verifi cation measures and complicates intel-
ligence collection and analysis.

The study of biological weapons reveals a number of paradoxes and dilem-
mas. Biological weapons are widely feared, yet rarely used. Biological weapons 
were the fi rst weapon prohibited by an international treaty, yet the proliferation 
of these weapons increased after they were banned in 1972. Biological weapons 
are frequently called “the poor man’s atomic bomb,” yet they cannot provide the 
same deterrent capability as nuclear weapons. One of my goals in this book is to 
explain the underlying principles of these apparent paradoxes.

Policymakers seeking to reduce the dangers posed by biological weapons 
face two powerful dilemmas. The most important is the multiuse dilemma: the 
skills, materials, and technology needed to produce biological weapons are also 
necessary to develop defenses against them and to conduct civilian activities 
such as biomedical research and pharmaceutical production. Most analyses of 
biotechnology refer to it as dual-use, since it has both civilian and military ap-
plications. In this book, the term “multiuse” is used to highlight the distinct 
but overlapping applications of biotechnology in civilian, defensive, and of-
fensive domains. The old distinction between military and civilian applica-
tions of biology and biotechnology has become more blurred in recent years as 
more civilian institutions become engaged in defensive research and military 
organizations become more interested in applying biotechnology in the areas 
of energy, materials science, logistics, medicine, and electronics. The growing 
importance of biotechnology to economic development, the global diffusion of 
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this technology, and the growth of national biodefense programs heightens this 
multiuse dilemma.

A second dilemma facing policymakers is that both legitimate users of bio-
technology and those who would use it to develop weapons seek to hide their 
activities behind a wall of secrecy. While states with illegal BW programs have 
strong normative, legal, and strategic incentives to shield their activities from 
outside scrutiny, private actors and governments also use secrecy to protect pro-
prietary and national security information. As a result, there is a constant tension 
between transparency and secrecy. Although transparency is widely regarded as 
crucial to scientifi c progress, the foundation for effective arms control verifi ca-
tion, and a means for states to reassure others about their peaceful intentions, 
the desire for secrecy is driven by equally strong concerns regarding commer-
cial competition, governmental anxiety about revealing vulnerabilities or intel-
ligence capabilities, and apprehension that biological research could be misused 
for hostile purposes. A common thread throughout this book is the way in which 
secrecy can be a hydra-headed source of destabilizing effects: it impedes verifi ca-
tion, undermines deterrence, hinders civilian oversight, and complicates threat 
assessments.

Biological weapons possess a number of characteristics that cause them to 
exert a destabilizing infl uence on international security. They pose unique chal-
lenges from the perspectives of arms control, deterrence, civil-military rela-
tions, and intelligence. It is diffi cult to verify that biotechnology is not being 
misused for hostile purposes, to exercise effective oversight over BW programs, 
and to obtain accurate assessments of a state’s BW capabilities and intentions. 
Each of these challenges to international security is discussed in the following 
chapters.

Chapter 1 provides a brief history of biological warfare and describes the most 
important characteristics of biological weapons. Because of the diversity and po-
tency of BW agents, the ease with which they can be used to conduct surprise at-
tacks, and the diffi culties inherent in defending against a BW attack, an attacker 
using biological weapons has a signifi cant advantage over a defender. While 
biological weapons have limited utility as battlefi eld weapons, they can serve as 
a force multiplier for conventional military operations, especially at the opera-
tional level of combat. Although biological weapons can be as lethal as nuclear 
weapons, they possess characteristics that make them unsuitable for serving as a 
strategic deterrent. Despite the rare use of biological weapons in modern times, 
there are troubling indications that the normative, operational, and political con-
straints that have inhibited the use of BW may be eroding.

Chapter 2 examines the challenges in verifying that biotechnology is not 
being used for hostile purposes. Obstacles to verifi cation include the multiuse 
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applications of biotechnology, the overlap between offensive and defensive BW 
programs, the need for secrecy to protect commercial and national security in-
formation, and the lack of unique identifying characteristics of offensive BW 
programs. This chapter describes the origins and evolution of the 1972 Biological 
Weapons Convention (BWC), the fi rst international treaty to prohibit an en-
tire class of weapons. Notably, unlike other WMD nonproliferation treaties, the 
BWC contains no verifi cation mechanism.

The experience of the United Nations Special Commission (UNSCOM) in 
Iraq provides a fascinating case study in biological arms control verifi cation. 
UNSCOM was the most intrusive biological arms control regime ever devised, 
and yet the commission took several years to uncover Iraq’s past production of 
BW agents. In fact, UNSCOM would probably not have learned of the full extent 
of Iraq’s BW production, weaponization, and deployment of biological weapons 
if not for the defection of a senior Iraqi offi cial in 1995. Although UNSCOM 
scored some limited achievements in the fi eld of BW verifi cation, its experience 
is not easily generalizable to a multilateral organization responsible for verify-
ing the BWC. Unfortunately, the political and technical constraints that have 
hindered the development of an effective verifi cation regime for the BWC are 
enduring and likely to remain so in the near future.

Chapter 3 examines how the intense secrecy that shrouds BW programs im-
pedes civilian control of these programs. States are compelled to adopt strict se-
crecy for their BW programs for normative, legal, and strategic reasons. The 
compartmentalization of knowledge necessary for secrecy allows BW organiza-
tions to increase their autonomy and evade accountability. This lack of effective 
oversight can lead to fl awed decision making, violation of international obliga-
tions, corruption, and the proliferation of BW technology or materials to other 
states and to terrorists. This chapter examines how Soviet, Russian, and South 
African BW program managers exploited the secrecy developed to protect their 
BW programs from external threats to shield their organizations from attempts 
by domestic civilian leaders to rollback or terminate their programs.

Chapter 4 analyzes why states tend to have fl awed assessments of the BW 
capabilities and intentions of their adversaries. The combination of intense se-
crecy; the diffi culty in distinguishing between civilian, defense, and offensive 
activities; and the importance and opacity of intentions for making threat as-
sessments makes BW programs among the hardest targets from an intelligence 
perspective. Poor intelligence complicates efforts to develop and deploy defenses, 
engage in diplomacy, conduct inspections, and undertake military operations. In 
addition, misleading intelligence can give rise to a security dilemma or provoke a 
state to take unnecessary military action. This chapter evaluates U.S. assessments 
of the Soviet and Iraqi BW programs and describes the hurdles to developing 
accurate intelligence concerning these threats.



8    Liv ing  Weapons

Chapter 5 examines the threat posed by biological terrorism. This chapter 
provides a brief history of biological terrorism and a framework for assessing the 
threat posed by biological weapons in the hands of nonstate actors. In addition, it 
evaluates the threat posed by al Qaeda and state-sponsored biological terrorism 
as well as the challenges faced by law enforcement and intelligence agencies in 
detecting the BW efforts of nonstate actors.

The concluding chapter offers six policy prescriptions for countering the 
growing danger posed by biological weapons: (1) strengthen defenses against 
natural and man-made diseases, (2) increase the transparency of defensive and 
multiuse biological activities, (3) improve intelligence and forensic capabilities, 
(4) enhance cooperative nonproliferation programs, (5) revitalize the Biological 
Weapons Convention, and (6) reinforce the norm against the development and 
use of these weapons. There is no single measure that will be able to eliminate 
the threat posed by biological weapons. Managing the threat posed by biological 
weapons requires a network of national and international measures to prevent, 
deter, prepare for, and respond to BW threats. Building and sustaining this net-
work will be one of the primary security challenges for the twenty-fi rst century.



Biological warfare is the use of microorganisms, toxins derived from living 
organisms, or bioregulators to deliberately cause the death or illness of humans, 
plants, or animals.1 Biological weapons are unique among the instruments of 
warfare because they are composed of, or derived from, living organisms. This 
feature of biological weapons has several important implications for their use in 
warfare and their impact on international security.

Disease-causing microorganisms such as bacteria, viruses, and fungi are called 
pathogens. Pathogens require a human, plant, or animal host in order to multi-
ply and cause disease. Because these organisms are self-reproducing, a small dose 
can initiate an infection. Once a pathogen infects a host, its effects are determined 
by a complex interaction between the microorganism and the host’s immune sys-
tem. The time between infection and the onset of disease symptoms is called the 
incubation period, and it can last for days or weeks. If the disease is transmissible 
from person to person, a small number of infections could spark an epidemic.

1. Microorganisms, toxins, and bioregulators will be referred to collectively as biological agents or BW 
agents.

1

Offense, Defense, and Deterrence
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Since toxins and bioregulators are nonliving molecules that do not replicate 
in the body, the initial exposure dose is what causes the illness. This means that 
toxins tend to be faster acting than pathogens, causing effects within hours or 
at most a day or two. Their effects are still slower than some chemical weap-
ons, such as nerve agents, which can kill victims within minutes. Toxins can be 
derived from a variety of sources such as plants (ricin from the castor bean), ani-
mals (saxitoxin from shellfi sh), fungi (afl atoxin from Aspergillus fl avus), or bacte-
ria (botulinum toxin from Clostridium botulinum). The number of toxins that are 
highly lethal and easily obtainable in large quantities, however, is far more lim-
ited than the number of pathogens with these attributes.

Bioregulators are a relatively recent addition to the traditional defi nition of 
biological weapons as being pathogens and toxins. Bioregulators are chemicals 
normally produced in the human body that control communication between 
cells and that play a crucial role in governing the nervous, endocrine, and im-
mune systems. Neurotransmitters such as serotonin and endorphins are respon-
sible for communication between cells in the nervous system. Hormones such as 
insulin and epinephrine are used to communicate between organs in the endo-
crine and cardiovascular systems. Cytokines such as interleukins play a role in 
modulating the immune system. Small imbalances in the level of bioregulators 
can have dramatic effects on cognition, emotion, and physiological processes.2

Biological weapons, whether pathogens, toxins, or bioregulators, are selective 
in their targets. They affect only living things and do not damage or destroy vehi-
cles, buildings, or machinery. Most biological agents are fragile creatures. These 
agents require special measures to stay alive or stable during production, stor-
age, delivery, and dissemination. Most of these agents will die if exposed to sun-
light or extremes of temperature or humidity. Thus, the use of biological agents 
as weapons is fraught with uncertainties.

A History of Biological Warfare

The history of biological warfare can be divided into four eras: (1) pre–germ 
theory, (2) applied microbiology, (3) industrial microbiology and aerobiology, 
and (4) molecular biology and biotechnology.3 These eras roughly correspond to 

2. See Malcolm Dando, The New Biological Weapons: Threat, Proliferation, and Control (Boulder, CO: 
Lynne Reinner, 2001).

3. The organization of this section was inspired by similar typologies developed by Erhard Geissler, 
Malcolm Dando, and Raymond Zilinskas. For a more in-depth examination of the history of biological 
warfare, see Erhard Geissler and John Ellis van Courtland Moon, eds., Biological and Toxin Weapons: Re-
search, Development and Use from the Middle Ages to 1945 (Oxford: Oxford University Press, 1999); Mark 
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developments in science and technology in the fi eld of microbiology that succes-
sively yielded more capable generations of biological weapons. The four eras of 
biological warfare are tied to changes in the ability of scientists to identify and 
isolate pathogens, modify them to yield desired properties, produce larger quan-
tities of a wider range of agents, and more effectively weaponize and disseminate 
these agents. This evolution is not only a description of the past but is also a warn-
ing about the potential misuse of advanced biotechnologies for hostile purposes 
in the future. This framework applies to both state and terrorist efforts to de-
velop BW capabilities. The history of biological terrorism is related in chapter 5.

Pre–Germ Theory

Biological warfare has been practiced since ancient times, though the number 
of actual attacks is small. Disease was particularly common and deadly during 
war. Throughout this era, naturally occurring diseases commonly killed more 
soldiers than the enemy, and thus they had a signifi cant impact on military con-
fl icts.4 The natural impact of disease on military campaigns probably motivated 
early attempts to harness disease as a weapon. Although military forces did not 
know what caused disease until the development of the germ theory in the late 
1800s, they could easily identify sources of disease such as dead bodies.

Armies engaged in biological warfare by contaminating water supplies using 
toxic plants or dead animals, catapulting infected corpses into fortifi ed areas, giv-
ing infected materials to the enemy, and by sending people infected with conta-
gious disease into the enemy’s camp. These tactics relied on the use of fomites 
(a physical object that serves to transmit an infectious agent) or vectors (a liv-
ing organism such as a human or insect that transmits disease) as crude mu-
nitions. The history of Greek and Roman warfare is replete with references to 
the use of toxic plants and dead animals to contaminate water supplies.5 In 1346 
Mongols reportedly catapulted corpses infected with Yersinia pestis (the bacte-
rium that causes plague) into the besieged city of Kaffa in the Crimea. In 1763, 
during the French and Indian War, beleaguered British soldiers at Fort Pitt gave 
blankets contaminated with variola (the virus that causes smallpox) to hostile 
Native American tribes. During the American Revolution, British forces may 

Wheelis, Lajos Rózsa, and Malcolm Dando, eds., Deadly Cultures: Biological Weapons since 1945 (Cam-
bridge: Harvard University Press, 2006); and Jeanne Guillemin, Biological Weapons: From the Invention of 
State-Sponsored Programs to Contemporary Bioterrorism (New York: Columbia University Press, 2005).

4. William H. McNeill, Plagues and People (New York: Anchor Books, 1998), 288 – 89; and Jared Dia-
mond, Guns, Germs and Steel: The Fates of Human Societies (New York: WW Norton, 1999), 195–214.

5. Adrienne Mayor, Greek Fire, Poison Arrow, and Scorpion Bombs: Biological and Chemical Warfare in 
the Ancient World (Woodstock, NY: Overlook, 2003), 99 –118.
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have tried to infect the Continental Army with smallpox by sending infected in-
dividuals behind enemy lines. Given the prevalence of these diseases at the time 
and the lack of authoritative records, it is diffi cult to determine if any of these at-
tacks was successful.6

Applied Microbiology

The second era in biological warfare was enabled by the development of germ 
theory, which identifi ed microorganisms as the causative agent of disease. As a 
result of experimental breakthroughs, scientists in the late 1800s were able to 
identify several bacteria as the causes of specifi c diseases and developed the abil-
ity to grow bacteria artifi cially. Pathogens selected, produced, and employed as 
weapons during this era were almost exclusively bacteria, in that at this time 
these were the only pathogens that could be isolated and grown in laboratories. 
Dissemination of biological agents remained limited to fomites and vectors.

Defenses against disease and biological weapons also improved markedly dur-
ing this era. Once germ theory was widely accepted, it became possible to block 
disease transmission by improving sanitation and hygiene. Applied microbiol-
ogy also led to the creation of vaccines to prevent a number of common diseases. 
The discovery of penicillin provided physicians for the fi rst time with the means 
to cure a range of bacterial diseases.

During World War I, Germany applied this knowledge in an extensive sabo-
tage campaign to infect cavalry and draft animals being shipped from neutral 
countries to the Allies.7 In response to the horrors of chemical warfare during 
World War I, the use of chemical and biological weapons was banned in 1925 
under the Geneva Protocol. Because the Geneva Protocol did not prohibit the 
development of chemical and biological weapons and most of the signatories re-
served the right to retaliate with these weapons if they were attacked fi rst, most 
of the great powers had offensive and defensive BW programs by the begin-
ning of World War II.8 Japan’s BW program was the largest of its kind during 
this era.

6. Mark Wheelis, “Biological Warfare before 1914,” in Biological and Toxin Weapons, ed. Geissler and 
Moon, 8 –34.

7. German agents infected animals bound from Argentina, Norway, Romania, Spain, and the United 
States with B. anthracis and B. mallei. Although German offi cials believed this campaign to have been 
successful in infecting large numbers of animals, these results have not been independently confi rmed. 
Mark Wheelis, “Biological Sabotage in World War I,” in Biological and Toxin Weapons, ed. Geissler and 
Moon, 35– 62.

8. The one major exception was Germany. Although Germany pioneered deadly advances in 
chemical warfare, Hitler forbade the development of biological weapons in the 1940s. Erhard Geissler, 
“Biological Warfare Activities in Germany, 1923–1945,” in Biological and Toxin Weapons, ed. Geissler and 
Moon, 91–126.
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Japan embarked on an aggressive BW program in 1931 under the leadership 
of the military scientist Ishii Shiro.9 Research was conducted primarily in China 
and included gruesome experiments on thousands of prisoners. Despite the scope 
of their research and the amount of resources invested in it, the Japanese could 
not overcome important scientifi c and technical hurdles. They were able to pro-
duce hundreds of kilograms of BW agents, but their production methods were 
crude and ineffi cient. Japan also failed to develop an effective munition to dis-
seminate BW agents. Instead, they were forced to rely on fomites, vectors such 
as fl eas infected with Y. pestis, and contamination of food and water supplies 
to spread disease. Japan fi rst used biological weapons on a limited scale against 
Soviet forces in 1939.10 Between 1939 and 1942, the Japanese also conducted a 
number of biologi cal attacks against Chinese civilians and soldiers with Bacillus 
anthracis (the bacterium that causes anthrax), Burkholderia mallei (the bacterium 
that causes glanders), Vibrio cholerae (the bacterium that causes cholera), Salmo-
nella Typhi (the bacterium that causes typhoid), and Y. pestis. Although these 
operations succeeded in causing widespread epidemics, the techniques proved 
unreliable, caused Japanese casualties as well, and did not provide Japan with a 
signifi cant advantage over the Chinese opposition forces. These attacks are the 
only confi rmed large-scale use of biologi cal weapons in the twentieth century.

Decades later, Rhodesia and South Africa adopted unsophisticated means 
of spreading disease among rebel groups and their supporters similar to the 
methods used by Japan. In the late 1970s, Rhodesian counterinsurgency units 
used B. anthracis, V. cholerae, and various poisons to contaminate clothing, food, 
drinks, and water supplies used by guerilla groups and their supporters.11 South 
Africa’s apartheid-era chemical and biological weapons (CBW) program, Proj-
ect Coast, adopted these techniques in the 1980s. The program supplied mem-
bers of South African security services with small quantities of poisons, toxins, 
and pathogens such as B. anthracis, V. cholerae, and Salmonella Typhimurium 
(the bacterium that causes salmonellosis) to contaminate food and beverages or 
in assassination weapons used against members and supporters of the African 
National Congress.12

 9. This section is drawn from Sheldon Harris, “The Japanese Biological Warfare Programme: An 
Overview,” in Biological and Toxin Weapons, ed. Geissler and Moon, 127–52; and Sheldon Harris, Factories 
of Death: Japanese Biological Warfare 1932–1945 and the American Cover Up (London: Routledge, 1994).

10. Although both sides experienced disease outbreaks during the fi ghting, it is not possible to 
attribute these outbreaks to Japan’s BW activities.

11. Marléne Burger and Chandré Gould, Secrets and Lies: Wouter Basson and South Africa’s Chemi-
cal and Biological Warfare Programme (Cape Town, S.A.: Zebra Press, 2002), 15–16, 221–22; and Chandré 
Gould, “South Africa’s Chemical and Biological Warfare Programme, 1981–1995” (PhD diss., Rhodes 
University, Grahamstown, S.A., 2005), 35– 42.

12. Burger and Gould, Secrets and Lies, 18, 31–36, 47, 53–77; and Chandré Gould and Peter Folb, 
Project Coast: Apartheid’s Chemical and Biological Warfare Programme (Geneva: United Nations Publica-
tions, 2002), 86 –99, 103– 4, 115–16, 159 – 67.
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Industrial Microbiology and Aerobiology

By the end of World War II, the science and technology applicable to BW had 
entered a new era and the major powers prepared to introduce a new genera-
tion of biological weapons. This third era in biological warfare was character-
ized by advances in microbiology that enabled the industrial-scale production 
of microorganisms and the maturation of aerobiology, the scientifi c study of 
the dispersion and effects of airborne biological materials, including microor-
ganisms. The ability to mass-produce microorganisms was initially developed 
for the pharmaceutical, baking, and brewery industries, while aerobiology was 
developed to study communicable diseases for public health purposes. The 
large-scale production of pathogens and their dissemination as aerosols formed 
the basis for virtually all postwar BW programs, such as those pursued by the 
United States, the United Kingdom, the Soviet Union, and Iraq.13 During this 
era, defenders benefi ted from their improved ability to mass-produce vaccines 
and antibiotics. This advantage, however, was more than offset by the growing 
area coverage of aerosolized BW agents and the inability to detect such aerosol 
clouds, which severely limited the ability of a defender to respond effectively to 
such an attack.

During World War II, the United States built a large-scale B. anthracis pro-
duction and munition-fi lling facility in Vigo, Indiana. With its twelve 20,000-
gallon fermenters, this plant was the largest BW production facility in the world 
and dwarfed the production capacities achieved by Japan.14 The plant never be-
came operational due to diffi culties in producing lethal agents safely and because 
of the ending of the war. The United States built a smaller standby BW produc-
tion facility at Pine Bluff Arsenal in Arkansas in 1954.

The Soviet Union built BW production facilities on an enormous scale dur-
ing the postwar era. A BW production facility at Stepnogorsk in Kazakhstan 
contained ten 20,000-liter fermenters capable of producing one thousand tons 
of B. anthracis per year. Stepnogorsk was one of six such facilities in the Soviet 
Union that together could be mobilized during wartime to produce thousands 
of tons of different BW agents a year.15

13. Notable exceptions include the Rhodesian and South African BW programs described above.
14. While the Vigo facility could produce about one hundred tons of B. anthracis a month, Japanese 

methods were able to produce only eight tons of bacteria a month. John Ellis van Courtland Moon, “U.S. 
Biological Warfare Planning and Preparedness: The Dilemmas of Policy,” in Biological and Toxin Weapons, 
ed. Geissler and Moon, 238 –39; and Robert Harris and Jeremy Paxman, Higher Form of Killing: The Secret 
History of Chemical and Biological Warfare (New York: Random House, 2002), 78.

15. Ken Alibek, Biohazard: The Chilling True Story of the Largest Covert Biological Weapons Program 
in the World—Told from the Inside by the Man Who Ran It, with Stephen Handelman (New York: Ran-
dom House, 1999), 299 –301.
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This era saw the fi rst large-scale production of viruses as BW agents, although 
the means of production were relatively crude. Because viruses need to grow 
inside of cells, fermenters could not be used for production. Instead, both the 
United States and the Soviet Union employed assembly lines of embryonated 
chicken eggs as the production vessel of choice. Despite these advances, bacte-
ria and bacterial toxins still dominated the U.S. and Soviet programs throughout 
this period. Of the eight antipersonnel agents selected by the United States for 
use as biological weapons, only two were viruses.16 Similarly, by 1972, only two 
of nine agents weaponized by the Soviets were viruses.17 Classical microbiologi-
cal techniques were capable of modifying BW agents in limited ways. Both the 
Soviet Union and United States created strains of Francisella tularensis (the bac-
terium that causes tularemia) resistant to a small number of antibiotics by expos-
ing the organism to an antibiotic and then culturing the surviving organisms that 
exhibited resistance to the drug.18

Bacterial, viral, and toxin agents were produced in two versions for use as 
weapons: as a liquid slurry or as a dry powder. Although the slurry was easier and 
safer to produce, dry agents were more concentrated, easier to store, and easier 
to disseminate.19 Although the United States and Soviet Union produced and 
stockpiled both forms of BW agents, Iraq’s BW program was limited to liquid 
agents because it was unable to master the production of dry BW agents.

The major innovation of the third-generation BW programs was the appli-
cation of aerobiology to the problem of dissemination. Aerobiology was the key 
to the development of an effective means of employing BW agents on a large 
scale. The most effective means of infecting large populations is via the respi-
ratory tract by dispersing the biological agents as an aerosol or cloud of micro-
scopic droplets in the size range of 1–5 microns.20 Aerosols composed of particles 
in this range have several advantages. First, the particles can stay airborne longer, 
thus increasing the potential area of infection. Second, infection through the re-
spiratory route generally can take place with a smaller dose than other routes of 

16. The viruses were VEE and yellow fever. Department of the Army, U.S. Army Activities in the 
U.S. Biological Warfare Programs (Washington, DC: Department of the Army, February 24, 1977), 2:D-2.

17. The viruses were variola and VEE. Testimony by Soviet defector Dr. Kenneth Alibek before the 
Joint Economic Committee, Terrorist and Intelligence Operations: Potential Impact on the U.S. Economy, 
105th Cong., 2nd ses., May 20, 1998, http://www.house.gov/jec/ hearings /intell /alibek.htm.

18. Wendy Orent, “After Anthrax,” American Prospect 11, no. 12 (2000); and Richard O. Spertzel, 
Robert W. Wannemacher, and Carol D. Linden, Global Proliferation: Dynamics, Acquisition Strategies, and 
Responses, vol. 4, Biological Weapons Proliferation (Washington, DC: Defense Nuclear Agency, 1994), 21.

19. William C. Patrick III, “Biological Warfare: An Overview,” Director’s Series on Prolifera tion 4 
(Livermore, CA: Lawrence Livermore National Laboratory, May 1994), 5.

20. Particles smaller than 1 micron will be exhaled instead of being trapped in the lungs. Particles 
larger than 5 microns will not be able to penetrate past the upper respiratory tract. A micron is one  
thousandth of a millimeter. A human hair has a diameter of about 50 microns.
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entry, and the severity of the resulting disease is typically more severe.21 For ex-
ample, the most common form of naturally occurring anthrax is cutaneous an-
thrax, which is contracted through cuts in the skin and has an untreated case 
fatality rate of about 20 percent. In contrast, infection with anthrax through the 
respiratory route, called inhalation anthrax, has a 90 percent lethality rate.22 An-
other advantage of these types of aerosols is that they are invisible to the human 
senses, thus facilitating clandestine attacks. Creating an aerosol containing via-
ble organisms and particles of the correct size is the most diffi cult step in offen-
sive biological warfare.

There are two principal categories of munitions designed to disseminate 
aerosols of biological agents: point sources and line sources. Point source muni-
tions use explosive or gaseous energy to disseminate their payload of biological 
agent from a stationary position. The most effi cient type of point source mu-
nition divides the biological agent payload into a large number of bomblets to 
achieve a wider distribution of the agent. Large numbers of bomblets dispersed 
from a bomb or missile warhead will saturate the center of the impact area with 
BW agent regardless of wind direction and speed. Artillery shells, land and sea 
mines, and other devices employed by special operations forces can also be used 
as point source biological munitions. Line sources are created by dispersing a bio-
logical agent from moving vehicles, ships, aircraft, or cruise missiles in a line per-
pendicular to the direction of the prevailing wind. This type of dissemination is 
the most effi cient means for delivering BW agents in that it can cover a large area 
and is diffi cult to detect.23

The key drawback to dispersing biological weapons as aerosols is their sensi-
tivity to environmental and meteorological conditions that can result in uncertain 
area coverage and effects. For example, the integrity of a biological aerosol cloud 
and the path it follows after release from a munition are determined by wind 
speed, wind direction, terrain, and the degree of atmospheric stability. In addi-
tion, biological agents—with the exception of B. anthracis and C. burnetii, which 
can form protective spores—are fragile, and their viability can be sharply reduced 
by ultraviolet radiation or unfavorable levels of humidity. The combination of 
these factors can signifi cantly infl uence the performance of a biological weapon. 
Thus, an open-air biological weapons attack would require extensive preplan-
ning and access to accurate meteorological information for the target area.

21. Leroy Fothergill, “The Biological Warfare Threat,” Nonmilitary Defense: Chemical and Biolog-
ical Defenses in Perspective, Advances in Chemistry Series 26 (Washington, DC: American Chemical 
Society, July 1960), 26.

22. Thomas V. Inglesby et al., “Anthrax as a Biological Weapon: Medical and Public Health Manage-
ment,” Journal of the American Medical Association 281, no. 18 (1999): 1738.

23. Patrick, “Biological Warfare,” 4.
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The careful selection of agents, delivery systems, targets, and timing of an at-
tack, however, can compensate for most of these limitations. The timing of an 
attack can be adjusted to take advantage of the favorable atmospheric condi-
tions typically found after dusk and before dawn and the lack of direct sunlight 
or ultraviolet radiation at these times. In order to minimize the infl uence of me-
teorological conditions, an attacker could employ bombs or missile warheads 
with dozens or hundreds of submunitions that would saturate the center of the 
impact area with an aerosol cloud regardless of the wind speed or direction.24 
Terrorists can minimize the impact of unfavorable meteorological conditions by 
releasing an aerosol indoors.

The United States and the Soviet Union dedicated substantial resources to 
understanding aerobiology, improving the stability of aerosolized BW agents, 
improving the dissemination effi ciency of munitions, and testing these agents and 
munitions in both laboratories and in the fi eld. In the United States, the Army 
conducted this research primarily in a giant, one million–liter explosive aerosol 
test chamber at its BW research center at Fort Detrick, Maryland. The military 
also conducted fi eld tests at Dugway Proving Ground in Utah to validate the re-
sults of these experiments. In the 1960s under Project 112, an ambitious program 
to modernize U.S. CBW capabilities, this testing was supplemented with trials 
conducted at multiple locations in the United States and overseas, principally in 
the Pacifi c Ocean.25 The Soviet Union built explosive aerosol test chambers at 
several BW facilities and conducted extensive outdoor BW tests, primarily on 
Vozrozhdeniya Island in the Aral Sea.26

Following World War II, biological weapons emerged as a potential rival 
to nuclear weapons as a weapon of mass destruction. Nuclear weapons, how-
ever, quickly eclipsed biological weapons, as their destructive power steadily in-
creased and they were readily embraced by political and military leaders. The 
assimilation of nuclear weapons into the arsenals of the United Kingdom and 
France in the 1950s and 1960s led to the decline of postwar BW programs in 
those countries.27 A number of developing nations are believed to have launched 
BW programs between 1945 and 1990, including China, Egypt, Israel, Iran, 

24. Stockholm International Peace Research Institute (SIPRI), The Problem of Chemical and Biologi-
cal Warfare, vol. 2, CB Weapons Today (New York: Humanities Press, 1973), 132–38; Graham S. Pearson, 
“Prospects for Chemical and Biological Arms Control: The Web of Deterrence,” Washington Quarterly 16, 
no. 2 (1993): 147– 48; and Patrick, “Biological Warfare,” 3.

25. John Ellis Van Courtland Moon, “The U.S. Biological Weapons Program,” in Deadly Cultures, 
ed. Wheelis, Rózsa, and Dando, 9 – 46; and Ed Regis, The Biology of Doom: The History of America’s Secret 
Germ Warfare Project (New York: Henry Holt, 1999).

26. Alibek, Biohazard, 96 –97, 132.
27. See Brian Balmer, Britain and Biological Warfare: Expert Advice and Science Policy, 1930 –1965 

(London: Palgrave Macmillan, 2001); and Olivier Lepick, “The French Biological Weapons Program,” in 
Deadly Cultures, ed. Wheelis, Rózsa, and Dando, 108 –31.
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Iraq, Libya, North Korea, Pakistan, Rhodesia, South Africa, Syria, and Taiwan. 
Some of these programs, such as those of Iraq, Libya, Rhodesia, and South Af-
rica, are known to have been terminated.28 The status of the other programs is 
diffi cult to determine based on publicly available information.

The United States’ use of herbicides and tear gas in Vietnam, as well as acci-
dents involving U.S. chemical weapons, subjected chemical and bio logical weap-
ons to greater scrutiny in the 1960s. In 1969 after a comprehensive review of 
U.S. CBW policy, the Richard M. Nixon administration decided to unilater-
ally renounce the use of biological weapons, terminate the offensive BW pro-
gram, and destroy existing stockpiles of biological agents and munitions.29 By 
1972 international consensus against biological weapons led to the signing of the 
Biological Weapons Convention, which banned the development, production, 
acquisition, and possession of biological weapons. The BWC was the fi rst inter-
national treaty to outlaw an entire class of weapons. Unlike other WMD nonpro-
liferation treaties, however, the BWC did not contain any verifi cation provisions 
or an international organization to implement it. The origins and evolution of 
the BWC are discussed further in chapter 2.

Molecular Biology and Biotechnology

The early 1970s marked not only the negotiation of the BWC but also the 
birth of genetic engineering and the biotechnology revolution.30 These scientifi c 

28. On China, Iran, North Korea, and Syria, see Department of State, Adherence to and Compliance 
with Arms Control, Nonproliferation, and Disarmament Agreements and Commitments (Washington, DC: De-
partment of State, 2005), 17–18, 20 –21, 26 –27, 31. On Egypt, see Arms Control and Disarmament Agency 
(ACDA), Adherence to and Compliance with Arms Control Agreements: 1996 Report to the Congress (Wash-
ington, DC: ACDA, 1996). On Israel, see Avner Cohen, “Israel and Chemical / Biological Weapons: His-
tory, Deterrence, and Arms Control,” Nonproliferation Review 8, no. 3 (2001): 27–53. On Iraq, see United 
Nations Monitoring, Verifi cation and Inspection Commission (UNMOVIC), Compendium of Iraq’s Pro-
scribed Weapons Programmes in the Chemical, Biological and Missile Areas (New York: United Nations, 
2007), 765–1030 [hereafter Compendium]. On Libya, see Donald Mahley, “Dismantling Libyan Weapons: 
Lessons Learned,” Chemical and Biological Arms Control Institute’s Arena 10 (November 2004); and the 
Commission on the Intelligence Capabilities of the United States Regarding Weapons of Mass Destruc-
tion, Report to the President (Washington, DC: GPO, 2005), 253– 65. On Pakistan, see Defense Intelligence 
Agency (DIA), Proliferation of Weapons of Mass Destruction, DST-2660S-694-92, May 1992, 42, released 
under the Freedom of Information Act [hereafter FOIA]. On Rhodesia and South Africa, see Burger and 
Gould, Secrets and Lies. On Taiwan, see R. Jeffrey Smith, “China May Have Revived Germ Weapons Pro-
gram, U.S. Offi cials Say,” Washington Post, February 24, 1993, A4.

29. Jonathan B. Tucker, “A Farewell to Germs: The U.S. Renunciation of Biological and Toxin War-
fare, 1969 –70,” International Security 27, no. 1 (2002): 107– 48.

30. The beginning of the biotechnology revolution can be dated to 1973 when the fi rst recombinant 
organism was created by splicing a gene that conferred resistance to penicillin into Escherichia coli. Stan-
ley N. Cohen, “The Manipulation of Genes,” Scientifi c American 233, no. 1 ( July 1975): 25–33.
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advances have marked the beginning of the fourth era in biological warfare. 
They have provided states with greater capabilities for agent selection, modifi -
cation, production, and dissemination. The key difference between third- and 
fourth-generation biological weapons is not the scale of production or means of 
dissemination but the type of BW agent employed. Gaining the ability to ma-
nipulate the DNA of pathogens created new frontiers for the development of 
improved and novel biological weapons. With genetic engineering, traditional 
BW agents can be made more virulent, resistant to antibiotics and vaccines, and 
better able to avoid detection systems. In addition, harmless microorganisms 
can be transformed into deadly ones with novel properties. Advances in the life 
sciences have also increased the range of viral and toxin agents that can be pro-
duced and improved the speed and effi ciency of BW agent production. Ad-
vances in biotechnology also improve the effectiveness of biological weapons 
by enabling pathogens to better endure the aerosolization process and survive 
in the atmosphere for longer periods of time. For the fi rst time, scientists also 
gained the ability to produce bioregulators, chemicals produced by the human 
body that play a crucial role in regulating key life processes. Manipulation of 
these biochemicals could cause effects ranging from incapacitation to death. 
New fi elds such as synthetic biology, systems biology, and RNA interference, as 
well as deeper understanding of genomics, neurobiology, and immunology, may 
create even more opportunities for scientists seeking to design advanced biologi-
cal weapons.

In 1973—at the dawn of the biotechnology revolution and a year after the 
signing of the BWC—the Soviet Union created a special organization, Biopre-
parat, whose purpose was to apply these emerging technologies to creating new 
and improved biological weapons. The goal of the Soviet program was to de-
velop more lethal and durable strains of BW agents as well as improved means 
of production and dissemination. To enhance the lethality of BW agents, scien-
tists at the Scientifi c-Research Institute of Applied Microbiology in Obolensk 
and the Scientifi c-Research Institute of Molecular Biology (also called Vector) 
in Koltsovo engineered pathogens to be resistant to multiple antibiotics, altered 
antigenic structures to overcome vaccine-induced immunity, inserted genes 
coding for toxins and bioregulators into microorganisms, and combined ge-
netic material from two different viruses to create “chimera” viruses.31 Soviet 

31. Alibek, Biohazard; Igor V. Domaradskij and Wendy Orent, Biowarrior: Inside the Soviet/Russian 
Biological War Machine (Amherst, NY: Prometheus Books, 2003); Christopher Davis, “Nuclear Blindness: 
An Overview of the Biological Weapons Programs of the Former Soviet Union and Iraq,” Emerging In-
fectious Diseases 5, no. 4 (1999): 509 –11; and Janet R. Gilsdorf and Raymond A. Zilinskas, “New Consider-
ations in Infectious Disease Outbreaks: The Threat of Genetically Modifi ed Microbes,” Clinical Infectious 
Diseases 40, no. 8 (2005): 1160 –5.
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BW scientists also adopted modern cell culture techniques to be able to mass-
produce variola virus using bioreactors instead of chicken eggs.32 The Institute 
of Ultra-Pure Bio logical Preparations in Leningrad was dedicated to develop-
ing improved methods for stabilizing, drying, milling, and disseminating BW 
agents, including Y. pestis and F. tularensis.33 Biopreparat eventually grew into a 
massive complex of fi fty research and production facilities with over thirty thou-
sand employees.34 Thankfully, the Soviet Union collapsed before their achieve-
ments with genetically modifi ed agents in the lab progressed to production and 
weaponization.35

Aside from the Soviet program, there is no evidence that other states have 
successfully applied genetic engineering to biological weapons. Iraq launched 
a genetic engineering program in 1990 with an interest in developing an 
antibiotic-resistant strain of B. anthracis, but the program was cut short by the 
1991 Gulf War before it made any progress.36 After the 2003 invasion of Iraq, 
a U.S.-led investigation of Iraq’s pre-war WMD programs found no evidence 
that Iraq had conducted BW-related genetic engineering prior to the inva-
sion.37 A junior scientist in South Africa’s Project Coast successfully isolated a 
toxin-producing gene from Clostridium perfringens (the bacterium that causes 
gas gangrene) and inserted it into Escherichia coli, an intestinal bacterium com-
monly used for genetic engineering experiments. The engineered E. coli could pro-
duce the toxin more effi ciently than the host strain. The scientist, who had 
previously developed veterinary vaccines, claims that his purpose was to pro-
duce a new commercial vaccine for sheep to protect them against endotoxae-
mia caused by C. perfringens.38

32. Jonathan B. Tucker, Scourge: The Once and Future Threat of Smallpox (New York: Atlantic 
Monthly Press, 2001), 145– 46, 152–55; and Alibek, Biohazard, 121–22.

33. James Adams, The New Spies: Exploring the Frontiers of Espionage (London: Hutchinson, 1994), 
272–73; and Alibek, Biohazard, 140.

34. Jonathan B. Tucker, “Biological Weapons in the Former Soviet Union: An Interview with 
Dr. Kenneth Alibek,” Nonproliferation Review 6, no. 3 (1999): 4.

35. Joshua Lederberg and George Whitesides, Report of the Defense Science Board/Threat Reduction 
Advisory Committee Task Force on Biological Defense (Washington, DC: Offi ce of the Under Secretary of 
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(DOD), Biotechnology and Genetic Engineering: Implications for the Development of New Warfare Agents 
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36. UNMOVIC, Compendium, 849 –50, 855, 918, 942; and UNMOVIC, Unresolved Disarmament Is-
sues: Iraq’s Proscribed Weapons Programmes (New York: United Nations, 2003), 127–28.

37. Charles Duelfer, Comprehensive Report of the Special Advisor to the DCI on Iraq’s WMD, vol. 3, Bio-
logical Warfare (Langley, VA: CIA, 2004), 56 –57 [hereafter Duelfer Report].

38. Chandré Gould and Peter Folb, “The Role of Professionals in the South African Chemical and 
Biological Warfare Programme,” Minerva 40, no. 1 (2002): 85.
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On the positive side, the biotechnology revolution promises to revolution-
ize medicine and the fi ght against infectious diseases. Advanced biotechnolo-
gies are being used to develop improved vaccines against traditional BW agents, 
vaccines that protect against multiple agents, sensors that detect aerosols of BW 
agents, systems that rapidly diagnose the cause of illnesses, new types of thera-
peutic drugs, and new tools for microbial forensics. Progress on applying bio-
technology to biodefense, however, has been slow. The ability to detect and 
identify biological agents in the environment and in clinical samples has ad-
vanced the most due to the development of polymerase chain reaction technolo-
gies, which makes it possible to analyze even tiny quantities of DNA. Advances 
in genome sequencing and bioinformatics have enabled the emergence of mo-
lecular epidemiology and microbial forensics that seek to attribute the source of 
natural and man-made disease outbreaks.39 Exploitation of growing knowledge 
about the genetic structure and molecular activity of pathogens has been central 
to the development of new treatments and vaccines.40 Translating this research 
into useful products, however, has been stymied as much by political, economic, 
and regulatory obstacles as by technical hurdles.41

Biological Warfare and International Security

There are four major characteristics of biological weapons that are crucial to as-
sessing their impact on international security: First, biological warfare strongly 
favors the attacker. Second, biological weapons have utility as force multipli-
ers for conventional military operations. Third, biological weapons are poorly 
suited to serve as strategic deterrents. Fourth, the constraints on developing and 
using these weapons may be eroding.

39. Roger G. Breeze, Bruce Budowle, and Steven E. Schutzer, eds., Microbial Forensics (Burlington, 
MA: Elsevier Academic Press, 2005).

40. Alexander Kelle, Malcolm Dando, and Kathryn Nixdorff, eds., The Role of Biotechnology in 
Countering BTW Agents (Dordrecht, Netherlands: Kluwer, 2001); Stephen C. Harrison et al., “Discov-
ery of Antivirals against Smallpox,” Proceedings of the National Academies of Science 101, no. 31 (2004): 
11178 –92; and James C. Burnett, Erik A. Henchal, Alan L. Schmaljohn, and Sina Bavari, “The Evolv-
ing Field of Biodefence: Therapeutic Developments and Diagnostics,” Nature Reviews Drug Discovery 4 
(April 2005): 281–97.

41. Institute of Medicine and National Research Council, Giving Full Measure to Countermeasures: 
Addressing Problems in the DOD Program to Develop Medical Countermeasures against Biological War-
fare Agents (Washington, DC: National Academies Press, 2004); Jason Matheny, Michael Mair, Andrew 
Mulcahy, and Bradley T. Smith, “Incentives for Biodefense Countermeasure Development,” Biosecu-
rity and Bioterrorism 5, no. 3 (2007): 228 –38; and Scott Gottlieb, Politi cal Roulette and the Public Health: 
The Impact of Political Intrusions on Drug Development and the Consequence for America’s Biodefense, AEI 
Working Paper 113 (Washington, DC: American Enterprise Institute, 2005).



22    Liv ing  Weapons

Biological Warfare Favors the Attacker

The offense-defense balance in biological warfare strongly favors the attacker 
because developing and using biological weapons to cause casualties is signifi -
cantly easier and cheaper than developing and fi elding defenses against them.42 
Four factors give the attacker a signifi cant advantage over the defender in bio-
logical warfare: (1) the diversity of threat agents, (2) the potency of biological 
weapons, (3) the ease of surprise, and (4) the diffi culty in defending against such 
an attack. These four factors may also be dramatically affected by the impact of 
the biotechnology revolution.

The Diversity of Biological Warfare Agents Biological warfare agents vary widely 
in their infectivity (the number of organisms required to cause disease), virulence 
(the severity of the disease caused), transmissibility (ease of spreading from person 
to person), and incubation period (the time from exposure to a biological agent 
to the onset of illness). This diversity provides terrorists and military planners 
with a great deal of fl exibility. Although there are hundreds of infectious diseases 
and toxins that can cause serious health effects in humans, a limited number of 
biological agents have the physical and biological characteristics required of a 
mass casualty–producing biological weapon. The U.S. Department of Defense 
(DOD) has identifi ed eighteen microorganisms and toxins that have been de-
veloped or produced as biological weapons.43 Most national biological warfare 
programs have focused on ten to fi fteen agents.44 Even this short list of agents, 
however, offers a range of potential weapons from the lethal B. anthracis to inca-
pacitating agents such as Coxiella burnetii (the bacterium that causes Q fever) and 
Vene zuelan equine encephalitis (VEE). Pathogens that cause contagious diseases 
that have been developed as biological weapons include variola and Y. pestis. The 
major characteristics of these pathogens are summarized in table 1.45

This list of agents, however, refl ects only known threats. U.S. experts were 
surprised by some of the agents that Iraq and the former Soviet Union chose to 

42. This feature of biological warfare has been recognized for more than fi fty years. Theo dor Rose-
bury, Peace or Pestilence: Biological Warfare and How to Avoid It (New York: Whittlesey, 1946), 135; 
SIPRI, The Problem of Chemical and Biological Warfare, 2:90; and Lederberg and Whitesides, Biologi-
cal Defense, 2.

43. DOD, Proliferation: Threat and Response (Washington, DC: GPO, 2001), 94, 113.
44. Spertzel, Wannemacher, and Linden, Global Proliferation, 4:11; and David R. Franz, “Medical 

Countermeasures to Biological Warfare Agents,” in Role of Biotechnology in Countering BTW Agents, 
ed. Kelle, Dando, and Nixdorff, 228.

45. For more details about specifi c biological agents, see Zygmunt Debek, ed., Medical Aspects of 
Biological Warfare (Washington, DC: U.S. Army Surgeon General, 2007); and Donald A. Henderson, 
Thomas V. Inglesby, and Tara O’Toole, eds., Bioterrorism: Guidelines for Medical and Public Health Man-
agement (Chicago, IL: American Medical Association, 2002).
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produce and weaponize. Because biological terrorism is generally less sophisti-
cated and demanding than the military use of biological weapons, the range of 
possible agents for terrorists may be larger and more varied.46 The diffi culty in 
assessing threat agents in a timely manner results in defensive programs lagging 
behind offensive programs.47

The Potency of Biological Weapons Biological weapons combine a relatively 
low cost of production with the potential capability of infecting large numbers 
of people over a wide area. Modern biological weapons are potentially capa-
ble of infl icting mass casualties by dispersing pathogens or toxins in an aerosol 
cloud containing microscopic particles that can be inhaled and retained deep 
in the lungs of the exposed population. These aerosols are most effective when 
composed of particles ranging from 1 to 5 microns in size that can stay air-
borne longer and cause more severe cases of disease. Biological weapons fi eld 
tests conducted by the United States in the 1950s and 1960s demonstrated that 
line sources generated by spray tanks mounted on moving vehicles, such as air-
craft, helicopters, cruise missiles, and ships, could cover targets eight to thirty 
kilometers downwind, while point sources, such as bombs, submunitions from 
cluster bombs or stationary aerosol generators, could cover ten square kilo-
meters.48 According to former deputy director of Biopreparat, Dr. Ken Alibek 
(Kanatjan Alibekov), Soviet biological weapons required three to fi ve kilo-
grams of B. anthracis, variola, Y. pestis, F. tularensis, VEE, or B. mallei to cause 
50 percent casualties in a one-square-kilometer area.49

The capability of biological weapons to cause mass casualties has been illus-
trated by several studies. In 1970 the World Health Organization (WHO) esti-
mated that the use of B. anthracis could cause 48,000 deaths, Y. pestis could cause 
21,000 deaths, and F. tularensis could cause 15,000 deaths in a city the size of 
Boston.50 The Offi ce of  Technology Assessment (OTA) estimated that a ballistic 

46. This wider range of agents, however, may not be well suited to large-scale, outdoor aerosoliza-
tion and would likely be limited to aerosol dissemination inside buildings or the contamination of food 
and water supplies.

47. Edward Eitzen and Ernest Takafuji, “Historical Overview of Biological Warfare,” in Medical As-
pects of Chemical and Biological Warfare, ed. Frederick R. Sidell, Ernest T. Takafuji, and David R. Franz 
(Falls Church, VA: U.S. Army Surgeon General, 1997), 443– 44.

48. Fothergill, “Biological Warfare Threat,” 26; and Spertzel, Wannemacher, and Linden, Global 
Proliferation, 4:17, 28 –30.

49. Kenneth Alibek, “Biological Weapons” (Powerpoint presentation to the United States Air Force 
Counterproliferation Conference, Air War College, Maxwell AFB, Alabama, November 1, 1999), http://
www.globalsecurity.org/wmd/ library/report /1999/alibek.ppt.

50. These estimates are for attacks using fi fty kilograms of high-quality dry BW agent with an ineffi -
cient dissemination device. These estimates assume ideal weather conditions and that the victims receive 
no medical treatment. World Health Organization, Health Aspects of Chemical and Biological Weapons 
(Geneva: WHO, 1970), 96 –99.



Offense ,  Defense ,  and  Deterrence    25

missile containing thirty kilograms of dry B. anthracis could cause 25,000 deaths 
and that an aircraft disseminating a line source of one hundred kilograms of dry 
B. anthracis could cause 280,000 fatalities.51 The U.S. Centers for Disease Control 
and Prevention (CDC) has modeled the effects of a BW attack against a large 
suburb. This study found that without treatment B. anthracis could cause 32,000 
fatalities, F. tularensis could cause 6,000 fatalities, and Brucella melitensis (the 
bacterium that causes brucellosis) could lead to 600 fatalities.52

The creation of an offensive BW capability is also relatively cheap in compar-
ison to other weapons of mass destruction and in comparison to the cost of de-
veloping biodefense capabilities. According to OTA, a simple fermentation plant 
suitable for the production of BW agents could cost ten million dollars. In con-
trast, chemical plants that can produce nerve agents cost tens of millions of dol-
lars, while facilities to produce highly enriched uranium or plutonium for use in 
nuclear weapons cost hundreds of millions of dollars.53 Based on Iraq’s own cal-
culations, its pre-1991 Gulf  War BW program to research, produce, and weap-
onize multiple BW agents cost roughly $75 million. In comparison, UNMOVIC 
has estimated that Iraq’s CW and missile programs cost at least a half-billion 
dollars each.54 The combination of low production costs and wide area cover-
age can result in a highly cost-effective weapon. According to a 1969 United Na-
tions study, the cost of causing one civilian casualty per square kilometer was 
about $2,000 with conventional weapons, $800 with nuclear weapons, $600 with 
chemical weapons, and only $1 with biological weapons.55

In comparison to the relatively low costs of offensive BW programs, develop-
ing effective biological defenses is an expensive undertaking. The Department 
of Defense’s program to vaccinate U.S. soldiers against a single threat agent—
B. anthracis—has cost $525 million since 1998 and only a fraction of the force has 
been fully vaccinated.56 In addition, developing a new biodefense vaccine costs 

51. These estimates are for attacks using high-quality dried agents disseminated by a high-effi ciency 
munition against a city with the population density of Boston. These estimates also assume moderately fa-
vorable weather conditions and that the victims receive no medical treatment. Offi ce of Technology As-
sessment (OTA), Proliferation of Weapons of Mass Destruction: Assessing the Risks (Washington, DC: GPO, 
1993), 53–54.

52. Arnold F. Kaufmann, Martin I. Meltzer, and George P. Schmid, “The Economic Impact of a Bio-
terrorist Attack: Are Prevention and Postattack Intervention Programs Justifi able?” Emerging Infectious 
Diseases 3, no. 2 (1997): 83–94.

53. Total program costs for these weapons are also signifi cantly higher. OTA, Technologies Underlying 
Weapons of Mass Destruction (Washington, DC: GPO, 1993), 27, 86, 156 –58.

54. UNMOVIC, Compendium, 793, 1055–56.
55. United Nations Secretary General, Chemical and Bacteriological (Biological) Weapons and the Ef-

fects of Their Possible Use (Geneva: United Nations, 1969), 40. The methodology used to determine these 
fi gures is not known.

56. Data on procurement costs associated with DOD’s Anthrax Vaccine Immunization Program 
(AVIP) can be found at www.defenselink.mil /comptroller/defbudget. As of December 31, 2006, 5,806,172 
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$300 – 400 million and typically takes eight to ten years.57 In contrast, former U.S. 
and Soviet BW scientists report that the process of transforming a pathogen into 
a form suitable for mass-production and use in a munition can take as little as 
two to three years.58

Developing a terrorist capability would be even cheaper. In 1999, the U.S. 
Defense Threat Reduction Agency built a small facility with commercially 
available equipment that could be used to produce limited quantities of BW 
agents for only $1.6 million.59 The FBI has estimated that the small amount of 
B. anthracis spores sent to media and government offi cials in fall 2001 cost only 
$2,500 to produce.60 In comparison, the cost of responding to the anthrax letter 
attacks has been estimated at roughly $6 billion.61

The Ease of Surprise Biological weapons have several advantages for conduct-
ing surprise attacks. These weapons are relatively easy to develop in secret, are 
well suited for covert delivery, and do not provide signatures that can be used to 
easily identify the attacker. As discussed in chapter 4, intelligence on BW threats 
is hindered by the diffi culty in detecting offensive programs and distinguishing 
between offensive, defensive, and civilian activities.

The small quantity of agent required for an attack, the ability to launch an 
attack with a spray system from several miles upwind from a target or to clan-
destinely deliver biological weapons, and the diffi culty of detecting biological 
aerosols makes biological weapons well suited to covert attacks. Field tests con-
ducted by the U.S. Army in the 1950s and 1960s demonstrated the ease of conduct-
ing covert attacks with biological weapons against buildings, subway systems, air 
bases, and cities.62 The Aum Shinrikyo cult’s dissemination of biological agents 

doses of the vaccine had been administered to 1,492,366 persons. At this time, only 244,781 service mem-
bers had received the full course of six doses of the vaccine. DOD, Chemi cal and Biological Defense Pro-
gram: Annual Report to Congress (Washington, DC: DOD, 2007), 96.

57. DOD, Report on Biological Warfare Defense Vaccine Research and Development Programs (Fort Bel-
voir, VA: Defense Technical Information Center, 2001), 2.

58. William Broad and Judith Miller, “Once He Devised Germ Weapons; Now He Defends against 
Them,” New York Times, November 3, 1998, D1; and Kenneth Alibek, “Research Considerations for Bet-
ter Understanding of Biological Threats,” in Institute of Medicine, Biological Threats and Terrorism: Assess-
ing the Science and Response Capabilities (Washington, DC: National Academies Press, 2002), 64.

59. Judith Miller, Stephen Engelberg, and William Broad, Germs: Biological Weapons and America’s 
Secret War (New York: Simon and Schuster, 2001), 297–98.

60. David Rosenbaum and David Johnston, “Single Letter with Anthrax Is Discounted,” New York 
Times, November 10, 2001, B1.

61. Leonard A. Cole, “WMD and Lessons from the Anthrax Attacks,” in The McGraw-Hill Home-
land Security Handbook, ed. David G. Kamien (New York: McGraw-Hill, 2006), 170.

62. William C. Patrick III, “Biological Warfare Scenarios,” in, - Firepower in the Lab: Automation in 
the Fight against Infectious Diseases and Bioterrorism ed. Scott P. Layne, Tony J. Beugelsdijk, and C. Kumar 
N. Patel (Washington, DC: Joseph Henry Press, 2001), 215–23.
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in Japan on a dozen separate occasions in the early 1990s went undetected at the 
time, as did the contamination of salad bars in an Oregon town in 1984 by the 
Rajneeshee cult.63 The nonspecifi c nature of the early symptoms of most diseases 
of concern can mask the beginning of a man-made outbreak and enhance the 
likelihood that such an attack will catch an adversary unprepared.64 Due to these 
characteristics, virtually all BW programs have been closely associated with in-
telligence agencies and other organizations interested in clandestine means of 
assassination, counterinsurgency, and sabotage.65

While surprise is a well-known force multiplier for conventional forces, bio-
logical weapons are especially dependent on this factor for their success. The 
ability to conceal the identity of an agent, the timing of an attack, the means of 
delivery, and the planned target is crucial for an effective BW attack. This reli-
ance on surprise has several implications for biological warfare. First, attackers, 
not defenders, rely on surprise to achieve their objectives.66 As John Mearsheimer 
notes, “one important advantage held by the offense is the ability to choose the 
main point of attack for the initial battles, to move forces there surreptitiously, 
and to surprise the defender.”67 Aggressors are better prepared not only to em-
ploy biological weapons but also to defend against them, because they can antici-
pate enemy retaliation and prepare accordingly.68 Second, the need for surprise 
reduces the utility of these weapons for other strategies such as blackmail or de-
terrence since they cannot be used to threaten or coerce an opponent. Third, 
this dependence on surprise exposes biological weapons’ Achilles’ heel. Accu-
rate intelligence on an adversary’s BW capabilities can substantially reduce the 

63. None of Aum Shinrikyo’s BW attacks were successful because the group inadvertently used harm-
less versions of B. anthracis and botulinum toxin. The failed attacks were not revealed until years later dur-
ing the trial of the cult’s leaders. Sheryl Wu Dunn, Judith Miller, and William J. Broad, “How Japan Germ 
Terror Alerted the World,” New York Times, May 26, 1998, A1.

The source of the contamination in Oregon was not determined to be the Rajneeshee cult until over 
a year later. W. Seth Carus, “The Rajneeshees (1984),” in Jonathan B. Tucker, ed., Toxic Terror: Assessing 
Terrorist Use of Chemical and Biological Weapons (Cambridge: MIT Press, 2000), 115–37.

64. Gregory Koblentz, “Biological Terrorism: Understanding the Threat and the Response,” in 
Countering Terrorism: Dimensions of Preparedness, ed. Arnold Howitt and Robyn Pangi (Cambridge: MIT 
Press, 2003), 111.

65. Gregory Koblentz, “Pathogens as Weapons: The International Security Implications of Biologi-
cal Weapons” (PhD diss., Massachusetts Institute of  Technology, 2004), 22–23; and Shlomo Shpiro, “Poi-
soned Chalice: Intelligence Use of Chemical and Biological Weapons,” International Journal of Intelligence 
and CounterIntelligence 22, no. 1 (2009): 1–30.

66. Robert Jervis, “Cooperation under the Security Dilemma,” World Politics 30, no. 2 (1978): 205– 6.
67. John J. Mearsheimer, Conventional Deterrence (Ithaca: Cornell University Press, 1983), 26.
68. According to a 1958 U.S. Army Chemical Corps study, “defi nite advantage will accrue to the na-

tion which initiates BW. Maximum surprise effect will be achieved by that nation. Conversely, if BW is 
used in retaliation, the impact will fall on troops and civilians who have presumably already taken all pos-
sible defensive measure to protect against it.” Chemical Corps Board, Concepts for Employment of Anti-
personnel Biological Warfare, Information Report 1 (Edgewood, MD: Chemical Corps, 1958), 12.
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effectiveness of a biological attack by providing the defender with suffi cient in-
formation to organize public health and medical measures to mitigate the effects 
of an attack.

The Diffi culty of Defense Biological warfare defenses include measures to pre-
vent, detect, mitigate, or treat the effects of a BW attack. Biological defenses in-
clude medical countermeasures, detection and surveillance systems, and physical 
protection. Defending against biological threats is complicated by the range of 
available agents, the agent-specifi c nature of most defenses, the time lag required 
to develop new vaccines and treatments, and the ease with which an attacker can 
achieve surprise.

Biological weapons, however, are in some ways more susceptible to counter-
measures than high explosives, chemical weapons, or nuclear weapons. They are 
unique among weapon systems in that vaccines can protect soldiers and civilians 
before an actual attack. For vaccines to be effective, however, defenders must 
be able to meet the following conditions: identifi cation of the target population, 
knowledge of the specifi c threat agent, availability of the appropriate vaccine, 
and time for the vaccine to be administered to the target population before an 
attack.69 Licensed vaccines are currently available in the U.S. for two of the most 
dangerous BW agents—B. anthracis and variola. In addition, experimental vac-
cines are available for F. tularensis, C. burnetii, and VEE, and toxoids are avail-
able for botulinum toxin.70 Even though immunizing vulnerable populations 
against the full range of BW threats is not feasible or desirable, the availability 
of suffi cient stockpiles of appropriate vaccines is still valuable as a deterrent to 
potential attackers, as a defensive measure if warning of an attack is received, as 
a form of postexposure prophylaxis for anthrax and smallpox, and as a reassur-
ing symbol of preparedness.

Given the limitations of vaccines, defenses against biological weapons rely 
more on early detection of a biological attack and postexposure prophylaxis or 
chemotherapy with antimicrobials and antitoxins. The incubation period fol-
lowing infection with a pathogen, typically several days, provides a window of 
opportunity for the detection and response to a biological attack. Under the right 
conditions, aerosol detection devices, laboratory or clinical diagnosis, and pub-
lic health surveillance systems can provide enough warning to launch a medi-
cal intervention to mitigate the consequences of a biological attack.71 Current 

69. David R. Franz, “Physical and Medical Countermeasures to Biological Weapons,” Director’s 
Series on Proliferation 4 (Livermore, CA: Lawrence Livermore National Laboratory, May 1994), 59 – 60.

70. DOD, Chemical and Biological Defense Program: Annual Report to Congress and Performance Plan 
(Washington, DC: DOD, 2001), D-11.

71. Koblentz, “Biological Terrorism,” 123– 43.
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detection, diagnostic, and surveillance systems suffer from trade-offs between 
sensitivity, specifi city, timeliness, reliability, and cost that limit their effective-
ness. The key to achieving early detection of a BW attack is to integrate the 
information available from all of these sources into a comprehensive biosurveil-
lance system.

Based on early detection of a biological attack, the administration of antibi-
otics promptly after exposure (postexposure prophylaxis) or after the onset of 
symptoms (therapy) can signifi cantly reduce the morbidity and mortality of most 
bacterial agents. In contrast, there are few effective medical treatments for most 
toxins and viral agents (see table 2).

Conducting mass immunization or prophylaxis campaigns requires a stock-
pile of the necessary drugs and a distribution system to provide the drugs to af-
fected individuals within a useful timeframe. Caring for large numbers of BW 
casualties also requires a robust medical system with surge capacity that can han-
dle an infl ux of critically ill patients. Isolation, quarantine, and immunization can 

TABLE 2. Medical Countermeasures against BW Agents

Agent
Vaccine or Toxoid 
Available? Treatment Available?

Bacteria
Bacillus anthracis Licensed Yes
Yersinia pestis No Yes
Francisella tularensis IND Yes
Brucella spp. No Yes
Burkolderia mallei No Yes
Burkholderia pseudomallei No Yes
Coxiella burnetii IND Yes

Viruses
Variola Licensed and IND Licensed vaccine and 

 IND antiviral
Venezuelan Equine 
 Encephalitis

IND No

Ebola No No

Toxins
Clostridium botulinum IND Licensed and IND 

 antitoxins
Ricin No No
Staphylococcus aureus No No

Licensed: approved for use by the Food and Drug Administration
IND: investigational new drug
Sources: Donald A. Henderson, Thomas V. Inglesby, and Tara O’Toole, eds., Bio-
terrorism: Guidelines for Medical and Public Health Management (Chicago: American 
Medical Association, 2002); Jon B. Woods, et al., eds., USAMRIID’s Medical Manage-
ment of Biological Casualties Handbook, 6th ed. (Frederick, MD: U.S. Army Medical 
Research Institute of Infectious Diseases, 2005); and Zygmunt Debek, ed., Medical 
Aspects of Biological Warfare (Washington, DC: U.S. Army Surgeon General, 2007).
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reduce the impact of transmissible diseases such as smallpox and plague.72 Since 
public health infrastructure and medical capacity provides the backbone of a na-
tional biodefense program and more specialized defensive countermeasures such 
as pharmaceutical stockpiles and sensors are quite costly, developing nations will 
remain even more vulnerable to this form of warfare than developed nations.

Physical defenses prevent exposure to BW agents by fi ltering the air to re-
move dangerous particles. Simple masks, such as those used to prevent the inha-
lation of dust as well as more harmful materials, have been touted as being able 
to provide relatively inexpensive protection to civilian popu lations and military 
forces.73 To be effective against a surprise attack, the use of these masks would 
have to be triggered by real-time detection of an attack, a capability that does 
not yet exist. Alternatively, members of the military, health-care personnel, and 
other at-risk populations could wear masks when the threat of a BW attack is 
heightened, such as during a crisis or confl ict. The prolonged use of such masks, 
however, would be diffi cult for several reasons. Wearers fi nd them increasingly 
uncomfortable, especially during intense physical activity. Mask integrity and fi t 
erodes with rugged use. These masks also interfere with face-to-face and radio 
communication. In addition, eating or drinking requires unmasking.74 Finally, 
masks do not prevent exposure if not properly fi tted or if the concentration of 
agent is high enough. Given the inability to detect a biological attack in real 
time, the most feasible physical defenses are buildings and vehicles equipped 
with High Effi ciency Particulate Air (HEPA) fi lters and positive pressure sys-
tems that prevent the infi ltration of biological aerosol clouds. Because of their ex-
pense, such systems are rare outside of the military. Nonetheless, they hold much 
promise for defending important buildings against biological attacks since they 
are not agent specifi c and can function continuously.75

Impact of the Biotechnology Revolution on the Offense-Defense Balance The revo-
lution in biotechnology, which has been underway since the early 1970s and is 

72. Martin I. Meltzer et al., “Modeling Potential Responses to Smallpox as a Bioterrorism Weapon,” 
Emerging Infectious Diseases 7, no. 6 (2001): 959 – 69; and Raymond Gani and Steve Leach, “Epidemiologic 
Determinants for Modeling Pneumonic Plague Outbreaks,” Emerging Infectious Diseases 10, no. 4 (2004): 
608 –14.

73. Karl Lowe, Graham S. Pearson, and Victor Utgoff, “Potential Values of a Simple Biologi cal War-
fare Protective Mask,” in Biological Weapons: Limiting the Threat, ed. Joshua Lederberg (Cambridge: MIT 
Press, 1999), 263– 81; and Stanley L. Weiner, “Strategies for the Prevention of a Successful Biological War-
fare Aerosol Attack,” Military Medicine 161, no. 5 (1996): 251–56.

74. John Martyny, Craig S. Glazer, and Lee S. Newman, “Respiratory Protection,” New England 
Journal of Medicine 347 (September 12, 2002): 827.

75. Lester L. Yuan, “Sheltering Effects of Buildings from Biological Weapons,” Science and Global 
Society 8, no. 3 (2000): 287–313; and Richard L. Garwin, Ralph E. Gomory, and Matthew S. Meselson, 
“How to Fight Bioterrorism,” Washington Post, May 14, 2002, A21.



Offense ,  Defense ,  and  Deterrence    31

now a global phenomenon, has profound implications for the offense-defense 
balance in biological warfare.76 There have been multi ple studies of the impact 
of advances in the life sciences on biological warfare but no comprehensive net 
assessment of the impact on the overall offense-defense balance.77 Favoring the 
attacker are innovations that widen the range of agents that can be used as weap-
ons, facilitate the safe large-scale production of traditional and novel pathogens, 
enable the modifi cation of microorganisms to enhance their lethality, and im-
prove the stability and dissemination of biological agents. Favoring the defender 
are breakthroughs that accelerate the development of improved vaccines and 
therapeutic agents and the deployment of new detection, diagnostic, and foren-
sic capabilities. The key impediment to developing defenses against improved 
and advanced BW agents is knowing which of the thousands of potential threat 
agents the defender may face. Technologies that provide broad-spectrum pro-
tection or dramatically reduce the “bug-to-drug cycle”—the time it takes to 
identify new pathogens and develop vaccines or treatments for them—will pro-
vide the greatest benefi ts to the defender.

At the level of basic research and scientifi c knowledge, the biotechnology revo-
lution provides far more insights and opportunities for causing harm than for 
preventing harm. In this realm, the bioweaponeer has more proven tools and 
techniques at their disposal than does the defender. Knowledge alone, however, 
is not enough. Whether the biotechnology revolution will strengthen the de-
fender or allow attackers to maintain their edge in this competition will depend 
on the rate and scale at which this knowledge is applied to developing new weap-
ons and defensive technologies. The United States and its allies have already 
begun devoting substantial resources to harnessing biotechnology for biodefense. 
The United States alone has spent over $24 billion on biodefense research and 
development since 2001.78

76. On the pace and globalization of the biotechnology revolution, see Institute of Medicine and 
National Research Council, Globalization, Biosecurity, and the Future of the Life Sciences (Washington, 
DC: National Academies Press, 2006).

77. DOD, Biotechnology and Genetic Engineering: Implications for the Development of New Warfare 
Agents (Washington, DC: GPO, 1996); Steven M. Block, “Living Nightmares: Biological Threats Enabled by 
Molecular Biology,” in The New Terror: Facing the Threat of Biological and Chemical Weapons, ed. Sidney D.
Drell, Abraham D. Sofaer, and George D. Wilson (Stanford: Hoover Institution Press, 1999), 39 –75; 
Raymond Zilinskas, ed., Biological Warfare: Modern Offense and Defense (Boulder, CO: Lynne Reinner, 
2000); Lederberg and Whitesides, Biological Defense; Kelle, Dando, and Nixdorff, Role of Biotechnology 
in Countering BTW Agents; James B. Petro, Theodore R. Plasse, and Jack A. Mcnulty, “Biotechnology: 
Impact on Biological Warfare and Biodefense,” Biosecurity and Bioterrorism 1, no. 3 (2003): 161– 68; Brit-
ish Medical Association, Biotechnology, Weapons, and Humanity II (London: British Medical Association, 
2004); and Mark Wheelis, “Will the ‘New Biology’ Lead to New Weapons?” Arms Control Today, July/
August 2004:6 –13.

78. Alan Pearson, Federal Funding for Biological Weapons Prevention and Defense, Fiscal Years 2001 to 
2009 (Washington, DC: Center for Arms Control and Non-Proliferation, 2008).
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Little is known, however, about the level of effort currently devoted to using 
biotechnology for malevolent purposes by state and nonstate actors. Russia con-
tinues to maintain four military BW facilities that engaged in genetic engineer-
ing for military purposes during the Soviet era, are currently closed to outsiders, 
and are suspected of continuing offensive BW research. The nature of the ac-
tivities underway inside these facilities is not publicly known although the U.S. 
Department of State has judged that Russia continues to maintain an offensive 
BW program in violation of the BWC.79 In 1999 the Defense Intelligence Agency 
(DIA) assessed that Iran’s BW program would be able to develop enhanced BW 
agents within three to fi ve years.80 The report does not indicate, however, if 
Iran actually has the intent to engage in such activities. The information uncov-
ered about al Qaeda’s biological weapons program after the U.S. invasion of Af-
ghanistan indicates that the organization has been interested only in traditional 
BW agents such as B. anthracis.81 Given the diffi culties faced by al Qaeda and 
other terrorist groups in developing an aerosolized biological weapon based on 
a naturally occurring pathogen, it is unlikely they will be able to master the art 
of genetic engineering to develop a more lethal pathogen on their own. Thus, 
there appears to be a window of opportunity for defenders to exploit the bio-
technology revolution to develop new means of detection, protection, and treat-
ment against the traditional BW threat agents that remain the focus of state and 
nonstate BW programs. Due to the multiuse dilemma, however, even defensive 
research will generate knowledge that could be used for offensive purposes.

Biological Weapons Are Force Multipliers

The military utility of biological weapons has long been minimized and down-
played based on the United States’ experience with these weapons. The United 
States began developing biological weapons during World War II, but decided 
to unilaterally abandon these weapons in 1969. The government publicly justi-
fi ed this decision and the 1975 ratifi cation of the Biological Weapons Conven-
tion as being due to the unpredictable and uncontrollable consequences of these 
weapons as well as their lack of military utility.82 It made these decisions at least 

79. Department of State, Adherence to and Compliance with Arms Control, Nonproliferation and Disar-
mament Agreements and Commitments, 27–31.

80. DIA, “A Primer on the Future Threat: The Decades Ahead, 1999 –2020,” July 1999, 89, in Rowan 
Scarborough, Rumsfeld’s War: The Untold Story of America’s Anti-Terrorist Commander (Washington, DC: 
Regnery, 2004), 209.

81. The Commission on the Intelligence Capabilities of the United States Regarding Weapons of 
Mass Destruction, Report to the President (Washington, DC: GPO, 2005), 267–78 [hereafter Silberman-
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82. “Remarks of the President on Announcing the Chemical and Biological Defense Policies and 
Programs,” Offi ce of the White House Press Secretary, The White House, November 25, 1969, National 
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in part, however, after concluding that the destructive power of these weapons 
and their relative accessibility posed a serious proliferation threat.83 In addition, 
given its formidable nuclear and conventional forces, the United States did not 
believe that it needed biological weapons to cause massive civilian casualties or 
to deter the use of biological weapons by other states. For the United States, the 
contribution of these weapons to achieving other missions did not justify the 
price of a heightened risk of proliferation.84 It is a mistake to extrapolate from 
this decision that biological weapons are, in the words of  Thomas Schelling, “ri-
diculous weapons that nobody is interested in having even if the other side is 
foolish enough to procure them.”85 Although biological weapons may have had 
marginal military utility for the United States in 1969, history has shown that 
this calculation is not universally applicable. Indeed, shortly after the U.S. de-
cision to abandon these weapons, the Soviet Union decided to dramatically ex-
pand its own program and develop a new generation of biological weapons for a 
range of military missions.86 As the authoritative Stockholm International Peace 
Research Institute (SIPRI) study on CBW noted thirty years ago, “because CB 
weapons have rarely been used in modern warfare, conjecture can scarcely be 
avoided in discussing their present utility.”87 Despite the lack of operational ex-
perience with biological weapons, an examination of evidence from defectors, 
declassifi ed documents, war games, inspections, government investigations, and 
open sources makes it possible to assess the utility of biological weapons based 

Security Council Subject Files. Box 310; folder 5: Chemical, Biological Warfare (Toxins, etc.) vol. 1, Nixon 
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on the nature of biological warfare, the specifi c characteristics of weapons devel-
oped and fi elded, and the doctrines adopted by different states.

Tactical At the tactical level of combat the delayed effects of biological agents 
and the susceptibility of aerosol clouds to vagaries in meteorological and envi-
ronmental conditions limit their utility to static battles of attrition. The ability of 
aerosol clouds to penetrate fortifi cations and buildings could provide an attacker 
with a means of “softening up” a hardened enemy position before an assault.88 An 
attacker can minimize the risk of infecting its own troops by vaccinating them 
ahead of time, employing biological weapons far from friendly forces, or using 
only nontransmissible or short-lived agents. States lacking precision-guided mu-
nitions and cluster bombs may fi nd the cost-effectiveness of these weapons at-
tractive for attacking large concentrations of soldiers and fortifi ed bunkers.

There is limited evidence of states developing biological weapons for use on 
the battlefi eld. Japan reportedly used artillery shells fi lled with bacterial agents 
against Soviet forces during the Nomonhan Incident in 1939.89 Although Iraq 
experimented with biological warheads for short-range artillery rockets in the 
late 1980s, none of these weapons were deployed.90 Ken Alibek has reported that 
the Soviet military was developing biological weapons for tactical missions dur-
ing World War II but halted this work after a biological attack against Ger-
man troops besieging Sta lingrad in 1942 caused a massive outbreak of tularemia 
among Soviet civilians.91 German and Soviet accounts of the outbreak at the time, 
and subsequent analyses by independent experts, cast serious doubt on Alibek’s 
claim that the outbreak was intentional.92

Operational Biological weapons may have their greatest military utility at the 
operational, or theater, level of warfare. The goal of attacks on logistical net-
works, reinforcements, and command and control facilities is to “to induce op-
erational paralysis, which reduces the enemy’s ability to move and coordinate 

88. U.S. Army, Employment of Chemical and Biological Agents, Army Field Manual, no. 3–10 (Wash-
ington, DC: Department of the Army, 1966), 47.

89. Although there were outbreaks of plague, cholera, and dysentery subsequent to these attacks, it is 
not known whether the origins of these outbreaks were natural or man-made. Japan subsequently aban-
doned the development of bacteria-fi lled artillery shells. Harris, Factories of Death, 60, 76.

90. It is possible that these experiments were in fact intended to develop biological agent-fi lled sub-
munitions for a cluster bomb. UNMOVIC, Unresolved Disarmament Issues, 63– 64, 99, 103, 107.

91. Alibek, Biohazard, 29 –31.
92. Eric Croddy and Sarka Krcalova, “Tularemia, Biological Warfare, and the Battle for Sta lingrad 
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forces in the theater.”93 Although biological weapons have no direct effect on a 
defender’s tanks and aircraft, they can render these weapons useless by sicken-
ing or killing the crews and support personnel. Targets in the enemy’s rear area 
could be selected so that the effects of the biological attack are at their height 
when friendly forces plan on attacking the objective.

Because biological weapons do not damage or destroy property, they can be 
used to degrade enemy capabilities while preserving transportation infrastruc-
ture. In this way, biological weapons could be used to facilitate the advance of a 
blitzkrieg-style armored attack. Such weapons could also offer an aggressor the 
means of seizing valuable natural resources or industrial facilities without risk-
ing their destruction. Attackers could reduce the risk of contaminating the de-
sired assets by selecting a biological agent with high decay rate that degrades 
rapidly on release and minimizing the agent’s half-life by launching attacks 
shortly before sunrise.94 Power projection forces that rely on a small number of 
large facilities, such as ports and airfi elds, are particularly vulnerable to such dis-
ruptive attacks.95 As a result, the employment of biological weapons against the-
ater targets could serve as a potent force multiplier for a conventional military 
operation.

The use of incapacitating instead of lethal agents for this type of warfare has 
several advantages. The ability of some biological agents, such as Brucella spp., 
to sicken victims for weeks or months could outweigh the delayed time of onset 
for such agents. Incapacitating agents would have the additional benefi t of bur-
dening the defender with large numbers of wounded soldiers, who typically ab-
sorb more resources than fatalities. These types of biological weapons could also 
be perceived as more useful in areas with heavy concentrations of civilians if the 
attacker is seeking to minimize collateral damage. In addition, the use of inca-
pacitating agents instead of lethal ones might allow an aggressor to seize its ob-
jectives without provoking regime-threatening retaliation from a much stronger 
opponent.

Incapacitating biological weapons may be particularly useful for states that 
seek to occupy major cities without engaging in the long, bloody, and destructive 
battles that have historically characterized urban warfare.96 John Steinbruner has 
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speculated that Soviet military planners “might have calculated that with judi-
cious selection of the agents and timing of their delivery, the urban populations 
of Western Europe might be suffi ciently weakened to allow an occupying army 
to accomplish an otherwise impossible task.”97 A U.S. Army study of possible 
Soviet BW operations against the North Atlantic Treaty Organization found 
that the covert use of an incapacitating agent against West Berlin “represents 
perhaps the most interesting and potentially profi table employment of biological 
agents in conjunction with offensive actions in NATO Europe.”98

Several nations developed biological weapons and doctrine for their use at the 
operational level of warfare. The United States and the Soviet Union both fa-
vored the use of incapacitating agents for this mission. According to Alibek, the 
Soviet Union selected incapacitating agents such as B. mallei, Brucella spp., and 
VEE for operational missions.99 The United States also favored incapacitating 
agents such as C. burnetii and VEE. These agents made up the majority of the 
stockpiled biological agents when the program was terminated in 1969.100 Iraqi 
military doctrine also recognized the value of using these types of agents in the 
enemy’s rear area to disrupt their operations.101 Although Iraq’s primary inter-
est was in lethal antipersonnel agents, it began a short-lived program to inves-
tigate incapacitating viral agents in 1990.102 A major Japanese BW campaign in 
China in 1942 used B. anthracis, B. mallei, and other biological agents to attack 
villages along a strategic railway line southwest of Shanghai in conjunction with 
a large-scale conventional military operation. The operation was in retribution 
for the assistance these villagers gave to U.S. pilots following the Doolittle raid 
on Tokyo in April 1942 and was also intended to prevent future Allied use of 
airfi elds in the area.103
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Strategic At the strategic level of warfare, the goal of military action is to re-
duce the willingness or ability of the enemy to continue to prosecute a war. States 
can achieve this objective through attacks aimed at civilians with the goal of in-
creasing pressure on the government to yield to the attacker or attacks aimed at 
damaging the enemy’s economy enough to prevent effective resistance.104 Bio-
logical warfare can target civilians directly with antipersonnel agents or in-
directly with antilivestock and anticrop agents that can ruin an enemy’s food 
supply. The ability of biological warfare agents to be disseminated over large 
areas and for agents such as variola virus and Y. pestis to cause epidemics makes 
them well suited for strategic attacks. There are also a number of viral and fun-
gal agents that can cause epidemics among livestock and crops, respectively.105 
The delayed effects of bio logical weapons and uncertainties surrounding the 
downwind travel of aerosol clouds are less important for strategic attacks, which 
do not require precision or immediate results. In addition, biological weapons 
possess a number of properties that evoke disproportionate levels of fear: ex-
posure to these weapons would be invisible and involuntary, while the effects 
would be delayed, uncontrollable, indiscriminate, poorly understood, and grue-
some. As a result, the “dreaded” nature of these weapons could amplify the psy-
chological impact of even a small-scale biological attack.106 Despite this utility 
in targeting civilian populations, biological weapons lack several characteristics 
necessary to serve as strategic deterrents (examined in detail below).

The United States, United Kingdom, Soviet Union, and Iraq developed a 
range of aircraft and missile-delivered biological weapons and doctrines for 
their use against urban populations and agricultural targets. The Soviet Union 
developed an extensive strategic BW capability. According to Ken Alibek, the 
Soviets sought the most lethal and transmissible agents for use as strategic weap-
ons. The Soviets kept tens of tons of variola, Y. pestis, and B. anthracis stockpiled 
for use against targets in the United States and remote parts of Europe. The 
Soviets developed cluster bombs and spray tanks for medium-range bombers 
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as well as biological submunitions for single- and multiple-warhead intercon-
tinental ballistic missiles. The Soviet Union also developed biological weapons 
based on antilivestock and antiplant agents.107 According to Jonathan Tucker 
of the Center for Nonproliferation Studies, “Soviet military doctrine for stra-
tegic biological warfare called for delivering massive quantities of contagious 
agents against urban targets to cause panic and social disruption, overwhelm the 
enemy’s medical system, and spawn widespread epidemics that would be im-
possible to control.”108 These objectives are consistent with the Soviet military’s 
nuclear war-fi ghting strategy, which included impeding the postwar recovery of 
the United States.109

The Anglo-American BW program during World War II was focused on 
developing strategic biological weapons. Until an antipersonnel weapon based 
on B. anthracis loaded into cluster bombs could be mass-produced in the United 
States, Great Britain stockpiled fi ve million cattle cakes laced with the organ-
ism. The cattle cakes would have been spread across German farms by bomb-
ers with the goal of decimating the German cattle industry.110 During the 1950s, 
the United States developed antiplant and antipersonnel BW for use in strate-
gic warfare. These agents were loaded into cluster bombs for use by strategic 
bombers against targets such as industrial facilities and wheat fi elds in the Soviet 
Union.111 Unlike the Soviet Union, the United States did not weaponize any dis-
eases that could be transmitted person to person because of the higher risk dur-
ing research and development, the increased uncertainty of effects, and the need 
to protect its own troops.112

Iraq also developed and deployed BW for strategic purposes. By the time of 
the 1991 Gulf War, Iraq had secretly deployed crude biological warheads for its 
Al Hussein missiles and gravity bombs for delivery by aircraft and was devel-
oping spray tanks for use by piloted and unmanned aircraft in strikes against 
enemy cities.113 Iraq also produced a large quantity of the anticrop agent Tilletia 
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indica (the fungus that causes wheat cover smut) that may have been intended 
for use against Iran, whose main crop is wheat.114 Iraq’s experience with strategic 
BW is discussed in greater depth in the next section.

Biological Weapons Are Poorly Suited for Strategic Deterrence

Biological weapons have been misleadingly labeled the poor man’s atomic bomb, 
which implies that biological and nuclear weapons have similar political effects 
and implications for international security.115 This misperception occurs when 
scholars focus exclusively on the lethality of these weapons and do not pay suf-
fi cient attention to the other factors required for weapons to serve as a strategic 
deterrent.

In a comparative analysis of nuclear, biological, and chemical weapons, Steve 
Fetter frames the issue as follows: “Do chemical and biological weapons qual-
ify as ‘weapons of mass destruction,’ and should we think about these weapons 
in the same way that we have come to think about nuclear weapons? Anthrax 
weapons (or weapons using similarly lethal pathogens) certainly are able to kill 
enough people to qualify for this dubious distinction, even if they cannot knock 
over buildings.”116 According to Susan Martin, the ability of biological weapons 
to cause mass casualties enables even small states to deter threats to their vital in-
terests and intervention from major powers. Since biological weapons are more 
easily acquired than nuclear weapons, Martin predicts that the “biological revo-
lution” will have an even more profound impact on international affairs than the 
nuclear revolution.117

Despite their potential lethality, biological weapons do not possess the char-
acteristics necessary to be effective strategic deterrents. Although biological war-
fare strongly favors the attacker, the uncertain effects of biological weapons, 
the availability of defenses, and the need for secrecy and surprise greatly reduce 
the ability of biological weapons to possess the strategic deterrent benefi ts asso-
ciated with nuclear weapons. Biological weapons may serve to deter biological 
attacks or contribute to a state’s general deterrence posture, but their effective-
ness in these roles will be determined by the offense-defense balance in biological 
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warfare at the time and the relative biological warfare capabilities of the oppos-
ing sides. As a result, these weapons will not eliminate phenomenon such as false 
optimism, fi rst-move advantage, arms racing, and perceptions of windows of op-
portunity and vulnerability that have been identifi ed as key contributors to the 
outbreak of wars.118 Therefore, the spread of BW capabilities is unlikely to exert 
a stabilizing infl uence on international peace and security.

The prerequisite for strategic deterrence is the capability of the target of a 
surprise attack to reliably infl ict unacceptable damage in retaliation against its 
attacker.119 During the cold war, the possession of such forces by both super-
powers gave rise to the situation of mutual deterrence also known as mutual as-
sured destruction (MAD). The nuclear revolution is not only a function of the 
destructiveness of nuclear weapons but also of their reliability, the lack of effective 
defenses, and the availability of survivable delivery systems.120 Although biological 
weapons have the potential to infl ict unacceptable damage against an adversary, 
they are unable to offer states an “assured” capability for doing so; this shortfall 
signifi cantly undermines their suitability as a strategic deterrent. Biological weap-
ons differ from nuclear weapons in three important ways that raise doubts about 
the applicability of strategic deterrence theory to biological warfare.

The fi rst signifi cant difference involves the level of uncertainty associated 
with the employment of these weapons. A deep understanding of the funda-
mental scientifi c principles underlying nuclear weapons as well as extensive op-
erational and experimental experience with these weapons allowed experts to 
document the levels of thermal radiation, nuclear radiation, and blast overpres-
sure that cause specifi ed effects in personnel and matériel.121 Nuclear weapons 
deliver instantaneous and overwhelming destruction; the effects of biological 
weapons, on the other hand, are delayed, variable, and diffi cult to predict. There 
are ways to reduce this uncertainty by carefully selecting the agent and delivery 
system employed and the conditions under which an attack is conducted. States 
that plan on using their biological weapons as a strategic deterrent, however, may 
not have the luxury of choosing the time and place for a retaliatory strike.122 In 
addition, the lack of operational experience with these weapons and the inability 
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to simulate realistically their effects (short of massive human experi mentation) 
impedes the ability of states to substantially reduce this level of uncertainty.

The second major difference between nuclear and biological weapons con-
cerns the availability of defenses. There are no effective defenses against the ef-
fects of a nuclear attack. As discussed earlier, however, there are a number of 
countermeasures that can be taken before or following a biological attack. Masks 
and fi lters can prevent exposure to biological agents. Vaccines can protect those 
who are exposed. Antibiotics, antitoxins, and antiviral drugs can treat those who 
are infected. Quarantines can prevent a contagious disease from spreading. Be-
cause diseases have an incubation period, defenders have a window of oppor-
tunity to detect and treat victims of an attack. There are also vaccines and /or 
treatments available for the most lethal diseases such as anthrax, plague, small-
pox, and tularemia. As a result, the effects of a biological attack are not abso-
lute and incontestable; they can be mitigated and limited by a well-prepared 
defender. This possibility is likely to reduce the confi dence of states in their abil-
ity to reliably infl ict unacceptable damage against an adversary in a retaliatory 
strike. The full panoply of defenses need not be deployed constantly at full readi-
ness because the very availability of these defenses may be suffi cient to dissuade a 
state from calculating that it can infl ict unacceptable damage. Although civilian 
populations will remain more vulnerable to biological weapons than will mili-
tary forces, damage limitation remains a viable option for larger, more advanced 
states facing less sophisticated adversaries. The December 2002 initiative by the 
United States to vaccinate nearly one million soldiers, public health offi cials, and 
medical workers against smallpox in advance of the looming war with Iraq il-
lustrates how states can adopt precautionary measures to blunt the effectiveness 
of an anticipated threat.123

Third, biological weapons have limited value as strategic deterrents due to the 
need for states to shroud their weapons programs in strict secrecy. This need for 
secrecy, which is discussed in greater depth in chapter 3, is driven by normative, 
legal, and strategic considerations. In the strategic context, the availability of de-
fenses against biological weapons places a premium on the attacker achieving 
surprise. This causes two problems: First, it is diffi cult for states to make credi-
ble threats based on secret weapons.124 Second, secrecy is a fl imsy means of pro-
tecting strategic forces.125
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The secrecy required to retain the element of surprise in a biological attack 
reduces a state’s ability to issue credible threats to infl ict unacceptable damage 
against an adversary. To make a deterrent threat credible a state would not only 
have to admit that it was violating international norms and laws but it would 
also have to reveal details about its offensive BW capabilities such as the types of 
agents it has developed and their means of delivery.126 These revelations could re-
duce the effectiveness of these weapons by compromising the element of surprise 
and allowing the defender to mobilize appropriate countermeasures. In contrast, 
the superpowers fl aunted their nuclear forces during the cold war for deterrent 
purposes. They were able to do this because these demonstrations of their nu-
clear capabilities did not provide the other side with an improved means of de-
fending against them.

Regardless of whether a state develops biological weapons to support a strat-
egy of deterrence by denial or deterrence by punishment, neither strategy will 
successfully deter a potential adversary if the intention and capabilities to im-
plement the strategy are unknown. The incompatibility between secrecy and 
deterrence has even been recognized by those who worked on biological weap-
ons. During the cold war, Soviet BW scientist Igor Domaradskij wondered, 
“if these activities were undertaken for defense purposes, would it not be bet-
ter, without giving away any secrets, to inform the world community of our 
successes?”127

Secrecy may be an inexpensive and attractive way to gain security for stra-
tegic forces, but it is also risky. Forces that depend on secrecy for their protec-
tion are vulnerable to intelligence breakthroughs by an adversary. The loss of 
secrecy could be massive and occur without warning. If a defender were to 
have inside information about an attacker’s capabilities, it would be possible 
to develop and stockpile new pharmaceuticals, immunize the at-risk popula-
tion, distribute protective masks and treatments, enhance public health surveil-
lance, and take other precautions that could substantially mitigate the impact of 
a BW attack. Although such information is diffi cult to acquire, there have been 
a number of cases where high-level offi cials knowledgeable about their nation’s 
BW program have defected.128
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What little that is known about the perceptions of national security elites re-
garding the deterrent value of biological weapons supports the view that these 
weapons have signifi cant shortcomings as deterrents. The diffi culty of using bio-
logical weapons as retaliatory weapons for deterrent purposes contributed to the 
decisions by the United States and United Kingdom to renounce biological war-
fare. According to an infl uential British arms control study, “it is immediately 
apparent that CBW agents lack many qualities of an ideal deterrent. The possi-
bilities of effective defence are too great; the adequacy of striking power cannot 
be made easily manifest. In the case of BW, there is great uncertainty of effect 
and intolerably slow action.”129 In explaining President Richard Nixon’s decision 
to renounce biological weapons, James Leonard, U.S. ambassador to the United 
Nations Conference on Disarmament in Geneva, emphasized that these weap-
ons made poor deterrents due to their unpredictability, delayed effects, and the 
ability of an attacker to protect his forces and blunt the consequences of retalia-
tion.130 As National Security Adviser Henry Kissinger explained, “We concluded 
that bacteriological weapons were really primarily useful for fi rst use; that the ef-
fect in retaliation would be long delayed, [and] the consequences would be too 
uncontrollable.”131

A corollary to the inability of biological weapons to act as a strategic deter-
rent is that these weapons do not pose a danger of provoking conventional war 
through the “stability-instability paradox.” This concept was developed during 
the cold war to explain how stability at the nuclear level could encourage confl ict 
at the conventional level.132 Some scholars believe that non-Western nations may 
view unconventional weapons as a shield that enables them to safely wield the 
sword of conventional forces.133 This logic should not apply to biological weap-
ons, however, because these weapons do not provide the same sort of stable stra-
tegic deterrence as nuclear weapons.
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Iraq’s Experience with Biological Weapons as Strategic Deterrent: First Gulf  War The 
most compelling evidence of the weakness of biological weapons as strategic de-
terrents was demonstrated by Iraq during its confrontations with the United 
States in 1991 and in 2003. These cases illustrate the diffi culty for states in mak-
ing biological deterrent threats credible and the likelihood that even inherently 
credible threats won’t have a strong deterrent effect.

Prior to the 1991 Gulf  War, Iraq developed a strategic deterrent based on 
chemical and biological weapons to ensure the survival of the regime.134 Begin-
ning in December 1990, Iraq began fi lling bombs and missile warheads with B. 
anthracis, botulinum toxin, and afl atoxin.135 It hid twenty-fi ve biological and fi fty 
chemical missile warheads near Baghdad and maintained a reserve of seven mo-
bile missiles in western Iraq to deliver these warheads. Iraq also dispersed 157 
R-400A biological bombs and 1,000 R-400 chemical bombs to at least four air-
fi elds throughout the country.136

The purpose of these weapons was to deter attacks that threatened the survival 
of the Iraqi regime. To achieve this objective, Saddam Hussein predelegated 
launch authority to airbase and missile commanders in the event that: Bagh-
dad was struck by a nuclear weapon, UN coalition forces marched on the capi-
tal, or the commanders lost contact with the national leadership. The warheads 
and missiles were under the command of the Special Security Organization—
the internal security agency composed of the most loyal members of the Baath 
Party and charged with protecting Saddam Hussein.137 It is highly likely that 
if this group lost contact with Baghdad and believed the regime to be in mortal 
peril they would have ordered the launch of the CBW-armed missiles against 
Israel and Saudi Arabia. By January 15, the United Nations’ deadline for Iraq 
to withdraw its forces from Kuwait, Iraq had put in place a doctrine and a ca-
pability to deter a decapitating strike on the Iraqi leadership.

Iraq’s strategy for deterring threats to regime survival failed. From the fi rst 
night of Operation Desert Storm, the United States made a concerted, albeit un-
successful, effort to kill Saddam Hussein and the senior Iraqi leadership. The 
United States devoted 850 air strikes, or about 2 percent of the U.S. air campaign, 
to attacking leadership targets and command and control facilities. The United 
States placed a high priority on destroying these targets: over 50 percent of these 
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attacks were conducted with precision munitions, compared to only 8 percent 
against all other targets. As a result, over half of these leadership targets were 
damaged or destroyed.138

Saddam Hussein’s survival was not due to the United States’ unwillingness to 
target him for fear of triggering a chemical and biological retaliatory strike but to 
an inability to implement a decapitation strategy using airpower. Iraq’s strategy 
failed because it did not communicate to the United States the “red lines” that 
would trigger a retaliatory strike, the existence of predelegated launch author-
ity for airbase and missile commanders, or the extent of Iraq’s deployed strate-
gic chemical and biological weapons capabilities. Indeed, in April 1990 Saddam 
Hussein admitted to a visiting Congressional delegation that Iraq possessed chemi-
cal weapons, but he denied possessing biological weapons.139 Iraq did not reveal 
its 1991 deterrent strategy or the existence of its strategic BW arsenal until 1995.

This incident illustrates some of the dangers that scholars have associated 
with opaque nuclear weapon programs. When opacity delays the deployment of 
a deterrent force until a crisis, the military is unlikely to have a well-developed 
doctrine or well-trained troops for handling the weapons. In addition, a national 
emergency is not conducive to deliberation and debate by elites on the merits and 
drawbacks of competing policies and doctrines. Although covert weaponization 
prior to a crisis would allow the political and military leadership to confront and 
resolve operational dilemmas, secrecy would continue to constrain strategic dis-
course, awareness of operational issues, and the vetting of trade-offs. As Duke 
University professor Peter Feaver has observed, “the risks of aberrant behavior 
are greatest precisely because the opacity has inhibited preparing the national 
leadership for weighing the trade-offs wisely.”140

An alternative explanation for the failure of Iraq’s CBW deterrent strategy is 
that it was neutralized by Iraq’s fear of nuclear retaliation if it used CBW against 
the United States. In August 1995, when Iraq admitted to UNSCOM that it had 
fi lled bombs and missile warheads with BW agents before the Gulf  War, Iraq’s 
foreign minister Tariq Aziz claimed that Iraq did not use these weapons due to 
the risk of nuclear retaliation by the coalition.141 This statement, however, should 
not be taken at face value. Although the United States had repeatedly warned 
Iraq before Operation Desert Storm that it would suffer severe consequences if 
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it used CBW against the United States or its allies, the United States followed a 
strategy of “calculated ambiguity” and did not explicitly threaten nuclear retalia-
tion.142 In contrast, the George H. W. Bush administration explicitly threatened 
to expand its war aims to include regime change if Iraq used chemical or biologi-
cal weapons.

The United States communicated this threat directly to the Iraqi leadership 
on January 9, 1991, during a meeting between Secretary of State James Baker and 
Foreign Minister Aziz. At this meeting Secretary Baker delivered a letter from 
President Bush to Saddam Hussein that warned that if Iraq used chemical or bio-
logical weapons, destroyed Kuwait’s oil fi elds, or conducted terrorist attacks 
against any member of the coalition, “You, the Ba’ath party, and your country 
will pay a terrible price if you order unconscionable actions of this sort.”143 Baker 
also told Aziz that if Iraq used chemical or biological weapons, “our objective 
won’t be only the liberation of Kuwait, but also the elimination of the current 
Iraqi regime, and anyone responsible for using these weapons would be held 
accountable.”144 Thus, while Iraq could not rule out the possibility of nuclear re-
taliation, the most direct warnings issued by the United States threatened only 
the survival of Saddam Hussein’s regime.

It is quite likely that Aziz’s statement was part of a political strategy to limit the 
damage caused by Iraq’s revelations about the true extent of its WMD programs 
after the defection of Saddam Hussein’s son-in-law Hussein Kamel by portray-
ing Iraq as the victim of Western bullies. Once Iraq admitted that it had produced 
and deployed biological weapons by January 1991, some justifi cation had to be of-
fered for not using these weapons during the Gulf  War. Not surprisingly, there 
are no public statements by Iraqi offi cials that they were deterred by threats to 
overthrow the Baath regime, since this would sound cowardly and acknowledge 
that the regime felt vulnerable. As one Arab diplomat commented, “the regime 
had to explain to its military commanders why it was pulling back from the brink, 
so it looked a lot better to say that it was sparing the Iraqi people from nuclear ho-
locaust than to admit that the leaders were worried about their own skins.”145

Indeed, during the days following Baker’s meeting with Aziz and the begin-
ning of Operation Desert Storm, Iraq moved forward with deploying biological 
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weapons and planning how it would use its chemical and biological weapons 
against the coalition. On January 11, Iraq completed fi lling 157 R-400A bombs 
and 25 Al Hussein missile warheads with B. anthracis, botulinum toxin, and afl a-
toxin. By January 13 Iraq had dispersed these weapons to air bases and impro-
vised hide sites around Iraq.146 During the second week of January, most likely 
just a few days before the United Nations’ January 15 deadline for Iraq to with-
draw from Kuwait, Saddam Hussein held a high-level meeting to discuss the 
status of Iraq’s chemical and biological weapons and plans on how they could be 
used. He ordered Iraq’s air- and missile-delivered chemical and biological weap-
ons to be targeted at major Saudi Arabian and Israeli cities as well as major U.S. 
troop concentrations in Saudi Arabia. He also issued instructions to predelegate 
the launch authority for these weapons in the event that air force or missile com-
manders could not communicate directly with him.147

Because the deployment of Iraq’s biological weapons and the meeting to plan 
their use took place after Baker’s meeting with Aziz, it does not appear that U.S. 
threats to retaliate with nuclear weapons or to seek regime change were the de-
ciding factors in shaping Iraq’s CBW doctrine. This conclusion is supported 
by Iraq’s violation of the two other “red lines” outlined by Bush and Baker: 
the destruction of Kuwait’s oil fi elds and committing acts of terrorism against 
members of the coalition.148 Iraq’s failure to heed U.S. warnings regarding these 
two issues reduces the likelihood that U.S. threats of retaliation were the pri-
mary driver of Iraq’s CBW doctrine. The failure of Iraq’s chemical and biologi-
cal weapons to deter regime-threatening attacks by the United States was more 
likely due to the shortcomings of Iraq’s deterrent strategy than to fear of nu-
clear retaliation.

Iraq’s Experience with Biological Weapons as Strategic Deterrent: Second Gulf 
War The U.S. invasion of Iraq in 2003 provides a different kind of test of the 
ability of biological weapons to serve as a strategic deterrent. If biological weap-
ons really are the poor man’s atomic bomb and have the same deterrent effect as 
nuclear weapons, we should have seen some evidence of this during the run-up 
to the war.

Although Iraq did not make biological deterrent threats in 2003 during the 
buildup to Operation Iraqi Freedom, it was believed to have both the motivation 
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and capability to use these weapons to implement such a strategy. The stated 
purpose of the invasion was to overthrow Saddam Hussein and his Baath Party. 
This type of regime-threatening war is exactly the scenario that a strategic deter-
rent is best suited to preventing. The prospect of being overthrown should have 
removed any incentive for Hussein to exercise restraint in defending his regime. 
Iraq’s willingness to use unconventional weapons had been demonstrated by its 
chemical attacks against the Kurds and Iranians in the 1980s and by revelations 
of Iraq’s 1991 plans to use these weapons against Israel and Saudi Arabia if the 
regime’s survival had been threatened by the coalition.

According to U.S. intelligence, Iraq had a large and advanced biologi cal 
weapons program; possessed a stockpile of BW agents, including B. anthracis 
and perhaps even variola virus; and had the means of delivering these agents 
by aircraft, missiles, unmanned aerial vehicles, and covert operatives. These as-
sessments were made with a high level of confi dence and were taken seriously 
by the military.149 U.S. intelligence also assessed that Iraq viewed its biological 
weapons as a strategic deterrent and would probably use these weapons when 
Saddam Hussein “perceived that he irretrievably had lost control of the mili-
tary and security situation.”150 In response to this threat, the military expanded 
the program of vaccinations it gave to its soldiers to protect them from the agents 
Iraq was believed to possess. In addition to a mandatory vaccination for anthrax, 
the military launched a campaign in December 2002 to immunize fi ve hundred 
thousand soldiers against smallpox. The purpose of the immunization campaign 
was, in the words of one government offi cial, to “take that card from Saddam’s 
deck.”151 In effect, the United States sought to minimize the casualties that Iraq 
could infl ict using its biological weapons, which would reduce their deterrent 
value for the Iraqi leadership. The United States’ decision to invade Iraq with 
the goal of overthrowing the regime, despite that regime’s presumed possession 
of CBW and a demonstrated willingness to use them, illustrates biological weap-
ons’ weakness as a strategic deterrent.

Constraints on the Use of Biological Weapons May Be Eroding

Despite the major advances in biological warfare since the 1940s and their po-
tential utility in a wide range of operations, there is no evidence that modern 
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biological weapons based on aerosol dissemination technology have been suc-
cessfully employed. On the rare occasions when states and terrorists have re-
sorted to the use of biological weapons, they have used less sophisticated means 
of dissemination. Accounting for the rare use of these weapons in modern times 
is important to determine the likelihood that the conditions that led to this re-
straint will continue to remain strong. There are three likely reasons why bio-
logical weapons have been rarely used in modern times.

First, there is a strong normative barrier to the use of these weapons. The 
use of disease as a weapon has long been considered taboo.152 This taboo can be 
found in ancient Indian, Greek, Roman, and Muslim traditions, so it is multi-
cultural and has existed since antiquity.153 This sense of revulsion at using poison 
or disease as an instrument of war has been codifi ed in national legal prohibi-
tions for centuries and in international law in the twentieth century. The 1925 
Geneva Protocol prohibits the use of bio logical weapons and the 1972 Biologi-
cal Weapons Convention prohibits the development, production, or acquisition 
of these weapons. The BWC was a groundbreaking treaty, the fi rst to outlaw an 
entire class of weapons. The treaty reinforced the long-standing norm against 
these weapons by declaring the use of biological weapons as being “repugnant to 
the conscience of mankind.”

Second, military organizations have also had practical reasons for not assim-
ilating these weapons into their war plans.154 Safely storing and handling these 
weapons presents logistical diffi culties, and employing them in combat can pose 
signifi cant operational problems. Early generations of biological weapons had 
limited effectiveness and uncertain results due to their reliance on vectors, such 
as insects or rats, or contamination of food or water to infect the enemy. Mod-
ern biological weapons based on aerosol dissemination are susceptible to vagaries 
in atmospheric conditions. This creates uncertainty for military planners and 
poses the risk of accidentally infecting friendly troops due to a change in wind 
direction.

A third reason for the rare use of these weapons is political and strategic. The 
use of these weapons may have been limited by the fear of retaliation or escalat-
ing a confl ict. Japan, Rhodesia, and South Africa engaged in biological warfare 
against opponents that were unable to retaliate in kind. The domestic or inter-
national reaction to the use of these illegitimate weapons, rather than the prohi-
bition itself, may have also had a restraining infl uence.

152. For a review of the debate over the sources of this taboo, see Leonard Cole, “The Poison Weap-
ons Taboo: Biology, Culture, and Policy,” Politics and the Life Sciences 17, no. 2 (1998): 119 –32.

153. Adrienne Mayor, Greek Fire, Poison Arrows, and Scorpion Bombs: Biological and Chemical Warfare 
in the Ancient World (Woodstock, NY: Overlook Press, 2003), 24 –39.

154. Military organizations are well known for resisting innovation in the absence of opera tional 
experience with a new technology. Barry Posen, The Sources of Military Doctrine: France, Britain, and 
Germany between the World Wars (Ithaca, NY: Cornell University Press, 1984), 55.
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Unfortunately, there is cause for concern that all three of these constraints on 
the use of biological weapons have been eroding. The continued proliferation of 
biological weapons may refl ect the diminishing normative power of the BWC. 
In 1972 the United States believed that four states were pursuing development 
of biological weapons.155 The number of states suspected of possessing an offen-
sive BW program had climbed to ten by 1989 and to twelve by 2001.156 Since 
then the number of states assessed as having BW programs has dropped to six.157 
Signifi cantly, all of these countries are parties to the BWC.158 The secretiveness 
with which these states pursue these weapons is a demonstration of the norma-
tive power of the BWC. But the purpose of the treaty was to prevent this activity, 
not just drive it underground. As Avner Cohen and Benjamin Frankel have ob-
served in the context of covert nuclear proliferation, “beyond a certain point the 
aggregate weight of an on-going practice overwhelms the rules.”159

The second constraint, posed by operational and logistical problems, may be 
less daunting now due to technological advances and organizational innova-
tions. As discussed above, the biotechnology revolution has introduced a range 
of advanced technologies that may make these weapons easier and safer to pro-
duce and store and more effective when employed.160 Virtually all of these tech-
nologies were developed for civilian, not military, purposes. Given the multiuse 
nature of the technologies that are required to develop and produce biological 
weapons, and the global growth in civilian applications of biotechnology, states 
pursuing biological weapons have several incentives to create a separate organi-
zation outside of the military establishment to conduct research, development, 

155. General Accounting Offi ce, Arms Control: U.S. and International Efforts to Ban Biological Weap-
ons, GAO/ NSIAD-93–113 (Washington, DC: GAO, 1992), 9 –11. These four states were the Soviet Union, 
Egypt, and Israel and either France or the People’s Republic of China. Interdepartmental Political-Military 
Group, Annual Review of United States Chemical and Biological Research Programs as of July 1, 1972, Oc-
tober 26, 1972, p. 19. National Security Council Files, NSC Institutional Files (H-Files). Box H-213: 
Policy Papers, NSDMs, NSDM-35 [4 of 4], Nixon papers; and Foreign Capabilities Task Force, Contri-
bution to NSSM-59: Foreign Chemical and Bacteriological (Biological) Warfare Capabilities, July 25, 1969, 
p. 36, FOIA.

156. Milton Leitenberg, Assessing the Biological Weapons and Bioterrorism Threat (Carlisle Barracks, 
PA: Strategic Studies Institute, 2005), 10 –16.

157. Interview with senior U.S. intelligence offi cial, Washington, DC, May 2008.
158. In 2005 the U.S. Department of State listed six nations that were suspected of not being in com-

pliance with the BWC: China, Cuba, Iran, North Korea, Russia, and Syria. Department of State, Adher-
ence to and Compliance with Arms Control and Nonproliferation Agreements and Commitments (Washington, 
DC: Department of State, 2005).

159. Cohen and Frankel, “Opaque Proliferation,” 30.
160. Jonathan B. Tucker, “The Future of Biological Warfare,” in The Proliferation of Advanced Weap-

onry, ed. W. Thomas Wander and Eric H. Arnett (Washington, DC: American Association for the Ad-
vancement of Science, 1992), 61–71; Block, “Living Nightmares,” 39 –75; and Robert P. Kadlec and 
Alan P. Zelicoff, “Implications of the Biotechnology Revolution for Weapons Development and Arms 
Control,” in Biological Warfare, ed. Zilinskas, 11–26.
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and production. From a scientifi c and technical perspective, such an organiza-
tion is better able to recruit and reward scientists and to obtain multiuse knowl-
edge, materials, and equipment from abroad then a military-run agency. By 
using an ostensibly civilian organization to conduct BW-related activities, a state 
can also better conceal the existence of a BW program and mili tary interest in bio-
logical weapons. Nations as diverse as the Soviet Union, Iraq, and South Africa 
have adopted this model.

In his pioneering book on innovation in business, The Innovator’s Dilemma, 
Harvard Business School professor Clayton Christensen argues that already suc-
cessful fi rms fail to invest in and capitalize on new disruptive technologies that 
represent a break from traditional products.161 According to Christensen’s the-
ory, fi rms are only able to successfully exploit disruptive technologies when they 
are being developed by an independent organization spun off from the main-
stream company. Biological weapons may represent a type of disruptive tech-
nology from the standpoint of militaries wedded to conventional and /or nuclear 
weapons. Military organizations tend to share the conservatism of the main-
stream fi rms in Christensen’s analysis: they are more interested in investing in 
weapons that are central to their current conception of waging war. Therefore, 
the creation of autonomous organizations dedicated to the development of bio-
logical weapons could serve as a catalyst for states to integrate these weapons into 
their arsenals and strategic planning. The dangers that such an autonomous or-
ganization poses to civilian oversight and management are discussed in greater 
depth in chapter 3.

Finally, the dominance of the United States and its allies in conventional mili-
tary technology may provide dissatisfi ed actors with a strong incentive to employ 
biological weapons as part of an asymmetric strategy that outweighs the politi-
cal and strategic hazards of using these weapons. Dissatisfi ed actors may calcu-
late that they can use their biological weapons as force multipliers to bring about 
a fait accompli, tailor their use of these weapons to avoid provoking regime-
threatening retaliation, or conduct anonymous attacks and avoid retaliation en-
tirely. As with nuclear weapons, the lack of large-scale use of biological weapons 
since 1945 is a cause for celebration, but it is not grounds for complacency.

In this chapter I discussed the major characteristics of biological weapons and 
highlighted four fi ndings. First, biological warfare strongly favors the attacker. 
Second, biological weapons are well-suited to serving as force multipliers, espe-
cially at the operational level of warfare. Third, biological weapons are poorly 
suited to serve as strategic deterrents. Fourth, the constraints on the development 

161. Clayton Christensen, The Innovator’s Dilemma (Boston: Harvard Business School, 1997).
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and use of these weapons may be eroding. Thus, biological weapons could pro-
vide dissatisfi ed states with a potent means of engaging in asymmetric warfare 
and challenging the status quo. Due to the limited value of biological weapons as 
strategic deterrents, the spread of these weapons will have a destabilizing infl u-
ence on international security.

The next four chapters describe the implications of these characteristics of bi-
ological weapons for verifying international biological arms control agreements, 
conducting civilian oversight over BW programs, collecting and analyzing in-
telligence on BW programs, and assessing the threat of biological terrorism. The 
concluding chapter offers policy prescriptions for reducing the dangers posed by 
biological weapons.



2

Verifi cation

Preventing the spread of biological weapons is perhaps the most diffi cult pro-
liferation challenge facing the international community. This does not mean that 
traditional arms control and nonproliferation tools should be abandoned, but 
policymakers must recognize that such measures are less effective at halting the 
spread of biological weapons than other types of weapons. Verifi cation, the abil-
ity to confi rm whether a nation is complying with its obligations, is the foun-
dation of effective arms control and disarmament. Fortunately, during the cold 
war, the most threatening mili tary forces—strategic nuclear weapons—required 
large industrial facilities to develop, produce, and test them. These facilities were 
either visible to overhead reconnaissance systems or had distinct signatures that 
could be detected at long range.1 Even chemical weapons programs require 

1. On the “reconnaissance revolution,” see John Lewis Gaddis, “The Long Peace: Elements of Stabil-
ity in the Postwar International System,” International Security 10, no. 4 (1986): 123 –25.
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industrial-scale production facilities and large stockpiles of munitions in order to 
pose a signifi cant military threat.2

The core problem in verifying compliance with biological arms control and 
disarmament agreements is that the capabilities for conducting the research, de-
velopment, production, and testing of biological weapons are virtually identical 
to those employed by defensive programs and in legitimate civilian enterprises. 
Biotechnology-related capabilities and activities that cannot be justifi ed as hav-
ing a civilian purpose—such as working with dangerous pathogens or experi-
menting with aerosols of biological agents—can be legitimate activities for a 
biological defense program. There are few aspects of a BW program that are 
unique to offensive applications and that are readily detectable by outsiders. Ad-
vanced biotechnologies may make it unnecessary to maintain large dedicated 
production plants, stockpiles of bulk agents, or fi lled munitions that would pro-
vide intelligence agencies or inspectors with a smoking gun.

The fi rst part of this chapter provides a primer on the 1972 Biological Weap-
ons Convention and describes the evolution of the treaty to date. The BWC pro-
hibits the development, production, stockpiling, acquisition, and retention of 
biological weapons. The BWC, however, does not include any mechanism for 
verifying that states are complying with the treaty. As a result, the international 
community has been engaged in an ongoing effort since 1975 to strengthen the 
treaty. International negotiations to create a compliance protocol for the treaty 
ended in 2001 after the United States rejected the draft protocol. Since 2003 state 
parties to the treaty have met annually to exchange ideas and proposals on na-
tional voluntary mechanisms for strengthening the treaty.

In the second part of this chapter I argue that the multiuse nature of biotech-
nology, the overlap between offensive and defensive activities, the need for se-
crecy, and the lack of signatures for offensive BW programs makes it diffi cult 
to distinguish between offensive and defensive or civilian activities. When of-
fensive and defensive activities cannot be differentiated, cooperation and arms 
control become extremely diffi cult. This is especially true when the military ca-
pabilities in question favor the attacker, as was shown to be the case in regard to 
biological warfare.3

In the third part of this chapter I examine the investigation of Iraq’s BW 
program by the United Nations Special Commission from 1991 to 1998. The 

2. Gordon M. Burck, “Chemical Weapons Production Technology and the Conversion of Civilian 
Production,” Arms Control 11, no. 12 (1990): 122– 63; and Offi ce of Technology Assessment (OTA), Tech-
nologies Underlying Weapons of Mass Destruction (Washington, DC: GPO, 1993), 15–55.

3. On the infl uence of the offense-defense balance on the security dilemma, see Robert Jervis, “Co-
operation under the Security Dilemma,” World Politics 30, no. 2 (1978): 167–214; and Stephen Van Evera, 
Causes of War: Power and the Roots of Confl ict (Ithaca: Cornell University Press, 2000), 135–37.
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UNSCOM experience represents the most important effort by the international 
community to verify biological arms control and dis armament. UNSCOM was 
the most intrusive arms control regime ever devised and had access to an unprece-
dented range of inspection techniques and technologies. Although UNSCOM 
was successful in uncovering aspects of  Iraq’s past BW activities, a comprehen-
sive account of  Iraq’s biologi cal agent research, production, testing, and weap-
onization only emerged following the defection of a high-level Iraqi offi cial in 
August 1995. The UNSCOM experience provides insight into how the multi-
ple uses of biological technologies complicates verifi cation and the extraordinary 
measures that were required to overcome Iraq’s attempts to retain an offensive 
BW capability based on multiuse technologies.

The chapter concludes with an analysis of the applicability of the UNSCOM 
experience to strengthening the BWC. While UNSCOM amply demonstrated 
the utility of a number of technologies and techniques for verifying biological 
arms control, the conditions required for UNSCOM’s success cast serious doubt 
on the ability of an international organization to achieve similar results in the 
context of a multilateral BW verifi cation treaty.

The Biological Weapons Convention

The Biological Weapons Convention, formally known as the Convention on the 
Prohibition of the Development, Production, and Stockpiling of Bacteriological 
(Biological) and Toxin Weapons and on their Destruction, entered into force on 
March 26, 1975. As of July 2008, 162 nations had become parties to the treaty and 
another 13 had signed but not ratifi ed it.

The BWC had its origin in an August 1968 British proposal to separate chemi-
cal and biological weapons in international disarmament negotiations and to 
focus international efforts on banning biological weapons.4 Until this point, ne-
gotiators in Geneva had sought an agreement to prohibit both chemical and bio-
logical weapons. International interest in such an agreement had intensifi ed 
during the mid-1960s in response to the use of tear gas, herbicides, and defoliants 
in Vietnam by the United States. Negotiations over the British proposal quickly 
bogged down due to the controversial nature of the U.S. intervention in Vietnam 
and attempts by Communist nations to use the forum for propaganda purposes.

4. For a summary of the negotiations leading to the BWC, see Susan Wright, “Geopolitical Origins,” 
in Biological Warfare and Disarmament: New Problems/New Perspectives, ed. Susan Wright, (Lanham, MD: 
Rowman and Littlefi eld, 2002), 313 – 42; and Marie Isabelle Chevrier, “The Politics of Biological Dis-
armament,” in Deadly Cultures: Biological Weapons since 1945, ed. Mark Wheelis, Lajos Rózsa, and Mal-
colm Dando, (Cambridge: Harvard University Press, 2006), 304 –28.
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The British reasoned that because biological weapons had not been previously 
used in battle, were not useful for deterrence, and had not yet spread beyond the 
great powers, it would be easier to negotiate a ban on them then on chemical 
weapons.5 The British proposal, however, faced stiff resistance from other states 
that objected to the exclusion of chemical weapons and the lack of any verifi ca-
tion provisions in the draft treaty. Two breakthroughs were required to over-
come this logjam and enable the superpowers to reach an agreement on a treaty 
banning biological weapons.

The fi rst breakthrough came on November 25, 1969, when President Nixon 
announced that the United States was terminating its offensive BW program. 
Nixon also announced that the United States would support the British draft 
convention despite the lack of verifi cation provisions. Although verifi cation had 
long been a key stumbling block for strategic arms control initiatives during the 
cold war, the United States was willing to accept this treaty without any veri-
fi cation measures for four reasons. First, the military was convinced that these 
weapons had little utility and therefore they were not concerned if another coun-
try was developing them. Second, the United States had already terminated its 
offensive BW program—and did not plan on rearming with biological weapons 
even if others violated the treaty. Third, it was hoped that the norm established 
by the treaty would deter other nations from developing biological weapons. Fi-
nally, the Soviets were opposed to on-site inspections.6

The second breakthrough occurred on March 30, 1971, when the Soviet 
Union, after having long opposed separating chemical and biological weapons in 
disarmament negotiations, reversed itself and submitted its own draft biological 
weapons treaty. At the time, the United States concluded that the Soviets were 
using the treaty to signal its interest in arms control and engage the Nixon ad-
ministration in strategic nuclear issues.7 After several months of negotiations, the 
United States and the Soviet Union jointly introduced a draft convention on bio-
logical weapons to the United Nations’ Conference of the Committee on Dis-
armament. The BWC opened for signature on April 10, 1972, and entered into 
force on March 26, 1975. In recognition of the important roles they played in the 
negotiation of the BWC, the United States, the United Kingdom, and Russia 
(originally the Soviet Union) serve as the depositories for the treaty.

5. UK Foreign Offi ce, Arms Control and Disarmament Research Unit, “Arms Control Implications 
of Chemical and Biological Warfare,” report written by Hedley Bull, ACDRU (66) 2 (2nd Draft), 4 July 
1966, FO 371/187448, National Archives, Kew, United Kingdom.

6. Tom Mangold and Jeff Goldberg, Plague Wars: The Terrifying Reality of Biological Warfare (New 
York: St. Martin’s Press, 1999), 55–57, 402 n. 26; and Alan F. Neidle, “The Rise and Fall of Multilateral 
Arms Control: Choices for the United States,” in Arms Control: The Multilateral Alternative, ed. Edward C. 
Luck, (New York: New York University Press, 1983), 13.

7. Ambassador James Leonard, cited in Mangold and Goldberg, Plague Wars, 59.
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Key Features of the BWC

The BWC was the fi rst international treaty to outlaw an entire class of weapons. 
In contrast, the recently completed Treaty on the Non-Proliferation of Nuclear 
Weapons (or Nuclear Non-Proliferation Treaty) allowed the fi ve states that pos-
sessed nuclear weapons at the time the treaty was written to keep them. The pre-
amble of the BWC highlights the importance the drafters of the treaty gave to 
capitalizing on the preexisting stigma against using disease as a weapon and their 
hope that the treaty would further reinforce this norm. The preamble states that 
the use of biological weapons is “repugnant to the conscience of mankind” and 
that the prohibition of these weapons is “for the sake of all mankind.”

The heart of the treaty is Article 1, which states:

Each State Party to this Convention undertakes never in any circumstances to 
develop, produce, stockpile or otherwise acquire or retain:

(1)  Microbial or other biological agents, or toxins whatever their origin or 
method of production, of types and in quantities that have no justifi cation 
for prophylactic, protective or other peaceful purposes;

(2)  Weapons, equipment or means of delivery designed to use such agents or 
toxins for hostile purposes or in armed confl ict.

The language in this article walks a fi ne line between the aspirations of the 
drafters to achieve a clear and unequivocal prohibition against biological weap-
ons and the reality of the multiuse nature of biological agents and biological 
research. As a result, while state parties are obligated “never in any circum-
stances” to develop, produce, or possess biological weapons, the borders demar-
cating prohibited and legitimate activities are either vague or undefi ned. The 
convention does not prohibit research on biological weapons in recognition of 
the great diffi culty in determining whether such activities are being undertaken 
for permitted or prohibited purposes.8 Furthermore, the convention does not de-
fi ne what activities are considered research, and therefore fall outside the scope 
of the treaty, and what activities constitute development, and therefore subject 
to the treaty’s provisions. In addition, the treaty allows the development, produc-
tion, and stockpiling of biological agents of appropriate “types and quantities” 
so long as they have “prophylactic, protective or other peaceful purposes.” How-
ever, the types, quantities, and purposes that are permitted are not further de-
fi ned in the treaty.9 This ambiguous wording and lack of defi nition was required 

8. Barend ter Haar, The Future of Biological Weapons (New York: Praeger, 1991), 64 – 65.
9. The United States has interpreted “protective, prophylactic, or other peaceful purposes” to in-

clude the prevention, diagnosis, or treatment of disease in humans, plants, and animals; the protection 
of humans, plants, and animals through vulnerability studies and the development of protective masks, 
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to allow states to continue conducting medical, scientifi c, public health, commer-
cial, and defensive work with organisms that could also be used as BW agents. 
The multiuse dilemma resulted in a treaty that places a heavy burden on inter-
preting the intent of an activity to determine whether or not it is in compliance 
with Article I.

Although the BWC was written before the advent of the biotechnology revo-
lution, its drafters were aware of the amazing advances that had already taken 
place in the life sciences and fully expected further such advances in the future. 
The inclusion of the phrases “other biological agents” and “whatever their ori-
gin or method of production” in Article I was intended to provide as broad as 
possible coverage of biological threats. The parties to the BWC have reaffi rmed 
at each of the treaty’s review conferences that Article I covers all recent develop-
ments in science and technology relevant to biological weapons.10

The other major obligations for state parties to the BWC are to destroy any 
BW agents and weapons in their possession (Article II), not to transfer biologi-
cal weapons or provide assistance to others in producing biological weapons 
(Article III), to put in place domestic legislation implementing the treaty (Ar-
ticle IV), to reaffi rm the Geneva Protocol banning the use of biological weap-
ons (Article VIII), and to provide assistance to states threatened by BW (Article 
VI). Under Article X, states are encouraged to engage in the fullest possible ex-
change of biological knowledge and materials and to implement the treaty in a 
way that does not hamper economic development or international cooperation 
in the life sciences.

The BWC has two notable differences from the other international WMD 
nonproliferation treaties: the Nuclear Non-Proliferation Treaty, the Chemical 
Weapons Convention, and the Comprehensive Test Ban Treaty. First, the BWC 
does not contain any verifi cation provisions. If a state suspects another state of 
violating the treaty, it has two options. Under Article V, it can engage in consul-
tations and attempt to resolve compliance concerns in a cooperative manner.11 
Under Article VI, it can lodge a complaint with the United Nations Security 

fi ltration systems, detection, warning and identifi cation devices, and decontamination systems; the de-
velopment of means for detecting violations of the treaty; biomedical research and biological processing 
technology for nonweapon purposes; and activities to protect or enhance the use of agriculture and the 
environment. “Memorandum from Brent Scowcroft, National Security Advisor, to Heads of Executive 
Departments and Agencies, Subject: U.S. Compliance with the Biological Weapons Convention, Decem-
ber 23, 1975,” CBW Conventions Bulletin 57 (September 2002): 2.

10. British Medical Association, Biotechnology, Weapons, and Humanity (Amsterdam: Harwood Aca-
demic, 1999), 37– 41.

11. Article V has been invoked only once, in response to allegations by Cuba in 1997 that the United 
States had spread agricultural pests on the island. Raymond A. Zilinskas, “Cuban Allegations of Bio-
logical Warfare by the United States: Assessing the Evidence,” Critical Reviews in Microbiology 25, no. 3 
(1999): 173 –227.
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Council, which is authorized to initiate an investigation of the allegation. Due 
to the veto power of the fi ve permanent members of the Security Council, this 
mechanism has not proven to be of any value. An alternative means of addressing 
compliance concerns emerged in 1982 when the UN Secretary-General gained 
the authority to investigate allegations of CBW use brought to its attention by 
member states.12 Although this mechanism has never been used to investigate 
the alleged use of biological weapons, the Secretary-General dispatched several 
teams to investigate alleged cases of CW use during the Iran-Iraq War, as well as 
in Mozambique and Azerbaijan in the early 1990s.13

The second major difference between the BWC and these other treaties is 
that the BWC lacks an international organization to support its implementation. 
When the Nuclear Non-Proliferation Treaty was signed in 1968, the Inter-
national Atomic Energy Agency (IAEA) was charged with ensuring that non-
nuclear states did not divert nuclear material into a weapons program. When 
the CWC was signed in 1993, the Organization for the Prohibition of Chemi-
cal Weapons was created to oversee the destruction of existing chemical weapons 
and to monitor civilian chemi cal facilities to ensure that they were not utilized 
for military purposes. The Comprehensive Test Ban Treaty Organization was 
created in 1996 to oversee a global verifi cation regime for the test ban treaty 
including an international monitoring system. Given the absence of an inter-
national organization to act as an advocate for the BWC or to serve as a forum 
for state parties to discuss the treaty’s implementation and improvement, the re-
view conferences held every fi ve years have served as the primary venue for dis-
cussing measures to strengthen the treaty.

Evolution of the BWC

Since its entry into force in 1975, the BWC has evolved in fi ts and starts.14 
For the fi rst sixteen years of the treaty, efforts to strengthen the treaty made 
incremental progress through the adoption of voluntary confi dence-building 

12. Additional General Assembly and Security Council resolutions in 1987 and 1998 empowered the 
Secretary-General to launch such investigations on its own authority.

13. These episodes demonstrated the ability of international investigations to confi rm or disprove al-
legations of CW use, but only if they were dispatched soon after the attack allegedly took place and the 
host country provided its full cooperation. Jonathan B. Tucker, “Multilateral Approaches to the Investi-
gation and Attribution of Biological Weapons Use,” in Terrorism, War, or Disease? Unraveling the Use of 
Biological Weapons, ed. Anne L. Clunan, Peter R. Lavoy, and Susan B. Martin (Stanford: Stanford Uni-
versity Press, 2008), 269 –92.

14. For detailed descriptions of the evolution of the BWC, see Nicholas A. Sims, The Evolution of Bio-
logical Disarmament (Oxford: Oxford University Press, 2001); and Jez Littlewood, The Biological Weapons 
Convention: A Failed Revolution (London: Ashgate, 2005).
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measures (CBMs) intended to improve the transparency of civilian and defen-
sive biological activities. Beginning in 1991, state parties began a process to de-
vise stronger mandatory measures to further improve transparency and provide 
greater confi dence that all state parties were in compliance with the treaty. Nego-
tiations on a compliance protocol for the treaty came to an end in 2001 when 
the United States announced it would not support the draft protocol (discussed 
in more detail below). A new process began in 2002 that featured regular ex-
changes of ideas and proposals on a wide array of voluntary national measures 
to strengthen the BWC.

At the second review conference in 1986 and at the third review conference 
in 1991 states adopted a number of voluntary CBMs to increase the transpar-
ency of facilities and activities of special relevance to the treaty. In the absence 
of verifi cation measures built into the BWC, state parties developed these CBMs 
to enhance their confi dence that other parties to the treaty were in compliance. 
In 1986 the state parties agreed to provide information on maximum contain-
ment biological labs on their territory, unusual outbreaks of infectious diseases 
or illnesses due to toxins, publications on biomedical research, and efforts to pro-
mote contact between scientists conducting research related to the BWC. In 1991 
the state parties adopted four new CBMs that required states to exchange in-
formation on past offensive and /or defensive biological programs, ongoing na-
tional biological defense research-and-development programs, human vaccine 
production facilities, and the implementation of national legislation relevant to 
the BWC. The lack of widespread and consistent participation in these CBMs 
and the uneven quality of the submitted information has been a consistent dis-
appointment and a motivating factor in the pursuit of more robust measures to 
strengthen the treaty.15

The third review conference in 1991 also established the Ad Hoc Group of 
Government Experts to Identify and Examine Potential Verifi cation Measures 
from a Scientifi c and Technical Standpoint (or Ad Hoc Group of Verifi cation 
Experts—VEREX) to evaluate twenty-one possible on-site and off-site mea-
sures to strengthen the BWC. The group submitted a consensus report to 
the state parties in 1993 that found that a combination of both types of mea-
sures could increase transparency and enhance confi dence in compliance with 
the treaty.16 In 1994 a special conference of signatories to the BWC authorized 
the negotiation of a legally binding protocol to the BWC to enhance compliance. 

15. Marie Isabelle Chevrier and Iris Hunger, “Confi dence Building Measures for the BTWC: Perfor-
mance and Potential,” Nonproliferation Review 7, no. 3 (2000): 24 – 42.

16. Ad Hoc Group of Governmental Experts to Identify and Examine Potential Verifi cation Mea-
sures from a Scientifi c and Technical Standpoint, Report, BWC /CONF.III.VEREX /9 (Geneva: United 
Nations, 1993).
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The newly created Ad Hoc Group began meeting regularly in January 1995, and 
in July 1997 the chairman of the group introduced a rolling text based on the nego-
tiations to date. In January 1998, after a bruising battle over U.S. Senate ratifi -
cation of the CWC, the United States announced its support for a protocol to 
strengthen the BWC based on declarations and on-site inspections administered 
by an international organization.17

By fall 2000, progress on the rolling text had stalled. The chairman of the talks 
judged that the remaining issues were too interdependent to be resolved individ-
ually and would instead require compromises across the entire body of the text. 
After extensive consultations with the delegations in Geneva, the chairman intro-
duced a composite text of a draft compliance protocol in March 2001. This draft 
protocol was intended to forge a compromise on contentious issues that were 
stalling the negotiations, such as the scope of required declarations, the extent 
and intrusiveness of inspections, the degree of protection afforded to proprie-
tary information, and restrictions on trade in biotechnology.

This text almost immediately encountered opposition. In May a group of de-
veloping nations from the Non-Aligned Movement rejected the chairman’s text 
and demanded a return to negotiations.18 The Non-Aligned Movement’s op-
position to the protocol revolved around the issue of export controls. The Aus-
tralia Group, an informal group now consisting of forty-one Western nations 
(including all OECD members except Mexico, the European Commission, all 
EU member states, Argentina, Croatia, and Ukraine) that was created with fi f-
teen members in 1985 to strengthen export controls on CW-related materials 
and equipment, had extended its mandate in 1991 to technology and materials 
relating to BW.19 While these nations justifi ed their action under terms of Ar-
ticle III of the BWC to prevent the proliferation of biological weapons, develop-
ing nations viewed the arrangement as discriminatory, an impediment to their 
economic development, and a violation of Article X. The tension between Ar-
ticle III and Article X created by the Australia Group’s export controls had been 
a key issue of contention throughout the protocol negotiations.

In July 2001 the United States announced that it would not accept the draft 
protocol because it was not intrusive enough to detect clandestine BW ac-
tivities, but it was invasive enough to compromise proprietary and classifi ed 

17. The U.S. opposed routine or random visits. White House Press Secretary, “The Biological Weap-
ons Convention,” Fact Sheet, January 27, 1998.

18. China, Cuba, Islamic Republic of Iran, Indonesia, Libyan Arab Jamahiriya, Pakistan, and 
Sri Lanka, Joint Statement on the Process of the BTWC Ad Hoc Group Negotiations, BWC /AD HOC 
GROUP/ WP.451, May 4, 2001.

19. Robert J. Mathews, “The Development of the Australia Group Export Control Lists of Biological 
Pathogens, Toxins and Dual-Use Equipment,” CBW Conventions Bulletin 66 (December 2004): 1– 4.
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information.20 Several factors contributed to this decision. The George W. Bush 
administration that took offi ce in January 2001 was opposed to multilateral trea-
ties, which it viewed as imposing unnecessary limitations on U.S. power and au-
tonomy. Based on this ideology, the Bush administration opposed not only the 
BWC protocol but also the Kyoto Protocol on greenhouse gases, the Compre-
hensive Test Ban Treaty, and the Anti-Ballistic Missile Treaty. Aside from these 
foreign policy considerations, the United States had two substantive concerns 
about the draft protocol that predated the George W. Bush administration. First, 
since the late 1990s the United States had dramatically expanded its biodefense 
program, including classifi ed threat assessment programs, to counter the threat 
posed by states and terrorists. By 2001 the United States had the largest bio-
defense program in the world, and it feared that the protocol might compromise 
intelligence sources and methods associated with the threat assessment programs 
and reveal vulnerabilities in U.S. defenses against biological weapons.21 Second, 
the United States was home to the largest and most dynamic pharmaceutical 
and biotechnology industries, including ten of the top twenty pharmaceutical 
companies in the world. U.S. pharmaceutical fi rms are the biggest spenders on 
R&D, and they have introduced the most new drugs, including the most popular 
ones.22 The United States also leads the world, by a large margin, in the number 
of biotechnology fi rms, private biotechnology R&D expenditures, and the num-
ber of biotechnology patents fi led.23 These industries, and the government, were 
wary of declarations and on-site inspections that might compromise proprietary 
information in these increasingly global and competitive businesses. Industry ex-
ecutives were already wary of BW inspections due to their negative experience 
with Russian visits to a U.S. pharmaceutical company in the early 1990s as part 
of the Trilateral Agreement. As part of the Trilateral Agreement signed by the 
United States, the United Kingdom, and the Russian Federation in September 
1992 to address U.S. and British concerns about Russia’s compliance with the 
BWC, the parties agreed to reciprocal visits to nonmilitary biological facilities. 
In 1993, after Anglo-American visits to Biopreparat facilities in Russia, a Russian 
delegation visited a pharmaceutical production plant owned by Pfi zer and Pfi z-
er’s main research center in the United States. After the visit, a Russian news-
paper published allegations by an unidentifi ed Russian government offi cial that 

20. Ambassador Donald Mahley, “Statement by the United States to the Ad Hoc Group of Biologi-
cal Weapons Convention States Parties,” Geneva, Switzerland, July 25, 2001, http://www.state.gov/t /ac /
rls /rm /2001/5497.htm.

21. Interview with Ambassador Donald Mahley, Cambridge, Massachusetts, April 3, 2003.
22. European Federation of Pharmaceutical Industries and Associations, The Pharmaceutical Industry 

In Figures: 2002 (Brussels: EFPIA, 2002), 6, 13, 21.
23. Brigitte van Beuzekom and Anthony Arundel, OECD Biotechnology Statistics—2006 (Paris: Or-

ganization for Economic Cooperation and Development, 2006), 14, 17, 44.
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the United States was violating the BWC and implicated Pfi zer in maintaining 
BW research and production facilities. No offi cial from the Russian government 
refuted the report.24

At the end of the fi fth review conference in December 2001, the United States 
surprised the other state parties by demanding an end to the Ad Hoc Group. 
Instead of acceding to this demand, the conference was suspended until 2002. 
On the resumption of the review conference in November 2002, the state par-
ties agreed to hold a series of annual meetings leading up to the next review con-
ference in 2006. These meetings examined new mechanisms to strengthen the 
treaty, such as national implementing legislation, pathogen security, investiga-
tions of BW use and disease outbreaks, disease surveillance, and codes of conduct 
for scientists.25 The negotiation of a legally binding compliance protocol was ef-
fectively put into abeyance.

At the sixth review conference in 2007, a new agenda was adopted to ad-
dress the following issues over the next fi ve years: national implementation and 
regional cooperation on BWC implementation; biosafety and biosecurity; over-
sight, education, and codes of conduct; assistance with surveillance, detection, di-
agnosis, and containment of infectious disease; and assistance to states in case of 
BW use. This meeting also established the Implementation Support Unit (ISU), 
the treaty’s fi rst dedicated organizational capacity, to administer the CBMs, the 
annual meetings, and the review conferences. While the creation of a dedicated 
organization to assist with the implementation of the BWC was a long overdue 
measure, the authority and capability of the ISU are severely limited.26

The BWC remains the cornerstone of the BW nonproliferation regime. The 
treaty has been vital for reinforcing the norm against the use of disease as a 
weapon. The treaty’s CBMs increase transparency of BW-related activities and 
facilities and help states demonstrate their compliance with the treaty. The pe-
rennial shortcoming of the treaty has been its lack of verifi cation provisions. Al-
though efforts to strengthen the treaty through a legally binding compliance 
protocol have halted, parties to the treaty are continuing to explore other means 
of reducing the threat posed by biological weapons during the ongoing inter-
sessional meetings.

24. Mangold and Goldberg, Plague Wars, 203 –7; and Will D. Carpenter and Michael Moodie, “Indus-
try and Arms Control,” in Biological Warfare: Modern Offense and Defense, ed. Raymond Zilinskas (Boul-
der, CO: Lynne Reinner, 2000), 191.

25. Jonathan B. Tucker, “The BWC New Process: A Preliminary Assessment,” Nonproliferation Re-
view 11, no. 1 (2004): 4 – 8.

26. The ISU has a staff of three while the IAEA has 2,200 employees, the Organization for the Prohi-
bition of Chemical Weapons has 500, and the Comprehensive Test Ban Treaty Organization has 260.
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Obstacles to Verifi cation of Biological Arms Control

As indicated in the introduction, the diffi culty in verifying that a state is com-
plying with its commitment to use biotechnology for peaceful purposes is due 
to: (1) the multiuse nature of biotechnology, (2) the overlap between offensive 
and defensive activities, (3) the need for secrecy to protect commercial and na-
tional security information, and (4) the lack of signatures of an offensive pro-
gram. These characteristics make biological arms control and disarmament 
agreements dramatically harder to verify than similar arrangements regarding 
nuclear and chemical weapons.

The Multiuse Nature of Biotechnology

Biotechnology is multiuse in the sense that it can be applied to civilian endeavors 
as well as defensive and offensive military programs. Although chemical weap-
ons technology is commonly characterized by a high degree of multiple uses, 
there is in fact a range of materials, equipment, production processes, and facili-
ties that have no civilian application.27 In contrast, many of the raw materials and 
equipment required for the research, development, production, and weaponiza-
tion of biological weapons are used in civilian industries.28 The multiuse nature 
of biology exacerbates the diffi culty in determining the true purpose behind sus-
picious activities or facilities.

In some cases, the biological agents themselves are multiuse. Botulinum toxin, 
ten thousand times more lethal than the nerve gas VX, is marketed under the 
name Botox to treat spastic eye-muscle disorders and migraine headaches and 
to smooth facial wrinkles.29 The number of multiuse agents is likely to become 
more pronounced as the use of toxins in medical research and therapy continues 
to grow.30 Even innocuous agents with civilian applications can be used as part of 
an offensive BW program. The use of nonpathogenic organisms, such as B. sub-
tilis and B. thuringiensis as simulants for the closely related B. anthracis, was inte-
gral to the Iraqi BW program.31

27. Burck, “Chemical Weapons Production Technology,” 122– 63.
28. OTA, Technologies Underlying Weapons of Mass Destruction, 84 – 87.
29. Jonathan B. Tucker, “Dilemmas of a Dual-Use Technology: Toxins in Medicine and Warfare,” 

Politics and the Life Sciences 13, no. 1 (1994): 52–53; and Eric A. Johnson, “Clostridial Toxins as Therapeu-
tic Agents: Benefi ts of Nature’s Most Toxic Proteins,” Annual Review of Microbiology 53 (1999): 551–75.

30. Alan P. Zelicoff, “The Dual-Use Nature of Biotechnology: Some Examples from Medical Thera-
peutics,” Director’s Series on Proliferation 4 (Livermore, CA: Lawrence Livermore National Laboratory, 
May 1994), 82– 83.

31. These simulants were used at every stage of Iraq’s BW program: determining the best growth 
media to use, testing production equipment, scaling up production, developing spray-drying techniques, 
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Research conducted for scientifi c or commercial purposes could also poten-
tially be used for military purposes. Many of the BW threat agents are naturally 
occurring diseases that are endemic in certain parts of the world and periodically 
cause epidemics for people and animals. Thus, the medical and public health 
authorities in many countries have legitimate reasons for conducting research 
on the virulence, pathogenicity, immune-response avoidance, and antibiotic re-
sistance of dangerous pathogens. This research is facilitated by the sequencing 
of the genomes of more than one hundred microbial pathogens, including Y. pes-
tis and B. anthracis, with the results posted on the Internet.32 This information 
will allow researchers to develop better drugs and improve our understanding 
of the evolution of microorganisms as well as making it possible modify these 
pathogens to make them more effi cient killers. Likewise, techniques developed 
for the microencapsulation of pharmaceuticals to improve drug delivery could 
also be applied to the development of more stable biological weapons.

The fi eld of genetic engineering is rife with examples of multiuse research. 
Research on gene therapy is aimed at perfecting the art of inserting foreign ge-
netic material into viruses and using them as vectors that can avoid the human 
immune system.33 Scientifi c research may also devise new ways to create danger-
ous pathogens by accident. In 2001 Australian scientists inserted a gene for the 
immune regulatory protein interleukin-4 (IL-4) into mousepox, which inadver-
tently resulted in a virus that could kill all of the mice exposed to it, including 
those immunized against ordinary mousepox.34 This experiment demonstrated a 
possible method for engineering a highly virulent and vaccine-resistant form of 
variola, the virus that causes smallpox.

The Soviet Union actively sought to apply advances in genetic engineering to 
the development of new biological weapons.35 Milton Leitenberg has identifi ed 
several examples of the same techniques and pathogens being utilized in civilian 

studying conditions suitable for storing organisms, assessing the viability of these organisms in an aerosol, 
testing munitions to determine dispersion patterns and dissemination effi ciency, and training personnel. 
United Nations Monitoring, Verifi cation and Inspection Commission (UNMOVIC), Unresolved Disarma-
ment Issues: Iraq’s Proscribed Weapons Programmes (New York: United Nations, 2003), 131–32.

32. National Research Council, Seeking Security: Pathogens, Open Access, and Genome Databases (Wash-
ington, DC: National Academies Press, 2004), 3.

33. Steven M. Block, “Living Nightmares: Biological Threats Enabled by Molecular Biology,” in The 
New Terror: Facing the Threat of Biological and Chemical Weapons, ed. Sidney D. Drell, Abraham D. So-
faer, and George D. Wilson (Stanford, CA: Hoover Institution Press, 1999), 60 – 65.

34. Ronald J. Jackson, et al., “Expression of Mouse Interleukin-4 by a Recombinant Ectromelia Virus 
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Virology 75, no. 3 (2001): 1205–10.

35. Interview with Serguei Popov, former Soviet biological weapons scientist, Manassas, Virginia, 
July 25, 2002; and Ken Alibek, Biohazard: The Chilling True Story of the Largest Covert Biological Weapons 
Program in the World—Told from the Inside by the Man Who Ran It, with Stephen Handelman (New York: 
Random House, 1999), 231.
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biomedical research, in defensive programs within the United States and United 
Kingdom, and in the former Soviet Union’s offensive program. For example, in 
the 1980s the U.S. Army developed techniques to insert foreign genetic material 
into vaccinia, the virus used as a vaccine for smallpox, to develop new vaccines. 
Soviet scientists took advantage of this research and the genetic similarities be-
tween vaccinia and variola to develop an improved smallpox weapon.36

Biotechnology’s multiuse nature is also evident in the equipment used in the 
production, weaponization, and dissemination of biological agents. The same 
fermenters, egg incubators, and tissue-cell cultures found in the pharmaceuti-
cal, dairy, and brewery industries can also produce biological warfare agents. Ac-
cording to a former UNSCOM inspector, all of the equipment and supplies Iraq 
used for research and development, testing, pilot plant trials, and production 
of biological weapons were dual-use.37 After the 1991 Gulf War, Iraq was able 
to gain considerable experience in the production of dry bulk bacterial agents 
under the cover of biopesticide production at Al Hakam. The same equipment 
and processes could also be applied to the production of B. anthracis in dry pow-
der form. The equipment required to dry and mill a pharmaceutical product for 
aerosol delivery does not differ greatly from equipment needed to produce an 
easily aerosolized BW agent. The centrifuges used in the Soviet program to pu-
rify and concentrate liquid slurries of bacteria were similar to those used to make 
milk and butter and were produced at a civilian dairy-equipment plant. Even 
the machines used by Iraq and the Soviet Union to fi ll munitions with biological 
agents were commercially available and had civilian uses. Finally, in some cases, 
civilian equipment can be used to disseminate biological agents. In the 1980s, 
Iraq modifi ed and successfully tested domestic and imported agricultural spray-
ers for the dissemination of biological agents.38

The multiuse property of biotechnology allows a nation developing bio logical 
weapons to hide its activities in civilian institutes that appear to be, or actually 
are, conducting legitimate pharmaceutical or medical research. Most countries 
believed to have worked on or be working on biological weapons, including 
Iran, Iraq, the Soviet Union, and South Africa, have exploited the multiuse na-
ture of biotechnology to conduct the research, development, and production of 
BW agents in ostensibly civilian facilities.39 The Soviet Union created Biopreparat 

36. Milton Leitenberg, “Distinguishing Offensive from Defensive Biological Weapons Research,” 
Critical Reviews in Microbiology 29, no. 3 (2003): 232–34; and Alibek, Biohazard, 259 – 60.

37. Raymond A. Zilinskas, “Verifying Compliance to the Biological and Toxin Weapons Conven-
tion,” Critical Reviews in Microbiology 24, no. 3 (1998): 198.

38. Alibek, Biohazard, 98–99; Tim Trevan, Saddam’s Secrets: The Hunt for Iraq’s Hidden Weapons (Lon-
don: HarperCollins, 1999), 314; and UNMOVIC, Unresolved Disarmament Issues, 57– 60, 132.
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as a civilian research organization in the 1970s to exploit the emerging fi eld of 
molecular biology for military applications. According to Ken Alibek (formerly 
Kantajan Alibekov), deputy director of Biopreparat, “ostensibly operating as a 
civilian pharmaceutical enterprise, the agency could engage in genetic research 
without arousing suspicion. It could participate in international conferences, 
interact with the world scientifi c community, and obtain disease strains from 
foreign microbe banks—all activities which would have been impossible for a 
military laboratory.”40 A similar logic led South Africa to conduct its secret CBW 
program in front companies that concealed the role of the military, granted sci-
entists free access to the international scientifi c community, and assisted with the 
procurement of multiuse equipment and materials from abroad.41 The remark-
able progress of Iraq’s BW program before the 1991 Gulf War from research to 
production in only fi ve years was due in part to its exploitation of civilian vaccine 
facilities for the production of BW agents.42

Overlap between Offensive and Defensive Activities

A second phenomenon that further undermines the ability of states to reliably 
distinguish between activities prohibited and permitted under the BWC is the 
substantial overlap between these types of activities. Although biological weap-
ons (munitions designed to disseminate biological agents) and biological defenses 
(such as syringes fi lled with vaccine) can be readily distinguished when placed 
side by side, the research, development, production, and testing activities used to 
develop these capabilities are similar, if not identical, in many ways. The overlap 
between offensive and defensive activities provides states with another means of 
masking an offensive program and complicates efforts to assess compliance with 
biological arms control and disarmament agreements.

At the research-and-development stage, it is extraordinarily diffi cult to dif-
ferentiate between research conducted solely for defensive purposes and research 
that is undertaken for the development of weapons. The same equipment, ma-
terials, technologies, and techniques are used for both types of research. For ex-
ample, experiments to manipulate an organism’s virulence are staples of both 
defensive and offensive programs and generate similar types of knowledge. 
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Defensive programs conduct such research to identify ways to decrease an or-
ganism’s virulence in order to create a better vaccine, while offensive programs 
explore ways to heighten an organism’s virulence. Russian scientists have por-
trayed research conducted under the former Soviet program on enhancing 
the virulence of B. anthracis and conferring multiple antibiotic resistance to 
B. anthracis as efforts to develop improved defenses against this agent.43

The production processes for some vaccines and BW agents are also similar. In 
1990 –91, when the United States sought to stockpile botulinum antitoxin, it fi rst 
had to grow large quantities of the toxin, which was then treated with forma-
lin to inactivate it while preserving its immunogenic properties. Killed vaccines 
go through a similar process that results in the production of large quantities of 
the pathogen until the organisms are chemically treated and killed.44

Both offensive and defensive programs also need to engage in generating and 
testing aerosols of infectious agents and simulants in both the laboratory and the 
fi eld. Defensive programs conduct such experiments to develop animal models 
for studying the pathogenesis of disease, evaluating the effectiveness of vaccines 
and treatments, and testing detection systems and decontamination procedures. 
Offensive programs engage in aerosol testing to determine the effectiveness of 
different strains and preparations of an agent, the optimal environmental pa-
rameters for disseminating the agent, and the performance of biological muni-
tions. Both types of programs are also interested in understanding the behavior of 
aerosols in order to predict the effects of a biological attack. Although the scale of 
testing and nature of agents employed would differ between these types of pro-
grams, such differences would not be readily apparent to outside observers.45

Even apparently benign defensive activities such as immunizing soldiers 
against anticipated biological warfare threats can have an offensive connota-
tion. It would be reasonable to infer that an aggressor contemplating the use of 
a biological weapon would want to ensure that its own troops are protected in 
the event of blowback. During the cold war, the United States viewed Soviet 
chemical and biological defensive preparations as evidence of intent to initi-
ate the use of these weapons.46 According to press reports, the U.S. government 
viewed the immunization of Iraqi and North Korean soldiers against smallpox 

43. A. V. Stepanov, et al., “Development of Novel Vaccines against Anthrax in Man,” Journal of Bio-
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as evidence that these countries possessed variola virus, planned on using it as 
a weapon, and wanted to protect their own forces. As one anonymous Depart-
ment of Defense offi cial put it: “The vaccinations are as close to a smoking gun 
as you can come.”47 This inference, however, is not always warranted. After Op-
eration Iraqi Freedom, it was determined that Iraq did not in fact possess variola 
virus.48 Likewise, the vaccination of U.S. soldiers against anthrax and smallpox 
are not indicators of intent to use these agents as biological weapons.

Perhaps the most vexing challenge to distinguishing between offensive and 
defensive programs is the need for defensive programs to engage in offensive re-
search to prepare for current threats or to anticipate new ones. This type of re-
search goes beyond that described above in that the goal is to create a limited 
offensive capability in order to assess vulnerabilities and evaluate the effective-
ness of current and planned defenses. As with any other form of warfare, under-
standing the threats posed by others is a prerequisite for developing an effective 
defense. In 1969, when the United States terminated its offensive BW program, 
it was recognized that “maintenance of a defensive RDT&E [research, develop-
ment, test, and evaluation] program inherently requires some offensive RDT&E 
effort.”49 Although the new policy limited the United States to conducting only 
defensive biological research, it was recognized that “this does not preclude re-
search into those offensive aspects of bacteriological / biological agents necessary 
to determine what defensive measures are required.”50 These types of activities 
fall into a grey area of the BWC that does not prohibit research on biological and 
toxin agents. This ambiguity has been exploited by Russian and South African 
offi cials who have claimed that their past offensive activities were motivated by 
external threats and that their sole purpose was to assess these threats and de-
velop countermeasures.51

This lack of a clear boundary between offensive and defensive programs has 
been a source of continuing controversy for the United States’ biodefense pro-
gram. In the 1980s, the U.S. Army increased its spending on defensive biological 
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research in response to intelligence that Soviet Union had an active BW pro-
gram, including the application of genetic engineering. The military’s research 
on genetically modifi ed organisms and exotic diseases, as well as construction 
of a new aerosol test facility were subsequently criticized and restricted due to 
their perceived association with offensive activities.52 After September 11, 2001, 
the United States established a new facility, the National Biodefense Analy-
sis and Countermeasures Center (NBACC), to conduct research on the physi-
cal and biological properties of traditional, genetically modifi ed, and emerging 
BW agents as part of a threat assessment program.53 Critics have pointed out that 
the research necessary to characterize biological threats as described by NBACC 
scientists could cross the line into activities prohibited by the BWC. Without 
greater transparency into the facility, its activities, and the measures it was tak-
ing to ensure that it remained in compliance with the BWC, U.S. biodefense 
research might be misinterpreted as being for offensive purposes or provide 
justifi cation for other states to conduct such work in the context of an offen-
sive program.54

Secrecy to Protect National Security and Proprietary Information

Facilities engaged in defensive and civilian activities frequently have legitimate 
needs for a limited degree of secrecy to protect national security and proprietary 
business information. This secrecy makes it more diffi cult for outside observers 
to determine the intent behind a program or capability and can foster suspicion 
and mistrust. Furthermore, the safeguards for protecting sensitive information 
demanded by states uninterested in developing biological weapons make it easier 
for states pursuing these weapons to hide their illicit activities. Even advocates 
of strengthening the BWC acknowledge that a verifi cation regime that is sensi-
tive to national security and commercial concerns will likely be unable to reliably 
detect violations of the treaty.55
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States developing defenses against biological weapons may need to keep cer-
tain aspects and characteristics of these activities secret to ensure the effective-
ness of their preparations. Intelligence on foreign biological threats, specifi c 
vulnerabilities, and the range of medical countermeasures available have been 
cited as “obvious examples where secrecy would be advisable.”56 Making such 
information publicly available could enable an adversary to identify and exploit 
weaknesses in defensive preparations and intelligence gathering. Given the di-
versity of biological warfare agents, an adversary could select an agent for which 
it knows the target state lacks any or adequate defenses. In addition, the advent of 
genetic engineering makes it possible to modify pathogens to be resistant to anti-
biotics, circumvent vaccine-induced immunity, or evade diagnostic and detec-
tion systems.57

When the United States abandoned its offensive program in 1969, it commit-
ted itself to conducting its defensive program as openly as possible. Nonethe-
less, an interagency group determined that the performance of detection systems, 
threat assessments, and vulnerability studies may require classifi cation.58 Al-
though this policy is not believed to have changed, the number and nature of 
classifi ed biodefense programs has increased since the mid-1990s. These secret 
biodefense projects have included the construction of a small biological agent 
production facility, the production of dried B. anthracis spores, the testing of cop-
ies of a Soviet-designed biological bomblet, and the replication of a genetically 
engineered strain of B. anthracis developed by the Soviet Union that was able to 
circumvent some vaccines.59 The United States claimed that the purpose of these 
research projects was defensive and legal under the BWC, but the combination 
of capabilities under development and the secrecy of the work raised questions 
at home and abroad about the commitment of the United States to enforcing the 

56. Malcolm Dando, Biological Warfare in the 21st Century: Biotechnology and the Proliferation of Bio-
logical Weapons (London: Brassey’s, 1994), 190. In addition, SIPRI has listed methods of dissemination, re-
sults of fi eld tests, studies of tactical and strategic implications based on this information, and the nature 
of countermeasures that an aggressor could bypass as examples of information that should be classifi ed 
under a defensive program. SIPRI, The Problem of Chemical and Biological Warfare, vol. 6, Technical As-
pects of Early Warning and Verifi cation (New York: Humanities Press, 1975), 25.

57. Department of Defense, Biotechnology and Genetic Engineering: Implications for the Development of 
New Warfare Agents (Washington, DC: DOD, 1996), 4 –7; and Block, “Living Nightmares,” 39 –75.

58. Interdepartmental Political Military Working Group, Annual Review of United States Chemical 
Warfare and Biological Research Programs as of 1 November 1970, December 5, 1970, 23 –24, FOIA.

59. Judith Miller, Stephen Engelberg, and William J. Broad, “U.S. Germ Warfare Research Pushes 
Treaty Limits,” New York Times, September 4, 2001, A1; Judith Miller, Stephen Engelberg, and Wil-
liam Broad, Germs: Biological Weapons and America’s Secret War (New York: Simon and Schuster, 2001), 
290 –98, 308 –10; and Scott Shane, “Army Confi rms Making Anthrax in Recent Years,” Baltimore Sun, 
December 13, 2001.



72    Liv ing  Weapons

BWC.60 In contrast, some offi cials involved in biodefense activities believe that 
there is already an excessive amount of publicly available information on the 
U.S. biodefense program that exposes current shortfalls and gaps in defensive 
preparedness.61 Indeed, the original design of NBACC called for it to be a classi-
fi ed facility requiring a security clearance to enter.62

The pharmaceutical and biotechnology industries, which have the greatest 
concentration of multiuse technological capabilities to research, develop, produce 
and test biological weapons, rely on secrecy to protect their intellectual property. 
This secrecy is necessary due to the long, costly, and risky process of developing 
new drugs, the limited duration of patent protection, and the incentives for rivals 
to engage in corporate espionage.

The pharmaceutical and biotechnology industries are knowledge intensive 
and invest heavily in research and development to generate new products.63 The 
drug discovery and development process is also a risky one. The pharmaceutical 
industry estimates that for every 25,000 to 50,000 compounds discovered and in-
vestigated by researchers, only one will successfully make it to market and earn 
a positive return on its R&D costs.64 The escalating costs of R&D, clinical trials, 
and regulatory review have boosted the average cost of developing a new drug to 
between $800 million to $1.2 billion.65

Firms seeking to protect their investment in a promising organism or com-
pound must rely on secrecy and security until their discovery has been patented. 
Since the R&D process for a new drug can take ten to twelve years and drugs 
are protected by patents for seventeen years, companies typically have only fi ve 
to seven years to make a profi t before a drug is available for generic production. 
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Firms can extend the window of profi tability by delaying the application for 
a patent and relying instead on trade secrecy to protect their discovery. Once 
patent protection does expire, a fi rm’s advantage in competing against generic 
versions of its product may result from customized production equipment and 
processes that are also held as trade secrets.66

The 1990s saw a boom in the rise of blockbuster drugs, the sales of which are 
over $1 billion a year.67 Historically, the fi rst drug to market for a particular dis-
ease or condition has been the most profi table.68 This fi rst-mover advantage places 
enormous pressure on companies to safeguard their drug-development process 
and for unscrupulous rivals to seek proprietary information on promising drug 
candidates. As a result, the pharmaceutical industry has experienced a number of 
corporate espionage cases in recent years.69 The industry estimates that corporate 
espionage in the mid-1990s cost fi rms over $3 billion in lost sales.70

Offensive BW Programs Lack Unique Signatures

The paucity of unique signatures associated with offensive BW programs makes 
them diffi cult to detect. Detecting facilities utilized in the production of BW 
agents is challenging. First, pathogen production facilities can be externally 
identical to a pharmaceutical facility or double as a pharmaceutical facility dur-
ing peacetime. High levels of biocontainment are not necessary or suffi cient for 
a plant to produce BW agents. Iraq produced B. anthracis and botulinum toxin 
without these precautions.71 Meanwhile, modern pharmaceutical facilities have 
begun incorporating multipurpose containment features in plants to ensure qual-
ity control.72 The physical characteristics of a facility such as heavy security, stor-
age bunkers, and incinerator stacks may look suspicious, but they are not direct 
evidence of an offensive program. Second, large facilities or stockpiles of agent 
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are not required for a nation to have a signifi cant military capability. Advanced 
technology such as continuous-fl ow fermenters and viral reactors reduce the size 
of a production facility and accelerate the production process, obviating the need 
to stockpile biological weapons.73 Third, the production of BW agents does not 
produce easy-to-detect effl uents such as those associated with the production of 
chemical and nuclear weapons.74

The weaponization of biological warfare agents also does not generate read-
ily identifi able signatures. Much of the activity required to design and test a mu-
nition can be conducted in specially equipped chambers located in nondescript 
buildings. Field tests and associated facilities could be camoufl aged as CW tests, 
biopesticide trials, or as vulnerability studies. The munitions themselves may be 
modifi ed versions of civilian aerosol generators, chemical warheads, conven-
tional bombs, or aircraft fuel tanks.75 These munitions would be unremarkable 
and virtually identical to the original items. Only an analysis of their contents 
would reveal their true identity. In the early 1990s, UNSCOM destroyed what it 
thought were chemical munitions but were in fact biological munitions; the only 
feature that differentiated these munitions was black stripes on their exterior.76 
Indeed, a BW program could piggyback on a CW program: the munitions, fi lling, 
and testing facilities are all similar.77 Iraq’s weaponization and testing activities 
were the most diffi cult aspect of Iraq’s BW program for UNSCOM to uncover. 
The lack of unique signatures associated with BW programs makes these pro-
grams notoriously diffi cult targets for inspectors and spies. The challenges posed 
by BW programs to intelligence agencies are addressed in chapter 4.

United Nations Special Commission

The investigation of Iraq’s BW program by the United Nations Special Com-
mission from 1991 to 1998 was an important test of the international communi-
ty’s ability to verify whether or not a state was complying with its biological arms 
control obligations. UNSCOM was the most intrusive arms control regime ever 
devised and had access to an unprecedented range of inspection techniques and 
technologies. UNSCOM provided a real-world test of many of the inspection 
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techniques discussed during VEREX for use in a verifi cation protocol for the 
BWC. Although UNSCOM was successful in uncovering aspects of Iraq’s past 
biological weapons activities and forcing Iraq to admit that it had had an offen-
sive BW program, a comprehensive account of Iraq’s BW research, production, 
testing, and weaponization only emerged following the defection of a high-level 
Iraqi offi cial in August 1995. The conditions required for UNSCOM’s success cast 
serious doubt on the ability of an international organization to achieve simil ar 
results in the context of a multilateral BW verifi cation regime. This case il-
lustrates the extraordinary measures that were required to overcome a dedi-
cated state’s attempts to conceal and retain an offensive BW capability based on 
multiuse technologies.

The United Nations Security Council created UNSCOM in 1991, in the af-
termath of Iraq’s defeat in the Gulf War, to oversee the dismantling of Iraq’s 
biological and chemical weapons and ballistic missiles.78 In April 1991 Iraq de-
clared that it had no biological weapons or programs to develop such weapons. 
Although early inspections led Iraq to admit that it had conducted biological 
military research, some inspectors believed that Iraq was hiding a larger of-
fensive BW program. It was only after UNSCOM inspectors had accumulated 
convincing evidence that Iraq had obtained all of the materials necessary for a 
BW program and could not credibly account for the peaceful use of such ma-
terials that Iraq admitted in July 1995 to the production of BW agents at Al 
Hakam and other facilities. In the meantime, Iraq had continued to refi ne its 
ability to mass-produce BW agents at Al Hakam. In August 1995, after the 
defection of Hussein Kamel, who had directed Iraq’s WMD and missile pro-
grams, Iraq admitted to producing even larger quantities of agent, fi lling them 
into munitions, testing them, and deploying them on the eve of the 1991 Gulf  
War. As a result of these disclosures, UNSCOM ordered the destruction of Al 
Hakam and the disabling of other facilities that had been used to produce BW 
agents. UNSCOM had still not verifi ed the completeness and accuracy of these 
Iraqi revelations when it withdrew from Iraq in December 1998. In December 
1999 the Security Council disbanded UNSCOM and created a new organiza-
tion, the United Nations Monitoring, Verifi cation and Inspection Commission, 
to replace it.

The UNSCOM experience has been used by both proponents and opponents 
of biological arms control to support their case. One school of thought views 
UNSCOM’s investigation as a failure and attributes the uncovering of Iraq’s secret 
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BW program to the defection of Hussein Kamel.79 In contrast, another school 
of thought sees the UNSCOM experience as an unqualifi ed success that demon-
strated the possibility of a robust regime to detect a secret BW program.80 The 
lessons provided by UNSCOM for BW verifi cation are not that straightforward. 
Although UNSCOM eventually forced Iraq to admit that it had an extensive of-
fensive program, it was not able to verify the elimination of the program or to 
confi dently assess continued BW-related activities by Iraq. Therefore, it is im-
portant to analyze, not only what UNSCOM accomplished, but also how it did 
so. This is vital for determining the sources of UNSCOM’s successes and fail-
ures and for understanding how effective a future biological arms control veri-
fi cation regime could be.

UNSCOM’s Mandate and Powers

The inspection and monitoring regime imposed by the Security Council on 
Iraq was the most intrusive ever devised. On April 8, 1991, the Security Coun-
cil approved Resolution 687, which established the cease-fi re terms for the 1991 
Gulf War. According to the resolution, Iraq was required, inter alia, to “un-
conditionally accept the destruction, removal, or rendering harmless, under in-
ternational supervision” of “all chemical and biological weapons and all stocks 
of agents and all related subsystems and components and all research, develop-
ment, support and manufacturing facilities.” Iraq was ordered to submit to the 
Secretary-General, within fi fteen days of the adoption of the resolution, a dec-
laration of the locations, amounts, and types of all proscribed items and to agree 
to inspection by UNSCOM at declared sites and any additional sites designated 
by UNSCOM. UNSCOM was also authorized to establish a system of ongoing 
monitoring and verifi cation (OMV) of Iraq’s compliance with these demands. 
UNSCOM thus had four missions: to verify the accuracy and completeness of 
Iraq’s declarations; to conduct inspections to ensure that Iraq did not retain any 
proscribed items; to construct a system to monitor continued Iraqi compliance 
with the terms of the resolution; and to oversee the destruction of any prohibited 
weapons, materials, or facilities.81

The Security Council subsequently bolstered UNSCOM’s authority and ca-
pabilities after evidence emerged of Iraqi noncompliance and obstruction of 
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inspections. Resolution 707, passed in August 1991, authorized UNSCOM to 
conduct aerial reconnaissance and surveillance operations.82 UNSCOM began 
fl ights of U-2 reconnaissance aircraft on loan from the United States in Septem-
ber 1991 and helicopter missions from Baghdad starting in June 1992. Resolution 
715, passed in October 1991, extended UNSCOM’s right to “anytime, anywhere” 
inspections indefi nitely as part of UNSCOM’s ongoing monitoring and verifi ca-
tion program, even once Iraq’s banned weapons were destroyed, and extended 
this access to Iraq’s dual-use facilities.83

As a result of these resolutions, UNSCOM was granted extraordinary powers 
to implement its mandate. UNSCOM was authorized to conduct an unlimited 
number of unannounced inspections of any site anywhere in Iraq; ask any ques-
tions during interviews; conduct aerial overfl ights of any location in the coun-
try; seize, copy, or photograph any item or record; employ any sensor, take any 
samples, and use any means of analysis it deemed necessary; install monitoring 
equipment at designated sites; and search any means of transport. In addition, 
Iraq was obliged by these resolutions to provide information to UNSCOM on 
all sites, facilities, materials, equipment, documentation, imports, activities, and 
intentions rele vant to nuclear, biological, chemical, and missile programs and 
dual-use capabilities.84

The next three sections examine how UNSCOM used these authorities to in-
vestigate Iraq’s BW program. UNSCOM’s activities are divided into three phases. 
The fi rst phase covers UNSCOM’s search for an offensive Iraqi program in 1991 
following the Gulf War. The second phase involves UNSCOM’s collection and 
analysis of evidence between 1992 and July 1995, which resulted in Iraq’s confes-
sion of a past offensive program. The third phase began with Hussein Kamel’s 
defection in August 1995. That defection forced Baghdad to provide a compre-
hensive accounting of its BW research, production, and weaponization activities, 
which UNSCOM spent the next three years trying to verify. This phase ended 
with UNSCOM’s withdrawal from Iraq in December 1998.

Phase 1: The Search for Iraq’s Biological Weapons Program 
(April 1991–December 1991)

During the fi rst phase of UNSCOM’s investigation, the main task of the inspec-
tors was to establish whether or not Iraq had an offensive BW program. On 
April 18, 1991, Iraq submitted a declaration to UNSCOM stating that “Iraq does 
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not possess any biological weapons or related items as mentioned” in Resolution 
687.85 Between August and December, UNSCOM conducted three inspections 
to verify Iraq’s April 1991 declaration. Inspectors visited eleven facilities that 
were suspected of being part of Iraq’s BW program or had dual-use capabilities. 
In addition, inspectors visited fi fteen airbases and ammunition depots looking 
for signs of chemical or biological weapons activity.

Based on these inspections, UNSCOM reported to the Security Council in 
October 1991 that “conclusive evidence that Iraq was engaged in an advanced 
military biological research programme has been collected. No evi dence of ac-
tual weaponization has been found.”86 The report singled out Salman Pak as the 
research center for the program. This conclusion was based on the fi ndings of 
the fi rst BW inspection team that visited Salman Pak in August 1991.

Salman Pak was the fi rst site inspected by UNSCOM BW inspectors since 
it had been identifi ed prior to the war as the main Iraqi BW research-and- 
development center. On their arrival, Iraqi offi cials told the inspectors that 
“biological research activities for military purposes” had taken place at Salman 
Pak between 1986 and August 1990. The program was terminated due to the im-
pending war and Iraq destroyed all of its BW agents at this time. According to 
the head of the program, Rihab Taha, the effort was small with just ten person-
nel and the results had been meager. The group had conducted research on and 
laboratory-scale production of B. anthracis, C. botulinum, C. perfringens, and two 
harmless bacteria used to simulate B. anthracis.87

During the inspection of Salman Pak, the inspectors found several indications 
that Iraq was concealing the true extent of its past biological activities. After in-
spectors found some animal cages, including ones designed for primates, Taha 
admitted that experiments had been conducted on animals to ascertain the tox-
icity of agents. Evidence of Iraqi attempts to conceal the true nature of the site 
included Iraqi demolition of buildings that had survived bombing during the 
Gulf War, including those that housed fermenters, an aerosol test chamber, 
and a small incinerator. These sites were also bulldozed with fresh dirt piled on 
top. The aerosol test chamber had been crushed and dumped two kilometers 
away from Salman Pak. In addition, large piles of burnt ash outside of buildings 
and in basements indicated that large amounts of documents had been burned 
recently.88
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The inspectors also noted several details that belied Iraq’s claim that its pro-
gram was strictly defensive. First, there was no evidence of Iraqi work on pro-
tective equipment or materials despite Iraqi claims that they had developed 
military vaccines against cholera and typhoid and were working on vaccines 
against anthrax and botulinum toxin.89 Second, Salman Pak was part of the 
Technical Research Center, whose director, Ahmed Murtada, was a brigadier 
general in the Iraqi military and also director general of the Badr Scientifi c Es-
tablishment, a munitions design-and-production plant. Inspectors saw this affi lia-
tion as a connection between biological research and weaponization.90 Based on 
this information, chief inspector David Kelly confronted Murtada that given 
the equipment and research conducted at Salman Pak, the program could not 
be solely defensive. According to Trevan, “Murtada acquiesced to this state-
ment, implicitly agreeing that there had been an offensive biological weapons 
program.”91

When UNSCOM BW inspectors returned to Iraq in September 1991 they 
visited ten other sites in Iraq capable of conducting BW research or production. 
Among these sites, the single-cell protein (SCP) plant at Al Hakam was the only 
one that aroused suspicion among inspectors about its intended purpose and past 
activities.

Al Hakam had several distinctive features that appeared inappropriate given 
its stated civilian purpose. Its remote location in the desert made no sense from a 
civilian perspective since the facility required a skilled workforce as well as large 
volumes of high-quality water. In addition, the layout of the complex was too 
large and spread out for a civilian site but appropriate for preventing an accident 
at one building from affecting the entire facility. The facility also had physical se-
curity measures, fortifi ed bunkers, dummy bunkers, and air defenses that were 
hardly standard features for a civilian SCP production facility. Inspectors found 
evidence that the site had been sanitized recently, including evidence that an air-
lock at the labo ratory building had been removed.92 Inspectors also discovered 
organizational and personnel linkages between Al Hakam and Salman Pak. In 
addition, Al Hakam had been quickly and secretly built by an Iraqi military 
construction company, and its establishment had not been publicized despite its 
status as the nation’s premier SCP production facility. Although the Iraqis had 
answers for all of the inspectors’ questions, the answers were unsatisfactory and 
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the team was unable to determine the scope and commercial viability of the SCP 
program. Furthermore, the Iraqis could not produce any documentation sup-
porting their claims about the purpose and history of the facility.93

Al Hakam possessed an impressive fermentation capability that could support 
large-scale BW agent production, although at the time of the inspection none of 
the fermenters were functioning. The facility also housed a large building that 
had been intended to hold a 5,000-liter fermenter produced by the Swiss fi rm 
Chemap. After the inspection, UNSCOM learned that Chemap was shown a site 
at Latifi yah, thirty kilometers away, as the intended destination of the fermenter 
and that, in contrast to other projects in Iraq, the fi rm was not supposed to estab-
lish on-site support for the equipment. In addition to the secrecy surrounding this 
procurement, the inspectors also found it suspicious that the 5,000-liter fermenter 
that Iraq had ordered was not large enough to satisfy the nation’s SCP needs.94

Although the inspectors were able to collect evidence that Al Hakam was 
not the simple civilian site portrayed by the Iraqis, the inspectors did not fi nd 
any evidence of BW agents or weapons. All of the samples taken from the fer-
menters tested negative for the presence of BW agents.95 In addition, a cru-
cial indicator of BW production was missing: the air-handling and containment 
equipment necessary to work with dangerous pathogens. Also, the fermenters 
were not designed for use with dangerous pathogens and would require special 
seals, fi lters, and other modifi cations for large-scale production of BW agents. 
As a result of the lack of appropriate biosafety measures, most of the inspectors 
believed that large-scale production of pathogens at the site would be too dan-
gerous. Only the chief inspector David Kelly was convinced that the site was a 
BW production facility.96 Other inspectors assessed the site as “embryonic” and 
not yet operational. In the view of team member Karen Jansen, the fermen-
tation capability at Al Hakam was “junk” and the facility “wasn’t far enough 
along to have produced SCP or anything else.”97

In addition to Salman Pak and Al Hakam, UN inspectors visited nine civil-
ian sites that could be used for BW research or production. These sites included 
a pharmaceutical plant at Samarra, a foot-and-mouth disease vaccine plant at 
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Al Daura, the Al Kindi Company for Serum and Vaccine Production in Abu 
Ghraib, the Serum and Vaccine Institute at Amiriyah, a SCP plant at Taji, an ag-
ricultural research facility at Al Fudaliyah, a blood bank at Medical City in Bagh-
dad, a slaughterhouse in Baghdad, and a bakery in An Najaf. The range of sites 
visited indicates the range of civilian facilities that can be used to develop biologi-
cal weapons. Based on physical inspection, interviews, and access to documents, 
the inspectors concluded that these nine facilities were legitimate civilian enter-
prises and were not involved in the development of biological weapons. The blood 
bank, slaughterhouse, bakery, and the Samarra pharmaceutical facility were im-
mediately cleared of suspicion. The other sites, however, exhibited varying levels 
of capabilities for conducting research on or production of biological weapons.98

Vaccine-production plants are commonly viewed as the most suitable civilian 
facilities for use in producing BW agents due to the availability of the necessary 
equipment and skilled personnel needed to grow large volumes of microorgan-
isms. The foot-and-mouth disease vaccine plant at Al Daura, the Al Kindi Com-
pany for Serum and Vaccine Production in Abu Ghraib, and the Serum and 
Vaccine Institute at Amiriyah were all judged as being used for their declared 
purposes. Since each of these facilities was also assessed as being capable of pro-
ducing BW agents, inspectors recommended that all of these facilities be moni-
tored in the future.99

The inspectors also visited two abandoned sites. The Agricultural and Water 
Resources Center at Al Fudaliyah contained two fermenters designed for the 
production of foodstuffs that could also be used to produce pathogens. The site 
at Taji had been used to produce SCP before being abandoned, and its fermenter 
was transferred to Al Hakam. Both sites were assessed by inspectors as not being 
useful for producing BW agents.100 According to biological inspector Karen 
Jansen, all of these facilities “were obviously legitimate. . . . The Iraqis were able 
to answer any questions to the complete satisfaction of the inspectors and provide 
documents to validate any uncertainties.”101

Evaluation of Phase 1

An assessment of UNSCOM’s fi rst year of conducting biological inspections 
in Iraq by the British government concluded that the inspectors were able to 
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produce “reasonably defi nitive” assessments of the eleven sites they visited, that 
they identifi ed indicators differentiating between BW research and legitimate 
civilian activity, and that the level of openness and cooperation exhibited at le-
gitimate sites differed from that experienced at suspected weapons facilities.102 
In addition, aside from Salman Pak, the inspectors were able to determine with 
confi dence what the current activities of the facilities were and they were “rea-
sonably assured” that past activities did not differ from the peaceful civilian 
work declared by Iraq.103 As we now know based on Iraq’s revelations of its past 
offensive BW program, this confi dence was misplaced and this early assessment 
of UNSCOM’s performance was overly optimistic. Of the eleven sites visited by 
UNSCOM BW inspectors in 1991, six were later found to be part of Iraq’s BW 
program. A summary of UNSCOM’s performance in identifying Iraqi BW sites 
in 1991 is provided in table 3.

UNSCOM’s only unqualifi ed success during this fi rst phase was confi rming 
U.S. and British intelligence reports that Salman Pak was Iraq’s BW research 
center. Iraq later revealed to UNSCOM that Salman Pak had been engaged in 
applied research, laboratory-scale production, and animal testing of B. anthracis, 

102. United Kingdom, UN Special Commission BW Inspections in Iraq: Lessons for the Ad Hoc Experts 
Group on Verifi cation, BWC/CONF.III/ VEREX.WP5, 1992, 5.

103. Ibid., 8.

TABLE 3. Assessment of UNSCOM’s Performance

Facility Declared Purpose UNSCOM Assessment Actual Purpose

Salman Pak Military biological 
defense research

BW research BW research

Al Hakam Single-cell protein plant Suspected future BW 
production plant

BW production plant

Al Daura Veterinary vaccine plant True BW production and 
research

Al Kindi Veterinary vaccine plant True Transferred production 
equipment to 
Al Hakam

Amiriyah Vaccine production and 
research

True As stated

Al Fudaliyah Abandoned research 
center

True BW production

Taji Abandoned single-cell 
protein pilot plant

True Abandoned BW 
production plant

Baghdad 
slaughterhouse

Slaughterhouse True As stated

Najaf Bakery True As stated
Medical City Blood bank True As stated
Samarra Pharmaceutical plant True As stated
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botulinum toxin, C. perfringens, and myco toxins between 1987 and 1991. This 
success should be tempered, however, by the fact that most of the inspectors in-
terviewed by Kathleen Bailey agreed that if Iraq had chosen to stonewall the in-
spectors on the fi rst team, the physical inspection of Salman Pak would not have 
enabled the inspectors to uncover the information provided by Iraq on the nature 
and extent of their biological program. Inspectors were unable to locate docu-
ments, equipment, matérial, or other information that the Iraqis did not disclose. 
Due to damage caused by the air campaign, Iraq’s concealment activities, and 
Iraq’s lack of cooperation, it was not possible for the inspectors to develop a 
complete picture of what Iraq had been doing at Salman Pak.104 Nonetheless, 
the inspectors correctly determined that despite Iraqi denial and deception ef-
forts, Salman Pak refl ected an intent and capability by Iraq to develop biologi-
cal weapons.

The inspectors were also right to be suspicious about Al Hakam, but they 
failed to discover that the facility was a BW production plant and had been used 
to produce BW agents for almost two years prior to the inspection. This failure 
was due to several factors. First, UNSCOM believed that Iraq’s BW program 
was still engaged in research, so Al Hakam was viewed as possibly having a fu-
ture role in the BW program as a production facility.105 Second, the poor state of 
the fermentation equipment and the lack of adequate containment systems to 
work with dangerous pathogens was viewed by inspectors with experience in 
Western biodefense and microbiological laboratories as being unsuited to pro-
ducing pathogenic BW agents. Since sampling of the fermenters did not reveal 
the presence of BW agents, the inspectors did not have any hard evidence that Al 
Hakam had been part of an Iraqi BW program. According to Jansen, “whatever 
the true intent of this site [Al Hakam], there is no way to conclusively determine 
what it was by an on-site inspection.”106

The inspectors also failed to detect pre–Gulf  War BW research and produc-
tion activity at the foot-and-mouth disease vaccine plant at Al Daura, the SCP 
plant at Taji, and the water and agricultural research facility at Al Fudaliyah. 
Iraq later revealed that before the war Al Daura had produced 5,000 liters of 
botulinum toxin, Taji had produced 8,000 liters of botulinum toxin, and Al Fu-
daliyah had produced 1,800 liters of afl atoxin. This failure has three important 
implications for verifi cation. First, it demonstrates the utility of civilian dual-use 

104. Bailey, UN Inspections in Iraq, 41, 53; Jansen, “Biological Weapons Proliferation,” 113; and David 
L Huxsoll, “The Nature and Scope of the BW Threat,” Director’s Series on Proliferation 4 (Livermore, CA: 
Lawrence Livermore National Laboratory, May 1994), 27.

105. Paul Lewis, “UN Weapons Inspectors Renew Hunt in Iraq,” New York Times, November 17, 
1991, A12.

106. Jansen, “Biological Weapons Proliferation,” 114.
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facilities in BW research and production. None of these sites had to be signifi -
cantly modifi ed to switch from producing vaccines, SCP, or sugar, respectively, to 
BW agents.107 Second, it illustrates the need for a verifi cation regime to monitor 
a large number and variety of facilities to prevent their diversion to a BW pro-
gram. Third, the ability of Iraq to conceal its past BW production at these dual-
use sites, particularly at Al Daura, highlights the diffi culties in detecting when a 
legitimate civilian site is also used for BW activities.

Intelligence played a minimal role in this stage of UNSCOM’s investiga-
tion of Iraq’s BW program. Salman Pak was the only Iraqi BW facility visited 
by UNSCOM that had previously been identifi ed by intelligence agencies. The 
other fi ve sites visited by UNSCOM that had been part of the Iraqi BW program 
had been declared by Iraq as possessing dual-use capabilities. The three sites tar-
geted for inspection based on intelligence were the slaughterhouse, blood bank, 
and bakery; all three were determined to be legitimate enterprises with no con-
nection to BW. Even accurate intelligence is of limited value if it is out of date. In 
November 1991, based on intelligence provided by the United States, UNSCOM 
inspectors used metal detectors in an unsuccessful search for buried biological 
munitions at an airbase known as Airfi eld 37.108 The CIA had fi rst received in-
formation about buried biological munitions at Airfi eld 37 in June 1991.109 Unbe-
knownst to the CIA, Iraq dug up those munitions, moved them, and destroyed 
them by the end of the summer.110

By the end of the second inspection, UNSCOM had visited all of Iraq’s 
major BW research and production sites, although this would not be known 
for several years. At that point, UNSCOM believed Iraq had a minor offen-
sive R&D program before the Gulf War that did not involve large-scale pro-
duction. UNSCOM had used Iraq’s declarations and intelligence to pinpoint 
sites for inspections, but it was unable to prove the suspicions of inspectors and 
lacked additional intelligence on which to base new inspections.111 By early 1992 
one senior inspector concluded, “one thing is for sure, without any tangible evi-
dence that contradicts what we have been told, we are unlikely to uncover any-
thing more.”112

107. UNMOVIC, Compendium of Iraq’s Proscribed Weapons Programmes in the Chemical, Biological 
and Missile Areas (New York: United Nations, 2007), 827–32, 915–23, 937– 40 [hereafter Compendium].

108. Rod Barton, The Weapons Detective: The Inside Story of Australia’s Top Weapons Inspector (Mel-
bourne: Black Inc. Agenda, 2006), 81–92; and Trevan, Saddam’s Secrets, 171–72.

109. Central Intelligence Agency (CIA), Intelligence Related to Possible Sources of Biological Agent 
Exposure during the Persian Gulf War (Langley, VA: CIA, August 2000), http://www.gulfl ink.osd.mil / 
library/43917.htm.

110. Duelfer Report, 3:50 –51.
111. The United States did have additional intelligence on Iraq’s BW program but, for unknown rea-

sons, did not share it with UNSCOM for several years. See chapter 4.
112. Jansen, “Biological Weapons Proliferation,” 115.
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Phase 2: Putting the Pieces Together ( January 1992–July 1995)

UNSCOM’s investigation of Iraq’s BW program was largely dormant through-
out 1992 and 1993.113 The lack of priority accorded to Iraq’s BW program was in 
part due to the lack of new information to act on and the lack of an adequate full-
time staff to generate new information.114 As UNSCOM prepared to establish 
a monitoring system for Iraq’s chemical, biological, and missile-related facili-
ties in 1994, the organization increased the size of its BW unit and the pace of its 
BW inspections.115 By mid-1995 UNSCOM had accumulated enough evidence 
to confront Iraq about its past BW activities and to discredit Iraqi cover stories 
and denials. UNSCOM scored an important victory on July 1, 1995, when Iraq 
fi nally admitted to having had an offensive BW program and that Al Hakam 
had produced BW agents.

Iraq’s acceptance of Resolution 715 in November 1993 and the implemen-
tation of UNSCOM’s plan for the ongoing monitoring and verifi cation system 
beginning in 1994 generated new information and opportunities for the inspec-
tors. In addition, crucial information was obtained from outside of Iraq that pro-
vided UNSCOM with new avenues of investigation. The key to the unraveling 
of Iraq’s deception was an innocuous material called “complex growth media” 
that is used to culture and grow bacteria. Iraq’s inability to provide a credible ac-
count of its importation and utilization of this growth media played a crucial role 
in the nation’s disclosure in July 1995 that it had an offensive BW program and 
had produced a large quantity of BW agents.

The success of the OMV system was predicated on the ability of UNSCOM 
to gain a complete understanding of Iraq’s dual-use capabilities. The system was 
designed to monitor declared dual-use sites, equipment, and materials that were 
being used for legitimate civilian purposes and to detect diversions of these sites 
and items for proscribed purposes. The OMV system was not designed to de-
tect undeclared or proscribed sites or items, which was a function of UNSCOM’s 
disarmament mission.116 UNSCOM BW inspectors followed a two-pronged 
approach to address this issue: establishing an inventory of Iraq’s BW-capable 

113. By the end of 1993, there had been only three biological inspections, compared to twelve chemi-
cal inspections and nineteen missile inspections. UNSC, Seventh Report of the Executive Chairman of the 
Special Commission Established by the Secretary-General pursuant to paragraph 9 (b) (i) of Security Council 
Resolution 687 (1991) on the Activities of the Special Commission, S/1994/750 (New York: United Nations, 
June 24, 1994), 30 –31.

114. In October 1992, UNSCOM had only one biologist on staff.
115. By the end of 1994, UNSCOM’s BW unit had fi ve members. Barton, Weapons Detective, 121; 

and Graham S. Pearson, The Search for Iraq’s Weapons of Mass Destruction (London: Palgrave Macmillan, 
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116. Stephen Black, “Investigating Iraq’s Biological Weapons Program,” in Biological Weapons, ed. 
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dual-use equipment and conducting interviews with Iraqis who had been part 
of the defensive program or associated with it. Despite Iraq’s refusal to provide 
UNSCOM with the names of its foreign suppliers and attempts to hide such 
information, UNSCOM was able to obtain the names of Iraq’s foreign suppli-
ers of cell cultures, fermenters, aerosol generators, milling machines, inhalation 
chambers, and growth media. In addition, UNSCOM learned that most of these 
shipments had gone through the Technical and Scientifi c Materials Import Di-
vision (TSMID), which on paper was part of the Ministry of Trade but actually 
reported to the Military Industrialization Commission and was the sole order-
ing arm for the Technical Research Center, the organization responsible for Sal-
man Pak and Al Hakam.117 Through interviews, the inspectors also learned of 
connections between Al Hakam and Salman Pak and linked both of these facil-
ities to the CW program based at Muthanna. In addition, inspectors discovered 
that several Iraqis who had worked on the military research program at Sal-
man Pak were now managing civilian facilities such as the vaccine plants at Al 
Daura, Al Kindi, and Amiriyah. All of these sites had been on UNSCOM’s ini-
tial list of suspected BW sites, although no evidence had yet been found to link 
them to BW activities. The behavior of Iraqi scientists during interviews with 
UNSCOM inspectors was also revealing. The Iraqis interviewed were evasive, 
appeared to have been thoroughly coached beforehand, and exhibited collective 
amnesia, which implied that Iraq was still hiding something.118

At the end of 1994, UNSCOM reported to the Security Council that its greatest 
verifi cation challenge was accounting for Iraq’s past biological program. Accord-
ing to UNSCOM, “Iraq’s account is minimal and has no inherent logic. . . . While 
Iraq maintains that the programme was in the early research stages and would 
be defensively oriented, the indications all point to an offensive program.”119 
UNSCOM’s assurance that Iraq was concealing an offensive program was 
strengthened by an interview in February 1995 with General Wafi q al-Samarra’i, 
the former head of Iraq’s military intelligence. Samarra’i, who had recently 
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Reviews in Microbiology 24, no. 3 (1998), 222; and Trevan, Saddam’s Secrets, 284.
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defected to Turkey, was the fi rst Iraqi defector interviewed by UNSCOM with 
credible knowledge of Iraq’s BW program. He told the inspectors that the BW 
program had been underway at Salman Pak since at least 1982 under the super-
vision of the intelligence service. He also reported that in 1991 Iraq had two hun-
dred biological bombs that weighed either 500 kilograms or 500 pounds and that 
weapons-related documents had been hidden at the Samarra Drug Company.120

By April 1995 UNSCOM had developed a strong case that Iraq was continu-
ing to conceal an offensive program, based on information about its importation 
of growth media and other dual-use equipment and the nature of the Al Hakam 
facility.121 Iraq’s inability to credibly refute this assessment over the next three 
months, and its increasingly tenuous economic situation, led it to disclose its of-
fensive program in July 1995.

The major breakthrough that allowed UNSCOM to expose Iraq’s past BW 
program centered around Iraq’s importation of massive quantities of growth 
media from European companies. Through discussions with European sup-
pliers and information provided by Israel, UNSCOM was able to document 
TSMID’s importation of roughly forty tons of growth media between 1987 and 
1990.122 This quantity of growth media was suffi cient to support a modest- sized 
pharmaceutical plant, but Iraq did not have such a facility. By Iraq’s own calcu-
lations, its hospitals consumed only two hundred kilograms of growth media 
a year.123 Given the connection between TSMID and the Iraqi BW program, 
UNSCOM believed that Iraq imported the growth media for the purpose of pro-
ducing biological weapons. UNSCOM was eventually able to locate twenty-three 
tons of growth media, but this left seventeen tons unaccounted for. Throughout 
early 1995 UNSCOM sought a credible explanation from Iraq regarding the fate 
of the growth media. In response, Iraq presented a number of increasingly im-
probable explanations as to why it had imported such large quantities of the ma-
terial and what happened to the missing growth media. By April 1995 all of these 
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claims had been investigated and had been rebutted, were deemed implausible, 
or remained unsupported by any evidence.124

At the same time that inspectors were knocking holes in Iraq’s account of 
its purchase and utilization of growth media, they were also uncovering new 
information about Al Hakam’s true purpose and past history. As noted ear-
lier, since the original inspection in October 1991, some UNSCOM inspectors 
had remained suspicious about Iraqi claims that Al Hakam was a civilian SCP-
 production plant.125 Although the secrecy, security, and physical characteristics of 
the facility undermined the Iraqi claim that it was a civilian SCP-production plant, 
the lack of containment to prevent the escape of dangerous pathogens led some 
inspectors to conclude that the site was not involved in Iraq’s BW program.126

In early 1995 UNSCOM uncovered evidence that Iraq had planned on in-
stalling advanced air-fi ltration systems in two buildings at Al Hakam. After re-
viewing the architectural drawings of Al Hakam, inspecting the facility, and 
interviewing the engineers who designed the facility, UNSCOM inspectors 
learned that Iraq had planned to install high-effi ciency particulate air, or HEPA, 
fi lters on two buildings at Al Hakam, which they referred to as Project 324. 
Inspectors also had intelligence provided by the United States and Israel about 
Iraq’s purchase of HEPA fi lters for two buildings at an unidentifi ed facility code-
named Project 324.127 The use of such sophisticated equipment was inconsistent 
with the declared purpose of these buildings but would be required for work 
with BW agents.128

Although not reported publicly at the time, UNSCOM had also discovered 
an anomaly in the ongoing activities at Al Hakam. In addition to the produc-
tion of SCP, Iraq also claimed that the facility was engaged in the production of 
the biopesticide Bacillus thuringiensis, commonly known as Bt, which is a spore-
forming bacteria closely related to B. anthracis. UNSCOM’s analysis of sam-
ples taken from the spray driers at Al Hakam in December 1994 found that Bt 
was being produced in dry powder form with particles less than 10 microns in 

124. Trevan, Saddam’s Secrets, 288 – 89, 295, 303 –10; Barton, “Unraveling Iraq’s Biological Weapons 
Program”; and Black, “UNSCOM and the Iraqi Biological Weapons Program,” 292.

125. Aside from David Kelly, this assessment was shared by Richard Spertzel, former deputy com-
mander of the U.S. Army Medical Research Institute of Infectious Diseases, and William Patrick, who 
had previously worked in the U.S. offensive BW program. Miller, Engelberg, and Broad, Germs, 144 – 45; 
and Barton, Weapons Detective, 125.

126. In addition to Karen Jansen, this judgment was shared by Volker Beck, the chief inspector of 
the fourth BW inspection team, by David Franz, former commander of USAMRIID, and by two micro-
biologists on staff at UNSCOM, Rod Barton and Raymond Zilinskas. Barton, Weapons Detective, 118, 
125; Leitenberg, Problem of Biological Weapons, 198; and Trevan, Saddam’s Secrets, 261.

127. Trevan, Saddam’s Secrets, 274, 291–92; Barton, Weapons Detective, 126, 137; and Miller, Engel-
berg, and Broad, Germs, 148 – 49.

128. UNSC, S /1995/284, 19.



Veri f i ca t ion    89

size. This size was inconsistent with biopesticide applications but was ideal for 
the dissemination of a biological weapon. In addition, UNSCOM discovered 
that the Bt from Al Hakam lacked the characteristic protein-crystal inclusions 
needed for insecticidal activity.129 UNSCOM concluded that the dry powder Bt 
was being used to practice production of dry B. anthracis.130 Dry powders of BW 
agents are more potent, more stable, easier to disseminate, and survive longer in 
aerosol form in arid environments such as the Middle East than the liquid slur-
ries that Iraq produced before the 1991 Gulf  War.

Finally, thanks to foreign suppliers and intelligence agencies, UNSCOM was 
able to document attempted and successful efforts by TSMID to procure a range 
of dual-use equipment and materials needed to produce, process, and weap-
onize BW agents. For example, TSMID’s purchase of four fi lling machines, a 
spray drier, an inhalation chamber, and a sophisticated laboratory were linked 
by UNSCOM to Al Hakam. In addition, TSMID attempted to order three 
large fermenters and disguise the fact that Al Hakam was the equipment’s ul-
timate destination. UNSCOM also learned that TSMID had attempted to ob-
tain a highly virulent strain of B. anthracis from the United Kingdom that would 
be well suited for use as a biological warfare agent.131 Based on these fi ndings, 
UNSCOM reported to the Security Council that Iraq had obtained or sought all 
of the dual-use equipment required for a BW program, and Iraq’s failure to ac-
count for the legitimate use of these materials lead to the conclusion that they 
had been acquired for use in a BW program.132

UNSCOM’s BW inspectors are convinced that Iraq’s failure to account for the 
growth media was crucial to Iraq’s decision to admit that it had had an offensive 
program.133 The detailed documentation available to UNSCOM regarding Iraqi 
imports of the material, the sheer quantity of missing growth media, and the di-
rect correlation between growth media and BW agent production meant that 
Iraq could not dismiss the issue. Although Iraq tried to stonewall UNSCOM, 
its support within the Security Council was slipping. The thoroughness of the 
April 1995 report, combined with Iraq’s clumsy and implausible denials, un-
dercut the support they had been receiving from their French and Russian allies 
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on the Security Council. In order to recover their credibility, Russia and France 
began pressuring Iraq to come clean so that sanctions might be lifted.134 Iraq was 
increasingly susceptible to such pressure due to the damage that four years of 
sanctions had infl icted on its economy. During this period, Iraq’s gross domestic 
product per capita fell dramatically, infl ation increased precipitously, the govern-
ment’s ability to provide social services suffered, and the value of the dinar tum-
bled to new lows.135 The regime in Baghdad now saw an opportunity to get out 
from under the sanction regime that was threatening to destabilize the domes-
tic political situation.

In late May 1995, Deputy Prime Minister Tariq Aziz offered UNSCOM 
chairman Rolf Ekeus a deal. If Iraq saw signifi cant progress on closing the chemi-
cal and missile investigations in UNSCOM’s next report to the Security Coun-
cil, then Iraq would address the sole signifi cant outstanding issue for UNSCOM: 
the BW program. In its June report, UNSCOM stated that it had suffi cient con-
fi dence in its knowledge of Iraqi chemical and missile capabilities, that Iraq no 
longer retained signifi cant proscribed chemical or missile capabilities, and that 
the chemical and missile OMV systems were operational. The report also noted 
lack of progress on resolving the concerns in the biological fi eld that had been 
raised in the April 1995 report.136

The combination of Ekeus’s positive report, Iraq’s continued inability to ad-
equately explain the fate of the missing growth media, the prospect that more 
incriminating evidence could be revealed, the regime’s fear that economic prob-
lems might cause political instability, and pressure from a unifi ed Security Coun-
cil forced Iraq to provide a new accounting of its past BW activities. On July 1, 
1995, Iraq admitted to UNSCOM that it had had an offensive BW program 
that had begun in April 1986 at Salman Pak. Iraq also acknowledged that be-
ginning in 1989, Al Hakam had produced 600 liters of B. anthracis and 9,000 
liters of botulinum toxin. The program was said to have been terminated in 
October 1990, and all bulk agent was reportedly destroyed at that time. Iraq 
denied that the CW facility at Muthanna was part of the BW program, that 
BW agents had been produced at any site besides Al Hakam, that biological 
agents had been fi lled into munitions and tested, and that the BW program 
had any connection with the military.137 The briefi ng appeared to be a rather 
clumsy attempt to disclose enough information to account for what Iraq believed 
UNSCOM already knew while minimizing disclosures about other aspects of 
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the offensive program. UNSCOM strongly suspected that Iraq’s new account 
of agent production was “manipulated to provide what Iraq hoped would pass 
as a credible accounting of the missing media.”138 In addition, UNSCOM experts 
calculated that the Iraqi report of its biological agent production was contradic-
tory, inaccurate, and still did not account for at least fi ve tons of missing growth 
media.139 UNSCOM also remained skeptical of Iraq’s claim that it terminated 
the BW program in fall 1990, since it had already admitted to expanding its 
production of chemical weapons at that time. Instead of resolving UNSCOM’s 
suspicions about its BW program, the limited disclosure was seen as another ex-
ample of Iraq’s strategy of “cheat and retreat.”

Evaluation of Phase 2

Iraq’s disclosure of an offensive biological weapons program in July 1995, after 
four years of denial, was a great victory for UNSCOM. Ekeus attributes this 
success to the “crushing” evidence accumulated by UNSCOM, the analytical ef-
forts of the BW inspectors who pieced together the information into a coher-
ent and persuasive case, and the political pressure exerted by UNSCOM and a 
unifi ed Security Council. The most compelling evidence was the growth media 
that had been imported in massive quantities, Iraq’s increasingly convoluted at-
tempts to account for the missing media, the direct link between the missing 
media and production of BW agents, and the ability of even nontechnical dip-
lomats to understand this issue and grasp its signifi cance for BW verifi cation.140 
The range of evidence gathered by UNSCOM that indicated Iraq was hiding a 
BW program was the result of dogged detective work by the BW inspectors, the 
cooperation of companies in foreign countries, and the assistance of national in-
telligence services. In the case of the growth media, information on Iraq’s for-
eign procurement provided by Israel and by foreign suppliers gave inspectors 
several leads to investigate on the ground in Iraq. The inspectors were able to 
either link these imports directly to Iraq’s BW program or force Iraq to invent 
increasingly complicated and less plausible cover stories.

Although UNSCOM deserves recognition and praise for its success in forc-
ing Iraq to concede that it had an offensive BW program and had produced 
BW agents at Al Hakam, UNSCOM’s experience up to this point offers several 
cautionary tales about BW verifi cation. First, on-site inspections of Al Hakam 
were not suffi cient to determine the facility’s role in the Iraqi BW program. 
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Inspectors who visited the site had diverging views on the nature of the facility. 
After UNSCOM’s fi rst inspection of Al Hakam, the inspection team submitted 
one report, which stated that “there is absolutely no evidence of participation in 
a biological weapons program” and another report, which assessed that the plant 
was “highly suspicious.”141 The running debate within UNSCOM about the po-
tential role of Al Hakam in Iraq’s BW program illustrates the ambiguity that 
surrounds multiuse biological capabilities, the potential for experts to have dif-
ferent interpretations of the same evidence, and the importance of inspectors’ 
judgments in assessing the intent behind a facility.142 Second, UNSCOM found 
no direct evidence of Iraq’s production of BW agents despite extensive sampling 
at Al Hakam and Salman Pak.143 Iraq tried to persuade members of the Security 
Council that these negative results demonstrated Iraqi compliance with Resolu-
tion 687 and that the biological fi le should be closed.

A third consideration is that Iraq continued to maintain a BW capability at Al 
Hakam through the mid-1990s. At a minimum, Iraq was able to use this ostensi-
ble SCP and biopesticide facility to maintain the equipment and skilled team nec-
essary to produce BW agents. A more alarming interpretation is that Iraq was 
able to use its research on the biopesticide Bt to upgrade its capability to produce 
biological weapons from a liquid slurry to a dry powder with the proper size par-
ticles for effective dissemination.144 According to UNMOVIC, Iraq did not intend 
to produce dry Bt in such a small particle size and did not know the particle size 
of the fi nal product.145 This explanation is undercut, however, by evidence that 
Iraqi scientists were aware that the dry Bt product was unsuitable for agricultural 
use since it had a tendency to aerosolize easily, a favorable property for a biologi-
cal weapon.146 Nonetheless, the process used to produce dry Bt was not suitable 
for safely producing dry B. anthracis spores, since the spray drier lacked biosafety 
containment features and the Iraqis mixed the bentonite manually with the Bt.147

141. UNMOVIC, Compendium, 1134 –35.
142. A senior State Department arms control offi cial who participated in inspections of suspected BW 

sites in the former Soviet Union compared offensive BW activities to pornography: “you know it when 
you see it.” Interview with Ambassador Donald Mahley, Cambridge, Massachusetts, April 3, 2003.

143. Spertzel, “Sampling and Analysis as a Monitoring Tool,” 22–23; Raymond A. Zilinskas, “Detect-
ing and Deterring Biological Weapons: Lessons from United Nations Special Commission (UNSCOM) 
Operations in Iraq,” in Arms Control in a Multi-Polar World, ed. James Brown, (Amsterdam: VU Univer-
sity Press, 1996); and Alan J. Mohr, “Biological Sampling and Analysis Procedures for the United Nations 
Special Commission (UNSCOM) in Iraq,” Politics and the Life Sciences 14, no. 2 (1995): 240 – 43.

144. Kadlec, Zelicoff, and Vrtis, “Biological Weapons Control,” 105.
145. The particle size of the dry Bt product was dictated by the particle size of bentonite used in the 

drying process, and only one grade of bentonite was available within Iraq. UNMOVIC, Compendium, 
1004 –7, 1028 –30.

146. Duelfer Report, 3:14 –15.
147. Communication with Rod Barton, March 27, 2008; and Communication with Kay Mereish, 

March 24, 2008.



Veri f i ca t ion    93

Fourth, while UNSCOM believed that Iraq had weaponized biological 
agents due to its self-professed production of bulk agent, it did not have any di-
rect evidence of weaponization.148 UNSCOM did not know how many muni-
tions there were, what kind they were, where they were stored or deployed, or 
what happened to them after the Gulf War.149 This aspect of the Iraqi BW pro-
gram was only revealed in the aftermath of Hussein Kamel’s defection to Jordan 
in August 1995.

Phase 3: Defection and Disclosure (August 1995–December 1998)

After the July disclosure of its past BW activities, Iraq sought to place UNSCOM 
on the defensive and revitalize its efforts to have the sanctions lifted. The defec-
tion of a senior Iraqi offi cial to Jordan in August 1995, however, dramatically 
changed the balance of power between Iraq and the inspectors. The defection 
forced Iraq to reveal an even larger and more advanced BW program than it had 
acknowledged only a month earlier.

In early August, Iraq submitted a new Full, Final, and Complete Disclo-
sure (FFCD) to UNSCOM that codifi ed the information it had provided in July. 
During a meeting with Ekeus in Baghdad, Aziz made it clear that Iraq’s co-
operation with UNSCOM was nearing an end. He issued an ultimatum that the 
biological investigation must be closed by the end of August or else all coopera-
tion with UNSCOM would cease.150 Iraq apparently calculated that its limited 
disclosure in July would allow it to offer a credible explanation of the missing 
growth media, thereby removing UNSCOM’s most potent example of Iraqi non-
compliance with Resolution 687, and that its ultimatum would place pressure 
on UNSCOM to close the BW investigation. The resolution of the biological 
fi le would allow Iraq to regain the support of France and Russia on the Security 
Council in lifting the UN sanctions.

Iraq’s plans for UNSCOM to close the biological fi le and to have sanctions 
lifted were dashed by the defection of Hussein Kamel to Jordan on August 7, 
1995.151 Prior to his defection, Kamel had spent over ten years developing and 

148. UNSCOM had two potential leads. First, UNSCOM knew that the four fi lling machines im-
ported by TSMID in 1989 had been well used before the 1991 Gulf War, based on the type and amount 
of spare parts the foreign supplier had also provided. Communication with Rod Barton, March 17, 2008. 
Second, UNSCOM had received information from Israel that TSMID had also imported components 
necessary to build an agricultural spray device that was suspected of being designed for aeoroslizing BW 
agents. Barton, Weapons Detective, 151–52, 159.

149. Zilinskas, “Detecting and Deterring Biological Weapons,” 195.
150. Trevan, Saddam’s Secrets, 329.
151. The motivation for Kamel’s defection is not known for certain. Rolf Ekeus, UNSCOM’s fi rst 

executive chairman, has alleged that his defection was directly triggered by UNSCOM’s successes in 
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concealing Iraq’s conventional and unconventional weapons programs and pro-
tecting the senior leadership from internal and external threats. Kamel, a cousin 
of Saddam Hussein and a member of his clan, parlayed his ambition, manage-
ment skills, and relationship with Hussein into a bureaucratic empire that even-
tually controlled Iraq’s WMD programs, civilian and military industries, and 
the regime’s internal security. By 1988 Hussein Kamel was described as being the 
second most powerful person in Iraq. At this time, Kamel oversaw the Amn al-
Khass, or Special Security Organization, which was responsible for presiden-
tial security and supervising the rest of Iraq’s internal security and intelligence 
agencies, and the Ministry of Industry and Military Industrialization, which was 
responsible for civilian and military industries, including WMD and missile pro-
grams. Kamel served as the minister of defense in 1991, and after the Persian 
Gulf  War he returned to his prior role as head of the renamed Military Industri-
alization Commission.152

Baghdad immediately began taking action to limit the damage that could be 
infl icted by Kamel’s revelations regarding Iraq’s proscribed weapons. Ekeus was 
invited back to Baghdad and given a new account of Iraq’s proscribed weapons 
programs. Iraq informed UNSCOM that Kamel had been responsible for hid-
ing elements of Iraq’s WMD programs without the knowledge of senior Iraqi 
offi cials. Iraqi offi cials now acknowledged that their BW program had included 
greater production, more agents, and more facilities than previously admitted 
and had also included the testing and deployment of biological munitions. Ac-
cording to this new account, Iraq’s pursuit of biological weapons began in 1974, 
not 1985. The early program, based at Salman Pak, was managed by an intelli-
gence agency and was terminated in 1979. A new BW program began in 1985 at 
the CW facility at Muthanna. In addition to Salman Pak and Al Hakam, Iraq 
reported that facilities involved in BW research, production, and weaponization 
included Muthanna, the SCP plant at Taji, the agricultural and water resources 
research center at Al Fudaliyah, and the foot-and-mouth disease vaccine facil-
ity at Al Daura. Iraq also admitted that it had produced 19,000 liters of botuli-
num toxin, 8,500 liters of B. anthracis, 2,200 liters of afl atoxin, and 340 liters of 

uncovering Iraq’s past BW program. Barton, Weapons Detective, 167. A more likely cause of Kamel’s de-
fection was an internal family feud between Kamel and Saddam Hussein’s eldest son, Uday. According 
to King Hussein of Jordan, “as far as we know, this was a family crisis, in the personal context, for a fairly 
long period.” Amatzia Baram, Building toward Crisis: Saddam Husayn’s Strategy for Survival (Washington, 
DC: Washington Institute for Near East Policy, 1998), 8 –13. See also, Duelfer Report, vol. 1, Regime Stra-
tegic Intent, 45– 46.

152. Scott Ritter, Endgame: Solving the Iraq Problem Once and For All (New York: Simon and Schuster, 
1999), 76 –93; Kenneth Timmerman, The Death Lobby: How the West Armed Iraq (Boston, MA: Houghton 
Miffl in, 1991), 36, 257–58, 288; Duelfer Report, vol. 1, Regime Strategic Intent, 45– 47; and “Iraq’s Military 
Industrial Capability: Evolution of the Military Industrialization Commission,” 5–7, in Duelfer Report, 
vol. 4,  Addendums.
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C. perfringens. Iraq also disclosed that it had conducted research on trichothecene 
mycotoxins, ricin, T. indica (wheat cover smut), hemorrhagic conjunctivitis virus, 
rotavirus, and camelpox. Finally, Iraq revealed that it had tested bombs, artillery 
rockets, artillery shells, and spray tanks with BW agents and fi lled 18,000 liters 
of B. anthracis, botulinum toxin, and afl atoxin into 166 bombs and twenty-fi ve 
Al Hussein missile warheads. Iraq claimed that after the 1991 Gulf  War these 
munitions were fi lled with deactivation chemicals and then destroyed and bur-
ied. The remaining bulk agent was similarly neutralized and then dumped out 
of Al Hakam’s waste system.153 Table 4 provides a summary of Iraq’s changing 
claims regarding its BW program.

Before departing Baghdad, Ekeus was directed to a farm said to have been 
owned by Hussein Kamel. In a locked chicken house on the farm were 150 boxes 
of hardware, documents, and other records from the proscribed weapons pro-
grams. Iraq admitted that, contrary to their initial claim that all relevant docu-
ments had been destroyed during the summer of 1991, orders had been issued 
at the time to sites working on proscribed weapons to collect and package impor-
tant documents relating to the technology of weapons production and transfer 
them to the Special Security Organization.154 Kamel, as head of the organization, 
had been responsible for preserving these documents and hiding them from the 
UN inspectors.

Among this collection containing more than a million pages of documents, 
one box with some two hundred documents was related to Iraq’s BW program. 
Most of the documents were previously published papers on biological weapons 
from universities and think tanks or scientifi c articles that dealt with various as-
pects of bacterial agents that did not add to UNSCOM’s understanding of the 
BW program. The cache did include several annual reports of the BW program 
and a red book that described the testing of biological weapons, including pho-
tographs. The documents still left important gaps in UNSCOM’s knowledge of 
Iraqi work on viruses, weaponization, the “know how” of producing and pro-
cessing biological warfare agents, procurement networks, sources of supply, and 
the roles of the Military Industrialization Commission and Ministry of Defense 
in the BW program.155

Following this visit to Baghdad, Ekeus and other offi cials from UNSCOM 
and IAEA traveled to Amman to meet with Kamel.156 He was able to confi rm 

153. UNSC, S /1995/864, 22–27.
154. Ibid., 11.
155. Krasno and Sutterlin, The United Nations and Iraq, 61; Mangold and Goldberg, Plague Wars, 293; 

William J. Broad and Judith Miller, “Germs, Atoms and Poison Gas: The Iraqi Shell Game,” New York 
Times, December 20, 1998, WK5; UNSC, S /1995/864, 11; and UNSC, S /1999/94, 98, 104.

156. Unless otherwise noted, this section is drawn from United Nations Special Commission, “Note 
for the File,” August 22, 1995, http://www.un.org/Depts /unmovic /documents / hk.pdf.
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the command structure for Iraq’s WMD programs and their overall aims, as well 
as providing interesting information on how Iraq concealed proscribed items 
from UNSCOM. Kamel identifi ed the key managers of the BW program as 
Amer al-Saadi, General Amer Rashid, and Murtada, the former head of Muth-
anna and TSMID.157 Kamel also identifi ed Nasser Hindawi as a key scientist 
who had been part of the program from the beginning and who had been Rihab 
Taha’s boss. Kamel also provided an overview of the project’s history, facilities, 
and agents that matched the information that Iraq had just provided. Regard-
ing weaponization, Kamel confi rmed that aerial bombs and twenty-fi ve mis-
sile warheads were fi lled with biological agents at Muthanna in December 1990. 
Kamel also reported that Iraq had destroyed its biological agents and weapons, 
but he was unclear as to when this occurred. Overall, Kamel gave UNSCOM 
high marks for their efforts to uncover Iraq’s prohibited weapons. He told the in-
spectors, “You have [an] important role in Iraq with this. You should not under-
estimate yourself. You are very effective in Iraq.”

The value of the information provided by Kamel has generally been rated as 
less than impressive by UNSCOM offi cials.158 At a minimum, the information 
that Kamel provided could be used to confi rm the most recent disclosures by 
Baghdad. Far more important than what Kamel revealed, however, was Bagh-
dad’s response to his defection. Given Kamel’s key role in the development and 
concealment of Iraq’s proscribed weapons for so many years, Baghdad was forced 
to make sweeping new disclosures regarding all of its proscribed weapons pro-
grams and provide a huge cache of documents and other materials to the UN 
inspectors.

As a result of these revelations, in May and June 1996 UNSCOM demolished 
the Al Hakam facility, disabled the air-handling system at the Al Daura site, and 
destroyed the remaining growth media and the equipment at Al Daura and Al 
Fudaliyah that had been used for BW-agent production.

Following Kamel’s defection and Iraq’s new disclosures, UNSCOM renewed 
its effort to verify Iraq’s declarations about its past BW activities. Between Au-
gust 1995 and February 1997, UNSCOM launched twenty-fi ve inspections to 

157. Al-Saadi and Rashid had been Kamel’s deputies at the Ministry of Industry and Military Indus-
trialization. Timmerman, Death Lobby, 36, 79.

158. Stephen Black, “Verifi cation under Duress: The Case of UNSCOM,” in Verifi cation Yearbook 
2000, ed. Trevor Findlay, (London: VERTIC, 2000), 121; Rolf Ekeus, “Yes, Let’s Go into Iraq,” Washing-
ton Post, September 15, 2002, B1; and Zilinskas, “Detecting and Deterring Biological Weapons,” 195. At 
the time of the defection it was not clear if Kamel was being completely truthful or if he was withhold-
ing information to improve his bargaining position. Based on a document written shortly after Kamel’s 
defection by Hossam Amin, then head of the National Monitoring Directorate that served as the offi cial 
Iraqi liaison with UNSCOM and the IAEA, it appears that Kamel provided the UN with everything he 
knew about Iraq’s proscribed weapons programs. Barton Gellman, “Iraq’s Arsenal Was Only on Paper,” 
Washington Post, January 7, 2004, A1.



98    Liv ing  Weapons

verify Iraq’s newest BW declaration. Initially, Iraqi offi cials were cooperative 
and the inspectors were able to conduct a large number of interviews, includ-
ing with previously inaccessible senior offi cials. But Iraq soon began stonewall-
ing the inspectors again, and subsequent interviews and inspections were not 
very fruitful. As a result, UN inspector Rod Barton recalls that “the inspections 
had gone nowhere and none of the issues we had singled out back then were any 
closer to resolution.”159

The sampling of former BW facilities produced useful information for the 
fi rst time. The sampling of Salman Pak and Al Hakam in 1991, 1992, and 1994 
had not revealed any incriminating information. By 1996 UNSCOM had access 
to new techniques based on polymerase chain reaction technology that made it 
possible to detect the traces of BW agents on pieces of equipment that had ear-
lier tested negative. Direct evidence of Iraqi production of BW agents was found 
by UNSCOM in May 1996 when fi fteen samples taken from dismantled equip-
ment from Al Hakam, the Al Daura vaccine plant, and Al Fudaliyah tested posi-
t ive for the presence of BW agents. UNSCOM found evidence of B. anthracis 
spores of the same strain as that used in Iraq’s BW program on two ferment-
ers and a mobile storage tank at the foot-and-mouth disease vaccine plant at 
Al Daura.160 This fi nding contradicted Iraq’s claim that it had produced B. an-
thracis only at Al Hakam and raised the question of how much additional 
B. anthracis Iraq had produced beyond what it declared already and what else 
they were hiding from UNSCOM.161

In 1997 and 1998, sampling and analysis of excavated munitions that had been 
unilaterally destroyed by Iraq in 1991 provided UNSCOM with conclusive evi-
dence that Iraq had fi lled bombs and missile warheads with BW agents. In Feb-
ruary 1997 UNSCOM recovered three intact bombs from their destruction site 
at Al Aziziyah and found them partially fi lled with a liquid that tested positive 
for the presence of botulinum toxin or C. botulinum. In 1998 UNSCOM found 
traces of B. anthracis on at least seven different Al Hussein missile warheads re-
covered from the disposal site at Al Nibai, two more than Iraq claimed to have 
been fi lled with this agent. In response to this fi nding, Iraq changed its account-
ing of its BW missile warheads and reported that it had in fact fi lled sixteen war-
heads with B. anthracis and fi ve with botulinum toxin instead of the other way 
around. Iraq claimed, however, that this change did not affect its declaration 

159. Barton, Weapons Detective, 162– 63. 181.
160. Ekeus, Iraq’s Biological Weapons Program, 5; Stephen Morse, “Detecting Biological Warfare 

Agents,” in Biological Warfare, ed. Zilinskas, 98; Spertzel, “Sampling and Analysis as a Moni toring Tool,” 
22–23; and UNSC, S/1999/94, 128, 157.

161. The interpretation of the analytical data underlying this assessment was later disputed within 
UNMVOIC. Compare UNMOVIC, Unresolved Disarmament Issues, 95–97 with UNMOVIC, Compen-
dium, 928 – 32.
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about the total quantity of BW agents produced and weaponized.162 The ease 
with which Iraq adjusted these numbers to accommodate new information pre-
sented by UNSCOM did not inspire confi dence in their accuracy.

Since its fi rst revelations of an offensive BW program in July 1995, Iraq had 
submitted three Full, Final, and Complete Disclosures of its proscribed biologi-
cal program to UNSCOM. Given the lies, half-truths, and omissions contained 
in these declarations, one inspector dubbed these documents “full, fi nal and com-
plete fairy tales.”163 Due to the slow and frustrating pace of verifying these dec-
larations, UNSCOM commissioned four independent reviews of Iraq’s BW 
declarations.

All four reviews found the declarations defi cient in completeness and accu-
racy. In March 1997 an international panel of experts reviewed Iraq’s June 1996 
FFCD and recommended its rejection because of the inadequacy of the mate-
rial presented throughout the document.164 An international panel of BW ex-
perts reviewed Iraq’s September 1997 FFCD in October 1997 and unanimously 
concluded that it “was incomplete and contained signifi cant inaccuracies. It is in 
no way a full account of the scale and scope of the BW programme.”165 In March 
1998 UNSCOM convened a technical evaluation meeting between Iraqi offi cials 
and a new panel of international experts with the goal of conclusively resolv-
ing all outstanding issues in the BW fi eld. The panel found that the most recent 
FFCD was defi cient in all areas and contained “major mistakes, inconsisten-
cies, and gaps in information.”166 As a result, the experts found that the meeting 
yielded, “no additional confi dence in the veracity and expanse of the FFCD.”167

In July 1998 another team of international experts conducted another re-
view of the September 1997 FFCD and found that Iraq’s accounting of growth 
media, bulk agent production and disposal, and munitions was “inadequate.” 
The group recommended that no further verifi cation or assessment of the Iraqi 
biological declaration should be conducted until Iraq provided new information. 

162. UNSC, S /1999/94, 118; Pearson, UNSCOM Saga, 164; and CIA, Intelligence Related to Possible 
Sources of Biological Agent Exposure during the Persian Gulf War.

163. Trevan, Saddam’s Secrets, 11.
164. UNSC, Report of the Secretary-General on the Activities of the Special Commission Established by the 

Secretary-General Pursuant to Paragraph 9 (b) (i) of Resolution 687 (1991), S /1997/301 (New York: United 
Nations, April 11, 1997), 17.

165. UNSC, Report of the Secretary-General on the Activities of the Special Commission Established by the 
Secretary-General Pursuant to Paragraph 9 (b) (i) of Resolution 687 (1991), S /1997/774 (New York: United 
Nations, October 6, 1997), 37.

166. UNSC, Letter dated 8 April 1998 from the Executive Chairman of the Special Commission Estab-
lished by the Secretary-General Pursuant to Paragraph 9 (b) (i) of Resolution 687 (1991) Addressed to the Presi-
dent of the Security Council, S/1998/308 (New York: United Nations, April 8, 1998), 4.

167. Ibid., 11.
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The team concluded that “any other approach would be a waste of time.”168 This 
meeting proved to be Iraq’s last opportunity to account for its past activities and 
to present evidence to UNSCOM that it had eliminated its BW program.

On December 16, 1998, UNSCOM withdrew its inspectors due to a lack of 
cooperation from Iraq. That same day, U.S. and British forces began a three-day 
aerial assault on Iraqi leadership, military, and WMD-related sites as part of 
Operation Desert Fox. UNSCOM did not return to Iraq. On December 17, 1999, 
UNSCOM was disbanded by the Security Council and replaced by the newly cre-
ated United Nations Monitoring, Verifi cation, and Inspection Commission.169

Evaluation of Phase 3

The last phase of UNSCOM’s investigation of Iraq’s BW program began with a 
bang and ended with a whimper. Kamel’s defection and Baghdad’s subsequent 
revelations in August 1995 unveiled an extensive BW program. For a brief pe-
riod, Iraq cooperated with UNSCOM in verifying this new account of its of-
fensive program, but then it returned to obstruction and obfuscation. In its fi nal 
report to the Security Council, UNSCOM reported that the thirty-fi ve BW- 
related inspections it had undertaken since July 1995 to verify Iraq’s declarations 
of its past BW activities “has been negated by Iraq’s intransigence and failure 
to provide cooperation concerning its biological weapons since January 1996.”170 
UNSCOM’s inspections continued to fi nd inconsistencies, contradictions, omis-
sions, and outright lies in Iraqi declarations about past activities. UNSCOM and 
four groups of international BW experts identifi ed serious problems with almost 
every aspect of Iraq’s BW declarations, including history, organization, facilities, 
procurement, R&D, production, weaponization, and concealment efforts. As a 
result of these problems, UNSCOM judged its attempts to verify Iraq’s FFCDs 
as “generally without success.”171 Furthermore, during this phase, UNSCOM 
was unable to develop another lead as important and compelling as the missing 
growth media.

The only breakthrough achieved by UNSCOM was in the fi eld of biological 
sampling and analysis, but this was too little, too late. Thanks to advances in tech-
nology and improved sampling methodologies, UNSCOM was able, for the fi rst 
time, to detect traces of BW agents on production equipment and munitions.172 

168. UNSC, Letter Dated 5 August 1998 from the Executive Chairman of the Special Commission Estab-
lished by the Secretary-General Pursuant to Paragraph 9 (b) (i) of Security Council Resolution 687 (1991) Ad-
dressed to the President of the Security Council, S /1998/719 (New York: United Nations, August 5, 1998), 9.

169. UNSC, Resolution 1284 (1999), S /RES /1284, December 17, 1999.
170. UNSC, S /1999/94, 105.
171. Ibid.
172. Kay Mereish, “Technical Advances and Field Experiences for Use in Biological Verifi  cation,” 
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Sampling proved useful for verifying some Iraqi claims and provided some in-
dications that the current Iraqi accounts of production and weaponization were 
still not accurate.173 The sampling did not provide UNSCOM with the kind of 
smoking gun evidence that would have been most useful prior to July 1995, since 
Iraq had already admitted by this time to having produced and weaponized BW 
agents. It should also be noted that the sampling of Iraq’s BW munitions was 
made possible only because Iraq showed UNSCOM the site where it had de-
stroyed and buried these weapons in 1991.174 This incident illustrated once again 
UNSCOM’s dependence on Iraqi disclosures and cooperation to collect evidence 
of past BW activities.

The most dramatic revelation in August 1995, that Iraq had tested a range 
of biological munitions and deployed close to two hundred biological bombs 
and missile warheads on the eve of the Gulf  War, was probably only obtainable 
from a knowledgeable defector or a direct Iraqi admission. Until Kamel’s defec-
tion, Iraq steadfastly denied that it had weaponized any of the bulk BW agents 
it had admitted to producing. Aside from the information provided by Gen-
eral Samarra’i and information on Iraqi imports of fi lling machines and aerosol- 
generator components, UNSCOM lacked any useful information on the nature 
or extent of Iraq’s weaponization of BW agents before Kamel’s defection.175 
Since Iraq’s biological munitions were produced indigenously, based on conven-
tional munitions, or were modifi ed versions of innocuous items such as auxil-
iary fuel tanks, UNSCOM would not have been able to follow the paper trail 
generated by import and export activities that had been so useful in the cases of 
the growth media and dual-use equipment. Without information from external 
sources such as national intelligence agencies or records of foreign procurement, 
Iraq’s munition-related activities and capabilities would likely have continued to 
elude UNSCOM.

Net Assessment of UNSCOM’s Verifi cation of Iraq’s BW Program

A net assessment of UNSCOM’s investigation of Iraq’s BW program does not 
yield a simple and clear-cut conclusion. UNSCOM’s success was neither swift 
nor complete, but it was signifi cant. Between 1991 and 1994, UNSCOM visited 

(paper presented to the NGO Committee on Disarmament, Peace and Security, UN Headquarters, New 
York City, New York, April 19, 2007), http://disarm.igc.org/unmovic19april.pdf.

173. As noted earlier, however, the interpretation of some of the analysis of these samples was a source 
of disagreement within UNSCOM and UNMOVIC.

174. A November 1996 UNSCOM mission to collect samples of BW agents disseminated during out-
door testing of biological munitions was unsuccessful due to Iraqi unwillingness to identify the specifi c lo-
cations where the testing took place. Pearson, UNSCOM Saga, 158.

175. Communication with Richard Spertzel, former head of UNSCOM biological inspectors, 
March 27, 2004.
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several dual-capable sites in Iraq, including Al Hakam, Al Daura, Taji, and 
Al Fudaliyah and failed to fi nd any incriminating evidence that directly linked 
them with BW activities. As a result, until 1995, Iraq was able to retain the facili-
ties, equipment, growth media, and personnel at Al Hakam to restart produc-
tion of BW agents. In part this delay in uncovering Iraq’s past BW program was 
due to the lack of any new information on Iraq’s BW program and the low pri-
ority assigned to BW compared to CW and ballistic missiles.

UNSCOM’s investigation, supported by information from foreign suppli-
ers and national intelligence agencies, eventually led to the collection of a large 
amount of compelling yet circumstantial evidence that indicated that Iraq was 
hiding an offensive BW program. UNSCOM was also able to refute Iraq’s 
claims to the contrary or demonstrate the implausibility of Iraq’s alternative ex-
planations. Although UNSCOM’s detective work forced Iraq to admit to an of-
fensive program and the production of BW agents at Al Hakam, it took the 
defection of Hussein Kamel for Iraq to reveal a more complete history of the 
program, the scope of research and production activities, and the extent of weap-
onization. This disclosure allowed UNSCOM to destroy the production equip-
ment, facilities, and growth media that Iraq had used in its offensive program. 
UNSCOM, however, was unable to satisfactorily verify Iraq’s newest account of 
the program.

UNSCOM and the Future of BW Verifi cation

Verifi cation is the holy grail of the BW arms control regime. Although UNSCOM 
was the most intrusive arms control regime ever devised, it enjoyed mixed suc-
cess at best in verifying Iraq’s compliance. UNSCOM was able, after many years 
of effort, to uncover Iraq’s production of BW agents prior to 1991, but it is un-
likely that UNSCOM would have been able to discover the scope of Iraqi re-
search and production or the extent to which these agents had been weaponized 
without Iraqi disclosures prompted by Hussein Kamel’s defection. UNSCOM 
fi eld-tested many of the methods under consideration for use in verifying bio-
logical arms control and pioneered some new ones as well. These methods, how-
ever, were insuffi cient to dispel Iraqi deception or confi rm Iraqi honesty. As a 
result, UNSCOM could not technically and analytically verify Iraqi compliance 
with Resolution 687. It is not possible to judge the effectiveness of UNSCOM’s 
monitoring of civilian biological facilities since there is no evidence that Iraq 
conducted illicit research, development, production, or weaponization in such 
facilities after 1995. To the extent that this compliance was motivated by fear of 
detection, it represents a successful experiment in deterring the misuse of bio-
technology through a verifi cation regime.
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UNSCOM’s accomplishments were due in large part to the range of inspec-
tion techniques and technologies it was able to employ. UNSCOM’s investiga-
tive arsenal included intrusive anyplace and anytime inspections, information on 
imports and exports, document collection and analysis, interviews, unrestricted 
right to aerial photography, unlimited authority to conduct biological sampling 
and analysis, intelligence provided by governments and defectors, and the ca-
pability to analyze the information from all of these sources. The foundation 
for many of these techniques was laid in the early 1990s as a result of the work 
of  VEREX. This group was charged with developing verifi cation measures to 
strengthen compliance with the BWC. UNSCOM’s investigation of Iraq’s BW 
program provided the fi rst opportunity to fi eld-test many of these methods, and 
their collective contribution to UNSCOM’s success has been cited as evidence of 
the feasibility of an international verifi cation regime to strengthen the BWC.176

While the UNSCOM experience highlighted the value of individual verifi -
cation measures and the synergy between such measures in uncovering an illicit 
BW program, the conditions that made this accomplishment possible are not 
readily generalizable to the verifi cation of the BWC by an international organi-
zation. UNSCOM had several advantages that a multilateral verifi cation regime 
for the BWC would not have.

First, the Security Council authorized a robust carrot-and-stick strategy to 
promote Iraqi compliance with its obligations and cooperation with UNSCOM. 
The Security Council imposed the most comprehensive economic sanctions ever 
on Iraq for its invasion of Kuwait. These sanctions cost Iraq roughly $20 billion 
a year in lost oil-export revenue and could only be lifted once UNSCOM and the 
IAEA certifi ed that Iraq had been disarmed of nuclear, biological, and chemi-
cal weapons.177 Because Iraq’s disarmament obligations were part of the cease-
fi re resolution for the Gulf War, military action in response to Iraqi violations 
was authorized under Chapter VII of the UN Charter. Given Iraq’s decisive de-
feat at the hands of the coalition in 1991 and the continued presence of signifi cant 
U.S. mili tary forces in the region, the threat of renewed military operations was 
ever present. The benefi ts of cooperation and the costs of noncompliance faced 
by Iraq were far greater than those available for enforcing any other arms con-
trol agreement.

Second, the United Nations Security Council required Iraq to make exhaus-
tive declarations regarding virtually every aspect of its biological activities and 
heavily restricted Iraqi capabilities in this fi eld. Iraq had to declare to UNSCOM 
all microorganisms, toxins, and related equipment and facilities that could be 

176. Pearson, UNSCOM Saga, 203 –5; and Black, “Verifi cation under Duress,” 127.
177. Meghan L. O’Sullivan, Shrewd Sanctions: Statecraft and State Sponsors of  Terrorism (Washington, 

DC: Brookings, 2003), 168.
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used for biological warfare and all research on pathogenic microorganisms and 
toxins. Iraq was also required to disclose all labs that worked with these agents, 
had biosafety containment features, had a fermentation capacity in excess of forty 
liters, or produced vaccines. Iraq’s biological research was restricted to unclassi-
fi ed civilian activities on indigenous diseases or diseases that posed an imminent 
threat of emerging in the country. The Iraqi military was prohibited from con-
ducting or sponsoring any work whatsoever with microorganisms or toxins. Iraq 
was also barred from breeding vectors or importing pathogenic microorganisms, 
toxins, or vaccines without UNSCOM’s permission. Finally, Iraq was allowed 
to possess only one biosafety level-4 lab and two biosafety level-3 labs for work-
ing with dangerous pathogens.178 These limitations on Iraqi biological research 
and facilities greatly aided UNSCOM monitoring by reducing Iraq’s ability to 
exploit the multiuse nature of biology to conduct offensive work under the guise 
of defensive or public health research. Despite this advantage, UNSCOM had 
to monitor eighty-two dual-use facilities including vaccine and pharmaceutical 
plants, breweries, distilleries, dairies, university labs, and public health and di-
agnostic laboratories. UNSCOM also tagged 1,334 pieces of dual-use biological 
equipment, more than in the missile and chemical fi elds combined.179 The num-
ber and diversity of the facilities and pieces of equipment that needed to be mon-
itored illustrates the ease with which civilian dual-use sites could be converted 
to hostile purposes.

Third, UNSCOM was given a single clear mandate and extraordinary pow-
ers to fulfi ll this mandate. UNSCOM’s focus on disarming Iraq provided the 
organization with clarity of purpose usually lacking in international organiza-
tions that have multiple competing agendas and constituencies. As described 
earlier, UNSCOM was given a broad set of rights within Iraq and employed 
a range of highly intrusive inspection techniques and technologies. The extent 
of UNSCOM’s rights demonstrates “how complex and multifarious” an inspec-
tion regime must be to detect and deter a state suspected of developing biologi-
cal weapons.180 Even with the restrictions placed on Iraq’s dual-use biological 
activities noted above, UNSCOM needed every single one of these rights and 
techniques to uncover Iraq’s proscribed programs, verify their destruction, and 
monitor facilities for signs of proscribed activities. Indeed, UNSCOM had to 

178. UNSC, Plan for Future Ongoing Monitoring and Verifi cation of Iraq’s Compliance with Relevant 
Parts of Section C of Security Council Resolution 687 (1991), S /22871 / Rev. 1 (New York: United Nations, 
October 2, 1991), 9 –11, 26 –28.

179. UNSC, S /1995/864, 20; UNSC, S /1999/94, 223, 247, 256; and Barton, “Application of the 
UNSCOM Experience,” 228 –29.

180. Ekeus, “UN Biological Inspections in Iraq,” 252–53.
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constantly develop new techniques and employ new technologies in response to 
Iraqi intransigence.181

The conditions required for UNSCOM’s success cast serious doubt on the 
ability of an international organization to achieve similar results in the context 
of a multilateral biological verifi cation treaty. The severity of the restrictions 
placed on Iraq’s multiuse biological activities, the range of techniques employed 
by UNSCOM, and the authority that UNSCOM had to employ them were not 
only unprecedented but also unpalatable for a voluntary arms control regime. 
The scope and level of detail of the required declarations, intrusiveness of inspec-
tions, range of facilities placed under monitoring, and extent of restrictions on 
dual-use activities imposed on Iraq went far beyond what states negotiating the 
BWC compliance protocol were willing to contemplate. An international veri-
fi cation regime would have to take into account the risks to proprietary and na-
tional security information, fi nancial costs, and the legal rights of member states 
to a much greater degree than UNSCOM did with Iraq. The UNSCOM expe-
rience highlighted both the obstacles and opportunities in designing an inter-
national BW verifi cation regime.

181. Some UNSCOM innovations included the use of U-2 reconnaissance aircraft, chemical and 
biological sampling, ground-penetrating radar, and equipment to intercept radio communications. Black, 
“UNSCOM and the Iraqi Biological Weapons Program,” 304 –5.
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Oversight

On January 29, 1997, the South African police’s narcotics bureau made a rou-
tine drug bust. In a sting operation, they caught a Pretoria cardiologist handing 
over 1,040 capsules of the drug Ecstasy to a business acquaintance in return for 
60,000 rand in cash. The target of the sting, however, was no ordinary cardiolo-
gist. He was Dr. Wouter Basson, the former head of South Africa’s apartheid-era 
chemical and biological weapons program, code-named Project Coast. The ar-
rest triggered a series of events that led to the exposure of the sordid history and 
nefarious activities of the top-secret program. Traffi cking in illegal street drugs 
was only the tip of the iceberg. In hearings before South Africa’s Truth and Rec-
onciliation Commission (TRC) and during Basson’s two-and-a-half-year crimi-
nal trial, startling details emerged about the program. Evidence presented to the 
TRC and in court revealed massive corruption, blatant deception of the high-
est levels of the South African government, violations of international law, and 
other illegal and unethical behavior. South Africa’s CBW program, established 
in 1981, was offi cially defensive and managed by the Surgeon General, but in re-
ality it was offensive and intimately tied to the military’s highly secretive Special 
Forces Command. The ability of Basson and Project Coast to engage in these 
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activities and hide them from senior offi cials for as long as they did was due in 
no small part to the extensive secrecy and compartmentalization that character-
ized the program.

In this chapter I examine the adverse effects that secrecy can have on the 
management and oversight of BW programs. The range of pathologies that 
secrecy can introduce into the decision making and supervision affecting BW 
programs is illustrated by the Soviet, Russian, and South African programs. In 
each case, BW organizations turned the secrecy adopted to foil external enemies 
against civilian leaders perceived as threats to the organization or its manag-
ers. Before examining each of these cases, it is worth investigating the incen-
tives that states have for wrapping their BW programs in secrecy, how these 
states achieve such high levels of secrecy, and the corrosive effects that this se-
crecy has on oversight.

Motivations for Secrecy

States pursuing biological weapons have normative, legal, and strategic reasons 
to subject these programs to stringent secrecy. The use of pathogens and poisons 
in war has long been stigmatized and the subject of international opprobrium.1 
The general revulsion against biological warfare has motivated states to conceal 
their research into these weapons. In Secretary of War Henry Stimson’s April 
1942 request to President Franklin D. Roosevelt to launch a BW program, he 
wrote that biological warfare was a “dirty business” and that “the matter must 
be handled with great discretion and for the most part with great secrecy.”2 As 
a British study of CBW policy noted, “in order to avoid provoking the critics of 
CBW in peacetime, while forearming itself against charges of shortsightedness 
in case war should fi nd the country unable to retaliate against CBW, a respon-
sible government can hardly be blamed for procuring the weapons but keeping 
them dark.”3

Secrecy became even more important for states developing biological weap-
ons after the Biological Weapons Convention was established in 1972. Prior to 

1. Leonard A. Cole, “The Poison Weapons Taboo: Biology, Culture, and Policy,” Politics and the Life 
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Richard Burns (New York: Scribner’s Sons, 1993), 657–74.

2. Barton J. Bernstein, “America’s Biological Warfare Program in the Second World War,” Journal of 
Strategic Studies 11, no. 3 (1988): 294.

3. United Kingdom Foreign Offi ce, Arms Control and Disarmament Research Unit, “The Arms 
Control Implications of Chemical and Biological Weapons: Analysis and Proposals,” ACDRU 66(2), 
2d draft, July 4, 1966, p. 25, FO 371/187448, National Archives, Kew, United Kingdom.
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the advent of the BWC, the only controlling international legal authority for bio-
logical weapons was the 1925 Geneva Protocol. The protocol, however, outlaws 
only the use of chemical and biological weapons. Even this prohibition is not ab-
solute, in that many states reserved the right to retaliate in kind if an opponent 
violated the treaty fi rst. By prohibiting the development, production, stockpil-
ing, or acquisition of biological weapons, the BWC outlawed an entire class of 
weapons and reinforced the long-standing norm against use of these weapons. 
Although the treaty lacks verifi cation or enforcement measures, its widespread 
adoption (175 parties and signatories as of July 2008) raises the political costs for a 
state if it is discovered to have a BW program. Since the treaty’s entry into force, 
no government has openly proclaimed their development or production of bio-
logical weapons.

Finally, there is a strategic motivation for wrapping BW programs in secrecy. 
Biological weapons, like certain other military capabilities, favors the attacker 
and relies on surprise for effectiveness. The premium for secrecy arises from the 
availability of countermeasures against specifi c biological agents and the poten-
tial for an adversary to create new countermeasures.

Regimes of Secrecy

Although all military programs are subject to some level of secrecy to prevent 
adversaries from learning about capabilities and vulnerabilities, the secrecy sur-
rounding BW programs has been unusually high. One of the primary means 
of achieving this secrecy has been through compartmentalization. Limiting ac-
cess to sensitive information through classifi cation or the principle of “need to 
know” reduces the risk that such information will fall into the wrong hands (ei-
ther intentionally or inadvertently). The Soviet Union and South Africa estab-
lished elaborate secrecy regimes to prevent outsiders from learning about their 
BW programs. These regimes were abused by program managers to shield their 
activities, not just from foreigners, but from their own political leaders.

Those who have studied the Soviet BW program cannot help but be im-
pressed by its devotion to secrecy. According to a trio of New York Times report-
ers, “the program had been a deliberate maze of false fronts, secret projects, and 
parallel organizations that often conducted both military and peaceful research. 
The structure was designed to enhance secrecy.”4 The ability of Biopreparat to 
stay so secret for as long as it did was in part because the organization was subject 

4. Judith Miller, Stephen Engelberg, and William Broad, Germs: Biological Weapons and America’s 
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to strict need-to-know compartmentalization and was monitored by Soviet in-
telligence offi cers. The BW program was conducted under the highest security 
classifi cation in the Soviet system, even higher than the nuclear weapons pro-
gram.5 These elaborate security measures stemmed in part from the close associ-
ation of the BW program with the Soviet internal security services.6 According 
to one former high-level participant, the Soviet BW program had been “plunged 
into the deepest possible obscurity since its inception.”7

Like a matryoshka, a Russian nesting doll, the Soviet BW program relied on 
multiple levels of secrecy that controlled access to increasingly sensitive infor-
mation. At the fi rst level, the “open legend” was that there was no BW pro-
gram and that the agency’s research on genetic engineering and biotechnology 
was completely civilian. To provide some legitimacy to this legend, at the same 
time that the Soviets created Biopreparat they also issued a public decree on en-
hancing the development of molecular biology and genetics. The decree created 
the Interdepartmental Science and Technology Council for Molecular Biol-
ogy and Genetics at the USSR Academy of Sciences to oversee its implemen-
tation. Yuri Ovchinnikov, a molecular biologist and vice president of the Soviet 
Academy of Sciences, headed this council. Ovchinnikov also served on the secret 
Interagency Science and Technology Council for Molecular Biology and Genet-
ics that served as the nerve center for the Soviet effort to apply these emerging 
technologies to biological weapons. At the second level, there was a “closed leg-
end” that explained that Soviet research was strictly defensive and the purpose 
was to produce vaccines and antibiotics. This closed legend was also false, but it 
was supported by the existence of a biological defense program called Problem 
No. 5. Soviet civilian microbiological institutes had been engaged in Prob-
lem No. 5 since at least the 1950s, but by the 1970s this project was being used 
as a smokescreen for offensive research.8 At the third level, the offensive na-
ture of the research was acknowledged. However, this research on dangerous 
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pathogens was justifi ed as an investigation of the potential threat posed by the 
U.S. BW program.9 Only the managers and senior scientists at civilian institutes 
would have access to this information.10 At the fourth level, the purpose of spe-
cifi c projects, such as the creation of genetically modifi ed biological weapons and 
the inter connections between projects was revealed.11 Each project had its own 
code name, and access to information was based on a need-to-know basis. As a 
result, scientists and managers in one ministry were usually not aware of related 
activities in other ministries. At the fi fth and highest level of security, available 
only to the most senior members of the directorates and ministries involved in 
the BW program, was a full description of the entire BW program as laid out in 
the Five-Year Plan. The information contained in the document was classifi ed as 
Special Importance, which was even more restricted than Top Secret. Only ten to 
twelve people in the entire Soviet government were authorized to see this docu-
ment. For example, within Biopreparat, only Yuriy Kalinin, the director, and Ka-
natjan Alibekov (Ken Alibek), the fi rst deputy, had access to it.12

South Africa’s CBW program, code-named Project Coast, was shrouded in 
secrecy from its inception. The program was established in 1981 by the South 
African Defense Force (SADF) as part of South Africa’s response to the per-
ceived “total onslaught” by communists and black Africans against the white-
ruled nation. At the time, South Africa was not only a party to both the 1925 
Geneva Protocol and the 1972 Biological Weapons Convention but it was also 
subject to a United Nations arms embargo and strong international criticism 
for its apartheid policy. As a result of these considerations, Project Coast was 
cloaked in secrecy and structured in a highly compartmentalized fashion in 
order to minimize the risk that SADF could be linked to the development of 
chemical and biological weapons.13

South Africa established two front companies to conceal the military’s in-
volvement in CBW research, development, and production: Delta G Scientifi c, 
for research and production of chemical agents and weapons, and Roode-
plaat Research Laboratory (RRL), for research on toxins and biological agents.14 
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RRL’s cover story was that it was a contract research facility in the fi elds of bi -
ology, medicine, pharmacology, and veterinarian medi cine. Scientists at RRL con-
ducted some peaceful research in these areas to sustain this cover.15 In addition 
to disguising the CBW program, the use of front companies also provided the 
scientists with free access to the international scientifi c community, facilitated 
the recruitment of top-level scientists whom they could offer higher salaries, and 
assisted with the procurement of dual-use material from abroad.

Since Project Coast was as highly classifi ed as the nuclear weapons program 
and covert units of Special Forces, the program was heavily compartmentalized 
at all levels. The principle of “need-to-know” was strictly applied at even the 
highest levels of South Africa’s political-military leadership. The Defense Com-
mand Council, the structure that connected the minister of defense and the chief 
of SADF, did not meet as a whole to discuss these programs. Instead, the Re-
duced Defense Command Council, composed only of offi cials with the requi-
site need to know, met after a meeting of the whole council. The next layer of 
oversight was the Coordinating Management Committee (CMC), composed of 
high-ranking military offi cers, which was supposed to supervise the budget and 
direction of Project Coast. But the CMC met to discuss budgetary issues and re-
ported to the minister of defense only once a year.16 Responsibility for day-to-
day management of  Project Coast was offi cially lodged with Surgeon General 
Daniel P. Knobel as the program manager, but in reality it was exercised by 
Wouter Basson as the project offi cer. According to Knobel, Basson reported to 
the CMC on the progress of Project Coast toward objectives established by the 
CMC only in broad terms. This was said to be because the members of the CMC 
did not have the scientifi c knowledge or background to address the technical 
details of the project.17

Civilian employees at RRL and Delta G were reportedly ignorant of the 
sponsor and purpose of their research and believed that they worked at a legiti-
mate private research institute. Scientists worked under strict secrecy regula-
tions and were not supposed to talk among themselves about their project. In 
addition, scientists were not allowed to know how the results of their research 
were to be used. The microbiologist in charge of culturing organisms at RRL 
never knew what happened to the pathogens he turned over to the head of his 
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department, who secretly served as RRL’s liaison with various clandestine mili-
tary and paramilitary units.18

Corrosive Effects of Secrecy

The intense secrecy that shrouds BW programs obstructs civilian oversight and 
distorts decision making by military and political leaders.19 The strict compart-
mentalization that is a central feature of secrecy restricts the information avail-
able to senior offi cials about the nature and conduct of these programs and limits 
the range and knowledge of participants involved in such oversight. This com-
partmentalization exacerbates the existing information asymmetries between 
political leaders and the military offi cers or scientists who run BW programs. 
According to principal-agent theory, large information asymmetries enable sub-
ordinates such as military offi cials or program managers to take actions for the 
benefi t of themselves or their organization that are against the interests of their 
superiors. Secrecy also makes it more diffi cult for overseers to detect such behav-
ior or hold responsible offi cials accountable.20

These problems are particularly acute for organizations that already operate 
under a high degree of secrecy and compartmentalization for security reasons. 
National security organizations have a noted tendency to use secrecy to increase 
their autonomy.21 In addition, the overlap between offensive, defensive, and civil-
ian biological activities facilitates the establishment of  BW programs in ostensi-
bly civilian institutions or outside the traditional military chain of command in 
order to shield the true nature of the program.22 Such arrangements involve an 
implicit trade-off in favor of maintaining secrecy at the expense of exercising 
effective oversight.

The stigma surrounding biological weapons can also discourage policymak-
ers from exercising proper oversight. In announcing the results of a review of 
U.S. CBW programs in 1969, President Nixon stated, “This has been the fi rst 
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thorough review ever undertaken of this subject at the Presidential level. . . . I 
recall during the eight years that I sat on the National Security Council in the 
Eisenhower Administration that these subjects, insofar as an appraisal of what 
the United States had, what our capability was, what other nations had, were 
really considered taboo.”23

As a result of these factors, programs escape review, decisions by national 
leaders are made with incomplete or inaccurate information, and the exercise of 
appropriate civilian oversight is hindered. Secrecy also allows BW organizations 
to achieve a high degree of autonomy and self-suffi ciency that increases the risk 
that subordinates will avoid accountability by concealing damaging information, 
obstructing the implementation of policies they disagree with, and engaging in 
illegal or unethical behavior. Such behavior can hinder, or even prevent, govern-
ments from complying with international arms control obligations, which in-
creases the risks of proliferation. Secrecy allowed BW program managers and 
scientists in the Soviet Union, Russia, and South Africa to engage in corruption, 
insubordination, and proliferation.

Soviet Union

By the 1980s the Soviet BW program was the largest and most advanced in the 
world with 65,000 personnel at over sixty research, development, production, 
and testing facilities sponsored by the Ministries of Defense, Agriculture, Health, 
and Medical and Microbiological Industries as well as the Soviet Academy of 
Sciences and the KGB.24 One of the major components of the program was the 
quasi-civilian agency, Biopreparat, that was tasked with conducting research 
and development on new agents; improving methods of agent production, stor-
age, and dissemination; and maintaining mobilization facilities for the mass pro-
duction of BW agents. Although Biopreparat’s management drew heavily from 
the military and its only customer was the Ministry of Defense, it enjoyed “virtu-
ally autonomous authority” as the principal organization for Soviet antiperson-
nel BW research and development.25

23. “Remarks of the President on Announcing the Chemical and Biological Defense Policies and 
Programs,” Offi ce of the White House Press Secretary, The White House, November 25, 1969, National 
Security Council Subject Files. Box 310; folder 5: Chemical, Biological Warfare (Toxins, etc.) vol. 1, p. 1, 
Nixon Presidential Materials, National Archives, College Park, Maryland.

24. Alibek, Biohazard, 310 –13; and Amy Smithson, Toxic Archipelago: Preventing Proliferation from 
the Former Soviet Chemical and Biological Weapons Complexes (Washington, DC: Henry L. Stimson Cen-
ter, 1999), 9.

25. Alibek, Biohazard, 298.



114    Liv ing  Weapons

In the late 1980s, President Mikhail Gorbachev and Foreign Minister Eduard 
Shevardnadze attempted to rein in the Soviet BW program and make it more 
transparent. This effort was part of their broader initiative to ease tensions with 
the West and reduce the burden of defense spending on the Soviet economy.26 
They experienced serious problems in obtaining accurate information from the 
military regarding BW activities, making informed decisions about the future of 
the program, ensuring the implementation of new policies, and earning the trust 
of their U.S. and British counterparts. These problems were due in large part to 
the program’s extreme level of compartmentalization and the autonomy that it 
enjoyed within the Soviet system.

This compartmentalization severely restricted the range of political actors 
who were knowledgeable about the Soviet BW program. Only members of the 
senior leadership who were directly responsible for agencies involved in the pro-
gram and provided funding were fully briefed on the program. In the late 1980s, 
this small coterie reportedly included President Gorbachev, KGB chairman 
Vladimir Kryuchkov, Defense Minister Dmitry Yazov, and Lev Zaikov, the Po-
litburo member responsible for military industries.27 This compartmentalization 
also excluded regional Communist Party leaders whose jurisdictions included 
BW facilities. At the time of the 1979 anthrax outbreak in Sverdlovsk, the re-
gional Communist Party leader, Boris Yeltsin, was unaware of the existence of 
the military BW facility responsible for the outbreak.28 This compartmentaliza-
tion not only prevented signifi cant penetration of the program by foreign intel-
ligence agencies but also shielded the program from internal scrutiny. At fi rst, 
information about the BW program was withheld from other agencies within 
the Soviet government, but eventually BW offi cials began misleading even their 
civilian leaders in the Kremlin to protect their program. These lies and dis-
tortions made it diffi cult for Gorbachev and Shevardnadze to engage in arms 
control with the United States and United Kingdom and to be seen as reliable 
negotiating partners.

26. On the struggle of Gorbachev and Shevardnadze to impose greater civilian control over the mili-
tary and the defense industrial complex, see Carolyn M. Ekedahl and Melvin A. Goodman, The Wars of 
Eduard Shevardnadze (University Park: Pennsylvania State University Press, 1997); and William C. Green 
and Theodore Karasik, eds., Gorbachev and His Generals: The Reform of  Soviet Military Doctrine (Boulder, 
CO: Westview Press, 1990).

27. Alibek, Biohazard, 149–50; and Mangold and Goldberg, Plague Wars, 183. The ministers of health 
and agriculture may also have been included in this select group since these ministries were also part of 
the Soviet BW program.

28. When he became president Yeltsin publicly acknowledged, for the fi rst time, the responsibility 
of a military facility for the outbreak. R. Jeffrey Smith, “Yeltsin Blames ’79 Anthrax on Germ Warfare 
Efforts,” Washington Post, June 16, 1992, A1.
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Compartmentalization Undermined Diplomacy

In January 1987 the Soviet Union created an interagency commission to co-
ordinate its responses to external requests for information relating to its BW pro-
gram. Throughout the 1980s, the United States sought additional information 
from Moscow regarding the 1979 anthrax outbreak in Sverd lovsk and facilities 
suspected of being part of the Soviet BW program.29 In addition, the commis-
sion was charged with preparing a declaration on BW-related facilities that was 
required by a new confi dence-building measure adopted at the second review 
conference of the BWC in 1986. The commission was chaired by the Ministry 
of Foreign Affairs, and its members included the deputy ministers of the Minis-
tries of Defense, Health, and Agriculture, as well as representatives of the mili-
tary’s 15th Main Directorate, Military-Industrial Commission, Soviet Academy 
of Sciences, and Biopreparat. Through 1990 the responses drafted by the com-
mission denied that the Soviet Union was engaged in offensive biological war-
fare or that the 1979 Sverdlovsk anthrax outbreak was caused by anything other 
than tainted meat.30 Ministry of Foreign Affairs offi cials, including the deputy 
foreign minister who chaired the commission, were never told about the exis-
tence of the Soviet BW program.31 According to Alibek, even Politburo member 
and foreign minister Eduard Shevardnadze was not privy to this information.32 
A former Soviet disarmament diplomat, however, believes that Shevardnadze’s 
status as a Politburo member gave him access to all of the relevant information 
on the BW program.33

Western governments believed that Shevardnadze must be knowledgeable 
about the Soviet BW program by dint of his status as a member of the Politburo, 
an assumption that cast a shadow over their dealings with the Soviet foreign 
ministry. The British government received reports from two separate sources 
that Shevardnadze had chaired high-level meetings in 1988 and 1990 that had 
approved Biopreparat’s plans and budget. These revelations created serious 

29. Between 1984 and 1989, Washington submitted six demarches to Moscow regarding suspected 
Soviet violations of the BWC. Senate Committee on Governmental Affairs and Permanent Subcommit-
tee on Investigations, Global Spread of Chemical and Biological Weapons, 101st Cong., 1st sess., May 17, 
1988, 184.

30. Interview with former Soviet Ministry of Foreign Affairs offi cial, 2000 (where date and location 
are not included with interview information it is to protect the confi dentiality of the source); and Alibek, 
Biohazard, 146 – 48, 151.

31. The diplomats, however, were not completely naive. A former Soviet diplomat in the disarma-
ment department admitted that although he did not “offi cially” know about the nature of the Soviet 
BW program, he was aware of it through unoffi cial channels. Interview with former Soviet Ministry of 
Foreign Affairs offi cial. See also ibid., 151.

32. Alibek, Biohazard, 146.
33. Interview with former Soviet Ministry of Foreign Affairs offi cial.
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doubts among senior arms control offi cials in the George H. W. Bush adminis-
tration about Shevardnadze’s trustworthiness. A former State Department of-
fi cial said, “Frankly, the US did not know what Gorbachev and Shevardnadze 
were hearing behind the scenes in their own government. Initially, in 1990, it 
seemed that Gorbachev and Shevardnadze were lying to us. We believed they 
knew about the BW program. But we were just guessing.”34 Information gath-
ered later, however, strongly suggested that Shevardnadze’s meetings with mili-
tary offi cials regarding the BW program were attempts by Shevardnadze to 
discover what the military was doing and how it was spending its money. Based 
on long-standing Ministry of Defense policy to keep the foreign ministry out of 
the loop on biological weapons, Shevardnadze was not in a position to approve 
the program or have any infl uence over it.35

Although this conclusion assuaged worries in Washington about Shevard-
nadze’s sincerity and honesty, it raised the equally troubling implication that the 
Soviet political leadership did not have complete control over the military and 
the BW program. The Soviet response to the defection of Vladimir Pasechnik, 
a high-ranking BW scientist, to the United Kingdom in October 1989 and sub-
sequent Anglo-American pressure on the Kremlin to address BWC compliance 
issues illustrates that Western concerns about the Kremlin’s control over the BW 
program were well founded.

The Military Misleads the Kremlin

The defection of Pasechnik was a major blow to the secrecy of the Soviet BW 
project, especially the portion managed by Biopreparat. Pasechnik had been in 
charge of three research institutes and two manufacturing plants under Biopre-
parat, and he served on Biopreparat’s board of directors, which afforded him 
an overview of the highly compartmentalized and classifi ed program.36 As a re-
sult of his revelations, British and U.S. intelligence agencies doubled their esti-
mates of the number of Soviet BW facilities.37 More important, the West had 
obtained for the fi rst time direct evidence of massive and long-standing Soviet 
violations of the BWC, including the application of genetic engineering to bio-
logical weapons. The quantity and quality of Pasechnik’s information allowed 

34. Cited in Mangold and Goldberg, Plague Wars, 108.
35. Ibid., 111–13.
36. James Adams, The New Spies: Exploring the Frontiers of Espionage (London: Hutchinson, 1994), 
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Washington and London to place Soviet compliance with the BWC higher on 
the diplomatic agenda and provided them with more ammunition to use in their 
diplomacy.

The defection of Pasechnik also marked the beginning of the Soviet mili-
tary’s efforts to deceive the civilian leadership in the Kremlin. In an attempt to 
limit the internal political fallout from the defection, the mili tary sent a memo 
to Gorbachev minimizing the seriousness of the incident and the security risk 
posed by the defection. On April 30, 1990, the United States and the United 
Kingdom presented a joint demarche based on information supplied by Pasech-
nik regarding Soviet violations of the BWC to Anatoly Chernyaev, Gorbachev’s 
senior foreign policy adviser. On May 2, 1990, U.S. Secretary of State James 
Baker followed up with a memo to Shevardnadze laying out in more detail the 
information that the United States had on Soviet violations of the BWC. After 
reading the document, Shevardnadze appeared shocked. He said he “didn’t 
think they could be doing that” and promised to respond to Baker as soon as 
possible. As a result of these demarches, Gen. Yuriy Kalinin, the head of Bio-
preparat, was asked to prepare a response for the Kremlin. Based on what it was 
believed Pasechnik would be able to tell the British, Kalinin and his staff de-
cided that the best strategy was to continue denying any wrongdoing. The one-
page memo Kalinin sent to Gorbachev stated that the Soviet Union was not in 
violation of the BWC and had only a defensive program that worked on vac-
cines and tested defensive equipment.38 The lie that had served the military so 
well for use against the Americans now also served a new role: deceiving the 
leadership in the Kremlin.

Perhaps sensing that the Pasechnik defection would give the West the lever-
age they needed to force Gorbachev and Shevardnadze to put pressure on the 
biological weapons program, Kalinin and his allies in the military also sought 
to further insulate the program from civilian oversight. On May 5, 1990, Gor-
bachev issued a secret decree halting the research, development, and testing ac-
tivities of Biopreparat, effectively ending its role in offensive biological warfare. 
The formulation of the decree, however, had been manipulated by Kalinin to 
preserve as much of the program as possible. The fi nal decree included a loop-
hole inserted by Kalinin that allowed the continued funding of the full range 
of Biopreparat’s activities. The fi nal paragraph instructed Biopreparat “to or-
ganize the necessary work to keep all of its facilities prepared for further manu-
facture and development.” These production facilities would be retained as 
mobilization plants in the event that a “special period” was declared prior to 
a war. Although the directors of Biopreparat’s institutes knew of the decree’s 

38. Mangold and Goldberg, Plague Wars, 106 –8, 415 n. 10.
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existence, Kalinin withheld its text from them. As a result, the directors were 
unable to implement the decree without guidance from headquarters, which 
Kalinin was unwilling to provide.39 Alibek, who by this time had grown disillu-
sioned with the Soviet BW program, claims that he was able to use the decree to 
close the Soviet’s largest explosive aerosol test chamber, located at Stepnogorsk, 
and to convert some buildings at Vector to civilian use. He also learned, how-
ever, that Vector continued to build a new viral-agent production plant and 
that Biopreparat continued to develop railcars for use as mobile BW agent pro-
duction plants.40 In effect, the decree allowed Gorbachev to believe that he had 
terminated the offensive program while imposing only limited constraint’s on 
Biopreparat’s activities. More important, the decree further complicated over-
sight of the program by civilians in the Kremlin.41

In response to continued Anglo-American diplomatic pressure to resolve 
concerns regarding Soviet compliance with the BWC, the Soviets agreed in Au-
gust 1990 to allow an Anglo-American team to visit four Biopreparat sites.42 Be-
hind the scenes, Biopreparat was busily preparing for the inspections by hiding 
or sanitizing as much evidence as possible of its role in the development of bio-
logical weapons. Following the Anglo-American visit in January 1991, Bio-
preparat reported to the Kremlin that although the visitors had seen enough to 
be suspicious, they had found no evidence of an offensive program and couldn’t 
prove anything. In fact, the Anglo-American team had seen enough to conclude 
that the Soviet Union had a massive offensive program run by Biopreparat and 
the Ministry of Defense. The team had uncovered evidence of research on vari-
ola (the virus that causes smallpox), genetic engineering of dangerous pathogens, 
explosive aerosol testing for munition development, and a large-scale capability 
to produce pathogens far in excess of legitimate civilian or defensive needs.43

Gorbachev’s Reliability as Arms Control Partner

Concerns similar to those that dogged Shevardnadze were raised in Washington 
and London regarding the reliability of Gorbachev as an arms control partner. 
Within the British government, Prime Minister Margaret Thatcher believed that 
Gorbachev’s desire to end the BW program was sincere and that he was being 

39. Alibek, Biohazard, 187– 91; and Mangold and Goldberg, Plague Wars, 417 n. 20.
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Overs ight    119

deceived by his generals. Sir Percy Cradock, then chairman of Britain’s Joint In-
telligence Committee, thought that was as likely as Thatcher being deceived by 
her generals.44 He believed that the program was so large that Gorbachev would 
have to have known about it and known that it was not defensive.45

Shortly after the failed Kremlin coup in August 1991, British Prime Minis-
ter John Major reportedly confronted Gorbachev on the Soviet BW program. 
Instead of denying the existence of an offensive program as he had done be-
fore, Gorbachev blamed the coup plotters, including Minister of Defense Dmitry 
Yazov, for misleading him about the true nature of the program. Gorbachev also 
promised to get to the bottom of it and establish mutual confi dence with the 
West. On November 18, 1991, the Kremlin informed the British ambassador to 
Moscow that an order had been issued to terminate the Soviet BW program. But 
by this time offi cials in Washington and London believed that Gorbachev was 
too weak to take effective action anyway.46

It remains unclear how much Gorbachev knew about the offensive program 
and how hard he tried to halt and roll back the program. Alibek claims that 
Gorbachev belonged to the small circle of senior offi cials who were fully in-
formed about the Soviet offensive program and that he has seen Gorbachev’s 
signature on key documents authorizing offensive activities.47 On the other 
hand, Gorbachev also authorized measures in the 1980s to eliminate some as-
pects of the biological weapons program such as a BW agent production plant at 
Sverd lovsk and a large stockpile of  B. anthracis that had been produced at Sverd-
lovsk.48 Whether the intent of these measures was to roll back the offensive pro-
gram or simply to hide it better from inspectors is unknown. When asked in a 
1995 interview if he had been deceived by his generals on the issue of chemical 
and biological weapons, Gorbachev replied that these men had been “in no great 
hurry to introduce conversion [to civilian production], rather they preferred to 
preserve their military industrial complex.” However, he added, that ultimately 
they had followed his lead on arms control.49 This response implies that Gor-
bachev was aware of the military’s resistance to his efforts to reduce and open 
up the offensive program, but he had limited power to compel their compliance. 

44. Mark Urban, UK Eyes Alpha: Inside British Intelligence (London: Faber and Faber, 1996), 132–33.
45. Mangold and Goldberg, Plague Wars, 108.
46. Adams, New Spies, 277; and Mangold and Goldberg, Plague Wars, 141– 42.
47. Alibek, Biohazard, 117, 145, 150.
48. Alibek, Biohazard, 263; and Paul Quinn-Judge, “The Breeding of Death,” Time, February 16, 

1998. The stockpile of B. anthracis spores, estimated at between one hundred and two hundred tons, was 
transferred to Vozrozhdeniya Island in 1988 for sterilization and burial. Judith Miller, “At Bleak Asian 
Site, Killer Germs Survive,” New York Times, June 2, 1999, A1; Miller, Engelberg, and Broad, Germs, 178, 
352n; and Jonathan B. Tucker, “Biological Weapons in the Former Soviet Union: An Interview with 
Dr. Kenneth Alibek,” Nonproliferation Review 6, no. 3 (1999): 6.

49. Urban, UK Eyes Alpha, 134.



120    Liv ing  Weapons

The misleading reports sent to Gorbachev regarding Pasechnik’s defection and 
the results of the Anglo-American visit to Biopreparat sites, as well as the sub-
terfuge to resist Gorbachev’s May 5, 1990, decree, indicate that the military and 
Biopreparat perceived Gorbachev’s desire to halt, if not roll back, the offensive 
program as genuine. It appears that Gorbachev played a two-level game. He 
persisted in denying the existence of an offensive program to the West to avoid 
embarrassment and a confrontation with the military while he and Shevard-
nadze engaged in a bureaucratic struggle to rein in the offensive program.

According to Jack Matlock, U.S. ambassador to Moscow from 1987 to 1991, 
“from their behavior, I think the people at the top [in the Kremlin] probably did 
not know everything. There is plenty of evidence that shows these people were 
not able to get the information they wanted, because the system was so secret 
and the political authorities had so little control over the military and KGB. And 
they had no reliable way to check up on the information they did get.”50 Bio-
preparat and the Soviet military took advantage of the intense secrecy surround-
ing the BW program, and the autonomy it offered, to shield it not only from 
foreigners but also from perceived domestic interlopers.

Russia

After the collapse of the Soviet Union, Russian president Boris Yeltsin encoun-
tered the same problems as Gorbachev and Shevardnadze in their bid to disman-
tle the BW program. Although Yeltsin declared his resolve to bring Russia into 
compliance with the BWC and cooperate with the West, he faced great diffi cul-
ties implementing these pledges.

Soon after entering offi ce, Yeltsin took the diplomatic offensive by publicly 
acknowledging past violations of the BWC, promising to halt such activities, and 
vowing “rigorous implementation” of the BWC.51 Privately, however, Yeltsin 
also told U.S. and British offi cials that his offi ce was having trouble penetrating 
the secrecy that surrounded the program and that he was still being deceived by 
the military. Yeltsin called the generals in charge of the BW program “fanatics” 
and “misguided geniuses.”52

During his fi rst meeting with President George H. W. Bush in February 1992, 
Yeltsin told him, “We are still deceiving you, Mr. Bush. We promised to elimi-
nate bacteriological weapons. But some of our experts did everything possible 
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to prevent me from learning the truth. It was not easy but I outfoxed them.”53 
Yeltsin explained the program was so compartmentalized that there were few 
knowledgeable offi cials, even fewer who were forthcoming, and that the mili-
tary continued to hide certain facilities. These impediments forced Yeltsin to re-
peatedly extend the amount of time he told Western leaders was necessary to 
dismantle the former Soviet program.54

The Military Misleads the Kremlin

Furthermore, the British learned in early 1992 from sources in Moscow that the 
military and Biopreparat remained committed to continuing the BW program 
and were lying to Yeltsin in order to justify the program. In December 1991 the 
Soviet Union had dispatched a team to visit former offensive and current de-
fensive BW sites in the United States as part of a reciprocal confi dence-building 
exercise. By the time the team returned to Moscow, the Soviet Union had been 
replaced by Russia and fourteen other independent states. In order to ensure the 
continuation of their program, Biopreparat and military offi cials reported to the 
Kremlin that their visit had uncovered evidence that the United States continued 
to maintain a BW program, including mothballed production and testing facili-
ties. Therefore, the 15th Main Directorate, the organization within the Min-
istry of Defense responsible for the BW program, recommended that Russia’s 
offensive program should continue.

In fact, there was no such evidence and the outcome of the visit had been 
preordained. Both General Valentin Yevstigneev, head of the 15th Main Di-
rectorate, and Yuriy Kalinin, head of Biopreparat, told members of the team 
before their departure to fi nd evidence of a U.S. BW program— or else.55 The 
mothballed facilities were in fact the abandoned remnants of the United States’ 
former offensive program.56 The testing facility highlighted in the report to the 
Kremlin was a one-million liter spherical aerosol test chamber, called the Eight 
Ball, that had not been used since 1969 and whose surrounding wooden struc-
ture had burned down long ago. The decrepit nature of the former offensive 
sites, the limited size of the defensive facilities, and the openness of the U.S. sci-
entists convinced one of the team members, Ken Alibek, that the United States 
no longer had an offensive program. As a result, he defected to the United 
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States later that year and revealed the full extent of the former Soviet BW pro-
gram and the struggle for its survival in Russia.57

Throughout 1992 the military succeeded in undermining Yeltsin’s major ef-
forts to increase civilian control over the former BW program, to make it more 
transparent, and to cooperate with Anglo-American efforts to verify Russian 
compliance with the BWC. On February 28, Yeltsin announced the creation of 
the Committee on the Convention Problems of Chemical and Biological Weap-
ons to implement Russia’s commitments not to develop, produce, or stockpile 
these weapons. While on paper this was a promising development, reliable 
sources in the Russian foreign ministry warned the British that the military still 
controlled decision making on BW issues and was seeking to hijack the com-
mittee.58 Indeed, the membership of the committee left much to be desired and 
caused a great deal of concern in Washington and London. Retired army gen-
eral Anatoly Kuntsevich, who served as a presidential adviser on chemical and 
biological disarmament, was appointed chairman of the committee. One of his 
deputies was General Yevstigneev. These generals were old-guard conservatives 
who had been at the forefront of Soviet efforts to secretly develop new chemical 
and biological weapons in contravention of international treaties.59

On April 11 Yeltsin took his most signifi cant step to date in bringing Russia 
into compliance with the BWC. The Kremlin issued Edict 390, “On Ensuring 
the Implementation of International Obligations Regarding Biological Weap-
ons,” which prohibited all biological warfare activities on Russian territory that 
violated the BWC. The decree also placed the Committee on Convention Prob-
lems of Chemical and Biological Weapons under the offi ce of the president to 
oversee the fulfi llment of the requirements of the decree and international treaty 
obligations. Although this decree codifi ed the BWC’s prohibition against de-
velopment, production, and stockpiling of biological weapons, it did not regu-
late research or defensive activities. The British Joint Intelligence Committee 
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later concluded that the Russian military was circumventing the decree by clas-
sifying all of its ongoing offensive scientifi c research as “defensive.” The gener-
als reportedly argued to the Kremlin that the defensive research was necessary 
in case Russia was ever attacked from the west by NATO or from the east by 
China.60 As Alibek observed after his defection, “after Yeltsin signed a decree in 
April 1992 to stop all offensive biological work, suddenly all [of the] offensive bio-
logical facilities overnight became defensive facilities. And, you know, dozens of 
thousands of people who were involved in offensive programs became expert in 
defensive issues.”61

Russia as Unreliable Biological Arms Control Partner

In late April 1992, Russia shared with the United States and United Kingdom 
its draft declaration on past and present BW activities as required by a BWC 
confi dence-building measure. In a presentation to U.S. and British offi cials, 
Deputy Foreign Minister Grigoriy Berdennikov tried to put a positive spin on 
the document: the declaration admitted that the Soviet Union had violated the 
BWC and pledged that all such work had been halted. Berdennikov also told the 
offi cials that producing the document had been diffi cult due to the resistance of 
the military, which did not want to disclose any previous offensive activity, and 
the inability of the Ministry of Foreign Affairs and Yeltsin’s civilian advisers to 
acquire accurate information.62

The Russian declaration acknowledged that an offensive BW program had 
been maintained from 1946 to March 1992.63 The declaration claimed that mu-
nition development never proceeded past the prototype stage and that no bio-
logical weapons were produced or stockpiled. While the declaration listed the 
known Soviet military BW sites, it listed only the four Biopreparat facilities 
at Leningrad, Obolensk, Koltsovo, and Lyubychany previously visited by the 
United States and United Kingdom. A dozen other Biopreparat facilities in-
volved in BW activities were not listed. Furthermore, the activities of the 
Biopreparat facilities were marginalized and downplayed. Although the dec-
laration listed a number of bacterial agents that the Soviet Union worked on, 
there was no mention of work with viral agents such as variola, Marburg, and 
Ebola. The declaration also contained no information about Soviet research on 
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anticrop or antianimal biological agents. The declaration did not mention the 
BW programs and facilities associated with the Academy of Sciences, Ministry 
of Health, Ministry of Agriculture, or KGB. The declaration also failed to ad-
dress several outstanding issues such as evidence of Soviet genetic engineering 
for offensive purposes, the 1979 anthrax outbreak at Sverdlovsk, the defection 
and revelations of  Vladimir Pasechnik, and the fi ndings of the January 1991 
Anglo-American visit.64 Kuntsevich refused to answer subsequent U.S. ques-
tions about specifi c omissions from the declaration and maintained that the dec-
laration met all legal requirements.65

Clearly, Yeltsin and the Ministry of Foreign Affairs lost this round to the mili-
tary and Kuntsevich’s committee. Equally disturbing was that many of the de-
tails, denials, and shortcomings in the declaration appeared to match those found 
in a report on the former Soviet BW program submitted by Kuntsevich to Yeltsin 
in March.66 As in the Soviet era, the mili tary was telling the same lies to both the 
United States and the civilian leadership in the Kremlin.

Kuntsevich’s report to Yeltsin in March and the Russian declaration in April 
demonstrated that the Russian military was willing to concede only what it be-
lieved that the White House, 10 Downing Street, and the Kremlin already knew 
about the BW program. Given these signs of military insubordination and cover- up, 
U.S. secretary of state Lawrence Eagleburger and British foreign secretary Doug-
las Hurd raised their concerns directly with Russian foreign minister Andrei 
Kozyrev. In an August 24, 1992, letter, they wrote that “we are very concerned 
that some aspects of the offensive biological warfare program, which President 
Yeltsin acknowledged as having existed and which he then banned in April, are 
in fact being continued covertly and without his knowledge.”67

Corruption and Proliferation

Biopreparat’s ability to maintain its autonomy and elude civilian control led to 
reports of corruption and possibly proliferation. Although Biopreparat had been 
transferred to federal civilian control under the Russian Ministry of Health, “it 

64. Russian Federation, “Declaration of Past Activity in Regard to Offensive and Defensive Pro-
grams of Biological Research and Development,” United Nations Form F, DDA /4 – 92 / BWIII, 1992.
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trying to develop a means to mass-produce an antibiotic-resistant strain of the pathogen. Mangold and 
Goldberg, Plague Wars, 163– 64, 430 n. 38.

66. Adams, New Spies, 278; and R. Jeffrey Smith, “Russia Fails to Detail Germ Arms,” Washington 
Post, August 31, 1992, A1.

67. Letter from U.S. secretary of state Lawrence Eagleburger and British foreign minister Douglas 
Hurd to Russian foreign minister Andrei Kozyrev, August 24, 1992 (emphasis added).
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would appear that these changes were cosmetic in nature and that, despite its of-
fi cial incorporation within this ministry, Biopreparat continued to operate au-
tonomously with little or no government control.”68 In 1995 Yuri F. Doshchitsyn, 
head of medical industry within the Russian Ministry of Health and Medical 
Industry (also known as Minzdravmedprom) and the offi cial with direct respon-
sibility for Biopreparat, reported that his agency had “been unable to sort out its 
relation with Biopreparat. The reason for this is that Biopreparat has recently 
succeeded in securing budget fi nance outside of Minzdravmedprom and, having 
acquired economic independence, it’s attempting to take factories of the same 
profi le with it.”69 The bulk of this outside fi nance likely came from the Ministry 
of Defense, with commercial sales and black market activ ities playing a smaller 
role. Amy Smithson reports that stories of corruption within the chemical and 
biological weapons communities circulated in Russia throughout the 1990s.70 
Anthony Rimmington has identifi ed around thirty private companies that were 
created on the basis of organizations and facilities that contributed to the Soviet 
BW program.71 The fi rm Bioeffect, created by a former BW scientist, has adver-
tised for sale recombinant strains of F. tularensis with altered virulence genes and 
offered to cooperate in research on the virulence factors of different pathogens 
and the development of novel microorganisms.72

The most alarming example of how autonomy can contribute to proliferation 
is a deal struck in July 1995 between Iraq’s Military Industrialization Corpora-
tion and Biopreparat for a 50,000-liter fermentation capability. Iraq and Russia 
claimed that the fermenters were for a single-cell protein factory. This was the 
same story used by Iraq to hide its BW production facility at Al Hakam from 
UNSCOM. Indeed, the key Iraqi negotiators were affi liated with Al Hakam 
and had previously worked on Iraq’s BW program. In addition, Iraq was nego-
tiating for fi ve 10,000-liter fermenters, not one 50,000-liter fermenter as might be 
expected for a legitimate single-cell protein factory. One of the Russians report-
edly involved in the negotiations was Vilen Matveyev, formerly with the 15th 
Main Directorate and later a senior deputy at Biopreparat, who specialized in 
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the development of weapons-manufacturing equipment.73 Russia has assured 
UNSCOM that no contract was concluded, and no attempt was made to export 
the equipment in 1995 or after.74 According to the Iraq Survey Group, the deal 
fell through when the Russian company was unable to obtain an export control 
license.75 UNMOVIC, however, suggests that the deal was never consummated 
because it was preempted by Iraq’s admission that Al Hakam had been part of 
the BW program and the subsequent closure and destruction of the facility.76 The 
episode serves to illustrate the dangers that highly autonomous BW organiza-
tions or entrepreneurial scientists can pose if they choose to place their own ma-
terial interests above the political interests of their superiors.

Assessment

While Yeltsin appears to have genuinely desired to comply with the BWC, his 
ability to implement this pledge and establish the level of transparency nec-
essary to demonstrate compliance was limited. Yeltsin made limited progress 
after the initial breakthroughs in 1992 such as the decree banning work on bio-
logical weapons, the submission of the confi dence-building declaration to the 
UN, and the signing of the so-called Trilateral Agreement in September 1992. 
Russia, however, refused to clarify omissions and falsehoods in its UN declara-
tion, address issues raised by Anglo-American visits to former BW sites as part 
of the trilateral process, or grant the promised access to military sites. In addi-
tion, the continued presence of Kuntsevich, Yevstigneev, and Kalinin in senior 
positions reinforced concerns in the West about the dangers of Kremlin com-
plicity in the offensive program or lack of control over the military. According 
to a Western intelligence offi cial, “Yeltsin is certainly telling us what he believes. 
But that is not what is actually happening. If the military are really able to defy 
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him in this way, it tells us a lot about the power structure in Russia.”77 As one 
senior U.S. offi cial observed, “it’s really a debate about whether Russian bio-
warfare research is a national policy or run by entrenched interests that are out 
of control. Did Yeltsin mean what he said? Probably yes. Did he have the abil-
ity to tear it down? Probably no.”78

Problems with Russian compliance with the BWC persisted beyond Yeltsin’s 
tenure as president. In January 2000, on the eve of Vladimir Putin’s ascension 
to Russia’s presidency, the Department of Defense reported that “we have little 
information on the extent of control and oversight by the Government of Rus-
sia over the military and civilian-military bio logical warfare programs formerly 
controlled or overseen by the Soviet Union. We are concerned, however, that 
the same generals who led the former Soviet offensive BW program are still in 
charge at military institutes that are said to be part of the greatly reduced defen-
sive program.”79 Although Putin’s government has publicly reaffi rmed its com-
mitment to the BWC on several occasions, the United States has been unable to 
certify that Russia is fully implementing the treaty.80

South Africa

Similar problems of control and oversight beset the South African CBW pro-
gram, Project Coast, which operated from 1981 to 1995. Secrecy, compartmental-
ization, and organizational autonomy impeded effective oversight, undermined 
civilian control, and distorted decision making. An investigation by the TRC 
found that the military committee charged with oversight of the project was 
“grossly negligent in approving programmes and allocating large sums of money 
for activities of which they had no understanding, and which they made no 
effort to understand.”81 This mismanagement resulted in scientifi c and fi nancial 
fraud by a “nepotistic, self-serving and self-enriching group of people, misled 
by those who had a technical grasp of what was happening.”82 Furthermore, the 
program managers misled President F. W. de Klerk and later President Nelson 
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Mandela about the offensive orientation of the program and its role in assassina-
tion operations. The oversight mechanism put in place to monitor Project Coast 
was undermined by the secrecy, compartmentalization, and divided chain of 
command that characterized the program. As a result, the program’s documents 
and pathogens were not properly destroyed or accounted for when the program 
was terminated, and they continued to present a proliferation risk many years 
later. In addition, Dr. Wouter Basson, head of Project Coast from 1981 to 1993, 
is suspected of aiding Libya’s CBW program in the early 1990s. In 1997 Basson 
was arrested for drug traffi cking, and in 1999 he went on trial with sixty-seven 
charges of possession of illegal drugs, murder, attempted murder, conspiracy to 
murder, and fraud. All of these charges stemmed from his actions as the head of 
South Africa’s CBW program. Although Project Coast scientists testifi ed to the 
production of assassination weapons under orders from Basson, and members 
of Special Forces units testifi ed to using such devices to carry out murders, Bas-
son denied that he was involved in any way with these operations. On April 11, 
2002, the judge acquitted him of all charges.83

Chandré Gould and Peter Folb, who worked on the TRC investigation of 
Project Coast, believe that the ability of Project Coast to evade SADF’s normal 
fi nancial and security controls was not due solely to Basson’s efforts. They believe 
that there was a decision made by the senior SADF leadership that the project 
should operate with the minimal amount of control in order to ensure plausi-
ble deniability.84 According to Surgeon General Knobel, Basson was given carte 
blanche to obtain the desired results. As Burger and Gould paraphrase Knobel, 
“the end totally justifi ed the means, and if that meant that Basson had to lie, steal 
or bribe people, no one in SADF would blink an eye. Who he dealt with and 
how he achieved the desired results were ‘details’ that members of the CMC [Co-
ordinating Management Committee] specifi cally did not want to know.”85

The lack of controls allowed Project Coast to develop suffi cient autonomy to 
resist later efforts to exercise more stringent oversight over the program’s fi nances 
and activities. In addition, the highest levels of the South African, U.S., and Brit-
ish governments as well as the United Nations were consistently misled about 
the nature of Project Coast by Knobel and Basson. The lack of adequate over-
sight also made it diffi cult for Pretoria to shut down the program in a complete 
and verifi able manner. This allowed Basson and other Project Coast scientists to 
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divert project materials for their own purposes, which increased the risk of the 
proliferation of chemical and biological weapons to states and terrorists.

Autonomy

The structure of Project Coast and autonomy enjoyed by Basson were driven 
primarily by the SADF’s need for plausible deniability as the SADF could not 
afford to be linked to his activities. To compensate for the risks involved, Bas-
son was provided with a generous level of funding and mini mal oversight. The 
only restrictions placed on his activities, aside from the injunction for secrecy 
and deniability, were that he operate within the approved annual budget, did not 
transport hazardous materials on commercial aircraft, and did not enrich him-
self at the project’s expense.86 The responsibility, freedom, and fi nancial rewards 
granted to Basson due to the perceived need for secrecy led him to realize that 
no one else in SADF knew anything about chemical and biological weapons and 
that “in the land of the blind, the one-eyed man is king.”87

Basson was able to leverage his supposed expertise in CBW and his superiors’ 
desire for secrecy to serve as their sole source of information on the project. Due 
to the strict compartmentalization of Project Coast, Basson served as the only 
direct link between CMC and the project’s front companies.88 Basson also con-
trolled the three working groups established by the CMC to guide its decision 
making and exercise oversight over the project.89 This arrangement allowed him 
to prepare all of the documentation for the committee and therefore monopolize 
the information fl owing to it.

The high degree of compartmentalization of Project Coast allowed Basson 
to circumvent the usual organizational and procedural checks and balances of 
secret military programs. All secret SADF projects were assigned a security offi -
cer, who would report to the chief of staff for intelligence, to handle the physical 
security of facilities, proper classifi cation and handling of documents, screening 
of personnel, advice on how to route fi nances to prevent them from being linked 
back to the SADF, and other counter intelligence activities. To fulfi ll his duties, 
the security offi cer would have to know as much as possible about the project to 
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anticipate or detect breaches in the project’s secrecy. Johan Theron, the security 
offi cer for Project Coast, testifi ed at Basson’s trial that he had been denied access 
to all transactions conducted by Basson and that he reported directly to Basson, 
not to the chief of staff for intelligence. As a result, the security offi cer had no 
ability to act as a check on Basson.90

As Burger and Gould observe, “even the highest echelon of the SADF was 
entirely dependent on Basson for every detail of the CBW programme it had 
created.”91 D. John Tuter, who managed one of Project Coast’s front companies, 
testifi ed at Basson’s trial that “Wouter Basson was Project Coast— end of story.”92 
As a result, Basson could control the entire program and manipulate his overseers 
as desired. Basson oversaw personnel decisions, the program’s research agenda, 
budgetary matters, overt and black market procurement, and was responsible 
for keeping senior political and military leaders informed about the status of his 
program. The investigation by the TRC as well as Basson’s two-and-a-half-year 
criminal trial revealed how he was able to exploit the desire for secrecy and the 
autonomy of his program to abuse all of these responsibilities.

Fraud and Corruption

Basson used his position as the sole source of his superiors’ information about 
Project Coast to exaggerate the program’s achievements and to enrich himself 
and his cronies. In the words of Princeton Lyman, U.S. ambassador to South Af-
rica in the mid-1990s, “Basson proved to be a combination of Dr. Strangelove 
and Walter Mitty.”93 According to Knobel, Project Coast’s achievements, which 
were stored for posterity on sixteen CD-ROMs, were a “national asset.” Even the 
judge at Basson’s trial believed that the project had been a huge success.94 The 
TRC assessment of this aspect of Project Coast is worth quoting at length:

One of the curious aspects of the CBW programme was the high level of respect 
it enjoyed with the military and the government of the day. The facts, as they 
emerged in the Commission’s hearings, show that this respect was misplaced. The 
scientifi c research undertaken by the project was pedestrian, misdirected, ineffec-
tual and unproductive. It was also exorbitantly expensive, costing the nation tens if 
not hundreds of millions of rands.95
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After Basson’s arrest for drug dealing in 1997, the CD-ROMs that were 
supposed to contain highly classifi ed information on South Africa’s scientifi c 
achievements in the CBW fi eld were reviewed and found to contain only previ-
ously published literature on these weapons.96 Instead of a national asset, Project 
Coast was unmasked as a national embarrassment.

Basson also exploited his superiors’ desire for secrecy and the technique of 
compartmentalization to enrich himself and his colleagues. The extent of cor-
ruption within Project Coast illustrates the dangers posed by an autonomous 
organization whose leadership is not held accountable for its actions. State prose-
cutors accused Basson of structuring Project Coast’s fi nancial arrangements so 
that select insiders benefi ted from the program’s implementation and privatiza-
tion. Basson arranged the replacement of the civilian scientists in charge of Delta 
G and RRL with two personal friends who also served with him in the Special 
Forces and Seventh Medi cal Battalion. This management shake-up was timed 
to occur just before the commercialization phase of Project Coast and resulted 
in Basson and his friends becoming millionaires after the “sale” of these compa-
nies to their management.97

Prosecutors also accused Basson of misappropriating funds designated for the 
procurement of CBW-related materials from abroad to support a luxurious life-
style in South Africa and abroad for himself and select colleagues, most of whom 
also worked for Project Coast. Basson claims he used the funds to purchase a 
range of drugs and materials. However, only he knew what substances the pro-
gram was procuring, how much they cost, and whether and how they were being 
used. Surgeon General Knobel justifi ed this practice by claiming that the over-
riding priority was to prevent foreign suppliers, or anyone else, from knowing 
of the military’s connection to Basson’s activities. These purchases were never 
physically verifi ed, and scientists at Delta G and RRL testifi ed that they did not 
obtain black market goods from Basson and were able to procure required items 
through normal commercial channels.98

As a result of the covert nature of Project Coast, the stated need to acquire 
equipment and material on the black market or to smuggle it into the country 
due to the international embargo, and the limited oversight exercised by CMC, 
Basson was able to divert virtually all of the money allocated for overseas procure-
ment from Project Coast and launder it through a network of shell companies 

96. Ibid., 144; and Burger and Gould, Secrets and Lies, 26, 204 –5.
97. Wynand Swanepoel, managing director of RRL, received a payment of 4 million rand ($1.5 mil-

lion) when RRL was privatized in 1991, and Dr. Philip Mijburgh, managing director of Delta G, made a 
profi t of 15 million rand ($5.4 million) from the privatization of Delta G. Burger and Gould, Secrets and 
Lies, 39– 41; and Gould and Folb, Project Coast, 67, 100, 143– 44, 148 –52.

98. Gould and Folb, Project Coast, 177–84, 200.



132    Liv ing  Weapons

and offshore accounts he had established in the Cayman Islands. A forensic audi-
tor found that over a seven-year period, 86 million rand ($31 million) of Project 
Coast funds fl owed through a labyrinth of offshore accounts that Basson had 
access to but which were never reported to Knobel or CMC. Government inves-
tigators found that Basson and his colleagues used this money to buy real estate 
in Europe and South Africa and to enjoy extravagant vacations in the United 
States and Europe.99

When fi nancial irregularities came to the attention of military auditors in 
1992, Knobel rejected their request to conduct an independent investigation 
based on Basson’s advice that such an audit could represent a security risk.100 As 
Knobel testifi ed, “his word was enough. After all, the man was a brigadier, a se-
nior military offi cer. If you can’t trust him, who can you trust?”101 Once again, 
Basson used the need for secrecy as a means to shield his project’s autonomy and 
hide his wrongdoing.

The Misleading of Senior Civilian Offi cials

When F. W. de Klerk replaced P. W. Botha as president of South Africa in 1989 
it was the beginning of the end of Project Coast. De Klerk ushered in a new era 
in South Africa’s domestic politics and international relations by beginning a dia-
logue with opposition groups, including the African National Congress, which 
eventually led to the end of apartheid and genuine democratic elections in South 
Africa. Project Coast, however, refused to fade away.

During this time, the senior civilian leadership was briefed by Knobel and Bas-
son that Project Coast was developing defenses against chemical and biological 
weapons and that its only offensive activities were the development of incapaci-
tating and irritant chemical agents for use in crowd control. Basson reported that 
“our biological capacity is focused on staying up to date with the changing threat. 
To do this we are constantly producing new organisms in order to develop a pre-
ventative strategy as well as a strategy for treatment.”102 Accordingly, de Klerk 
approved the continuation of Project Coast as it was described in the briefi ng.103
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Unbeknownst to de Klerk, the ostensibly defensive biological research pro-
gram at RRL conducted almost exclusively offensive research.104 According to a 
1989 document authored by Basson, the purpose of Project Coast was to develop 
both offensive and defensive capabilities and to support the employment of these 
capabilities by the security forces. According to this report, “current biological 
warfare research focuses on offensive, epidemic agents. The researchers are also 
working on the development of new agents.”105 In addition, the biological pro-
gram included research on weaponization “to create a bridge between the agent 
on the one side and the ammunition on the other. Researchers are trying to de-
velop the best possible distribution techniques for the agent.”106 A senior scien-
tist at RRL claims that Basson insisted that “the Holy Grail of all research was 
the perfect murder weapon: a tasteless, colorless, odorless toxin that could not 
be traced post mortem.”107

President de Klerk fi rst learned of Project Coast’s nefarious activities in 1992 
when Gen. Pierre Steyn provided him with a secret report on criminal activi-
ties conducted by the SADF. Steyn reported that the Seventh Medical Battal-
ion under Basson’s command was engaged in drug traffi cking and assassinations 
of opponents of the apartheid regime. On March 31, 1993, de Klerk ordered 
the BW portion of Project Coast closed down, and Basson was dismissed from 
the military. He was immediately rehired for one year to tie up loose ends.108 
President de Klerk, however, continued to receive misleading reports about the 
apartheid-era CBW program. A March 1994 document prepared for de Klerk 
repeated the claim that South Africa’s biological research was defensive only and 
that “offi cially no biological agents were used offensively.”109

President de Klerk’s successor, Nelson Mandela, was also deceived about Proj-
ect Coast’s past activities. In August 1994 Mandela received his fi rst full brief-
ing on South Africa’s CBW programs from Surgeon General Knobel. Knobel 
claimed that South Africa’s biological program had been engaged in only defen-
sive research. He briefed Mandela that “as an offensive option for SADF, BW 
were considered too dangerous because of the diffi culty in controlling the spread of 
the organisms, and in any case would be ethically and morally unacceptable. For 
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these reasons it was decided that the SADF would only undertake extensive 
research into the BW threat possibilities and concentrate on countermeasures 
in case of the possible manipulation of local organisms by hostile parties.”110

South Africa as Unreliable Arms Control Partner

Neither the de Klerk nor Mandela governments took further action to examine 
the history and conduct of the CBW program. Project Coast’s past offensive ac-
tivities, both research and employment, were effectively sanitized from South 
African government documents and briefi ngs for South African and foreign of-
fi cials. In December 1993 South Africa submitted a declaration to the United 
Nations on its past and current offensive and defensive biological activities as 
required by a BWC confi dence-building measure. The declaration stated that 
South Africa had not conducted offensive biological research and that defensive 
biological research had been conducted only in 1990 and 1992. The declaration 
failed to mention the activities of RRL from the mid-1980s through 1991 and did 
not discuss South Africa’s research, development, production, and deployment 
of biological agents and devices for offensive purposes.111

South Africa’s refusal to fully declare its past BW activities led to an April 
1994 meeting between the U.S. and British ambassadors and President de Klerk. 
South African offi cials resisted the Anglo-American demand to fully declare 
their past offensive activities, which they contended were unauthorized and 
against offi cial policy. De Klerk, however, also sought more information from 
the ambassadors about the project’s past activities in order to investigate the mat-
ter more fully.112 At this meeting, Basson provided the ambassadors with a mis-
leading overview of Project Coast. Basson stated that the goal of Project Coast 
was to develop self-suffi ciency in chemical and biological defense through the 
establishment of defensive research and production facilities. This emphasis 
on defense is misleading since South Africa’s chemical and biological defensive 
work did not begin until 1988, seven years after Project Coast began. The brief-
ing also claimed that no biological weapons or delivery systems were developed 
by Project Coast.113 Although RRL did not produce sophisticated biological weap-
ons capable of aerosol dissemination and causing massive casualties, they did 

110. D. P. Knobel, “Briefi ng to President Mandela on the Defensive Chemical and Biological War-
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produce biological agents and munitions for use in assassination and clandestine 
attacks. The United States and United Kingdom presented another demarche to 
Mandela’s government in January 1995 requesting that his government submit a 
credible CBM declaration.114 Despite this Anglo-American pressure, South Af-
rica has refused to amend its initial declaration that it did not conduct offensive 
activities and continues to maintain the fi ction that it had engaged only in defen-
sive biological research.115

Proliferation

The secrecy and autonomy with which Project Coast had been run for over ten 
years not only made it very diffi cult for the senior political leadership to gain a 
complete understanding of the program and to make it transparent to outsiders, 
but it also compromised their efforts to properly dismantle the program. In 
January 1993 the minister of defense ordered Basson to destroy the chemical 
and biological materials produced and purchased by Project Coast and to de-
stroy the project’s fi les after key data were transferred to CD-ROMs. Basson 
later reported to the CMC that he had accomplished both tasks although he did 
not submit any documents or witnesses to certify the destruction of either the 
materials or the fi les.116 Nevertheless, South African offi cials accepted Basson’s 
claims and reassured the United States and United Kingdom that the offensive 
program had been terminated and all materials of proliferation importance had 
been destroyed or were “under strict centralized control.”117

Basson’s January 29, 1997, arrest demonstrated that he had not followed these 
orders and had lied to his superiors. After his arrest, authorities seized two trunks 
linked to him that contained over three thousand capsules of MDMA (methylene-
dioxymethamphetamine, also known as Ecstasy), 96.9 grams of methaqualone 
(also known as Mandrax), and 14 grams of cocaine. All of these drugs had been 
produced or acquired by Delta G before the termination of Project Coast as part 
of a research program on using street drugs as incapacitating chemical weapons 
for crowd control.118 In addition, numerous classifi ed technical documents from 
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Project Coast that were supposed to have been destroyed in 1993 were found in 
the trunks. Scientists from RRL reported that they had also retained copies 
of their research reports.119 It later emerged that Basson and his staff had also 
failed to destroy the stocks of biological cultures as directed when the program 
was closed down. Daan Goosen, the former director of RRL, claims that he re-
tained a personal collection of 150 strains collected by or developed by the proj-
ect, including B. anthracis, and six genetically modi fi ed strains, such as an E. coli 
strain that produces the toxin of C. perfringens.120 Other scientists were also re-
ported to have retained copies of strains to continue working on vaccines and 
therapeutic treatments with commercial prospects.121

Perhaps even more dangerous than documents or strains of microorganisms 
was the potential for scientists to “freelance” with their knowledge to other na-
tions and nongovernment organizations. Basson made several trips to Libya be-
tween 1993 and 1995 that were believed to be linked to Libya’s pursuit of foreign 
expertise for its CBW program.122 The Mandela government decided to rehire 
Basson in October 1995 as a means of keeping a closer eye on him. Goosen and 
other scientists previously involved with Project Coast have reported being ap-
proached by representatives of foreign countries and extremist groups seeking 
materials or expertise relating to chemical and biological weapons.123 Basson’s 
involvement with Libya and drug traffi cking illustrates the risk that former 
weapons scientists could sell their know-how or access to highly valuable mate-
rials on the black market.

Secrecy, Oversight, and International Security

BW programs operate under extreme secrecy and compartmentalization for 
legal, normative, and strategic reasons. As a result, these programs are able to 
attain a high degree of autonomy that obstructs civilian oversight and distorts 
decision making. The security implications are subtle but disturbing.
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Biological weapons program are able to escape review by senior offi cials, lead-
ing to a dissonance between military means and political ends in a state’s grand 
strategy.124 As a result, reviews are typically triggered by external pressure that 
raises the cost of this dissonance. The continuation of the Soviet BW program 
in violation of the BWC undermined Moscow’s strategy under Gorbachev and 
Yeltsin of reconciliation and cooperation with Western powers. The efforts by 
Gorbachev and Yeltsin to rein in the offensive program were triggered by, and 
sustained by, diplomatic pressure from the United States and United Kingdom. 
The public pressure exerted by the United States at the third review conference 
of the BWC in 1991 led the Soviet delegation to worry that the United States 
would insist that the Soviet Union be singled out and named for noncompli-
ance in the meeting’s fi nal declaration. This approach appeared to promote a 
more cooperative attitude from Moscow and Soviet agreement to a new CBM on 
declaration of past offensive BW programs.125 The United States later used this 
CBM as a means of testing Russian willingness to comply with the BWC. Simi-
larly, the United States made the most progress resolving concerns with Russian 
compliance with the BWC when it made these concerns public in 1992.

Likewise, South Africa’s CBW program was shut down due to a series of 
investigations into illegal activities committed by Basson, the program’s man-
ager. A fuller and more accurate accounting of the program’s activities emerged 
only as a result of the public hearings held by the TRC and pressure from the 
United States and United Kingdom. In these cases, it was not only external pres-
sure but also the information provided by outsiders that enabled political leaders 
to regain leverage over these secret programs.

Another example of the role of external pressure in triggering a long-overdue 
review of CBW policies can be found in the United States’ unilateral abandon-
ment of its BW program in 1969. Mounting scientifi c and congressional opposi-
tion to the use of riot control agents and herbicides in Vietnam and the testing of 
chemical weapons in the United States led to the fi rst National Security Coun-
cil review of the United States’ CBW program in over fi fteen years. The review 
resulted in the termination of the offensive BW program and the United States’ 
renunciation of the use of biological weapons.

Even if senior offi cials attempt to closely monitor a BW program, such over-
sight may be compromised by uncooperative program managers who can exploit 
the compartmentalization of knowledge to mislead senior offi cials. The motive 
for such manipulation may be merely bureaucratic maneuvering to maintain 
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138    Liv ing  Weapons

or increase budget, prestige, or autonomy, or it could be an attempt to avoid ac-
countability for unethical or illegal activities. The leaders of the Soviet BW pro-
gram repeatedly lied to the civilian leadership in the Kremlin in order to justify 
the program’s continuation. Basson also misled his superiors in order to conceal 
his involvement in assassination operations and to cover up his alleged fraud, 
embezzlement, and drug traffi cking. As a result, government leaders may not 
know the full extent and nature of past and current activities. However, since 
these leaders have an incentive to distance themselves from such activities, it 
may be diffi cult to determine to what extent they are truly ignorant or are turn-
ing a blind eye. The false information provided by program managers may also 
be propagated internationally through incomplete and inaccurate declarations 
to the United Nations and negotiating partners.

We now know that Iraqi BW scientists hid vital information regarding their 
unilateral destruction of BW agents in 1991 from their own leaders and UN in-
spectors, which greatly complicated efforts by the UN to verify Iraqi disar-
mament. In July 1991 Hussein Kamel issued emergency orders to immediately 
dispose of all bulk BW agents. Faced with a broken semitrailer, which prevented 
the transportation of a cache of B. anthracis spores back to the main BW facil-
ity at Al Hakam for disposal, Iraqi scientists deactivated and dumped the agent 
within sight of one of Saddam Hussein’s presidential palaces. Once they realized 
their mistake, they were too scared to tell the regime leadership, even after UN 
weapons inspectors had identifi ed gaps and fl aws in Iraq’s account of its 1991 
unilateral BW destruction activities.126 According to the Iraq Survey Group, a 
US-led fact-fi nding mission that searched Iraq for weapons of mass destruc-
tion after the 2003 invasion, “this deception, in effect, prevented any possibility 
of the UN accepting the Iraqi account of its BW program. Whether those in-
volved understood the signifi cance and disastrous consequences of their actions 
is unclear.”127

Organizations that enjoy a high degree of autonomy also allow managers to 
hinder the implementation of unwelcome policies and resist efforts to comply 
with international obligations. Kalinin’s manipulation of Gorbachev’s May 1990 
decree and the military’s domination of CBW policy making under Yeltsin al-
lowed the continuation of illegal activities, the maintenance of offensive capabil-
ities, and a failure to fully divulge the program’s past activities. This resistance, 
coupled with the withholding of information from senior political leaders, can 
make it more diffi cult to negotiate arms control measures in good faith, espe-
cially if the other party has access to information that the leadership does not. 
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The United States and United Kingdom faced these problems when working 
with the Soviet, Russian, and South African governments to bring them into 
compliance with the BWC and the requirements of the treaty’s confi dence-
building measures.

The lack of adequate oversight increases the risk that such programs, or the 
remnants of these programs, could become the source of expertise, materials, or 
weapons for terrorists or other states. In both Russia and South Africa, former 
BW scientists have offered such resources on the international market or been 
approached to supply these resources to states or terrorists. Future nonprolifer-
ation successes should be accompanied by efforts to employ former weapon sci-
entists in peaceful research and to secure sensitive materials to prevent further 
proliferation.

These problems affect not only authoritarian states prone to poor civil- military 
relations but also strong liberal democracies. The 1969 U.S. decision to renounce 
biological weapons and destroy it BW stockpile is the exception that proves the 
rule. This decision was made by President Nixon after extensive interagency 
deliberations. When the civilian leadership at the DOD was not satisfi ed with 
the advice they were getting from the uniformed military, they turned to civil-
ian experts within the DOD and obtained independent analyses from science 
advisers in the Offi ce of Science and Technology in the White House and out-
side scientists who were members of the President’s Science Advisory Commit-
tee. To ensure that the destruction of biological agents was conducted in a safe 
manner, the DOD was required to have destruction plans approved by multiple 
federal and state environmental agencies.128 The decision and its implementa-
tion demonstrate the value of pluralistic decision-making structures and pro-
cesses not constrained by compartmentalization. The exception to this emerged 
in the most secretive, and least accountable, agency of the government: the Cen-
tral Intelligence Agency. In 1975 a congressional investigation exposed a secret 
stockpile of toxins at the CIA that should have been destroyed when the United 
States decided to terminate its offensive BW program.129 The toxins were the 
result of cooperation between the CIA and the U.S. Army to develop biologi-
cal agents and weapons for clandestine operations. An internal CIA review of 
the program found that it was “characterized by a compartmentation [sic] that 
was extreme even by CIA standards.”130 In contrast to the review of the DOD’s 
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plans to destroy its stocks of agents and munitions by appropriate federal, state, 
and local agencies, the destruction of the CIA’s holdings of biological and toxin 
agents stored at Fort Detrick was not subject to any external oversight. As a re-
sult, CIA scientists were able to decide on their own to retain a small stockpile 
of toxins despite the presidential decision to destroy all such agents. To prevent a 
repeat of this embarrassing incident, the National Security Council required all 
government agencies to certify in writing that they were in compliance with the 
BWC.131 This episode highlights the corrosive effects of secrecy on civilian over-
sight and management of BW programs even within liberal democracies.

The adverse effects of secrecy on oversight emerged again in 2001 when it 
was reported that the CIA and DOD were conducting classifi ed biodefense 
projects that entailed the small-scale production of B. anthracis spores in dry 
powder form, the construction of a pilot plant capable of producing a stimu-
lant for B. anthracis spores, the design and testing of a bomblet to disseminate 
biological agents, and the creation of a genetically modifi ed strain of B. anthra-
cis that could overcome the protection offered by some vaccines. Some of these 
projects had not been subject to an offi cial arms control compliance review, and 
none of them were included in annual confi dence-building declarations of bio-
defense activities to the United Nations.132 The United States claimed that the 
purpose of these research projects was defensive and legal under the BWC, but 
the combination of capabilities under development and the secrecy of the work 
have raised questions at home and abroad about the commitment of the United 
States to enforcing the BWC.133

Testing Involving Human Subjects by the Department of Defense, 95th Cong., 1st Sess., March 8 and May 23, 
1977, 247.

131. “Memorandum from Brent Scowcroft, National Security Advisor, to Heads of Executive De-
partments and Agencies, Subject: U.S. Compliance with the Biological Weapons Convention, Decem-
ber 23, 1975,” CBW Conventions Bulletin 57 (September 2002): 2.

132. Milton Leitenberg, Assessing the Biological Weapons and Bioterrorist Threat (Carlisle Barracks, PA: 
Strategic Studies Institute, 2005), 54 –55, 59–70, 84.

133. Judith Miller, “When Is a Bomb Not a Bomb? Germ Experts Confront U.S.,” New York Times, 
September 5, 2001, A5; Elisa Harris, “Research Not to Be Hidden,” New York Times, September 6, 2001; 
and Malcolm R. Dando and Mark Wheelis “Back to Bioweapons?” Bulletin of the Atomic Scientists 59, 
no. 1 (2003): 41– 45.



In October 2002, the U.S. intelligence community published a National In-
telligence Estimate (NIE) on Iraq’s weapons of mass destruction programs. 
One of the key judgments of this highly infl uential report was that “all key 
aspects —R&D, production, and weaponization— of Iraq’s offensive BW pro-
gram are active and that most elements are larger and more advanced than 
they were before the Gulf  war.”1 This program was believed to include multi-
ple mobile BW agent production units; a stockpile of lethal and incapacitating 
BW agents, including B. anthracis and possibly variola virus and genetically en-
gineered agents; and related munitions and delivery systems. The intelligence 
community declared that it had a high degree of confi dence in this assessment.2 
This report became the basis for Secretary of  State Colin Powell’s February 2003 
presentation to the United Nations Security Council to rally international sup-
port for the invasion of Iraq and the overthrow of  Saddam Hussein.

1. National Intelligence Council (NIC), Iraq’s Continuing Programs for Weapons of Mass Destruction: 
Key Judgments, NIE 2002–16HC, October 2002, 6, http://www.dni.gov/nic/special_keyjudgements.html.

2. Ibid., 9.
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The Iraq Survey Group, a U.S.-led 1,200 member multinational task force 
that was responsible for investigating Iraq’s WMD programs following the war, 
failed to uncover any evidence to support any of the NIE’s assessment on Iraq’s 
BW program.3 The bipartisan Silberman-Robb Commission investigation of 
2004 –5 concluded that the U.S. intelligence community “seriously misjudged” 
the status of Iraq’s biological weapons pro gram.4 An investigation by the Senate 
Select Committee on Intelligence found that the United States’ prewar assess ment 
of Iraq’s BW program either overstated, or was not supported, by the under-
lying intelligence.5 How did the United States get so much so wrong about Iraq’s 
BW program?

This episode illustrates another key security implication of biological weap-
ons: states tend to have fl awed assessments of the biological warfare intentions 
and capabilities of their adversaries. As discussed in chapter 3, states developing 
biological weapons have strong incentives to keep their plans and capabilities se-
cret. As a result, these states engage in extensive deception-and-denial operations 
to conceal the existence and capabilities of offensive programs.6 Properly assess-
ing the information that is collected is complicated by the same factors discussed 
in chapter 2 that hinder verifi cation—the multiuse nature of biotechnology; the 
overlap between offensive, defensive, and civilian activities; and the lack of eas-
ily detectable signatures for offensive programs.

As a result, biological weapons are a notoriously diffi cult target for intelli-
gence agencies. According to the CIA’s top nonproliferation analyst in 1999, 
“biological weapons (BW) pose, arguably, the most daunting challenge for intel-
ligence collectors and analysts.”7 According to the Silberman-Robb Commission, 
biological weapons are “the mass casualty threat the Intelligence Community is 
least prepared to face.”8 The commission found that the intelligence communi-
ty’s analyses of national and nonstate BW programs often rely on assumptions of 
potential agents and delivery systems unsupported by data. This is in large part 
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because traditional collection methods such as imagery and signal intelligence are 
poorly suited to collecting useful information on biological threats and the com-
munity is not properly confi gured to monitor the large volume of  BW-relevant 
information available from open sources.9 Assessing the biological threat posed 
by terrorists is even more diffi cult given the intensely secretive nature of such or-
ganizations and the smaller scale of their operations.

Biological threat assessments must take into account not only multiuse ca-
pabilities that are challenging to monitor but also intentions that are even more 
diffi cult to discern. Due to the multiuse nature of biotechnology, properly gaug-
ing intent is crucial to determining the purpose and signifi cance of an observed 
capability or activity. Assessing intentions, however, has traditionally been the 
most diffi cult challenge for intelligence agencies. Intentions are not physical ob-
jects that can be easily observed but beliefs and plans that may be subject to rapid 
change and be known to only a handful of people. In addition, indicators of 
intent are frequently ambiguous, fragmentary, and contradictory. This leads to 
two pitfalls for intelligence analysts.

The fi rst pitfall is that the nature of BW-related intelligence, which revolves 
around questions of intent and judgments about the purpose of multiuse capa-
bilities, is susceptible to distortion due to cognitive biases, bureaucratic politics, 
and political pressure. As Lawrence Freedman has observed, “the more estima-
tors have to guess, speculate, infer, induce, and conjecture in order to reach a 
conclusion, the greater the possibility of open disagreement.”10

The second pitfall is that the most valuable source of intelligence on bio logical 
threats can also be the most misleading. The defection of well-placed individu-
als with inside knowledge of their nation’s BW activities was crucial to gaining a 
fuller understanding of the Soviet program and Iraq’s program immediately 
after the 1991 Gulf  War. Human sources can also be highly unreliable and 
diffi cult to corroborate. The case of Curveball, the Iraqi chemical engineer 
whose reporting formed the basis for the NIE’s claim that Iraq had mobile 
BW production facilities, demonstrates the danger of relying on such sources.

In this chapter I evaluate the U.S. intelligence community’s assessments of the 
Soviet BW program during the cold war and Iraq’s BW program from the 1980s 
through Operation Iraqi Freedom in March 2003. These are the only modern 
cases where suffi cient material is available to compare intelligence assessments 
with the “ground truth” as revealed by defectors, inspectors, scholars, and inves-
tigative journalists. The evaluations in this chapter are as comprehensive as pos-
sible given the restrictions on the release of intelligence documents and the lack 
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of access to defi nitive accounts of Moscow’s and Baghdad’s BW capabilities and 
intentions.

During the cold war, the United States and its allies lacked a clear under-
standing of the size, scope, and sophistication of the Soviet BW program. Al-
though the United States gradually obtained more intelligence on Soviet BW 
activities from human sources, overhead imagery, communication intercepts, 
and scientifi c publications, it continued to underestimate the Soviet BW pro-
gram. This miscalculation was only revealed in 1989 by the defection of  Vladi-
mir Pasechnik, a high-ranking member of Biopreparat and the director of a key 
BW research institute. Based on his information, British and U.S. intelligence 
agencies doubled their estimates of the number of Soviet BW facilities.11 When 
the full extent of the Soviet BW program was fi nally revealed by additional de-
fectors, the skeptics in the intelligence community had to acknowledge that even 
the most alarmist analysts had underestimated the threat.

U.S. intelligence on Iraq’s BW program prior to the 1991 Gulf  War had sig-
nifi cant gaps, but it was far superior to the deeply fl awed intelligence on Iraq’s 
BW program in 2002. Although the United States correctly assessed in 1991 
that Iraq had begun production of two BW agents and had probably fi lled these 
agents into munitions, the intelligence community failed to identify virtually all 
of Iraq’s BW facilities, including the main production plant at Al Hakam. As a 
result, Iraq’s BW production infrastructure emerged virtually unscathed from 
the 1991 Gulf  War. Prior to Operation Iraqi Freedom in March 2003, the U.S. 
intelligence community fundamentally misread Iraq’s intentions and grossly ex-
aggerated Iraq’s BW capabilities. The intelligence community believed that Iraq 
had an active BW program that was even larger and more advanced than it was 
in 1991, as well as stocks of biological weapons and mobile production facilities. 
The Iraq Survey Group, which was responsible for investigating Iraq’s WMD 
programs following the war, has shown that every aspect of the U.S. biological 
threat assessment prior to the war was deeply fl awed.

Accurate and timely intelligence has long been regarded as a crucial element 
in defending against biological weapons. In 1969 President Nixon stated that the 
unilateral renunciation of biological weapons by the United States would not 
“leave us vulnerable to surprise by an enemy who does not observe these rational 
restraints. Our intelligence community will continue to watch carefully the na-
ture and extent of the biological programs of others.”12 The sobering conclusion 
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of this chapter is that intelligence on biological threats will most likely not be suf-
fi cient to prevent surprises.

U.S. Assessment of the Soviet BW Program

U.S. intelligence on the Soviet BW program is divided into two periods, from 
1945 to 1970 and from 1971 to 1990. During the fi rst period, the United States 
struggled to piece together a coherent picture of the Soviet program from human 
sources, scientifi c publications, and overhead reconnaissance systems. The lack 
of hard evidence, however, frustrated analysts and contributed to misinterpre-
tations of  Soviet activities in this fi eld. During the second period, more compel-
ling information from satellites and human sources became available regarding 
suspect BW sites, but the purpose and activities of most of these sites remained 
ambiguous. The scope, scale, and sophistication of the BW program were not 
revealed until the defection of key Soviet scientists beginning in 1989.

The Soviet Union was particularly adept at exploiting secrecy and the over-
lap between offensive, defensive, and civilian biological activities to conceal its 
BW program. The Soviet Union’s totalitarian government, intrusive security 
services, and the vastness of its territory facilitated the crea tion of a highly se-
cret BW program. The Soviet BW program was closely associated with the in-
ternal security services from its inception.13 Even within the obsessively secretive 
Soviet Union, the BW program was “one of the best-guarded secrets.”14 The va-
riety and extent of diseases in the Soviet Union caused by pathogens that were 
also viewed as candidate BW agents also made it diffi cult to interpret the pur-
pose of  Soviet activities in this fi eld. Since these diseases were legitimate public 
health, veterinary, or agricultural problems, extensive research on these diseases 
for peaceful purposes was justifi able. The Soviets were also known to have a ro-
bust biological defense program, which was seen as an extension of the over-
all Soviet investment in civil defense. In addition, the Soviet emphasis on live 
vaccines and aerogenic immunization (delivering vaccines through an aerosol 
instead of direct injection) provided additional cover for research, production, 
and testing activities with direct applicability to developing biological weapons.15 
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The Soviet Union also possessed a vast biological research-and-industrial com-
plex with over 100,000 workers, 200 factories, and 150 research centers.16 The 
Soviets used this civilian industry to conceal offensive facilities and activities as 
part of a denial-and-deception campaign. In effect, the U.S. intelligence commu-
nity had to contend with lots of  “noise” as well as an adversary that was skilled 
in masking “signals” that could reveal information about its development of 
biological weapons.

U.S. Intelligence on the Soviet BW Program, 1945–1970

The U.S. assessment of  Soviet BW activities during this period oscillated con-
siderably due to the paucity of hard evidence and the multiple plausible inter-
pretations of the available information. From the end of  World War II through 
the late 1950s, the United States remained suspicious that the Soviet Union had 
an offensive BW program, but it lacked the evidence to demonstrate this. In-
stead, analysts had to rely on reports of Soviet human sources obtained by Ger-
man intelligence during World War II and highly ambiguous indirect indicators 
of current Soviet interest in BW. By the late 1950s, overhead imagery provided 
by U-2 reconnaissance aircraft as well as Soviet scientifi c publications provided 
enough valuable, yet still ambiguous, information for the intelligence commu-
nity to reach a fi rmer conclusion about the existence of a Soviet offensive BW 
research-and-development program. The United States, however, was unable to 
successfully gauge the size, scope, and maturity of the BW program. In addition, 
the intelligence community failed to detect the existence of the Soviet Union’s 
extensive antiagriculture program. A fl awed reassessment of Soviet BW intelli-
gence in the mid-1960s led the CIA to judge that the Soviet program was still in 
the research stage and relatively primitive. Although compelling new informa-
tion emerged in the late 1960s that indicated that the Soviet BW program was 
much more advanced than believed, a high-level review of intelligence on Soviet 
BW raised new doubts about the status of the Soviet program.

The United States knew virtually nothing about Soviet BW intentions or 
capabilities until the end of  World War II.17 For the next decade or so, the most 
important sources of information on the Soviet BW program were German 
personnel knowledgeable about Soviet BW activities who were debriefed after 
the war. The most valuable information was obtained from Heinrich Kliewe, 

16. The Soviet Union was the world’s largest producer of single-cell protein and microbial pesticides. 
Anthony Rimmington, Ex-USSR Biotechnology Industry (York: Technology Detail, 1994), 5.

17. Central Intelligence Agency (CIA), The Soviet BW Program: Scientifi c Intelligence Research 
Aid, OSI-RA/61–3, Offi ce of  Scientifi c Intelligence, April 24, 1961, 1, Freedom of Information Act 
[hereafter FOIA].
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a leading bacteriologist who was part of the German biological research pro-
gram during World War II, and Walter Hirsch, former chief of German chemi-
cal weapons research and development and head of the German BW planning 
committee.18 According to two Soviet sources debriefed by German intelligence 
in 1942, the Soviet Union had an active BW research-and-development program 
at multi ple locations that included testing of munitions fi lled with BW agents.19 
At that time, the United States had no way of confi rming the validity of the in-
formation provided by these sources. Nevertheless, fi fteen years later the CIA 
still considered the information provided by Hirsch as “one of the pillars upon 
which the still incompletely known historical developments of Soviet BW activ-
ities has been partially reconstructed.”20

As a result of the paucity of useful information, intelligence assessments of  So-
viet BW activities through the 1950s were based primarily on extrapolations 
from the Hirsch report, assumptions derived from the U.S. experience with bio-
logical warfare, the study of Communist propaganda regarding alleged U.S. use 
of biological weapons during the Korean War for clues to Soviet sophistication 
and knowledge about BW agents and delivery systems, and speculation about 
Soviet motivations and capabilities.21

In 1958 the CIA reported that it had “confi rmed” the existence of an active 
Soviet BW research-and-development program based on an analysis of  Soviet 
scientifi c publications and imagery of a suspect test site on Vozrozhdeniya Is-
land in the Aral Sea.22 The breakthrough in BW intelligence came in August 
1957 when a U-2 reconnaissance aircraft photographed Vozrozhdeniya Island.23 
Vozrozhdeniya Island had been identifi ed by Hirsch and Kliewe in the 1940s as 
a BW testing site. However, no description of the installation or confi rmation of 

18. Erhard Geissler, “Biological Warfare Activities in Germany, 1923 –1945,” in Biological and Toxin 
Weapons: Research, Development and Use from the Middle Ages to 1945, ed. Erhard Geissler and John Ellis 
van Courtland Moon (Oxford: Oxford University Press, 1999), 97.

19. Walter Hirsch, Soviet BW and CW Preparations and Capabilities (Washington, DC: U.S. Army 
Chemical Intelligence Branch, May 1951), 101–13. The information provided by Kliewe is summarized 
in Offi ce of Naval Intelligence, Naval Aspects of Biological Warfare, August 1947, 46 –51, General Records 
of the Department of the Navy, RG 80, National Archives II, National Archives and Records Adminis-
tration, College Park, Maryland [hereafter NARA].

20. CIA, Soviet BW Program, 1.
21. Wilton E. Lexow and Julian Hoptman, “The Enigma of Soviet BW,” Studies in Intelligence 9 

(Spring 1965): 15–16.
22. CIA, Main Trends in Soviet Capabilities and Policies, 1958 –1963, NIE 11– 4-58, December 23, 1958, 

35, FOIA. In contrast, between 1948 and 1952 U.S. intelligence had only “strongly suggested” a R&D pro-
gram, and by 1956 the CIA was estimating that the Soviets “almost certainly” had an active program. CIA, 
Soviet BW Program, 7.

23. Photographs of  Vozrozhdeniya Island were taken during U-2 Mission 4035 on August 5, 1957. 
Some of these photographs can be found at http://www.globalsecurity.org/wmd/world/russia /vozrozh
denly.htm.
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its existence was possible until the U-2 overfl ight. These pictures led the CIA to 
conclude that the island was probably a BW test site with the potential for self-
suffi cient research, development, and testing as well as the production of enough 
biological agents for experiments or clandestine weapons. Since the CIA had not 
been able to identify any other BW facilities in the Soviet Union, it was possible 
that Soviet BW development took place solely on the island with the exception 
of any large-scale agent and munitions production.24

Soviet scientifi c publications that began emerging in 1956 provided indirect 
evidence that the Soviet Union was conducting an active research program on 
both the offensive and defensive aspects of  BW.25 These publications provided a 
wealth of data on Soviet applied research for public health and defensive pur-
poses, some of which could have offensive implications. Such multiuse research 
included studies of aerobiology and aerosolized agents; immunity against respira-
tory infection; immunogenic properties of airborne organisms; and development 
of new vaccines, treatments, detection devices, and disinfection techniques.26

In 1964 this conventional wisdom on the Soviet BW program was challenged 
by two CIA analysts. Wilton Lexow and Julian Hoptman stated that “there is no 
fi rm evidence of the existence of an offensive Soviet BW program.”27 As a result 
of this reassessment, the 1964 National Intelligence Estimate (NIE) on the So-
viet BW program concluded that “we believe that a BW research program ex-
ists in the USSR, but we know of no facility devoted exclusively to offensive BW 
research and we have no evidence of fi eld testing.”28

The centerpiece of this reappraisal was a reinterpretation of the evidence 
linking Vozrozhdeniya Island to the Soviet BW program. The NIE acknowl-
edged that the intelligence community had accumulated indications of possible 
BW activity at a few locations, with Vozrozhdeniya Island as the most suspi-
cious, but noted that there was “no strong evidence, however, that this activ-
ity is connected with BW research.”29 Lexow and Hoptman believed that there 
were several features of the island’s installations that did not fi t the profi le for 
a BW research-and-testing facility. First, the fi ve test sites on the southern part 
of the island, each of which comprised a tower and one or two small build-
ings, were too small, had poorly defi ned confi gurations, and were unlike those 

24. CIA, Soviet BW Program, iii, 68, 77, 83 – 84.
25. For an overview of the intelligence community’s efforts to analyze Soviet scientifi c publications 

during this time, see J. J. Bagnall, “The Exploitation of Russian Scientifi c Literature for Intelligence Pur-
poses,” Studies in Intelligence (Summer 1958): 45– 49, FOIA.

26. CIA, Soviet BW Program, iii, 3, 8, 54.
27. Lexow and Hoptman, “Enigma of Soviet BW,” 15.
28. CIA, Soviet Capabilities and Intentions with Respect to Biological Warfare, NIE 11– 6-64, August 26, 

1964, 1, Declassifi ed Document Reference Service.
29. CIA, Soviet Capabilities and Intentions, 2.
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used for Soviet CW or U.S. CBW testing. Second, the island appeared to lack 
the necessary air support for BW testing activities such as a sophisticated land-
ing strip, decontamination capabilities, or night-landing facilities. Third, the 
buildings and inhabitants of nearby Konstantin Island lay in the path of pre-
vailing winds and this would preclude conducting tests with live BW agents on 
Vozrozhdeniya.30

The initial CIA assessment that Vozrozhdeniya Island was a BW test facility, 
based on German human intelligence and U-2 photographs, was accurate. Voz-
rozhdeniya Island was used to test biological weapons in 1936 –37 and then aban-
doned until the early 1950s, when a new laboratory was built on the island to 
conduct experiments and a military unit was garrisoned there to support the test 
program. Until 1991 the island was the site of tests conducted to study the aero-
biology of a variety of dangerous pathogens, the dissemination pattern of muni-
tions, and the effectiveness of defensive equipment and materials.31

The reassessment of  Vozrozhdeniya Island’s role as a BW test site in the mid-
1960s represents an example of the analytical bias known as mirror-imaging. 
Mirror-imaging is “assuming that other states or individuals will act just the 
way we do.”32 The reasons provided by the analysts for their reassessment—the 
small and oddly confi gured test grids, the lack of sophisticated air-support capa-
bilities, and the proximity of an inhabited compound to the test girds —refl ect 
an expectation that the Soviet Union would construct and operate a BW test site 
the same way the United States would.33 In fact, the island was equipped with an 
airport in the northern part of the island that provided regular plane and heli-
copter transportation to the mainland. It may not have been as well equipped as 
a U.S. counterpart, but this may have simply refl ected the more primitive na-
ture of Soviet air-support operations. In addition, the presence of the compound 
on nearby Konstantin Island in the path of the prevailing winds from the test site 
did not deter the Soviets from conducting tests with live agents.34

30. Lexow and Hoptman, “Enigma of  Soviet BW,” 18 –19.
31. Gulbarshyn Bozheyeva, Yerlan Kunakbayev, and Dastan Yeleukenov, Former Soviet Bio logical 

Weapons Facilities in Kazakhstan: Past Present and Future, Occasional Paper 1 (Monterey, CA: Center for 
Nonproliferation Studies, 1999), 5–7.

32. Mark M. Lowenthal, Intelligence: From Secrets to Policy (Washington, DC: CQ Press, 2003), 8.
33. During the 1950s, the CIA photointerpreters who analyzed foreign nuclear, biological, and chemi-

cal weapon research and production facilities were given tours of such facilities in the United States to fa-
miliarize them with their salient characteristics. Dino A. Brugioni, “Photo Inter pretation in the 1950s,” 
in Early Cold War Overfl ights, 1950 –1956 Symposium Proceedings, vol. 1, Memoirs, ed. R. Cargill Hall and 
Clayton D. Laurie (Washington, DC: National Reconnaissance Offi ce, 2003), 315.

34. This proved to be a mistake, however, and the island had to be evacuated and abandoned in 1960 
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150    Liv ing  Weapons

Lexow and Hoptman also took issue with what they deemed an “unreward-
ing” twenty-year search for indirect indicators of a Soviet BW program in Soviet 
scientifi c and military publications.35 They argued that the intelligence commu-
nity lacked suffi cient evidence to conclude that Soviet research on dangerous 
pathogens was part of an offensive program or to estimate the types and quantities 
of  BW agents that might be part of such a program. The potential BW agents that 
the Soviets were known to have conducted research on were either endemic to the 
Soviet Union and thus legitimate subjects for medical, public health, or veterinary 
research or were known to be under investigation by the U.S. BW program. In 
addition, the Soviets were known to have a biological defense program admin-
istered by the Ministry of Defense to protect military forces and civilian popula-
tions against biological weapons. Only Soviet studies on botulinum toxin, Y. pestis, 
and B. anthracis were believed to have offensive applications.36

The intelligence community also lacked any evidence of  Soviet development, 
production, or stockpiling of biological munitions and delivery systems or doc-
trine or training for the employment of biological weapons. The Soviets were 
judged as being highly unlikely to consider biological weapons as useful weapons 
during limited or general warfare due to the delayed effects of these weapons and 
the greater predictability and destructiveness of nuclear weapons.37 As a result 
of this reassessment of  Soviet BW intelligence, the 1964 NIE “depart[s] radically 
from the old assumption and look[s] at Soviet military doctrine realistically in 
terms of limited BW activity and the unsure potential of  BW weapons.”38 The So-
viet offensive program was judged to be at the research stage and the Soviet mili-
tary only capable of conducting clandestine attacks with biological weapons.39

This view of the Soviet BW program became the new conventional wisdom. 
Although it was briefl y challenged in 1969 as a result of new information from a 
defector, after a review led by the National Security Council (NSC) it emerged 
even more deeply entrenched than before.

In February 1969, the intelligence community issued a new NIE on the So-
viet BW program that reported that the Soviet Union was conducting research 
and development on the possible military application of biological agents.40 Al-
though virtually all of the available evidence regarding Soviet BW-related activ-
ities could be attributed to legitimate work in public health and defensive aspects 
of biological warfare, new information regarding Soviet BW doctrine indicated 

35. Lexow and Hoptman, “Enigma of Soviet BW,” 15–16.
36. CIA, Soviet Capabilities and Intentions, 2– 4.
37. Ibid., 1, 3, 5.
38. Lexow and Hoptman, “Enigma of  Soviet BW,” 20.
39. CIA, Soviet Capabilities and Intentions, 2– 4.
40. CIA, Soviet Chemical and Biological Warfare Capabilities, NIE 11–11– 69, February 13, 1969, 10, 
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a more mature offensive program than previously suspected. The United States 
had obtained information from a high-level Czechoslovakian defector on the 
existence of  Warsaw Pact contingency plans to deliver biological weapons from 
the Soviet Union to front commanders in Eastern Europe in the event of a de-
cision to use these weapons to stop or slow an invasion.41 Additionally, Warsaw 
Pact military organizational plans depicted components responsible for employ-
ing biological weapons.42 This type of contingency would presumably require the 
Soviets to have standardized BW agents and munitions and either stockpiles of 
such weapons or the ability to produce them rapidly. While the intelligence com-
munity judged that the Soviet Union had the technical ability to develop, pro-
duce, and stockpile militarily signifi cant quantities of  BW agents, analysts had 
no information on such activities and could not estimate the types and quantities 
of agents that might be available to the Soviets for offensive use. Although the 
Soviets were still considered unlikely to employ biological weapons in an ini-
tial strategic attack, their subsequent use during a general war was now deemed 
to be possible.43

A review of  U.S. CBW policy by the National Security Council in 1969 under 
the auspices of National Security Study Memorandum 59 included an evalua-
tion of  U.S. intelligence on Soviet CBW capabilities and intentions. By the end 
of this review, the U.S. assessment of the Soviet BW program had softened sig-
nifi cantly. Although the report of the Czechoslovakian defector Sejna on Soviet 
planning for the use of biological weapons was included in both draft and fi nal 
papers, it was consistently followed by a disclaimer that the United States had no 
direct evidence of  Soviet production, weaponization, stockpiling, or testing of 
biological weapons.44

According to one account based on interviews with participants in the review 
process, the State Department’s Bureau of Intelligence and Research objected to 
analyses by the CIA and Defense Intelligence Agency that included quantita-
tive estimates of Soviet CW and BW stockpiles. When the intelligence agencies 
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were unable to provide evidence supporting these “elaborate, precise estimates” 
to National Security Council staffers, the U.S. intelligence estimates of  Soviet 
BW activity had to be severely downgraded.45 After the completion of National 
Security Study Memorandum 59, the head of the interagency review commit-
tee wrote to a colleague in the Bureau of Intelligence and Research to report 
that during the course of the review it had become clear that some of the intelli-
gence on Soviet CBW capabilities was out of date. As a result, the National Se-
curity Study Memorandum refl ected new views on Soviet capabilities that had 
not been incorporated offi cially into the national intelligence estimates.46 It was 
later reported that, as a result of this intelligence review, “there are now growing 
indications that more and more U.S. offi cials do not believe the Soviet Union to 
possess, or have possessed, an offensive BW capability of much, or even any, mili-
tary signifi cance.”47 By 1970 the lack of hard evidence led the U.S. government 
to conclude that “useful intelligence on actual production, weaponization and 
stockpiling remains nonexistent, and information on the Soviet biological war-
fare program remains incomplete in almost all important details.”48

During this period, the U.S. intelligence community had an extremely lim-
ited ability to detect, identify, and monitor Soviet BW facilities. Although the 
United States identifi ed dozens of facilities in the Soviet Union in the 1950s that 
could possibly be engaged in BW research, it was unable to conclusively link any 
of them to a BW program.49 The intelligence community was unable to confi rm 
the identity, location, and activities of the three Soviet military BW research cen-
ters in Kirov, Zagorsk, and Sverd lovsk that were active during this period. The 
CIA successfully identifi ed the Scientifi c Research Institute of Epidemiology and 
Hygiene of the Armed Forces in Kirov as the center of antipersonnel BW re-
search in the Soviet Union, but soon lost track of it. The institute was best known 
for its development of live dry vaccines against B. anthracis, Y. pestis, F. tularensis, 
and Brucella spp. The CIA believed that these diseases were the most likely So-
viet antipersonnel agents, since there were close parallels between the research 
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and production of live vaccines and BW agents. Soviet scientifi c publications 
were crucial to the identifi cation of the institute, but tracking the institute’s ac-
tivities became extremely diffi cult after 1948 when it stopped publishing in sci-
entifi c journals. As a result, by 1961 it was unknown if the institute still existed 
and, if active, if it was still located in Kirov.50 It is now known that this facility, 
renamed the Scientifi c Research Institute of Microbiology, became the hub of the 
Soviet Union’s expanded BW program after World War II and the most impor-
tant BW institute in the Soviet military.

In the late 1950s, the United States received intelligence from human sources 
on suspected Soviet BW sites at Zagorsk and Sverdlovsk.51 Neither of these facil-
ities, however, is mentioned in any of the intelligence reports on the Soviet BW 
program that have been declassifi ed so far.52 It is possible that the information 
provided by these sources was not suffi ciently detailed and credible enough to be 
included in the intelligence reports or that their importance was recognized only 
in hindsight when additional information came to light that implicated these 
sites in BW activities. According to Gary Crocker, who was responsible for CBW 
at the Bureau of Intelligence and Research beginning in the mid-1970s, Sverd-
lovsk and Zagorsk were considered probable BW sites by analysts, but managers 
were more skeptical and so these assessments weren’t included in higher-level 
intelligence reports.53 The facility at Sverdlovsk was established in the late 1940s 
and specialized in bacterial BW agents such as B. anthracis and C. botulinum.54 
The facility at Zagorsk, which was established in 1954 as the Scientifi c Research 
Institute of  Sanitation, became the Soviet military’s primary research center on 
viral and rickettsial agents.55

In addition, the United States failed to detect the existence of  “mobilization” 
BW production plants at Omutninsk and Berdsk, which were built or expanded 
in the 1960s.56 During peacetime, these plants produced civilian products, but 
they were designed to produce BW agents on a large scale during wartime.
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The intelligence community did not fare well in its assessment of the BW 
agents being developed by the Soviet Union. Although the intelligence com-
munity consistently reported that they had no evidence of the type and quanti-
ties of BW agents being developed by the Soviet Union, it did generate lists of 
the most likely threat agents. These agents were generally the same as those de-
veloped by the United States and its allies during World War II. In addition, 
Soviet defectors interrogated by Germany during World War II indicated that 
the Soviets were primarily interested in B. anthracis, F. tularensis, Y. pestis, and 
V. cholerae.57 Soviet scientifi c publications did not provide enough evidence to 
determine which biological agents were under investigation for offensive pur-
poses, but there were indications of at least sixteen agents being studied. The 
most commonly discussed agents were B. anthracis, F. tularensis, Y, pestis, and 
Brucella spp. (there are several species of bacteria in the Brucella genus that cause 
brucellosis).58

Based on the 1992 Russian confi dence-building declaration to the United 
Nations, the intelligence community accurately identifi ed six agents and missed 
two with two false positives.59 Based on Ken Alibek’s account of the agents weap-
onized by the Soviet Union prior to 1972, the intelligence community accurately 
identifi ed fi ve BW agents and missed four, with three false positives.60 The 
United States’ assessment of  Soviet BW threat agents is evaluated in table 5.

The United States was only partially successful in its effort to detect Soviet 
preparations for antiagricultural biological warfare. It correctly identifi ed So-
viet interest in certain animal pathogens for BW purposes but failed to detect 
its interest in anticrop BW or the establishment of a dedicated antiagricultural 
BW program. As early as 1954, the intelligence community had judged that the 
Soviet Union was capable of developing anticrop and antilivestock biological 
weapons.61 The Soviets were believed to have only a marginal interest in anti-
crop biological warfare, and there was no evidence of  Soviet interest in devel-
oping plant pathogens.62 In contrast, the intelligence community believed that 
the Soviets were investigating the use of rinderpest and foot-and-mouth dis-
ease, both highly contagious viruses lethal to livestock, for use in antilivestock 
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biological warfare.63 This assessment was based on reports of suspected antilive-
stock BW research conducted during World War II, the presence of animal pens 
on Vozrozhdeniya Island suitable for large domestic animals, and the known 
vulnerability of North American livestock to these diseases.64 The United States, 
however, lacked information on the locations where antilivestock BW research 
was conducted or the status of the program.

In 1958 the Soviet Union established an ambitious program, code-named Ecol-
ogy, to develop and produce plant and animal pathogens for military purposes. 
The program reportedly developed foot-and-mouth disease and rinderpest for 
use against cattle, African swine fever for use against pigs, and Chlamydia psit-
taci (the bacterium that causes psittacosis) for use against poultry. Anticrop agents 
targeted wheat, rye, corn, and rice. The Ministry of Agriculture established six 
research institutes under this program, split between the anticrop and antilive-
stock missions.65 None of these sites were detected by U.S. intelligence. The cause 
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TABLE 5. Evaluation of U.S. Assessment of Soviet Biological Threat Agents, 
1945–1970 

Pathogen 1964 NIE
1992 Russian 
Declaration Alibek Evaluation

Y. pestis X X X Accurate
B. anthracis X X X Accurate
F. tularensis X X X Accurate
Brucella spp. X X X Accurate
C. burnetii X X X Accurate
Botulinum toxin X X Accurate/false 

positive
Yellow fever X False positive
Tick-borne 

encephalitis
X False positive

R. prowazekii X X False negative
VEE X X False negative
Variola X False negative
B. mallei X False negative
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of this failure to detect such a large undertaking is unclear. To the extent that the 
program was engaged primarily in research during this period and focused on 
plant and animal pathogens that were legitimate threats to Soviet agriculture, So-
viet scientifi c publications and overhead imagery would not have made it possi-
ble to differentiate between hostile and peaceful research. It appears that without 
human intelligence to guide analysts, the available sources of information were 
not suffi cient to enable the detection of this program and its related facilities.

Overall, the elements of the Soviet BW program correctly identifi ed by the 
intelligence community can be attributed primarily to human sources, includ-
ing information provided by Hirsch and Kliewe in the 1940s. Although the his-
tory of the Soviet BW program before and during World War II remains murky, 
the information provided by Hirsch and Kliewe has generally been accepted as 
accurate.66 The collection and analysis of  Soviet scientifi c publications supple-
mented this information, particularly regarding potential BW agents and the 
activities of the Scientifi c Research Institute of Epidemiology and Hygiene at 
Kirov. These publications, however, failed to reveal the Soviet offensive antiagri-
culture program, the full extent of  Soviet research on antipersonnel BW agents, 
or any information on the military’s other BW research centers at Sverdlovsk 
and Zagorsk. Overhead imagery was useful in confi rming the existence of a pre-
viously reported test site in the Aral Sea, but it did not lead to the discovery of 
any new BW facilities. Despite the conventional wisdom that imagery intelli-
gence provides hard intelligence, the imagery obtained of the installations on 
Vozrozhdeniya Island was ambiguous enough to allow analysts to wrongly dis-
miss the site as a BW-testing facility.

This reassessment of the role of  Vozrozhdeniya Island drove a more funda-
mental shift in the intelligence community’s view of the Soviet BW program. 
Based on this new perspective, the absence of fi rm evidence for an offensive mili-
tary program was interpreted as evidence that such a program did not exist. 
Lexow and Hoptman believed that if the Soviet Union had a BW program, even 
a highly secretive one, the United States would have already detected it as it had 
done with the Soviet nuclear and chemical weapons programs.67 This percep-
tion gained ground during the 1969 intelligence review, which again empha-
sized how little hard evidence the intelligence community had on Soviet BW 
capabilities and intentions. The information provided by defecting Czechoslo-
vakian general Jan Sejna on the Soviet Union’s preparedness to use biological 
weapons was apparently not suffi cient to alter this view of the Soviet program. 

66. Valentin Bojtzov and Erhard Geissler, “Military Biology in the USSR, 1920 –1945,” in Biologi-
cal and Toxin Weapons: ed. Geissler and Moon, 153 – 67; and Rimmington, “The Soviet Union’s Offensive 
Program,” 121–27.

67. Lexow and Hoptman, “Enigma of Soviet BW,” 20.
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The paucity of direct and unambiguous intelligence on Soviet BW activities contin-
ued to be a problem that plagued the intelligence community until the defection 
of a senior Soviet BW scientist in 1989.

U.S. Intelligence on the Soviet BW Program, 1971–1990

During the 1970s and 1980s, the United States received new evidence of con-
tinued Soviet interest in biological weapons, including the expansion of suspi-
cious sites, construction of new facilities, a suspicious outbreak of anthrax near 
a suspected BW facility, and reports of research on genetic engineering appli-
cable to biological weapons. This evidence began emerging at a politically in-
opportune time. During the early 1970s, the United States was in the process of 
closing down its offensive program, negotiating the BWC to outlaw biological 
weapons, and pursuing a policy of détente with the Soviet Union. Additional evi-
dence of Soviet BW capabilities and intentions emerged in the late 1970s with 
the defection of a senior Soviet offi cial and the anthrax outbreak in Sverdlovsk.68 
This new evidence coincided with the end of détente, and the Reagan admin-
istration began publicizing this intelligence as part of a wider effort to discredit 
the Soviet Union as a reliable arms control partner and to reinforce its image as 
“the evil empire.”

On the macro level, U.S. intelligence was able to outline the basic contours of 
the Soviet offensive program including the major sponsors of research. Although 
many of the Soviet Union’s BW research and production sites were identifi ed 
at one time or another by U.S. intelligence agencies, there does not appear to be 
have been a consistent assessment of the role of these facilities over time or an 
appreciation of the range of other facilities involved in the BW program. Dur-
ing the 1980s, the intelligence community identifi ed seven BW facilities con-
trolled by the Soviet Ministry of Defense and the Ministry of Medical and 
Microbiological Industry.69 Based on the information provided by Pasechnik, 

68. In 1978 Arkady Shevchenko, a senior Soviet diplomat and adviser to Prime Minister Andrei 
Gromyko, defected to the United States. Shevchenko reported that the Soviet Union had a large CBW 
program and had signed the BWC because of its lack of any verifi cation measures. The military planned 
on maintaining its BW stockpiles and continuing its development of these weapons. Although Shevchenko 
is not believed to have offered any hard evidence of these claims, his seniority and access to the inner cir-
cle of  Soviet decision making lent weight to his assertions. Arkady N. Shevchenko, Breaking with Moscow 
(New York: Knopf, 1985), 173 –74.

69. See Department of Defense (DOD), Soviet Military Power 1984 (Washington, DC: GPO, 1984), 
73; Douglas J. Feith, Deputy Assistant Secretary of Defense for Negotiations Policy, “Testimony before 
the House Permanent Select Committee on Intelligence Subcommittee on Oversight and Evaluation, Au-
gust 8, 1986”; and DIA, Biological Warfare Capabilities—Warsaw Pact, DST-1610S-123 –90, March 1990, 12 
http://www.gwu.edu/~nsarchiv/ NSAEBB/ NSAEBB61/Sverd29.pdf.
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the U.S. and British intelligence agencies doubled their estimate of the number 
of  Soviet BW sites.70

At the micro level, U.S. intelligence was more fragmentary, more ambiguous, 
and less detailed. According to Christopher Davis, who worked on BW issues 
for the British Defense Intelligence Staff and debriefed Pasechnik, “we knew 
quite a lot of the bones, it you like, a little bit of the fl esh here and there, but we 
really didn’t have the kind of detail, the kind of bottom line on the weapons.”71 
The intelligence community lacked reliable information on the type of research 
being conducted inside these facilities, the agents being produced, or the types of 
weapons that would disperse them. This lack of fi delity had a negative impact 
on the overall assessment of  Soviet BW capabilities and intentions at the macro 
level. As one former CIA offi cial remarked, “you must understand, there was 
still a dearth of intelligence on the Soviet BW program [in 1988]. Even some se-
nior CIA analysts still did not believe that the Soviets had a BW program. So 
some people in authority did not believe they had this capability. The believers 
didn’t know for sure.”72

The gaps and shortfalls in U.S. knowledge of the Soviet BW program were 
revealed in 1989 when Vladimir Pasechnik defected to the United Kingdom.73 
Pasechnik offered fi rsthand evidence of  Soviet research, development, and pro-
duction of biological weapons in violation of the BWC. More details became 
available when Kantajan Alibekov (who later changed his name to Ken Alibek), 
deputy director of Biopreparat, defected to the United States in 1992. These de-
fectors revealed that the Soviet BW program was a massive enterprise employ-
ing over sixty thousand workers at over fi fty facilities spread across four major 
ministries. The intelligence provided by Pasechnik and Alibek highlights the 
invaluable contribution that defectors can provide to biological threat assess-
ments. When the full extent of the Soviet BW program was fi nally revealed by 
Pasechnik and Alibek, even the skeptics in the intelligence community had to 
acknowledge that the most alarmist analysts had, in fact, been underestimating 
the threat.

The intelligence community’s overall assessment that the Soviet Union had 
an offensive BW program that included the development and production of BW 
agents, the testing and evaluation of dissemination and delivery systems, and the 
development of new and improved biological weapons was correct.74 As early 

70. Gertz, “Defecting Russian Scientist Revealed Biological Arms Efforts”; and Smith, “Russia Fails 
to Detail Germ Arms.”

71. Christopher Davis, “Plague War: Interview with Christopher Davis,” Frontline, PBS, July 1998, 
http://www.pbs.org/wgbh /pages /frontline/shows /plague/interviews /davis.html.

72. Former senior CIA offi cial cited in Mangold and Goldberg, Plague Wars, 85.
73. See chapter 3 for details on Pasechnik’s position within the Soviet BW program.
74. DIA, Soviet Biological Warfare Threat, DST-1610F-057– 86 (Washington, DC: DIA, 1986).
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as 1980, the Defense Intelligence Agency concluded that the Soviet Union pos-
sessed an illegal stockpile of BW agents and was probably involved in the devel-
opment or production of biological weapons. The agency, however, lacked any 
sources that could describe Soviet biological munitions, the agents contained in 
such munitions, or the facilities where these were produced.75 The intelligence 
community successfully identifi ed most of the major participants in the Soviet 
BW such as the Ministries of Agriculture, Defense, Health, and Medical and 
Microbiological Industry, as well as the Soviet Academy of  Sciences.76 The in-
telligence community also identifi ed most of the BW research, testing, and pro-
duction facilities associated with the Ministry of Defense and the Ministry of 
Medical and Microbiological Industry, with a few important exceptions. The as-
sessment of which institutes of the Ministry of Agriculture, Ministry of Health, 
and Soviet Academy of Sciences were engaged in BW research was more un-
even. The community was slow to identify the Soviet BW genetic engineering 
program and did not fully understand the objectives of the program. The assess-
ments of  Soviet BW agent selection were poor, and there is no evidence that the 
United States understood the scope or scale of  Soviet BW production, stock-
piling, and weaponization.

The United States was able to identify four of the fi ve military BW sites ac-
tive during this time. Although the United States had been suspicious of mili-
tary facilities at Sverdlovsk and Zagorsk since the 1950s, this suspicion was only 
confi rmed following the construction of production and storage units at these 
sites in the late 1960s.77 These new units included capabilities to prepare nu-
trient media, produce and process BW agents on a large scale, treat the result-
ing waste, and berm storage areas to hold munitions.78 This new construction 
was fi rst detected by photoreconnaissance satellites in 1971.79 Satellite imagery 

75. DIA, USSR: Biological Warfare, March 25, 1980, 1, http://www.gwu.edu /~nsarchiv/NSAEBB/
 NSAEBB61/Sverd9.pdf.

76. Unless otherwise noted, this section is based on DIA, Biological Warfare Capabilities—Warsaw 
Pact. This report is particularly signifi cant because it was prepared using information available as of 
January 1989. Thus, it provides the best available snapshot of  U.S. intelligence on the Soviet BW program 
before the defection of  Vladimir Pasechnik in November 1989.
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78. Russian Federation, “Declaration of  Past Activity,” 52–53.
79. Memorandum from W. E. Colby, Director, Central Intelligence, to Dr. Albert C. Hall, Assistant 

Secretary of Defense (Intelligence), Subject: “Soviet BW Activity,” TCS-2497–75, February 4, 1975.” Box 75 
[3 of 4]; folder 14, p. 1, Record Group 273: Records of the National Security Council, 1947–1969, NARA.



160    Liv ing  Weapons

of  Soviet military installations at Sverd lovsk and Zagorsk revealed very tall in-
cinerator stacks and large cold-storage bunkers that could be used for stock-
piling biological weapons.80 As a result, the United States concluded that “there 
is good evidence that facilities necessary for BW research and production are 
present at both sites (i.e., research type buildings, animal holding facilities, build-
ings suffi ciently large to house production and storage, revetted structure for 
munition storage).”81

Although satellite imagery played a key role in identifying suspect BW sites 
in the 1970s, this photographic evidence was not judged by all members of the 
intelligence community to provide a high level of confi dence as to the purposes 
of these sites. The initial reaction of CIA analysts to the photos was that they 
were “inconclusive.”82 The analysts charged with conducting foreign biological 
threat assessments for the military said that “though there is some indication in 
newly acquired intelligence of the manufacture and stockpiling of biologi cal 
weapons by the USSR, it is not ‘hard’ intelligence and not suffi cient to warrant 
full confi dence in the existence of such weapons.”83 In addition, DIA ana-
lysts considered the intelligence supporting the Soviet Union’s continued de-
velopment of biological agents and weapons after World War II as “largely 
hearsay.”84

Policymakers were divided about how to respond to this new intelligence in 
the era of détente. Some government offi cials regarded the evidence as suffi -
ciently ambiguous to warrant only further surveillance.85 Although some Pen-
tagon analysts thought that there was enough evidence to seek an explanation 
from the Soviet Union, and the Arms Control and Disarmament Agency urged 
a comprehensive National Security Council study, neither was done because the 
evidence was “dismissed as too fl imsy.”86 This refusal to act on the available in-
telligence may have been motivated by a desire not to cause a crisis with Moscow 
during the early stages of détente and so soon after the signing of the BWC. The 
differences of opinion among the intelligence agencies prevented the formation 

80. William Beecher, “Soviets Feared Violating Germ Weapons Ban,” Boston Globe, September 28, 
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of a unifi ed intelligence community position on the purpose of these facilities.87 
This lack of consensus allowed policymakers to emphasize the assessment that 
best supported their own policy preferences.

The role of the Sverdlovsk facility in the BW program was confi rmed by 
an outbreak of anthrax in the city in 1979. The intelligence community was al-
ready suspicious of the Sverdlovsk facility’s involvement in BW because of sat-
ellite photos of the installation’s ventilation system, smokestacks, refrigeration 
facilities, animal pens, revetments, and physi cal security measures.88 Beginning 
in late summer 1979, the intelligence community began receiving reports from 
eyewitnesses and émigrés of an accident having occurred at a BW facility in Sverd-
lovsk resulting in dozens of cases of inhalation anthrax.89 By mid-January 1980, 
the intelligence community had collected enough circumstantial but compelling 
information to conclude that the anthrax outbreak was most likely caused by an 
accidental release of  B. anthracis spores from a military facility.90 The most de-
tailed and convincing evidence that the outbreak involved inhalation anthrax, 
and not the naturally occurring gastrointestinal form of anthrax, came from a 
surgeon in Sverdlovsk who was involved in the response to the outbreak.91 After 
the outbreak, intelligence offi cials also observed evidence of quarantine and de-
contamination efforts in the city inconsistent with the later Soviet claim that the 
outbreak was caused by tainted meat.92 Analysts estimated that up to ten kilo-
grams of  B. anthracis spores escaped the facility, which indicated that the facil-
ity was engaged not just in research but also in production and storage of  BW 
agents.93 After the collapse of the Soviet Union, Russian president Boris Yeltsin 
acknowledged that the 1979 anthrax outbreak in Sverdlovsk had been caused 
by an accident at a military BW facility.94

The military microbiological institute at Kirov, the Soviet’s oldest mili-
tary BW facility, managed to elude U.S. intelligence throughout the 1970s and 
1980s.95 This failure is particularly striking in that the Soviets had even declared 
to the United Nations in 1987 the existence of a high-containment laboratory at 
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the Ministry of Defense’s Scientifi c Research Institute of Microbiology in Kirov.96 
The cause of the failure to identify Kirov is unknown. If the 1992 Russian BWC 
declaration is accurate, the Soviet Union did not build production and storage 
capabilities at Kirov similar to those that U.S. intelligence detected at Sverdlovsk 
and Zagorsk. The lack of production and storage facilities at Kirov is not consis-
tent, however, with reports by Alibek and Pasechnik that Kirov produced and 
stockpiled twenty tons of Y. pestis.97

The intelligence community properly identifi ed two other military BW sites, 
but details on how these assessments were made is lacking. Vozrozhdeniya Is-
land was reassessed as a BW test site by the mid-1980s.98 When and why this 
occurred is unknown. The newest military BW institute, the Kirov-200 BW 
facility in Levintsy near Strizhi was built in the late 1980s.99 Although this facil-
ity was not listed in the 1990 DIA report, a former U.S. State Department intel-
ligence offi cial claims that the United States identifi ed this facility before the fall 
of the Soviet Union.100

The intelligence community correctly identifi ed the Ministry of Medi cal and 
Microbiological Industry as playing a key role in the Soviet BW program. Al-
though analysts were aware of the existence of Biopreparat, they did not grasp 
the central role of this organization in the Soviet Union’s BW program. Bio-
preparat, created in 1974, played two important roles: conducting R&D on new 
and improved biological weapons and maintaining a network of  BW mobiliza-
tion plants for the production of  BW agents in the event of war. The intelligence 
community did a much better job of identifying these BW facilities than under-
standing the activities taking place inside them.

U.S. intelligence did a very good job of identifying the locations of Bio-
preparat’s research and production facilities. Biopreparat’s primary R&D 
centers —the Institute of  Ultra-Pure Biological Preparations in Leningrad, the 
Institute of Molecular Biology at Koltsovo (near Novosibirsk), the Institute of 
Applied Microbiology at Obolensk, and the Special Design Bureau of Biologi-
cally Active Substances at Berdsk—had been identifi ed by the mid-1980s.101 
There were, however, some mistakes. The 1990 DIA report failed to list the 
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Institute of Immunology at Lyubuchany near Moscow, which conducted re-
search on biological agents to suppress the human immune system, and wrongly 
listed the Institute of Biological Testing of Chemical Compounds as part of the 
BW program.102

The United States successfully used imagery and signal intelligence to cor-
rectly identify the network of six production plants that made up the Soviet BW 
mobilization capacity. The CIA fi rst identifi ed Omutninsk as a suspect BW pro-
duction plant in 1971, based on the analysis of satellite photos.103 The Omut-
ninsk Chemical Factory began producing biopesticides in the 1960s and was 
subsequently expanded by the military to serve as a BW mobilization plant.104 
By 1976 the CIA had evidence implicating ostensibly civilian facilities at Omut-
ninsk, Pokrov, and Berdsk with the BW program, with another suspected pro-
duction site under construction at Aksu (also known as Stepnogorsk).105 By the 
late 1980s, two other Biopreparat mobilization-production facilities, at Penza 
and Kurgan, were mentioned in U.S. press reports as suspect BW production 
plants.106 Each of these plants produced legitimate civilian products during 
peacetime, such as antibiotics, vaccines, diagnostic kits, or biopesticides. In the 
event of an imminent war, production could be switched over to BW agents. 
Each of these sites also had the capability to fi ll and store biological munitions in 
reinforced bunkers.107

The most suspicious indicators of  BW activity at the suspect sites were bun-
kers designed to store explosives. The presence of these bunkers at military bio-
logical facilities suggested that the plants were involved not just in research but 
also in production and/or storage of biological weapons. The presence of identi-
cal confi gurations at civilian microbiological sites, such as Omutninsk, Pokrov, 
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and Berdsk also suggested a military purpose for these sites.108 In addition, an-
alysts used communication intercepts to determine if a civilian facility was en-
gaged in suspicious behavior such as employing encrypted communications or 
communicating frequently with known military sites.109 The fact that none of 
these plants were listed in the 1990 DIA report as major facilities in the Soviet 
BW program raises questions about the intelligence community’s confi dence in 
the earlier assessment that these were indeed BW sites. This uncertainty may 
have been due to the “signal” of  BW capabilities being masked by the “noise” of 
these facilities’ legitimate civilian activities and the success of  Soviet denial-and-
deception operations.

Despite the success of intelligence agencies in identifying Soviet BW re-
search and production facilities, insight into the activities within these facilities 
was harder to come by. The intelligence community took ten years to collect 
suffi cient information to warn senior policymakers about the Soviet program 
launched in 1974 to apply genetic engineering and other advanced biotech-
nologies to the creation of new and improved biological weapons. This program, 
code-named Ferment (Enzyme), entailed the creation of a new organization, 
Biopreparat, to oversee the research, development, and testing of new and im-
proved biological weapons at a number of newly created institutes.110 This delay 
looks less dramatic when one considers that the Biopreparat R&D centers did 
not begin working with dangerous pathogens until 1982– 83 due to safety con-
cerns.111 Nonetheless, it remains disturbing that the true intention behind the 
Soviet Union’s massive investment in advanced biotechnologies went undiscov-
ered for so long.

The intelligence community’s assessment of Soviet interest in biotechnology 
and genetic engineering for military purposes grew from vague concern to alarm 
by the mid-1980s. Although the CIA had picked up reports of military-funded 
genetic engineering research in closed microbiological institutes in the late 1970s, 
analysts assessed that it was “improbable that this work is directed toward or is 
capable of achieving signifi cant bio logical warfare applications.”112 This judg-
ment was based in part on the skepticism of Western biologists that genetically 
engineered biological weapons were either feasible or necessary given the variety 
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of naturally occurring lethal diseases already in existence. During the early 1980s, 
the United States continued to observe Soviet genetic engineering research that 
could have military implications, but it did not possess evidence that such re-
search was related to biological weapons.113

By 1984 the intelligence community had reassessed existing intelligence or 
collected new intelligence of unknown origin that indicated a concerted Soviet 
effort to develop new and improved biological weapons using genetic engineer-
ing. The intelligence agencies now believed that in the early 1970s the Soviet 
Union had launched a multifaceted research-and-development program with a 
budget of $2 billion to fi eld a new generation of improved chemical and biologi-
cal weapons. The Soviet military was believed to be using biotechnology to de-
velop new and more effective biological weapons by enhancing the virulence of 
pathogens, making them antibiotic resistant, enabling them to overcome vac-
cine immunity, and modifying them to complicate detection. In addition, the 
Soviets were suspected of modifying agent properties, such as stability, persis-
tence, dissemination characteristics, and rapidity of effect, to tailor them for spe-
cifi c operational requirements.114 This assessment of the Soviet BW program has 
largely been borne out by the accounts of former Soviet BW scientists.115

The intelligence community, however, lacked a solid understanding of the 
purpose of some of the Soviet research on novel biological agents. The intelli-
gence community believed that the Soviets were interested in developing geneti-
cally modifi ed organisms that could produce large quantities of bioregulators 
and toxins in civilian fermentation plants for use as weapons.116 It now appears 
that the Soviets were primarily interested in inserting genes that coded for tox-
ins and bioregulators into microorganisms to enhance their virulence, not for the 
production and harvesting of the compounds themselves. Under Project Fac-
tor, Soviet scientists sought to transform normally harmless microorganisms into 
dangerous microbes or make pathogens even more deadly.117

The intelligence community was less successful at understanding the scope 
of  BW activities and identities of research institutes affi liated with other parts of 
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the Soviet BW program, such as the Ministry of Agriculture, Ministry of Health, 
and Academy of  Sciences. In part this was due to the greater emphasis of these 
organizations on basic and applied research that had offensive, defensive, and 
civilian applications and the lack of associated production facilities. Although 
the DIA identifi ed the Ministry of Agriculture as a participant in the BW pro-
gram, the intelligence community was only able to identify one of the ministry’s 
seven facilities engaged in antiagricultural biological warfare. Notably, this was 
the production site at Pokrov, not one of the ministry’s six anticrop and anti-
animal research institutes. The Pokrov Factory of  Biopreparations produced 
diagnostics and vaccines for animal diseases during peacetime and served as a 
mobilization-production plant for antianimal and antipersonnel viral pathogens 
during wartime.118

The intelligence community had limited insight into the BW activities of the 
Ministry of Health. The DIA accurately judged the role of the Soviet antiplague 
system in conducting basic research on dangerous pathogens and identifying 
promising strains of biological agents for the military. The agency also correctly 
identifi ed two of the three institutes involved in the BW program.119 This rec-
ord is not surprising given the amount of information that was openly avail-
able about these institutes and that their role in combating disease outbreaks led 
them to engage in a large amount of multiuse research. The ministry’s 3rd Di-
rectorate completely escaped the DIA’s attention. This directorate was composed 
of at least three research institutes that developed psychotropic and neurotropic 
agents for the KGB under Project Flute to induce altered mood and behavior 
or to cause sudden death in its victims.120 Since only laboratory-scale production 
was probably required to fulfi ll the operational needs of the KGB, this program 
did not require the large-scale production facilities of the military BW program. 
The affi liation of this program with the KGB probably also engendered very 
high levels of secrecy.

The DIA correctly identifi ed the role played by the Gamaleya Institute of 
Epidemiology and Microbiology and the Ivanovsky Institute of Virology within 
the Soviet system of scientifi c academies in coordinating and conducting basic 
research in support of the Soviet Union’s biodefense program.121 The agency’s 
record on identifying other institutes within this system conducting BW-related 

118. Alibek, Biohazard, 301.
119. The DIA believed that the antiplague institutes in Rostov-on-Don, Saratov, and Alma Ata were 

part of the Soviet BW program. DIA, Biological Warfare Capabilities—Warsaw Pact, 12, 21. According to 
Russian sources, the institutes at Rostov-on-Don, Saratov, and Volgograd were engaged in offensive BW 
research. Raymond A. Zilinskas, “The Anti-Plague System and the Soviet Biological Warfare Program,” 
Critical Reviews in Microbiology 32 (2006): 47– 64.

120. Alibek, Biohazard, 171–72, 302.
121. DIA, Biological Warfare Capabilities—Warsaw Pact, 12, 20.
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research was mixed. The DIA believed that eight institutes affi liated with the 
Soviet Academy of Sciences conducted basic and applied research for scientifi c, 
civilian, and defensive purposes that was also used to support the offensive pro-
gram.122 Only four of these institutes were actually involved in the BW pro-
gram.123 In addition, four other institutes that did conduct fundamental research 
for the BW program were not listed.124

During this period, intelligence agencies had a poor grasp of the agents se-
lected by the Soviets for weaponization (see table 6). The DIA believed that the 
Soviets had selected B. anthracis, F. tularensis, Y. pestis, botulinum toxin, entero-
toxin, V. cholerae, and mycotoxins as antipersonnel BW agents.125 Only the fi rst 
four agents have been confi rmed by Russian sources.126 In addition, by the late 
1980s the Soviets had standardized variola, Brucella spp., C. burnetii, VEE, and 
B. mallei as BW agents.127

The most startling intelligence shortcoming regarding Soviet BW agent se-
lection was the failure to detect the Soviet development of variola (smallpox) 
virus as a weapon over the course of forty years. The Soviet Union stockpiled 
twenty tons of the virus and planned on using it against the continental United 
States as a strategic weapon in the event of war.128 Meanwhile, the United States 
had stopped immunizing its civilian population against this disease in 1972. The 
intelligence community also failed to appreciate the emphasis the Soviets placed 
on Y. pestis as a strategic biological weapon. Y. pestis was the number one bacterial 

122. Ibid.
123. These institutes were the Gamaleya Institute of Epidemiology and Microbiology, the Ivanovsky 

Institute of  Virology, the Institute of Molecular Biology, and the Shemyakin Institute of Bioorganic 
Chemistry.

124. These institutes were the Scientifi c Research Institute of  Poliomyelitis and Viral Encephali-
tis, the Institute of  Proteins, the Institute of  Biochemistry and Physiology of Microorganisms, and the 
Pacifi c Ocean Institute of  Bioorganic Chemistry. These lists were derived from Alibek, Biohazard, 303; 
Domaradskij and Orent, Biowarrior, 303; and Zilinskas, “The Anti-Plague System and the Soviet Bio-
logical Warfare Program,” 47– 64.

125. DIA, Soviet Biological Warfare Threat, 2.
126. It has been reported that the Soviet BW mobilization plant at Stepnogorsk conducted research 

on or produced staphylococcal enterotoxin. Bozheyeva, Kunakbayev, and Yeleukenov, Former Soviet 
Biological Weapons Facilities in Kazakhstan, 9; and Anthony Rimmington, “Conversion of  BW Facilities in 
Kazakstan,” in Conversion of Former BTW Facilities, ed. E. Geissler et al. (Dordrecht, Netherlands: Klu-
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by Ken Alibek, who directed the facility from 1983 to 1987. Alibek, Biohazard, 87–106; e-mail communi-
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128. Tucker, “Biological Weapons in the Former Soviet Union,” 2; Tucker, Scourge, 141– 42; and 
Alibek, Biohazard, 112.
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agent for the Soviets because of its virulence and transmissibility.129 The source 
of these failures can be attributed at least in part to mirror-imaging. During 
its offensive BW program, the United States conducted very little work with 
pathogens that cause contagious diseases due to the increased risks to its own 
researchers, the additional level of unpredictability introduced by transmissi-
ble diseases, and the possibility of a boomerang effect that would endanger its 
own troops. In addition, the United States had failed to produce Y. pestis in large 
quantities that also retained its infectivity. The failure of the intelligence com-
munity and policymakers to appreciate the extent of  Soviet work on producing 
and weaponizing biological agents, such as variola and Y. pestis, for use as stra-
tegic weapons refl ects a Western bias toward equating strategic weapons with 
nuclear weapons.

As in the 1960s, U.S. intelligence analysts again fell prey to mirror-imaging, 
which led them to dramatically underestimate the size and scope of the Soviet 
BW program. The existence of the facilities subordinate to Biopreparat had been 
discovered in the 1970s and 1980s, but not their relationship with the organiza-
tion or their role in the Soviet BW program. According to Gary Crocker, a long-
time CBW expert with the State Department, analysts expected the Soviet BW 
program to be mainly a military effort, based in large part on how the United 
States structured its own offensive program. Analysts were surprised to fi nd a 
large research infrastructure in the ostensibly civilian Biopreparat directly sup-
porting the military BW program.130 One factor that contributed to this focus on 

129. Interview with former British intelligence offi cial, 2004; and Orent, Plague, 215–16, 221.
130. Gary Crocker, “Plague Wars: Interview with Gary Crocker,” Frontline, PBS, July 1998, http://

www.pbs.org/wgbh /pages /frontline/shows /plague/interviews /crocker.html.

TABLE 6. Evaluation of  U.S. Assessment of  Soviet Biological Threat Agents, 1971–1990 

Pathogen 1986 DIA
1992 Russian 

BWC Declaration Alibek Evaluation

Y. pestis X X X Accurate
B. anthracis X X X Accurate
F. tularensis X X X Accurate
Botulinum toxin X X Accurate
Enterotoxin X Uncertain
Mycotoxin X False positive
Brucella spp. X X False negative
C. burnetii X X False negative
VEE X X False negative
Variola X False negative
B. mallei X False negative
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the military component of the Soviet BW program was the military background 
of most of the intelligence community’s CBW analysts.131

The intelligence community’s lack of investment in collection and analy-
sis of  BW intelligence also contributed to these gaps and shortfalls in assess-
ing the Soviet Union’s BW capabilities and intentions. Although the collection 
and analysis of intelligence on CBW had been assigned a rela tively low priority 
through the 1970s, by 1981 it had been raised to the top tier of targets for the in-
telligence community.132 Nonetheless, the level of resources devoted to CBW 
intelligence lagged far behind that devoted to nuclear weapons issues. Gary 
Crocker estimates that in the 1970s, the intelligence community fi elded at most 
fi fty CBW analysts, compared to thousands of analysts devoted to nuclear weap-
ons issues.133 In 1985 a group of outside experts warned that “the Department 
of Defense does not have an adequate grasp of the biological warfare threat 
and has not been giving it suffi cient attention. Both intelligence and research in 
this area, although improved after a virtual halt during the 1970s, are strikingly 
defi cient.”134 The United States ultimately required the defection of well-placed 
scientists to pierce the veil of secrecy surrounding the Soviet program and de-
velop a comprehensive understanding of the size, scope, and sophistication of 
the Soviet BW program.

U.S. Assessment of Iraq’s BW Program

U.S. intelligence on Iraq’s BW program from the 1980s through 2003 can be 
evaluated by comparing declassifi ed intelligence reports on Iraq’s BW pro-
gram with the information obtained by UN weapons inspectors and by the 
United States after Operation Iraqi Freedom in 2003. Prior to the 1991 Gulf 
War, the United States detected the emergence of Iraq’s offensive BW program 
in a timely fashion and accurately identifi ed Iraq’s main BW research center 
and two of its three weaponized BW agents. The United States failed, how-
ever, to identify Iraq’s BW agent production plants that emerged from the war 
unscathed. The poor performance of the intelligence community in identify-
ing these production facilities was due to U.S. reliance on communication in-
tercepts to track Iraqi imports of dual-use equipment and matérial along with 

131. Interview with Gary Crocker, Washington, DC, January 21, 2005.
132. The turning point was the 1973 Yom Kippur War, which revealed how well prepared Soviet-

equipped Egyptian forces were to operate on a chemical battlefi eld. Jack Anderson, “Upgrading Germ 
Warfare Intelligence,” Washington Post, November 30, 1984.

133. Interview with Gary Crocker, Washington, DC, January 21, 2005.
134. Report of the Chemical Warfare Review Commission (Washington, DC: GPO, 1985), 67, 71.
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good operational security by the Iraqis, which included an elaborate denial-and-
deception effort.

Prior to the March 2003 invasion of Iraq, the U.S. intelligence community 
believed with a high degree of confi dence that Iraq had a large and active BW 
program with large-scale and redundant biological production capabilities, in-
cluding mobile production facilities and stockpiles of  BW agents and munitions. 
In contrast to 1991 when the United States accurately assessed Iraq’s intentions 
and made several correct judgments regarding Iraq’s capabilities, every single 
intelligence assessment of Iraq’s BW intentions and capabilities in 2002 were 
wrong. Iraq possessed, at most, only a small-scale CBW effort geared toward as-
sassination. Iraq’s success at shielding its BW program from intelligence agencies 
before the 1991 Gulf  War and from UN inspectors in the early 1990s facilitated 
the emergence of a strong mindset that Iraq continued to develop BW. This 
mindset contributed to three analytical problems. First, analysts were seduced 
by human sources that provided information that confi rmed what the analysts 
already believed. Second, this mindset led to the interpretation of ambiguous in-
formation about dual-use sites as threatening. Third, analysts used Iraq’s past 
success with denial-and-deception measures to both justify their inability to ver-
ify reporting from human sources and to explain the presence of confl icting in-
formation. In addition, political and bureaucratic pressure suppressed dissenting 
views before and after the war about the reliability of the evidence underlying 
the assessment of Iraq’s BW program.

U.S. Intelligence on Iraq’s Pre-1991 BW Program

The United States began tracking Iraq’s interest in biological weapons in the late 
1980s. Understanding Iraq’s BW intentions and capabilities became a high-
priority issue after Iraq’s invasion of Kuwait in August 1990 and the deployment 
of  U.S. forces to Saudi Arabia to defend that nation against further Iraqi aggres-
sion. During Operation Desert Shield, intelligence agencies worked furiously to 
update their assessment of the Iraqi BW threat. The 1991 Gulf War marked the 
fi rst time that the United States had confronted a nation armed with biological 
weapons. As a result, military leaders were desperate to know what agents Iraq 
was likely to have and how they could be delivered. The military also needed to 
pinpoint the location of Iraqi BW research, production, and storage sites for tar-
geting during the air campaign. The United States sought not only to prevent 
Iraq from using these weapons during the war but also to eliminate Iraq’s capa-
bility to produce these weapons after the war.

At the dawn of the Gulf  War, the U.S. intelligence community assessed that 
Iraq had the most advanced BW program in the Arab world. Iraq was believed 
to have produced large quantities of B. anthracis and botulinum toxin and to 
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have fi lled these agents into artillery rockets, aerial bombs, and missile war-
heads.135 This intelligence was crucial for instilling a sense of urgency in Wash-
ington regarding the threat posed by Iraqi biological weapons and the need to 
take defensive precautions prior to the 1991 war. Based on this intelligence, the 
United States began vaccinating its forces against anthrax and botulinum toxin 
and distributed packages of antibiotics to soldiers.136 By the end of the Gulf War, 
the United States had identifi ed and targeted fi ve suspected BW production sites 
and twenty-one bunkers suitable for the storage of  BW agents. After the war, 
the DIA assessed that bombing had destroyed or severely damaged the thirteen 
buildings associated with the fi ve suspected BW sites and destroyed nineteen 
of the twenty-one bunkers.137 As a result of these attacks, Iraq’s BW program 
was believed to have been eliminated. This would turn out to be an optimistic 
assessment.

After an initial lag in detecting the establishment of Iraq’s BW program, the 
United States developed very good intelligence on the status and progress of 
the Iraqi program and the primary BW agents Iraq was developing. It took 
two years for the intelligence community to detect the establishment of Iraq’s 
BW program. Iraq initiated its BW program at its CW facility at Muthanna in 
1985 and then transferred the program to the Technical Research Center at Sal-
man Pak in 1987. The United States fi rst began receiving reports of Iraqi inter-
est in biological weapons in 1987.138 By 1988 the United States and Israel had 
identifi ed Salman Pak as Iraq’s BW research center and B. anthracis and botu-
linum toxin as Iraq’s primary BW agents.139 The speed with which these as-
pects of Iraq’s BW was identifi ed is impressive since Iraq was engaged at this 
time in relatively early stage BW activities such as applied research, laboratory-
scale production of B. anthracis and botulinum toxin, and testing these agents on 

135. CIA, Intelligence Related to Possible Sources of Biological Agent Exposure during the Persian Gulf 
War (Langley, VA: CIA, August 2000), http://www.gulfl ink.osd.mil /library/43917.htm.; CIA, Iraq Inter-
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and CIA, Prewar Status of Iraq’s Weapons of Mass Destruction, March 20, 1991, 27, http://www.gwu.edu /~
nsarchiv/ NSAEBB/ NSAEBB80/wmd04.pdf.
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War (Westport, CT: Praeger, 1998), 75, 87.
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animals.140 Intelligence from human sources (HUMINT) reportedly played a 
role in the association of  Salman Pak with Iraq’s BW program and Iraqi inter-
est in B. anthracis as a biological weapon.141

By 1990 the CIA had concluded that Iraq had been producing large quanti-
ties of  B. anthracis and botulinum toxin for at least two years and had produced 
15 kilograms of botulinum toxin and 1,000 kilograms of B. anthracis.142 Iraq had, 
in fact, commenced pilot-scale production of botu linum toxin in 1988 and large-
scale production of both agents in 1989.143 Although the intelligence commu-
nity accurately estimated the amount of botulinum toxin produced by Iraq, it 
signifi cantly overestimated B. anthracis production. Iraq admitted to producing 
roughly 19,000 liters of botulinum toxin and 8,500 liters of B. anthracis before the 
1991 Gulf War. Based on a conservative estimate that Iraq could produce one 
gram of dry agent for every liter of culture, these amounts are the equivalent of 
19 kilo grams of  botulinum toxin and 8.5 kilograms of B. anthracis spores.

Iraq’s production and weaponization of afl atoxin, a toxin produced by strains 
of the fungus Aspergillus, completely surprised the intelligence community. Iraqi 
production of this agent was diffi cult to detect because it did not rely on an im-
ported strain of the fungi or imported production equipment. In addition, no 
other nation is known to have developed this toxin for use as a weapon. Afl atoxin 
has a relatively low toxicity compared to other toxins, and the primary health ef-
fects associated with it are long term. Given these limitations, Iraq’s choice to 
weaponize this agent remains a puzzle.144

The intelligence community’s assessment of biological agents under research 
and development in the Iraqi program was much less accurate than its assess-
ment of agents in production. Before the war, the DIA believed that Iraq was in-
vestigating V. cholerae, C. perfringens, Y. pestis, and staphylococcus enterotoxin.145 
Of these agents, Iraq has admitted to working only on C. perfringens. Iraq also 
conducted research on ricin, wheat smut, trichothecene mycotoxins, and three 
viral agents: camelpox, hemorrhagic conjunctivitis, and rotavirus.146
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The United States’ assessment of Iraq’s weaponization of biological agents 
was accurate despite a lack of hard evidence on which to base this assessment. 
The United States had no evidence that biological agents had been fi lled into 
munitions or that such munitions had been tested by Iraq.147 Despite this lack of 
information, the intelligence community’s assessment that Iraq had fi lled bombs 
and missile warheads with B. anthracis and botu linum toxin was a reasonable in-
ference given the estimate of Iraq’s sizable agent stockpile and the impending 
war. The failure to detect afl atoxin production also meant that analysts did not 
know that Iraq had weapon ized this agent as well. Due to the poor military util-
ity of afl atoxin as a BW agent, the military signifi cance of the failure to detect 
Iraq’s weapon ization of this agent was minimal.

Although the speed with which Iraq’s production of BW agents was detected 
is impressive, the United States badly miscalculated which sites were involved in 
the production and storage of these agents (see table 7). Salman Pak was iden-
tifi ed as the primary BW research-and-development center in Iraq as well as a 
production and storage site. A plant located in a military complex at Taji was be-
lieved to be the site for pilot-scale production of B. anthracis. The Al Kindi vet-
erinary vaccine plant in Abu Ghraib was identifi ed as the location of botulinum 
toxin production. Another site in Abu Ghraib, advertised as an infant-formula 
plant, was suspected of being a backup BW production facility. A possible pro-
duction site was identifi ed at Latifi yah based on the tracking of fermentation 
equipment sought by Iraq.148

The only active BW site struck by the United States during the 1991 Gulf  War 
was Salman Pak. The other targeted sites had either never been involved in 
the BW program or had not been involved for several years. Furthermore, the 
United States failed to identify and strike the three sites used by Iraq to produce 
BW agents immediately prior to the war: Al Hakam, the foot-and-mouth dis-
ease vaccine plant at Al Daura, and the agricultural research station at Al Fu-
daliyah. The poor performance of the intelligence community in identifying the 
proper targets was due to U.S. reliance on monitoring Iraqi imports of multiuse 
equipment and materials and good operational security by the Iraqis, which in-
cluded an elaborate denial-and-deception effort.

The mistaken attacks on the Al Kindi veterinary vaccine plant in Abu 
Ghraib and on the facilities at Taji and Latifi yah were directly connected to 

147. Between 1988 and 1991 Iraq tested a range of biological munitions, including aerial bombs, artil-
lery rockets, a helicopter-mounted aerosol generator, and aircraft-mounted spray tanks. CIA, Intelligence 
Related to Possible Sources of Biological Agent Exposure.

148. CIA, Iraq Interagency Biological Warfare Working Group; AFMIC, Iraq Biological Warfare Threat; 
DIA, Iraqi BW Capabilities; DIA, Iraqi Chemical Warheads, 1991, Gulfl ink website; and DIA, Iraqi BW, 
February 15, 1991, Gulfl ink website.
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TABLE 7. Evaluation of U.S. Assessment of Iraqi BW Facilities, 1991

Facility Assessment Purpose Evaluation

Salman Pak BW research BW research Accurate
Al Hakam None BW production False negative
Al Daura None BW production False negative
Al Fudaliyah None BW production False negative
Al Kindi BW production Veterinary vaccine plant False positive
Infant formula plant Backup BW production Infant formula plant False positive
Taji BW production Abandoned BW production False positive
Latifi yah BW production Decoy site False positive

the intelligence community’s failure to detect Iraq’s main BW agent produc-
tion plant at Al Hakam. Al Hakam was constructed in great secrecy in 1988. 
Iraq’s initial plan was to equip the plant with three 5,000-liter fermenters pur-
chased abroad. In order to conceal the true destination of the equipment, Iraq fal-
sifi ed the end-use certifi cates for the fermenters and claimed that they would be 
used for peaceful purposes at a facility in Latifi yah. To prevent foreigners from 
gaining access to Al Hakam, Iraq modifi ed an existing facility at Latifi yah for 
a tour by representatives of the European supplier. When the fi rm postponed 
delivery of the fermenters, Iraq sought out domestic sources of fermentation 
equipment. As a result, the fermenters at the Al Kindi veterinary vaccine plant 
at Abu Ghraib were transferred to Al Hakam in late 1988.149 At the same time, 
the fermenter at Taji, which had been engaged in the production of botuli-
num toxin—and not B. anthracis as believed by the intelligence community—
was also transferred to Al Hakam. To conceal the transfer of these fermenters 
to Al Hakam, Iraq continued to list Taji and Al Kindi as the end users for the 
equipment’s imported spare parts. These orders were apparently intercepted 
by the United States or its allies. Thus, the intelligence community believed that 
these sites were still active and engaged in BW production. As a result of these 
transfers, Al Hakam began large-scale production of botulinum toxin in 1989 
and B. anthracis in June 1990.150 Iraq’s denial-and-deception operation success-
fully concealed the location of its primary BW-agent production facility. As 
a result, the coalition bombed sites at Latifi yah, Taji, and Al Kindi instead of 
Al Hakam.

149. Tim Trevan, Saddam’s Secrets: The Hunt for Iraq’s Hidden Weapons (London: Harper Collins, 
1999), 316 –17; Graham S. Pearson, The UNSCOM Saga: Chemical and Biological Weapons Non-Proliferation 
(New York: St. Martin’s Press, 1999), 141; and UNMOVIC, Compendium, 805, 884 – 89.

150. Trevan, Saddam’s Secrets, 316; and UNMOVIC, Compendium, 782– 83.



Inte l l igence    175

The bombing of the infant-formula plant at Abu Ghraib provided Iraq with 
a rare propaganda victory during the war.151 Both UNMOVIC and the ISG 
concluded that the suspected backup BW production site in Abu Ghraib was in 
fact an infant-formula plant as Iraq claimed.152 The misjudgment of this plant 
stemmed from analysts falling victim to mirror-imaging and applying a West-
ern mindset to Iraq’s industrial development. Analysts believed the plant was 
suspicious because it was not a commercially viable project, it had not actually 
produced any infant formula since its construction in the early 1980s by a for-
eign fi rm, and Iraq continued to maintain the plant in perfect working condi-
tion. Based on this background information, the presence of dual-use equipment 
at the site, and security features that were inconsistent with a civilian facility, 
the plant was listed as a backup BW production site.153 Analysts apparently dis-
counted a report that after the completion of the plant by a foreign contractor, the 
foreign workers were replaced with Iraqis who were unable to produce infant 
formula that met the required hygienic standards.154 Flush with oil money, Iraq 
had commissioned several such turnkey projects with foreign companies in the 
late 1970s with the goal of building up its industrial infrastructure and becoming 
a leading regional exporter, only to run into problems when attempting to oper-
ate the facilities on its own.155 What appeared suspicious to outside analysts was 
in fact a result of overly ambitious industrial planning by Iraqi bureaucrats.

The intelligence community’s assessment of the role of the refrigerated 
twelve-frame bunkers in Iraq’s BW program was also incorrect.156 Three of these 
bunkers underwent secondary explosions when bombed during the Gulf  War 
indicating the storage of conventional explosives. UNSCOM found no evidence 
that Iraq used these bunkers to store biological agents or munitions.157 Instead 
of using bunkers, Iraq adopted unorthodox storage techniques to protect these 
weapons from coalition air strikes. Iraq buried its biological bombs at a military 
airbase and a military test range and stored its biological missile warheads in 
pits along the banks of the Tigris Canal and in an abandoned railroad tunnel. In 
contrast to the key role that bunkers played in identifying suspected Soviet BW 

151. For additional details about this incident, see Gregory Koblentz, “Countering Dual-Use Facili-
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facilities, Iraq’s twelve-frame bunkers were a red herring. This incident high-
lights the danger of standard analytical procedures that apply lessons learned 
about one state’s standard operating procedures to the identifi cation of other 
states’ BW activities.

The intelligence community successfully warned policymakers and the mili-
tary that Iraq had a stockpile of biological munitions fi lled with B. anthracis and 
botulinum toxin. Based on this intelligence, the military was able to provide medi-
cal countermeasures against Iraq’s two primary BW agents to U.S. troops de-
ployed to Saudi Arabia in 1990 –91. The intelligence agencies, however, failed to 
identify the locations of Iraq’s BW agent production plants, which escaped the 
1991 Persian Gulf War unscathed. This combined intelligence success and in-
telligence failure was due to the United States’ reliance on signal intelligence 
to monitor Iraqi procurement of critical materials and equipment from foreign 
suppliers for insight into Iraq’s BW program.

Iraq’s large-scale efforts to develop ballistic missiles and nuclear, biological, 
and chemical weapons depended heavily on foreign suppliers for materials and 
equipment.158 Iraq used the Technical and Scientifi c Materials Import Division 
as a front company for obtaining dual-use items for the BW program. TSMID 
was ostensibly part of the Ministry of Trade, but in fact it reported to the Mili-
tary Industrialization Commission and was the sole ordering agency for the BW 
program.159 By tracking TSMID’s activities, the United States and its allies were 
able to chart Iraq’s interest in and procurement of all of the components nec-
essary for a BW program: strains of dangerous pathogens, growth media, fer-
menters, spray dryers, and fi lling machines.160 While this method was effective 
in determining Iraq’s interest in specifi c BW agents and how much progress the 
program was making, it failed to provide an accurate picture of which facilities 
were involved and the extent of Iraq’s preparedness to use these weapons. The 
limited utility of this approach was due in part to Iraq’s extensive use of denial-
and-deception measures to shield the locations of its BW agent production sites.

U.S. Intelligence on Iraq’s BW Program, 1991–2003

In October 2002 the intelligence community issued a National Intelligence Esti-
mate on Iraq’s WMD programs. The NIE stated, with a high degree of confi dence, 
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that Iraq possessed an active BW program that was larger and more advanced 
than its program before the 1991 Gulf  War. Iraq was now believed to possess 
a large-scale and redundant BW production capability, including the ability to 
produce dry agents, as well as stockpiles of BW agents and munitions.161 The key 
assessments of Iraq’s BW capabilities and intentions were based almost entirely 
on reports that Iraq had a fl eet of mobile BW production units.162 These uncon-
fi rmed reports were relayed to the United States by a foreign intelligence ser-
vice from a single source, code-named Curveball, to whom U.S. offi cials did not 
have direct access. According to the Silberman-Robb Commission, “that Iraq 
was cooking up biological agents in mobile facilities designed to elude the pry-
ing eyes of international inspectors and Western intelligence services was, along 
with the aluminum tubes, the most important and alarming assessment in the 
October 2002 NIE.”163

Not one of these assessments has been proven correct. The United States fun-
damentally overestimated Iraqi BW capabilities and exaggerated Iraqi inten-
tions. The Iraq Survey Group, a 1,200-member task force that searched Iraq for 
evidence of WMD from July 2003 to December 2004, found no evidence that 
Iraq conducted BW research or production for military purposes after 1996. In-
deed, the ISG found that from the mid-1990s “there appears to be a complete ab-
sence of discussion or even interest in BW at the Presidential level.”164 The ISG 
also concluded that Iraq had destroyed its pre-1991 stocks of biological agents 
and weapons in 1991, although the ISG acknowledged that it could not verify 
the complete destruction of these materials. In addition, the ISG failed to fi nd 
any evi dence that Iraq possessed mobile BW production facilities. Instead of a 
large military program, Iraq may have had a covert research effort run by intel-
ligence agencies geared toward the production of limited quantities of toxins for 
use in assassination operations. The ISG judged that these small-scale laboratory- 
level activities were not part of a military program and that the purpose of 
the labs was not to retain the technical expertise required to restart a large-scale 
CBW program.165

The intelligence community’s failure to accurately estimate any aspect of 
Iraq’s BW intentions and capabilities was part of a broader breakdown in under-
standing Baghdad’s political intentions and assessing Iraq’s military capabilities. 
This intelligence failure stemmed from faults at every stage of the intelligence 

161. DCI, Iraq’s Weapons of Mass Destruction Programs, October 2002, 13 –17; and NIC, Iraq’s Continu-
ing Programs for Weapons of Mass Destruction, 6 –9.

162. SSCI Report, 148 –50; and Silberman-Robb Report, 48, 87, 558 –59.
163. Silberman-Robb Report, 80.
164. Duelfer Report, 3:1.
165. Duelfer Report, 3:1–3, 16 –18, 69 –70, 73 –78.



178    Liv ing  Weapons

cycle and represents a microcosm of the intelligence community’s failure to ac-
curately assess Iraq’s WMD capabilities and intentions. An examination of the 
intelligence community’s record with regard to Iraq’s BW program provides in-
sight into the systemic and deep-seated problems that led to this catastrophic 
failure.

The most important source of information on Iraq’s BW program was an 
Iraqi chemical engineer who left Iraq in 1999 to seek political asylum in Ger-
many. Beginning in January 2000, the German Federal Intelligence Service 
(Bundesnachrichtendienst, or BND) began debriefi ng the engineer, code-named 
Curveball, who claimed to have been involved in a program to design and build 
mobile BW agent production facilities before fl eeing Iraq in 1999. According to 
the engineer, the mobile BW program began in May 1995 with the goal of pro-
ducing seven mobile production units: six truck mounted and one rail mounted. 
The mobile units were designed by the Chemical and Engineering Develop-
ment Center (CEDC) under the cover of a seed purifi cation project for the Meso-
potamia State Company for Seeds. Each truck-mounted production unit was 
composed of two or three trailers that contained all of the equipment necessary 
for the production, processing, and storage of BW agents. The trailers would 
be linked together and connected to water and electrical utilities at six “dock-
ing stations” located throughout Iraq. These mobile units were capable of pro-
ducing several hundred tons of fi ve different biological agents in liquid slurry 
form per year. Even more worrisome was that the mobile facilities had the capa-
bility to process the BW agents into dry powder form, an important technologi-
cal achievement for Iraq. The fi rst mobile unit began producing a BW agent in 
1997, and three of the units were fully functional by 1999.166

These reports had an immediate impact on the U.S. intelligence communi-
ty’s assessment of the BW threat posed by Iraq. According to a December 2000 
NIE on worldwide BW programs, “new intelligence acquired in 2000 . . . causes 
[the IC] to adjust our assessment upward of the BW threat posed by Iraq. . . . The 
new information suggests that Baghdad has expanded its offensive BW program 
by establishing a large scale, redundant, and concealed BW agent production 
capability.”167 The U.S. repeatedly requested the right to interview Curveball 
in order to learn more details and validate his reporting, but the BND refused 
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to provide access to him.168 Instead, the BND provided reports on these debrief-
ings to the DIA, which in turn disseminated them throughout the intelligence 
community. By 2002 the DIA had disseminated ninety-fi ve reports based on 
Curveball’s debriefi ngs.169 The lack of direct access to Curveball had two im-
portant consequences for U.S. assessment of Iraq’s BW program. First, it ham-
pered the ability of intelligence agencies to vet Curveball’s reporting. Second, it 
forced U.S. analysts to rely on thirdhand reports of what Curveball told his Ger-
man debriefers.

Both the Senate inquiry and the Silberman-Robb Commission harshly crit-
icized the DIA for failing to take effective measures to vet Curveball, such as 
checking his bona fi des, testing his reliability and motivations for cooperating, 
and ensuring that he was not under the infl uence of a foreign actor.170 Without 
German cooperation this would have been a diffi cult task, but the DIA exacer-
bated the problem by not following its usual procedure of assigning the source 
a grade indicating his reliability. Instead, a DIA offi cial in Germany watered 
down the original German warning that the reliability of the source “cannot 
be verifi ed,” to the milder “could not be determined.”171 Despite the lack of any 
basis for assessing the reliability of Curveball, the DIA marked all of the reports 
from this source as having “Major Signifi cance,” the highest ranking for intelli-
gence reports.172

Despite the lack of direct access to Curveball, intelligence agencies did try, 
and often succeeded, in verifying information provided by him. The British 
Secret Intelligence Service (SIS) verifi ed that Curveball had worked where he 
claimed and that his position would have given him access to the information 
he claimed to have.173 Curveball demonstrated, in the words of a December 2003 
DIA assessment, “knowledge of and access to personalities, organizations, pro-
curement, and technology relating to Iraq’s BW program.”174 Analysts used over-
head imagery to confi rm the existence and identity of the locations described by 
Curveball as being involved in the mobile BW program such as agricultural sites 
where the mobile units were hidden and the Baghdad offi ce building housing 
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CEDC.175 A CIA attempt to determine if Curveball had been exposed to, or vac-
cinated against, BW agents to test his claim that he had been present during BW-
agent production runs, including one in 1998 that led to an accidental release of 
an unidentifi ed organism that killed twelve technicians, was inconclusive.176

Curveball’s deception was so effective because his reports contained enough 
accurate and verifi able information to make his entire account seem credible. 
Curveball had worked, albeit briefl y, at the CEDC in the mid-1990s and was 
involved with, or at least very familiar with, a seed-purifi cation project under-
way there at the time. This experience most likely supplied the inspiration for 
his information about Iraq’s mobile BW production systems. Between 1994 and 
1997, the CEDC designed, manufactured, and installed ten agricultural seed-
sorting and fungicide-treatment systems for the Mesopotamia State Company 
for Seeds. Almost all of the sites that Curveball named as hide sites for the mo-
bile BW production units were linked to this enterprise.177 The CEDC also had 
long-standing links to Al Hakam, Iraq’s main BW agent production facility 
prior to the 1991 Gulf  War. Shortly after the war, the CEDC was responsible 
for establishing a single-cell protein line at Al Hakam, which Iraq used as one of 
its cover stories to retain its BW production capability at the site.178 The CEDC 
had also been responsible for the attempted 1995 procurement from Russia of a 
50,000-liter fermentation capacity for Al Hakam, ostensibly to produce SCP.179 
Most of the individuals Curveball identifi ed as being part of the mobile BW pro-
duction program were part of the CEDC and were also involved in the seed pu-
rifi cation project as well as the installation of the SCP line at Al Hakam.180

Only after the war did the intelligence community learn key facts about Curve-
ball that would have been helpful in validating his reporting. Curve ball had 
graduated last in his class instead of fi rst as he had claimed. He had been a low-
level trainee at CEDC and not a project head or site manager. He had been fi red 
from his job in 1995 at the time when he said he was beginning to work on 
the mobile BW production units. In addition, he had been traveling outside of the 
country during the period he claimed to have been involved in the project. Curve-
ball had also run afoul of the law in Iraq, which provided an ulterior motive 
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for his willingness to cooperate with the BND in return for resettlement in 
Germany.181 The CIA also learned that Curveball’s brother was an offi cial in 
the Iraqi National Congress, the Iraqi opposition group headed by Ahmed 
Chalabi.182 In May 2004 the CIA issued a fabrication notice for Curveball and 
began recalling all of his reports.183

The lack of direct access to Curveball meant that American BW analysts had 
only thirdhand reports of his debriefi ngs and had to rely on the BND to debrief 
him properly. The BND’s handling of Curveball, however, was problematic. 
A U.S. intelligence offi cial who had access to the original German summaries 
found that Curveball’s handlers failed to practice proper interrogation tradecraft 
by asking leading questions and signaling what issues were important to them. 
Due to the technical nature of the source’s information, the BND assigned a BW 
analyst, supported by a multidisciplinary technical team, to lead the questioning 
of Curveball instead of an experienced interrogator.184 The German BW analyst 
may have been guilty of “compensating for errors” in technically implausible re-
ports, which allowed him to interpret otherwise sketchy information in support 
of his own conclusions.185 A senior BND offi cial has admitted that “we fi lled in 
[the] gaps” in Curveball’s accounts of the mobile BW production facilities.186 The 
SIS has accused the BND of omitting signifi cant technical details from its re-
ports, which led SIS to believe that the mobile facilities could produce BW agent 
as a dry powder.187

The process by which Curveball’s debriefi ngs were shared with the United 
States introduced additional problems. The debriefi ngs were conducted by the 
BND in a mix of Arabic, English, and German, which were then summarized 
into one- to fi ve-page memos written in German. These summaries were sent 
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to the DIA, which translated them into English, reorganized them into a stan-
dard DIA format, and further summarized them into one- or two-page reports be-
fore disseminating them to the rest of the intelligence community.188 This convoluted 
reporting chain led a former CIA offi cial to express concern that Curveball’s 
information “was analyzed and translated and reanalyzed and retranslated, and 
comments got added, it could have gotten sexed up by accident.”189

The unprofessional handling of Curveball’s debriefi ng and the convoluted 
reporting process may explain the recurring reports that Curveball did not ac-
tually say what was attributed to him. According to fi ve senior BND offi cials, 
Curveball never claimed to have produced biological weapons or witnessed any-
one else doing so. He told the Germans that his job was to design and test lab-
oratory equipment for the trucks that he could describe in detail, but he could 
not identify what bacteria the trucks would produce. According to a BND offi -
cial, “his information to us was very vague. He could not say if these things func-
tioned, if they worked.”190 According to the DIA case offi cer who had primary 
responsibility for collecting and reporting Curveball’s debriefi ngs, Curveball 
was “not a biological weapons expert nor is he a life science expert. Source sim-
ply designed [one word redacted] production facilities. He never claimed that 
the project he was involved in was used to produce biological agents.”191 Hamish 
Killip, a former UNSCOM inspector who returned to Iraq with the ISG to in-
vestigate Iraq’s BW program, was surprised by how vague the Curve ball reports 
were. He concluded that the most dire aspects of Iraq’s putative mobile BW pro-
duction program were the product of the imagina tion of intelligence offi cials, 
not Curveball.192 David Kay, the fi rst leader of the ISG, has accused the BND 
of being “dishonest, unprofessional and irresponsible” in its handling of Curve-
ball.193 As Bob Drogin has observed, “whether the distortions in the intelligence 
fi le fl owed from poor translations, analytic sloppiness, or willful deception, the 
outcome was the same.”194

Despite the lack of direct access to Curveball, between 2000 and 2003 CIA 
analysts and managers received a number of warnings from their own person-
nel, from SIS, and from the BND itself about Curveball’s unreliability. These 
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warnings reached the top leadership of the Directorate of Operations and the 
offi ce of the deputy director of the CIA but were never acted on.195 These warn-
ings were not shared with other agencies in the intelligence community.

In May 2000 a Department of Defense detailee working for the Directorate 
of Operations in the CIA met Curveball and discovered that he spoke excellent 
English, contrary to statements by the BND, and he also appeared hungover. 
In addition, the detailee reported that the BND case offi cer responsible for de-
briefi ng Curveball “had fallen in love with his asset and the asset could do no 
wrong.”196 These concerns were shared by the detailee with CIA offi cials but not 
with other BW analysts in the intelligence community.197

In April 2002 the SIS informed the CIA that it was “not convinced that Curve-
ball is a wholly reliable source.” The SIS believed that Curveball’s detailed tech-
nical descriptions meant that a signifi cant part of his reporting was probably 
true, but they noted that some of his behaviors “strike us as typical of individu-
als we would normally assess as fabricators” and identifi ed inconsistencies that 
raised doubts about his reliability.198

Curveball began acting erratically in 2001, including contradicting himself 
during debriefi ngs and recanting previous statements about his fi rsthand knowl-
edge of BW activities. Instead of reevaluating the source’s reliability and perhaps 
recalling reports based on his information, the BND informed U.S. intelligence 
offi cials through other channels of the problems they were having with their 
source.199 BND offi cials warned CIA offi cials on multiple occasions in 2001 and 
2002 that Curveball appeared to have personal and /or mental problems and that 
the BND could not confi rm his information. While these concerns were shared 
with CIA analysts and managers, there is no record of them being shared with 
other intelligence agencies.200 In late January 2003, a CIA station in Germany re-
peated the BND’s concerns to Langley and advised headquarters that, given the 
importance of the subject matter, it should “take the most serious consideration” 
before using unconfi rmed information provided by a liaison service.201

Despite the lack of direct access to the source and warnings from the BND, the 
SIS, and the CIA’s own Directorate of Operations about Curveball’s reliability, 
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BW analysts in the CIA’s Weapons Intelligence, Nonproliferation, and Arms 
Control (WINPAC) division believed in Curveball and viewed his reporting as 
highly credible. These analysts exhibited a strong confi rmation bias to interpret 
incoming, and often ambiguous or fragmentary, information— or even the lack 
of information—as supporting this consensus and to ignore contradictory infor-
mation.202 In addition, analysts committed a number of errors due to cognitive 
biases, sloppy methodology, and poor analysis that portrayed Iraqi BW capabili-
ties and intentions as more threatening and with a higher degree of certainty 
than the evidence allowed.

An underlying factor, which infl uenced the entire intelligence cycle, was the 
overriding presumption within the intelligence community that Iraq had re-
tained elements of its pre-1991 WMD programs and would reconstitute them 
once inspections ended or sanctions were lifted.203 This belief was valid up to a 
certain point. Iraq’s history of “cheat and retreat” with UNSCOM in the 1990s, 
and its 1995 revelations about its past BW program, ruined Iraq’s credibility on 
this issue. UNSCOM’s withdrawal from Iraq in December 1998 deprived the 
intelligence community of a key source of information on Iraq’s WMD-related 
activities. According to a senior intelligence offi cial responsible for collection, 
“it’s very diffi cult to overstate the degree to which we were focused on and using 
the output from the U.N. inspectors.”204

Paradoxically, the reaction of analysts to the loss of  UNSCOM was not greater 
uncertainty but greater certainty about Iraq’s BW intentions. UNSCOM’s with-
drawal triggered a series of increasingly bleak assessments of the status of Iraq’s 
BW program. In less than a year, and in the absence of any new information, 
the intelligence community changed its assessment of Iraqi BW activities from 
hypothetical to projected to defi nitive.205 When defectors began fi lling the in-
formation vacuum in 2000 with tales of mobile BW production systems, they 
found a receptive audience that already fi rmly believed that Iraq maintained a 
BW program but lacked the evidence to prove it.

Past experience with collecting and analyzing intelligence on the Soviet and 
Iraqi BW programs led analysts to be overconfi dent about the value of defectors 
from such programs. The defections of  Pasechnik and Alibek had been crucial 
to the intelligence community’s gaining a broad and deep understanding of the 
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Soviet BW program. In addition, immediately after the 1991 Persian Gulf  War, 
the United States obtained valuable information from Iraqi defectors that indi-
cated that the intelligence community had underestimated or completely missed 
several key aspects of the Iraqi BW program. These sources provided informa-
tion about the locations where BW agents had been produced, the types of agents 
produced, their code names, the type of containers the agents were stored in, and 
locations where this bulk agent was hidden during the Gulf  War. In addition, 
these sources provided details about Iraq’s weaponization of BW agents, includ-
ing the types of dissemination devices tested, the numbers and types of munitions 
fi lled with a BW agent, and the sites where Iraq had deployed these munitions 
during the war.206 The value of these sources was validated when Iraq later pro-
vided details to UNSCOM on its pre-1991 BW program that matched the re-
porting of these defectors. Focusing on these successes, however, overlooks the 
fact that the information provided by most defectors on Iraq’s WMD programs 
after the 1991 Gulf  War was worthless.207

Curveball’s information on Iraq’s development of mobile BW production 
facilities was also embraced because it appeared to confi rm what analysts had 
long suspected. The intelligence community already knew from UNSCOM that 
Iraq had considered the development of mobile BW facilities in the late 1980s, 
although this proposal was rejected as impractical at the time. The CIA had 
also obtained Military Industrialization Commission documents discovered by 
UNSCOM in 1995 that referred to the planned acquisition of a “mobile fer-
mentation” capability.208 In addition, UNSCOM had shared with the CIA its 
long-time suspicions that Iraq might have developed mobile BW agent produc-
tion facilities, although it had no direct evidence.209 Iraq’s development of a mo-
bile BW agent production capability was seen as a logical way for Iraq to retain 
a BW produc tion capability once it was forced to reveal and destroy its primary 
production facility at Al Hakam. Indeed, CIA analysts believed that Iraq’s ini-
tiation of the mobile BW production program in May 1995 allowed it to make 
its fi rst disclosure about its offensive BW program to UNSCOM in July 1995.210 
An Iraqi shift from large, fi xed facilities capable of producing large quantities 
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of  BW agents for stockpiling to smaller, mobile facilities that could produce 
BW agents at short notice was seen by intelligence analysts as a general trend 
in the BW fi eld. The Soviet Union reportedly adopted a similar strategy in the 
late 1980s to avoid anticipated inspections.211 In the words of a BW analyst with 
the State Department, “it’s very appealing to the analysts to learn about a mobile 
BW program. It fi ts with what we think the state of the BW program world-
wide are heading toward. It’s kind of like a built-in bias.”212

Analysts also failed to realize before the war that some evidence consistent 
with their assessments of Iraq’s BW program were also consistent with other inter-
pretations. As Robert Jervis has noted, “analysts often seemed to think that the 
latter was not the case, which meant that they saw the evidence as not only fi t-
ting with their explanation, but as giving independent support to it and there-
fore as justifying greater confi dence in the overall judgment.”213 This problem 
was particularly acute in assessments of dual-use facilities and procurement. The 
technical intelligence systems that provided the bulk of  U.S. collection capabili-
ties were able to detect activities at dual-use facilities and monitor procurement 
of dual-use materials, but they were unable to provide insight into the intent 
behind these activities. Satellite imagery of several nominally civilian dual-use 
facilities that had been associated with the Iraqi BW program prior to 1991 indi-
cated that the sites were undergoing improvement or expansion.214 In addition, 
the intelligence community had received multiple reports, most likely derived 
from communication intercepts, of Iraq’s attempted procurement of dual-use 
biotechnology equipment through front companies and intermediaries in viola-
tion of  United Nations sanctions.215 At the time, analysts were aware of plausi-
ble peaceful explanations for these activities unrelated to biological weapons, but 
these alternative explanations were dismissed out of hand and not included in 
the NIE.216 The prevailing mindset that Iraq had a BW program, and the pre-
sumed effi cacy of Iraqi denial-and-deception measures, led analysts to consis-
tently assess that these dual-use activities had a sinister purpose.

Analysts used Iraq’s history of successful denial and deception as a crutch to 
explain the presence of contradictory information and the absence of confi rm-
ing evidence. This belief in the effi cacy of Iraqi denial-and-deception techniques 
made it impossible to disprove defector reports of mobile BW facilities. The lack 
of confi rming evidence, such as the absence of mobile BW production units at 
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reported sites, was seen as a successful example of Iraqi denial measures.217 In 
contrast, the importance of contradictory information, such as the presence of a 
wall at the Djerf al-Naddaf hide site that would have prevented vehicles from 
entering and leaving the facility as described by Curveball, was discounted as 
being an Iraqi deception measure. Since Djerf al-Naddaf was the only site linked 
to the mobile BW program that Curveball claimed to have visited himself, the 
discrepancy between his description of the site and the overhead imagery should 
not have been dismissed so quickly.218

Analysts and managers were also guilty of cherry-picking intelligence that fi t 
their belief that Iraq had a BW program and a mobile BW production capability. 
The NIE included information from three different human sources that were 
portrayed as corroborating Curveball’s account.219 The information provided by 
all of these sources, however, was highly problematic. None of the sources pro-
vided fi rsthand confi rmation of the mobile BW production facilities; instead, 
they were only reporting what they had heard.220 In addition, since none of their 
reporting matched Curveball’s reporting, such sources should have been consid-
ered at best complementary, not confi rmatory.221 The inclusion of these sources 
in the NIE and in Secretary Powell’s speech appears to be the result of a desire by 
ana lysts and managers to build the strongest possible case for Iraq’s mobile BW 
production program.

The fi rst source was an Iraqi civil engineer who reported in June 2001 on 
the presence of at least one truck-transportable biological production facility 
at the Karbala ammunition depot in December 2000. This information was in-
terpreted as corroborating Curveball’s account despite two major problems. 
First, satellite imagery was unable to locate the transportable BW system at the 
reported location and time. Analysts attributed this failure to successful Iraqi 
denial-and- deception efforts instead of the unreliability of the source. Second, 
Curveball had never implicated the Karbala ammunition depot as part of the 
mobile BW program. This source recanted in October 2003.222

In September 2002 the United States received information from a source run 
by the SIS, code-named Red River, about the existence of mobile fermentation 
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systems.223 The stated purpose of these systems was for the manufacture of single-
cell protein, but the source claimed that they could also be used for BW agent pro-
duction.224 This source was problematic for two reasons. First, Red River was 
not the direct source of the reporting attributed to him by the SIS, but rather 
he was passing on information from a new subsource. The SIS refused to share 
with the CIA the identity of the subsource for fear of leaks, which made it im-
possible for the CIA to determine if the source was linked to any Iraqi opposi-
tion groups. The source reportedly failed a polygraph exam administered by the 
United States, and the source’s reporting is now viewed by U.S. offi cials as in-
accurate and possibly fabricated.225 Second, it appears that U.S. intelligence ana-
lysts stretched the source’s reporting to provide additional support to Curveball’s 
reports of Iraq’s mobile BW production capability. On reviewing the original 
report of the source’s debriefi ng, Senate investigators discovered that analysts 
had been overly assertive in linking the source’s information to Iraq’s BW pro-
gram. The informant reported that he was working on a mobile fermentation 
system to produce single-cell protein, that his work was unrelated to biological 
warfare, and that he did not know of any BW-related activity in Iraq.226

The third source, a former major in the Iraqi intelligence service, had al-
ready been discredited as a fabricator when his report of Iraqi mobile BW labs 
was incorporated into the October 2002 NIE. In a February 2002 debriefi ng by 
the DIA, the major stated that in 1996 Iraq decided to create a fl eet of mobile 
laboratories for biological research to evade UNSCOM inspectors under a pro-
gram managed by Rihab Taha (nicknamed Dr. Germ by weapons inspectors). 
He admitted, however, that he was not aware of the exact nature of the research 
conducted in the labs.227 Shortly thereafter, the Iraqi National Congress, a gov-
ernment opposition group, arranged for the major to give media interviews in 
which he described a wide range of illicit WMD activities in Iraq.228 In response, 
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the DIA, the SIS, and the CIA’s Directorate of Operations judged the source to 
be a fabricator, and the DIA issued an offi cial “fabrication notice.”229 Although 
the DIA did not recall the original reports from the defector, BW analysts re-
ceived fi ve warnings over the next fi ve months about the unreliability of this 
source. Despite these warnings, reporting from this source was included in fi ve 
intelligence reports in 2002, including the NIE. Although analysts acknowl-
edged that they were aware of the source’s questionable reliability at the time, 
they believed that the reporting on the mobile labs remained plausible and that 
even fabricators will usually have some truth to their stories.230

Analysts also fell victim to the trap of “layering” by building one uncertain as-
sessment on top of another. The primary basis for the prewar judgment that Iraq 
had a stockpile of  BW agents was a single report from Curveball that Iraq had 
the ability to produce BW agents in a dry powder form using mobile produc-
tion facilities.231 Dry BW agent is more suitable for stockpiling than wet agent 
since it is more stable and has a longer shelf-life. A senior U.S. intelligence offi -
cial said, “We took that [report of mobile BW production plants from Curveball] 
seriously as a biological weapon capability that exists. . . . In our view what that 
means was we thought they had probably produced agent and weapons and had 
them sitting around.”232 The presumed effi cacy of Iraqi denial-and-deception 
measures led analysts to equate a mobilization capability with a weapons stock-
pile since the intelligence community believed that it would be unable to detect 
the activation of such a production capability.233 The assumptions underlying 
this chain of reasoning were not clearly stated in intelligence assessments.

Analysts also exaggerated the production capacities of the mobile BW pro-
duction units described by Curveball. The NIE stated that the seven mobile 
BW units described by Curveball could produce in three to six months as much 
BW agent as Iraq had produced prior to the 1991 Gulf War.234 This estimate 
was unrealistic and irresponsible. Even under a worst-case assessment assum-
ing that Iraq’s mobile production units ran constantly, that they did not require 
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maintenance, and that every batch of agent was of high quality—a truly heroic 
set of assumptions —it would have taken at least seven months to achieve pre-
1991 production fi gures.235 A more realistic estimate would have been closer to 
a year. As a result of these errors, the threat posed by Iraq’s BW capability was 
portrayed with greater certainty as being larger and more advanced than the 
evidence allowed.

Analysts also discounted HUMINT that contradicted this assessment. Prior 
to the war, the CIA approached thirty family members of key Iraqi weapons 
scientists to try to fi nd out information about the status of Iraq’s WMD pro-
grams. All of these relatives reported to the CIA that the scientists said that 
Iraq’s WMD programs had been abandoned. This information was not used 
by the Directorate of Intelligence or distributed outside the CIA. According to 
David Kay, the CIA had also interviewed an Iraqi defector, an engineer who 
had worked with Curveball, who specifi cally denied that they had worked on 
mobile biological production facilities. This defector, or a separate one, also re-
ported that the trailers said by other defectors to be for weapons had a benign 
purpose.236

The management and leadership of the intelligence community also per-
formed poorly and made two signifi cant contributions to the fl awed assess-
ments of Iraq’s BW capabilities and intentions. First, the failure of managers to 
share information within and between intelligence agencies hindered efforts to 
validate the credibility and reliability of reports that Iraq had a mobile BW pro-
duction program. Second, for bureaucratic and political reasons, the manage-
ment and leadership of the CIA created an environment that favored analysis 
supporting the existing consensus and stifl ed dissenting voices.
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On multiple occasions, important information was not shared within the CIA 
between collectors and analysts or passed up the chain of command. The CIA also 
withheld information from the rest of the intelligence community that cast doubt 
on Curveball’s reliability. Policymakers were not adequately informed about the 
basis for analytical judgments about Iraq’s BW program or doubts about the 
reliability of human sources reporting on Iraq’s mobile BW production units. 
Finally, foreign intelligence services refused to provide access to or share infor-
mation about human sources necessary to validate their reliability.

When Iraq’s WMD programs became a political issue in 2002, the pressure 
to conform to the view that Iraq had a large and active BW program and to fi nd 
evidence to support this assessment grew stronger. As a result, the standard of 
evidence required to support this viewpoint was lowered while analytical judg-
ments became more expansive and bolder than was warranted by the available 
intelligence. The major inquiries into the prewar intelligence found that some 
of this pressure was self-imposed by analysts who believed that war with Iraq 
was inevitable. Their desire to ensure that the military was properly prepared 
for a possible CBW attack may have contributed to their tendencies to make 
worst-case assessments about Iraq’s capabilities.237 This explanation, however, 
does not account for the most important fl aws in prewar intelligence. The in-
telligence community began revising upward its assessment of the threat posed 
by Iraq’s BW program in 2000 based on Curveball’s reporting, and by 2001 they 
had concluded that Iraq had a stockpile of recently produced BW agent, well 
before the drumbeat of war with Iraq started.238 The U.S. Air Force, the mili-
tary service most likely to make worst-case assessments of the threat posed by 
Iraq’s airborne CBW delivery capabilities, disagreed with the rest of the intelli-
gence community that Iraq’s unmanned aerial vehicles were designed to deliver 
CBW.239 While similar pressure to protect the military by warning them of the 
full range of potential threats was no doubt felt by intelligence analysts during 
the run-up to Operation Desert Storm in 1991, WMD-related analyses in 2002 
were fundamentally different because they were being used as the primary justifi -
cation for war and were being used publicly for that purpose.

Efforts by CIA managers and leaders to squelch internal dissent, and their re-
fusal to acknowledge mistakes after the war, strongly suggests that prewar anxi-
ety was not a major factor in the fl awed intelligence assessments. A BW analyst 
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who traveled to Iraq after the war to investigate Curveball was forced to leave 
WINPAC after reporting back to headquarters that he believed the source was 
a fabricator.240 The CIA also disregarded the fi nding of a DIA-led investiga-
tion into the two trailers discovered in Iraq in mid-2003 that resembled the mo-
bile BW production units described by the United States before the war that 
the trailers were designed to produce hydrogen for weather balloons, not BW 
agents.241 This fi nding was later reaffi rmed by the ISG.242 Rod Barton, who led 
the ISG’s investigation into Iraq’s BW program, also experienced pressure to 
tailor his fi ndings so that they would not contradict the CIA’s prewar assess-
ments.243 WINPAC’s resistance to reassessing prewar intelligence on Iraq’s BW 
program led the Silberman-Robb Commission to criticize the organization for 
fostering a “culture of enforced consensus.”244

Although none of the major inquiries into prewar intelligence on Iraqi WMD 
found direct evidence that analysts had been pressured to change their fi ndings, 
the Silberman-Robb Commission and an internal CIA review found that the en-
vironment created by the Bush administration’s public justifi cation for war based 
on Iraq’s development of WMD may have infl uenced analysts and managers 
working on these issues.245 The extent to which this environment was cultivated 
within the intelligence community has been revealed by the so-called Downing 
Street memo. After meeting with Director of Central Intelligence George Tenet 
at an annual CIA-SIS conference in July 2002, SIS chief  Sir Richard Dearlove 
reported to a British cabinet meeting on Iraq that “there was a perceptible shift 
in attitude [in Washington]. Military action was now seen as inevitable. Bush 
wanted to remove Saddam, through military action, justifi ed by the conjunction 
of terrorism and WMD. But the intelligence and facts were being fi xed around 
the policy.”246 This sentiment was encapsulated by the deputy chief of the CIA’s 
Iraq WMD Task Force, who told a subordinate who had expressed serious reser-
vations about the BW-related HUMINT being used by Secretary Powell, “Let’s 
keep in mind the fact that this war’s going to happen regardless of what Curve 
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Ball said or didn’t say, and that the Powers That Be probably aren’t terribly inter-
ested in whether Curve Ball knows what he is talking about.”247

Politicalization can take many forms. When a strong wind is blowing in one 
direction and there are multiple opportunities for biases to be introduced into 
analyses, the cumulative effect of such pressure can be signifi cant, especially 
when managers are predisposed to promote intelligence that they believe politi-
cal leaders will fi nd favorable.248 The fi ght over Curveball between the Direc-
torate of Operations and WINPAC illustrates the organizational and political 
pressures that infl uenced intelligence on Iraq’s WMD programs. Analysts who 
believed that Curveball was credible had the political wind to their backs while 
skeptics in the Directorate of Operations who questioned the source’s reliabil-
ity had to swim against the tide. These skeptics were further hampered by the 
unwillingness of their superiors to press the issue at the highest levels of the in-
telligence community.

BW Intelligence: Lessons Learned and Implications

Biological weapons programs represent one of the most diffi cult targets for in-
telligence agencies. The multiuse nature of biotechnology; the diffi culty in dis-
tinguishing between offensive, defensive, and civilian biological activities; the 
importance and opacity of intentions for assessing BW programs; and the exten-
sive secrecy that shrouds these programs pose unique challenges for intelligence 
collection and analysis.

HUMINT has been responsible for the most signifi cant breakthroughs in 
biological threat assessments. The Hirsch report, the sources that provided in-
formation on the outbreak of anthrax at Sverdlovsk in 1979, and the defections 
of Pasechnik and Alibek were crucial to piercing the veil of secrecy surround-
ing the Soviet BW program. The Iraqi defectors who emerged in 1991 and 
the defection of Hussein Kamel in August 1995 provided invaluable infor-
mation on the organization and status of the Iraqi BW program. Only such 
knowledgeable insiders can provide the required insights into intent and ac-
tivities that is required for a comprehensive understanding of an adversary’s 
BW program.

HUMINT, however, can be a double-edged sword. The information pro-
vided by defectors can be diffi cult to corroborate, and such sources may be pur-
posefully or inadvertently transmitting false information, thus contributing to 
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fl awed assessments. The success of HUMINT with regard to the Soviet BW pro-
gram and the early Iraqi program may have contributed to the laxity with which 
the accounts of more recent Iraqi defectors were analyzed.

Unlike humans, pictures don’t lie. But they also don’t tell the whole truth. 
Overhead reconnaissance, one of the mainstays of  U.S. intelligence collection, 
can identify suspicious features of some biological facilities, but they cannot de-
termine the types or purposes of activities being conducted inside. Analysts mis-
interpreted imagery of the Soviet BW test site at Vozrozhdeniya Island in the 
1960s, which led them to completely reevaluate the nature of the Soviet BW pro-
gram. While storage bunkers provided a useful indicator of which facilities in 
the Soviet Union were associated with the BW program, similar structures in 
Iraq were not linked to the BW program. In the case of Iraq, analysis of satellite 
imagery prior to the 1991 Gulf War failed to detect the locations where Iraq was 
producing BW agents or that Iraq was testing and deploying biological weap-
ons. In 2002 the misinterpretation of imagery of dual-use sites in Iraq led to sin-
ister conclusions about benign civilian facilities.

Signal intelligence has played an important but indirect role in BW intel-
ligence collection. The dependence of the pre-1991 Iraqi BW program on 
imported equipment and materials made it particularly vulnerable to commu-
nication intercepts. Iraq’s foreign procurement efforts were one of the early in-
dicators of their interest in biological weapons, allowing intelligence agencies to 
track the program’s progress and providing UNSCOM with the means of un-
covering their offensive program. Iraq’s procurement networks were also tar-
geted in 1990s by communication intercepts, but these efforts did not provide 
good insight into Iraq’s weapons programs.249 Indeed, analysts consistently mis-
interpreted the acquisition of dual-use equipment as being destined for a BW 
program. U.S. intelligence agencies are known to have kept a close tab on Soviet 
procurement of Western technology during the cold war.250 It is not known to 
what extent Soviet acquisition of  Western biotech-related equipment provided 
useful intelligence on the Soviet BW program. By analyzing personal commu-
nications, orders for equipment and matérial from Soviet factories, and the na-
ture of communications between facilities, analysts were able to establish links 
between civilian and military scientists and facilities in the Soviet Union.251 Such 
information was not conclusive on its own but provided a possible means for 
cross-checking intelligence collected through other means.
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Open-source intelligence can be particularly useful in the fi eld of  BW intelli-
gence. Scientifi c publications were the primary source of information on Soviet 
activities in BW-related disciplines through the 1960s. While such publications 
may provide evidence of a nation’s scientifi c and technical capabilities, they 
rarely provide insight into a nation’s intent. Open-source intelligence can also 
be used to gauge the level of transparency exercised by a facility and determine 
if that level of transparency is consistent with its stated purpose. Lack of local 
media coverage of an ostensibly civilian site or activity might raise suspicion, 
while conspicuous media attention focused on a suspected BW facility might 
indicate that it is engaged in legitimate activities. For example, news of major 
public health and veterinary immunization campaigns in Iraq between 1998 and 
2002 provided a plausible peaceful explanation for the increased level of activity 
observed at dual-use biological sites during this time.252

These cases also demonstrate the importance and pitfalls of liaison intelli-
gence. The United States and United Kingdom engaged in a productive ex-
change of intelligence on the Soviet BW program throughout the cold war.253 
The United States also exchanged intelligence on the Iraqi BW program with the 
British and Israeli intelligence services prior to the 1991 Gulf  War. In contrast, 
while the CIA received reports from the SIS and BND on Iraqi BW activities 
between 2000 and 2002, the agency was never given access to these sources or 
information about their identities that would have enabled it to verify their reli-
ability. The lack of direct access to Curveball was a major contributing factor to 
the fl awed assessments of Iraq’s BW capabilities and intentions.

Denial-and-deception measures adopted by the Soviet Union and Iraq not 
only interfered with the collection of intelligence on their BW programs but 
also with its analysis. The success of  Soviet denial-and- deception measures was 
such that even the most alarmist U.S. intelligence analysts underestimated the 
Soviet BW program. Iraq successfully hid the existence of its primary BW pro-
duction plant at Al Hakam, which led the United State to bomb the wrong 
targets during the 1991 Gulf War. Iraq’s denial-and-deception measures were 
so good in the 1980s and early 1990s that intelligence analysts began assuming 
that the absence of confi rming evidence was an indication of a successful de-
nial opera tion and that the presence of contradictory evidence was the result of 
deception.
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States developing biological weapons have a strong incentive to embed their 
BW activities in legitimate civilian enterprises, which greatly complicates the 
collection and analysis of intelligence. As advanced multiuse biotechnologies 
diffuse globally and become more central to economic growth, a growing num-
ber of states will have the option of adopting this strategy to shield offensive 
activities and facilities from intelligence agencies. Given these trends, it will be-
come increasingly untenable to associate capability with intent. This will place a 
premium on developing innovative new methods for assessing a nation’s inten-
tions in regard to biological warfare.

The analysis of BW intelligence can be likened to creating a mosaic that is 
built piece by piece over time. This type of intelligence work requires all-source 
analysis that synthesizes the information gathered by all of the different collec-
tion methods and integrates both regional and technical expertise. Given the 
dearth of direct hard evidence on Soviet and Iraqi BW activities, analysts work-
ing with ambiguous, fragmentary, and contradictory information frequently fell 
prey to a range of cognitive biases including groupthink, mirror-imaging, and 
resistance to inconsistent data. These types of biases cannot be eliminated, but 
they can be ameliorated through more rigorous training of analysts and a stron-
ger focus on the nontechnical factors that may infl uence a nation’s BW inten-
tions and capabilities.

These diffi culties have been exacerbated by the limited resources devoted to 
solving these collection and analysis problems. A former CBW analyst with the 
National Security Agency estimates that there were perhaps a hundred CBW 
analysts in the entire intelligence community in the mid-80s, with about one-
third dedicated to BW issues and around ten of these devoted to the Soviet BW 
program. In comparison, the National Security Agency alone typically had a 
hundred analysts assigned to monitor each Soviet strategic missile army.254 After 
the 1991 Gulf  War, a CIA review of CBW intelligence found that the number 
of analysts devoted to CBW issues was inadequate and that this had a direct im-
pact on the level of support for policymakers and military commanders.255 At the 
time, there were roughly one hundred nuclear proliferation analysts for every 
one CBW analyst.256

The failure of the intelligence community and policymakers to devote more 
resources to BW intelligence may refl ect what Christopher Davis has termed 
“nuclear blindness.”257 During the cold war, nuclear weapons were the currency 
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of superpower politics, and their capacity for mass destruction had been amply 
demonstrated. Biological weapons, in contrast, remained on the margins of na-
tional security planning and threat assessment. As a result, the United States 
failed to devote the resources necessary to properly assess the size, scope, and so-
phistication of foreign BW programs.

Despite a number of reorganizations of the intelligence community’s WMD 
portfolio since the early 1990s, the number of  BW analysts remains inadequate. 
Of the seven hundred analysts working on WMD at the CIA in 2003 only six 
specialized in BW.258 As a result, analysts are responsible for monitoring BW 
programs in multiple countries and often in more than one region. This cross-
coverage limits their ability to conduct strategic research on BW issues and de-
velop an understanding of how political, economic, technical, and military factors 
might affect a specifi c nation’s BW intentions and capabilities.

High-quality intelligence will not negate the threat posed by biological weap-
ons, but it would help states calibrate defensive and diplomatic responses to these 
threats and reduce the likelihood of counterproductive actions. The diffi culty in 
conducting accurate biological threat assessments has several implications for 
reducing the danger posed by biological weapons.

First, without adequate intelligence, it is more diffi cult to develop and deploy 
effective defenses. The agent-specifi c nature of most medical counter measures 
and diagnostic and detection systems requires advance knowledge of which 
agents an adversary is developing. Although this factor is partially mitigated by 
the short list of the most dangerous agents, novel, obscure, or genetically engi-
neered pathogens may allow the attacker to attain an element of surprise. In ad-
dition, without credible intelligence indicating that an adversary’s BW program 
poses a signifi cant threat, it may not be possible to mobilize the resources for 
researching and fi elding defenses against the threat.

Second, without credible intelligence, it is much more diffi cult to rally domes-
tic and international support for diplomatic efforts to bring states into compli-
ance with their biological arms control obligations. Paradoxically, the reluctance 
to share sensitive information may limit the utility of the most useful types of in-
telligence on foreign BW programs, such as that provided by spies and defectors. 
On the other hand, allegations of BW development or use that prove to be false 
are likely to cause long-term credibility problems for the accuser. This loss of 
credibility may complicate future efforts to obtain public and international sup-
port for measures to combat the threat of biological weapons.

Third, poor intelligence hampers efforts to use inspectors to verify a state’s 
compliance with biological arms control agreements. As demonstrated by the 
experiences of the United States and United Kingdom in the Soviet Union and 

258. Drogin, Curveball, 64.
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Russia and of UNSCOM in Iraq, accurate intelligence is crucial for planning, 
conducting, and analyzing inspections.259 The poor record of  U.S. intelligence on 
assessing foreign BW programs, however, should give pause to those who take 
comfort in the intelligence community’s successfully having predicted every So-
viet intercontinental ballistic missile before it was tested.260 The performance of 
the U.S. intelligence community in monitoring Soviet strategic nuclear forces is 
not an appropriate indicator of their ability to obtain accurate intelligence on BW 
programs. Indeed, the low-quality U.S. intelligence provided to UNMOVIC on 
Iraq’s WMD programs in 2002–3 was more of a hindrance than a help.

The fourth implication is that poor intelligence hinders effective military ac-
tion. Accurate intelligence is necessary for planning and conducting attacks on 
BW facilities as part of a broader military confl ict, a preventive or preemptive ac-
tion, or as a retaliatory strike. The failure of the United States to identify Iraq’s 
main BW production plants prior to the 1991 Gulf War allowed Iraq’s BW pro-
gram to emerge from the war virtually unscathed. In modern confl icts it is im-
portant not only to strike the right target but also to avoid destroying the wrong 
one. During the 1991 Gulf  War, the United States destroyed an infant-formula 
production plant in the mistaken belief that it was involved in BW production. 
The destruction of the “baby-milk factory” was a propaganda coup for Bagh-
dad. In 1998 the United States attacked the Al Shifa pharmaceutical plant in 
Sudan, which it mistakenly believed was involved in the production of a chemi-
cal weapon precursor.261 The controversies engendered by these strikes highlight 
the need for accurate intelligence on dual-use facilities believed to be engaged in 
CBW activities.

Fifth, in the absence of fi rm and reliable intelligence, governments may en-
gage in worst-case planning and undertake an exaggerated reaction to perceived 
threats.262 Especially during a crisis or wartime, the tendency of government offi -
cials will be to assume the worst about their adversaries. Since intentions are the 
key to determining the purpose and signifi cance of multiuse biotechnology ca-
pabilities, even peaceful and defensive activities of a state viewed as hostile are 
likely to be considered suspicious. As Undersecretary of State John Bolton put it, 
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“once a rogue state’s intentions become apparent, we should assume that the 
dual-use technologies it acquires will be used for illegitimate purposes.”263 This 
tendency toward worst-case assessments of the capabilities of hostile states may 
account for U.S. overestimation of the BW capabilities of the so-called rogue 
states—Iraq, Libya, and Cuba—during the 1990s.264

The interpretation of uncertain intelligence in this way could lead to a secu-
rity dilemma in which states take actions to improve their own defense that in-
advertently threatens other states. As the number and size of national biological 
defense programs around the world increases, other states may perceive these 
activities as threatening, thereby providing a justifi cation for initiating or con-
tinuing a BW program. The shift from threat-based to science-based defensive 
research exacerbates this dilemma by increasing the scope of potential agents that 
require investigation and the necessity of inventing new agents to develop de-
fenses against them.265 Worst-case assessments of an adversary’s BW capabilities 
and intentions are especially likely if the adversary is viewed as particularly dif-
fi cult to deter. The logic of preventive action reduces the threshold of evidence 
required to justify action because an attack is viewed as inevitable and the con-
sequences of such an attack are perceived as being large. The application of this 
logic to counterproliferation was observed in both the Clinton administration’s 
decision to strike the Al Shifa pharmaceutical plant in Sudan in 1998 and the 
George W. Bush administration’s decision to invade Iraq in 2003.
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The prospect of a terrorist group acquiring and using biological weapons has 
become one of the most feared threats to international security. According to then 
UN Secretary-General Kofi  Annan, “the most important under-addressed threat 
relating to terrorism, and one which acutely requires new thinking on the part of 
the international community, is that of terrorists using a biological weapon.”1 In 
2008, the Commission on the Prevention of Weapons of Mass Destruction Pro-
liferation and Terrorism judged that it was more likely than not that a biological 
terrorist attack would take place within fi ve years.2 The intelligence community 
estimates that of the fi fteen terrorist groups that have expressed an interest in ac-
quiring biological weapons, only three of these groups have demonstrated a com-
mitment to acquiring the capability to use them to cause mass casualties.3 This 
chapter provides a brief history of biological terrorism, a framework for assessing 

1. Kofi  Annan, Uniting against Terrorism, Report of the Secretary-General, United Nations General 
Assembly A /60/825, April 27, 2006, 11, http://www.un.org/unitingagainstterrorism.
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of Mass Destruction Proliferation and Terrorism (New York: Vintage Books, 2008), xv.

3. Interview with senior U.S. intelligence offi cial, Washington, DC, May 2008.
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the threat posed by biological weapons in the hands of nonstate actors, and an as-
sessment of the current threat of biological terrorism.

Biological terrorism fi rst emerged as a major security issue in the mid-1990s 
due to three factors. First, and most important, were reports that Aum Shin-
rikyo, the Japanese cult responsible for the nerve gas attack in the Tokyo sub-
way system in 1995, had also developed biological weapons. Aum Shinrikyo 
was widely viewed as the harbinger for other nonstate actors interested in caus-
ing mass casualties and capable of acquiring nuclear, biological, chemical, or ra-
diological weapons.4 The second factor was the nexus between states that were 
developing biological weapons and states that were linked to international ter-
rorist groups. All seven nations on the State Department’s list of state spon-
sors of terrorism in the 1990s were believed to have BW programs at the time.5 
The third factor was the social and economic upheaval in Russia that increased 
the risk that terrorist groups might obtain expertise or materials from the for-
mer Soviet BW program that could facilitate their development of biological 
weapons.6

The terrorist attacks on the United States on September 11, 2001, and the 
subsequent anthrax letter attacks brought together the twin dangers of mass ca-
sualty terrorism and biological weapons in a frightening new way. The combina-
tion of these two events propelled biological terrorism to the forefront of public 
health, homeland security, and national security planning. Groups such as Aum 
Shinrikyo and al Qaeda have demonstrated their desire and ability to cause mass 
casualties and an interest in using disease as a weapon. Despite concerted ef-
forts by both groups to produce deadly pathogens and toxins, however, neither 
has successfully caused any casualties with such weapons, let alone developed a 
mass casualty-producing biological weapon. The diffi culties these groups failed 
to overcome illustrate the signifi cant hurdles that terrorists face in progressing 
beyond crude weapons suitable for assassination and the contamination of food 

4. Richard Falkenrath, Robert Newman, and Bradley Thayer, America’s Achilles’ Heel: Nuclear, Bio-
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5. The seven state sponsors of terrorism were Cuba, Iran, Iraq, Libya, North Korea, Sudan, and 
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DC: GPO, 2001); and Central Intelligence Agency (CIA), Unclassifi ed Report to Congress on the Acquisi-
tion of Technology Relating to Weapons of Mass Destruction and Advanced Conventional Munitions, 1 Janu-
ary through 30 June 2001, January 30, 2002, https://www.cia.gov/library/reports /archived-reports-1/
jan_jun2001.htm.
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or water to biological weapons based on aerosol dissemination technology capa-
ble of causing mass casualties.7

This chapter is divided into four sections. The fi rst provides a brief history 
of biological terrorism and traces the evolution of bioterrorism capabilities. The 
next two assess the threats posed by state-sponsored biological terrorism and by 
al Qaeda. The fi nal section discusses the challenges faced by law enforcement 
and intelligence agencies in detecting preparations by nonstate actors for acquir-
ing and using biological weapons.

History of Biological Terrorism

Biological terrorism has been exceedingly rare. Milton Leitenberg’s review of 
fi ve public databases on nuclear, biological, chemical, and radiological terrorism 
found an “extremely low” incidence of confi rmed biological terrorism cases com-
pared to reports of hoaxes, threats, and criminal acts involving biological agents.8 
Of the 180 confi rmed cases of illicit biological agent activity by nonstate actors 
during the twentieth century compiled by Seth Carus, only 27 involved terror-
ist groups and in only 8 of those cases did the terrorist group actually acquire a 
biological agent.9 Prior to the anthrax letter attacks in 2001, only one group, the 
disciples of guru Bhagwan Shree Rajneesh in Oregon, managed to cause any ca-
sualties with a biological agent.

The framework for examining the evolution of state-based BW capabilities 
described in chapter 1 is also applicable to terrorist efforts to develop biological 
weapons. Although terrorists have fewer resources to develop BW compared to 
states, their needs are more limited. Unlike states, terrorists can achieve their ob-
jectives without developing BW agents that can be produced in large quantities, 
stored for signifi cant periods of time, disseminated by highly effi cient and reliable 
devices, and delivered by systems designed for use under battlefi eld conditions. 
Nevertheless, terrorists who seek to infl ict mass casualties still face signifi cant 
hurdles in acquiring and producing virulent agents and designing effective dis-
semination devices. Terrorists whose interest is limited to causing a small num-
ber of casualties or mass disruption face fewer obstacles. As the proliferation of 

7. On the diffi culties of developing biological weapons outside of a state-run program, see General 
Accounting Offi ce, Need for Comprehensive Threat and Risk Assessments of Chemical and Biological Attacks, 
GAO-NSIAD-99-163 (Washington, DC: GAO, September 1999).

8. Milton Leitenberg, The Problem of Biological Weapons (Stockholm: Swedish National Defence Col-
lege, 2004), 25–27.

9. W. Seth Carus, Bioterrorism and Biocrimes: The Illicit Use of Biological Agents since 1900 (Washing-
ton, DC: National Defense University, February 2001), 8.
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anthrax hoax letters since 2001 has demonstrated, individuals interested in caus-
ing terror and disruption at a local level can achieve their objectives with noth-
ing more than a powdery substance and a threatening note.

First-Generation Biological Terrorism

First-generation biological terrorism uses materials naturally infected with a 
pathogen or toxin. In the 1950s the Mau Mau national liberation movement in 
Kenya used the sap of the African milk bush to poison cattle belonging to British 
settlers.10 In the 1960s Vietcong guerillas in South Vietnam designed booby traps 
containing sharpened bamboo stakes, called punji sticks, smeared with feces to 
promote bacterial infections in the wound.11 These simple but effective weap-
ons caused 2 percent of American deaths and injuries during the Vietnam War.12 
There have also been a number of domestic cases where individuals have been 
intentionally injected with blood contaminated with HIV, but all of the per-
petrators had criminal, not terrorist, motivations.13

Second-Generation Biological Terrorism

Second-generation biological terrorism requires the ability to produce small 
quantities of biological agents, although dissemination remains limited to the use 
of fomites, vectors, the contamination of food or water, or direct injection into 
the victim. These types of capabilities are best suited for small-scale attacks, al-
though under the right conditions they could cause mass disruption or even mass 
casualties. Most attempts by terrorists to acquire biological weapons fall into this 
category.

The most successful example of second-generation biological terrorism was 
the use of Salmonella Typhimurium by members of the Rajneeshee cult to poi-
son salad bars in The Dalles, Oregon, in 1984. From the establishment of their 
ranch in The Dalles in 1981, the Rajneeshee found themselves in a series of dis-
putes with state and local authorities. As part of a strategy to infl uence a local 
election, the cult contaminated ten salad bars in the town with Salmonella Typhi-
murium that they had produced in their medical clinic. This contamination re-
sulted in 751 townspeople becoming victims of food poisoning. The state public 

10. Carus, Bioterrorism and Biocrimes, 63 – 64.
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health department and CDC believed that the cause of the mass food poisoning 
was unsanitary practices by food handlers at the restaurants. The identity of the 
perpetrators wasn’t revealed until the mastermind of the attack had a falling out 
with other members of the cult and the group’s leader publicly accused her of 
poisoning local offi cials and the townspeople.14

The most common example of a second-generation biological terrorism ca-
pability is the toxin ricin, derived from the castor bean plant (Ricinus communis). 
Ricin’s popularity is primarily due to the ease with which it can be produced. Ri-
cin’s “cloak and dagger” mystique also adds to its attractiveness. The materi-
als needed to produce ricin are readily available, instructions for producing the 
toxin can be found using the Internet, and the production process does not re-
quire any specialized skills.15 Ricin, however, generally does not cause mass ca-
sualties since it is diffi cult to produce the toxin in a suffi ciently pure and easily 
aerosolized form.16 Crude ricin preparations are suitable only for contaminat-
ing food or beverages or injecting directly into a victim. In 1978 Bulgarian dissi-
dent Georgi Markov was assassinated by an agent of the Bulgarian secret police 
in London by a ricin-fi lled pellet, fi red from a pen-shaped device, not a modifi ed 
umbrella as commonly believed.17 A number of individuals in the United States 
have acquired or attempted to acquire ricin for criminal and terrorist purposes.18 
During fall 2003, letters containing ricin were intercepted at a South Carolina 
post offi ce and at the White House’s off-site mail sorting facility. In February 
2004, ricin was discovered in the mailroom of Senate Majority Leader Bill Frist.19 
The individual(s) responsible for sending these letters has not been identifi ed. 
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Aside from the Markov assassination, there have been no known fatalities linked 
to the use of ricin as a weapon.

Third-Generation Biological Terrorism

Third-generation biological terrorism capabilities require the ability to dissemi-
nate pathogens or toxins in an aerosol of particles in the 1–10 micron range. The 
only successful example of this form of biological terrorism was the 2001 anthrax 
letter attacks. Although this attack did not utilize a dissemination device such 
as a bomblet or spray device, the high quality of the powder in some of the let-
ters made them a potent aerosolization hazard in their own right. The Federal 
Bureau of Investigation alleges that a microbiologist at Fort Detrick who spe-
cialized in B. anthracis was responsible for the anthrax letter attacks. The only 
other known attempt by terrorists to intentionally create an aerosolized biologi-
cal weapon was by the Japanese cult Aum Shinrikyo. Aum tried and failed on 
multiple occasions to disseminate aerosols of B. anthracis and botulinum toxin. 
Both of these cases highlight the diffi culties that a terrorist group faces in perfect-
ing a third-generation biological weapon based on an aerosolized BW agent.

2001 Anthrax Letter Attacks In September and October 2001, seven envelopes 
containing a dry powder of B. anthracis spores were mailed to Senators Thomas 
Daschle (D-SD) and Patrick Leahy (D-VT) and fi ve media outlets: American 
Media International (AMI) in Boca Raton, Florida, the editor of the New York 
Post, Tom Brokaw at NBC, Dan Rather at CBS, and ABC News.20 The letters 
caused twenty-two cases of anthrax, including eleven cases of cutaneous anthrax 
and eleven cases of inhalation anthrax. Five of the cases of inhalation anthrax 
were fatal. The letters also contaminated over thirty postal facilities, government 
buildings, and media offi ces with B. anthracis. The cost of decontaminating these 
sites was at least $250 million.21 The total cost of the anthrax letter attacks has 
been estimated at $6 billion.22 The anthrax letter attacks were dubbed Ameri-
thrax by the FBI.

The anthrax letter attacks qualify as third-generation bioterrorism because 
the powder of B. anthracis spores contained in the letters sent to the senators was 

20. Of the fi ve letters that are believed to have been sent to the media outlets, only those sent to the 
New York Post and Tom Brokaw, postmarked September 18, have been recovered. Both Senate letters, 
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21. Dorothy A. Canter, “Remediating Anthrax-Contaminated Sites: Learning from the Past to Pro-
tect the Future,” Chemical Health and Safety, July/August 2005, 16.

22. Leonard A. Cole, “WMD and Lessons from the Anthrax Attacks,” in The McGraw-Hill Home-
land Security Handbook, ed. David G. Kamien (New York: McGraw-Hill, 2006), 170.
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of such high quality that it was easily aerosolized and capable of causing inhala-
tion anthrax.23 The letters that were recovered from the New York Post and NBC 
contained a much less refi ned powder.24 The Senate letters contained a dry pow-
der of highly concentrated B. anthracis spores with no debris or vegetative cells.25 
Contrary to press reports, the powder in these letters was not coated with silica 
or other additives to enhance their aerosolization.26 Nonetheless, the simple act 
of cutting open the taped anthrax letter sent to Senator Daschle was suffi cient to 
release enough B. anthracis spores to expose twenty-eight offi ce workers and fi rst 
responders to the bacteria.27 The powder in the Daschle letter also demonstrated 
good secondary aerosolization properties.28

Due to the high quality of the dried B. anthracis spores in the Senate letters, 
the United States Postal Service unintentionally served as the primary means of 
dissemination. The mail sorting machines pinched and twisted the anthrax let-
ters, squeezing large quantities of spores out of the envelopes, which contami-
nated the mail-sorting machines and other pieces of mail fl owing through them. 
The use of high-pressure air to clean these machines at the end of each shift re-
aerosolized the spores and presented a further inhalation hazard. As a result, 
postal workers accounted for seven of the eleven cases of inhalation anthrax, 
and two other victims of inhalation anthrax are believed to have contracted the 
disease from mail cross-contaminated by one of the Senate letters.29

In August 2008 the FBI announced that its sole suspect in the Amerithrax 
case was Bruce E. Ivins, a microbiologist and anthrax vaccine researcher 
with the United States Army Medical Research Institute for Infectious Dis-
eases (USAMRIID) at Fort Detrick, Maryland.30 Ivins, who had been under 
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investigation for over a year and knew he was about to be indicted for the an-
thrax letter attacks, died on July 29 from an intentional drug overdose. From 
the publicly available evidence, the FBI’s case against Ivins appears to be based 
on circumstantial evidence, since the bureau does not have eyewitnesses, surveil-
lance camera footage, handwriting analysis, or analysis of trace evidence that 
directly link Ivins to the production and mailing of the anthrax letters. In ad-
dition, the FBI investigated former USAMRIID researcher Steven J. Hatfi ll as 
a “person of interest” for six years before settling a multimillion-dollar lawsuit 
with him and clearing his name.31 Nonetheless, the Department of Justice has 
expressed confi dence that if the Amerithrax case had gone to trial it would have 
been able to prove beyond a reasonable doubt that Ivins was the anthrax letter 
mailer. Since the suicide of Ivins precludes the case against him from going to 
trial, the FBI has taken the unusual step of releasing some, but not all, of the evi-
dence collected by investigators regarding his responsibility for committing the 
anthrax letter attacks. The strongest evidence presented by the FBI links the B. an-
thracis used in the attacks to a fl ask of B. anthracis in Ivins’s lab at USAMRIID. 
The FBI has presented little information about how it eliminated other suspects 
who also had access to this fl ask and determined that Ivins was the sole perpe-
trator of the attacks.

The FBI’s investigation of the anthrax letter attacks was the most scientifi -
cally complex case the agency has ever undertaken.32 It contracted with nineteen 
outside laboratories to conduct microbiological, genomic, chemi cal, isotopic, and 
other analyses of the B. anthracis spores used in the attacks.33 Based on these analy-
ses, the FBI concluded that the source of the B. anthracis spores used in the anthrax 
letter attacks was a laboratory at USAMRIID at Fort Detrick. Although B. an-
thracis is one of the most genetically uniform bacterial species known, the FBI and 
its scientifi c partners found that the B. anthracis in the letters possessed a number 
of genetic mutations that provided a distinctive signature. Scientists developed 
assays to detect four of these mutations and used them to screen 1,070 samples of 
the Ames strain of B. anthracis collected by the FBI from nineteen domestic and 
foreign laboratories. Screening of this collection revealed that only eight sam-
ples, from USAMRIID and one other facility, had all four genetic markers. All 
of these samples could be traced back to a fl ask of Ames strain B. anthracis spores, 
known as RMR-1029, stored at USAMRIID. The fl ask did not contain a single 
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culture of B. anthracis but instead an unusual combination of spores produced at 
USAMRIID and the Army’s Dugway Proving Ground in thirty-fi ve separate 
production runs. Each production run created the opportunity for genetic muta-
tions to arise in the bacteria, and the pooling of spores from multiple production 
runs gave the RMR-1029 fl ask the “genetic fi ngerprint” that investigators were 
able to match to the material in the anthrax letters.34 In addition, isotopic ana l-
yses enabled the FBI to determine that the B. anthracis spores used in the letters 
were grown no more than two years before they were mailed and that they were 
produced using water from the northeastern region of the United States.35

The RMR-1029 fl ask was created by Ivins in 1997 and used for aerosol chal-
lenge experiments to test the effi cacy of anthrax vaccines and therapeutics. Al-
though the FBI described Ivins as being the sole custodian of the fl ask in 2001, 
as many as one hundred or more other individuals also had access to the fl ask or 
this particular version of the Ames strain. By 2007 the FBI had excluded these 
other individuals as suspects and concluded that Ivins was the sole perpetrator 
of the anthrax letter attacks.36 Contributing to this conclusion was a number of 
Ivins’s activities at USAMRIID in 2001 and 2002 that were viewed with suspi-
cion by the FBI. For example, before both waves of anthrax letter mailings, Ivins 
spent several evenings working alone in his laboratory where the RMR-1029 
fl ask was stored and where he had access to equipment necessary to produce and 
dry the spores. Ivins acknowledged that his research at the time could not jus-
tify these unusual work hours, and he claimed that he went to the lab after hours 
to escape from stress at home.37 In addition, Ivins engaged in unauthorized sam-
pling of his offi ce area on two occasions, which revealed contamination with 
B. anthracis. In December 2001 Ivins decontaminated the affected areas without 
informing his superiors that there had been a biocontainment breach. In April 
2002, after discovering further contamination in his offi ce and other nonlabora-
tory areas, Ivins reported this fi nding to his superiors, which triggered a broader 
investigation into biosafety practices at USAMRIID.38

According to the FBI, Ivins’s possible motive for sending the anthrax let-
ters was his frustration with the slow pace of anthrax vaccine development and 

34. Dellafera, “Affi davit in Support of Search Warrant,” 4 –5; and FBI, FBI Roundtable Discussion 
Regarding the Anthrax Investigation, August 18, 2008, http://www.fredericknewspost.com /media /pdfs /
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Nightly News, October 5, 2006.

36. DOJ, Transcript of Amerithrax Investigation Press Conference.
37. Dellafera, “Affi davit in Support of Search Warrant,” 8 –9.
38. United States Army Medical Research Command, AR 15– 6 Investigation into Anthrax Contamina-
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Biolog ica l  Terror i sm   209

criticisms of the anthrax vaccine.39 Since beginning his career at USAMRIID 
in 1980, Ivins’s research had focused on studying the effi cacy of the licensed 
human anthrax vaccine and developing an improved vaccine based on recom-
binant protective antigen. By the fall of 2001, both of these efforts had virtually 
ground to a halt due to technical, bureaucratic, political, and fi nancial problems. 
According to the FBI, Ivins was also suffering at this time from serious mental 
health problems requiring the prescription of psychotropic medications.40

In April 2000 Ivins was assigned to the Anthrax Potency Integrated Product 
Team, which was charged with assisting the private fi rm BioPort to gain Food 
and Drug Administration approval to resume shipments of anthrax vaccine to 
the Department of Defense.41 By fall 2001, BioPort’s continued inability to gain 
FDA approval left the military with only ten thousand doses of anthrax vaccine 
and forced the Pentagon to drastically limit the anthrax vaccine immunization 
program.42 Based on e-mail letters released by the FBI, Ivins felt under tremen-
dous pressure during 2000 and 2001 to help BioPort gain FDA licensure and 
allow DOD to resume its troubled anthrax immunization program. Ivins’s other 
major research interest, a second-generation anthrax vaccine based on recombi-
nant protective antigen, was also suffering problems during fall 2001. Accord-
ing to an e-mail letter sent by Ivins on September 7, 2001, the program was “in 
limbo” due to the army’s refusal to accede to a subcontractor’s demand that it be 
paid $200,000 a year for lawsuit indemnifi cation before turning over a batch of 
the new vaccine to army researchers.43

If Ivins did mail the anthrax letters, his suicide precludes a defi nitive under-
standing of his motivation and objective. Nonetheless, it is possible to make 
some inferences based on the timing, content, and targets of the anthrax let-
ters. In the aftermath of the terrorist attacks on September 11, 2001, Ivins may 
have feared that the next terrorist attack could involve biological weapons that 
could cause even more harm than 9/11 had. Ivins may have intended the anthrax 
letters as a warning to the nation about the dangers posed by biological weap-
ons and the need for stronger defenses against these weapons. The number of 
deaths caused by the anthrax letters was most likely not an intended result. All 
of the envelopes were sealed shut with tape, ostensibly to prevent the leakage of 
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43. Dellafera, “Affi davit in Support of Search Warrant,” 12.



210    Liv ing  Weapons

spores.44 All of the recovered letters included notes warning the recipient that 
they had just been exposed to B. anthracis or advising them to take penicillin, an 
FDA-approved antibiotic for treating inhalation anthrax. As noted in chapter 1, 
surprise is crucial to the success of a BW attack, and the anthrax letter mailer 
purposefully sacrifi ced this advantage. All of the victims of inhalation anthrax 
were infected unknowingly, either at postal processing centers or through cross-
contaminated mail. If the anthrax letter mailer intended to cause mass casualties, 
he could have conducted a single covert attack in a crowded building or subway. 
An attack of this type could have exposed hundreds or thousands of people to le-
thal doses of B. anthracis.45

The fi rst wave of letters, sent to fi ve prominent TV and print media outlets 
one week after September 11, may have been intended to generate intense media 
coverage of, and public anxiety about, the threat posed by biological terrorism. 
The choice of targets and the language used in the notes inside the letters indi-
cate that the mailer sought to capitalize on the nation’s sense of vulnerability fol-
lowing the September 11 attacks by al Qaeda. Four of the fi ve targets in the fi rst 
wave of letters were located in New York City, the recent target of the worst 
terrorist attack in history. In addition, the notes were all dated 9-11-01, warned 
“This is next,” and used language associated with radical Islamist movements.46

The second wave of letters was sent three weeks later to Senator Daschle, the 
Senate Majority leader, and Senator Leahy, chairman of the Senate Judiciary 
Committee. The purpose of these letters may have been to galvanize a political 
response to the threat of bioterrorism by capitalizing on the nationwide anxiety 
generated by the fi rst wave of letters. According to the FBI, Daschle and Leahy 
may also have been targeted due to their status as pro-life Catholic politicians 
and their perceived opposition to the USA PATRIOT Act passed in late Oc-
tober 2001.47 In addition, Daschle had cosigned a letter to Secretary of Defense 
Donald Rumsfeld in June 2001 questioning the safety and effi cacy of the an-
thrax vaccine and calling on the Pentagon to suspend its anthrax vaccine immu-
nization program.48 By targeting Congress, the anthrax letter mailer may have 
hoped to make biodefense a top national priority, which would increase funding 

44. Prior to the anthrax letter attacks, it was not well appreciated that spores of B. anthracis could escape 
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to biodefense programs and overcome political and bureaucratic obstacles to de-
veloping new medical countermeasures.

Notwithstanding the important unanswered questions regarding whether, 
how, and why Bruce Ivins conducted the anthrax letter attacks, it is possible to 
make several observations about the implications of this case for assessing the 
threat posed by bioterrorism. In terms of the threat posed by terrorist groups, the 
Amerithrax case indicates that the current level of concern about the capabili-
ties of nonstate actors to develop sophisticated biological weapons on their own 
is overstated. In contrast, the recent biodefense research boom might be increas-
ing the risk of biological terrorism by increasing the accessibility of dangerous 
pathogens and providing training to a new generation of scientists on the safe 
handling, production, and aerosolization of such pathogens.49

If Ivins was in fact the perpetrator of the anthrax letter attacks, he possessed 
a level of experience, set of skills, and extensive tacit knowledge that could only 
be found in an individual affi liated with a state-run biodefense program. Ivins 
was a PhD microbiologist with over twenty years of experience working with 
B. anthracis and was considered an expert in the growth, sporulation, and puri-
fi cation of the bacteria. According to the FBI, “at the time of the anthrax mail-
ings, Dr. Ivins possessed extensive knowledge of various anthrax production 
protocols. Dr. Ivins was adept at manipulating anthrax production and purifi ca-
tion variables to maximize sporulation and improve the quality of anthrax spore 
preparations. He also understood anthrax aerosolization dosage rates and the 
importance of purity, consistency, and spore particle size due to his responsibility 
for providing liquid anthrax spore preparations for animal aerosol challenges.”50 

Ivins’s employment at USAMRIID also afforded him advantages such as access 
to a highly virulent strain of B. anthracis, access to a well-equipped biocontain-
ment laboratory, experience working in such a lab, immunization against an-
thrax, and knowledge of decontamination procedures.51 These are resources 
that a terrorist group would fi nd diffi cult to acquire on its own.

The high concentration and very good aerosolization properties of the B. an-
thracis spores sent to Senators Daschle and Leahy led many to assume that the 
powder was produced using sophisticated equipment and /or the use of spe-
cial additives or coatings. Initial reports of high levels of silicon in the spores 
led to speculation that silica had been added to the spores to improve their 

49. Eileen Choffnes, “Bioweapons: New Labs, More Terror?” Bulletin of the Atomic Scientists 58, no. 5 
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aerosolizability.52 Subsequent tests commissioned by the FBI found that there 
was no sign of any additives or coatings on the spores that would make them 
more dispersible.53 Although the FBI does not know how the powder of B. an-
thracis spores was produced, it believes that Ivins used a lyophilizer, a standard 
piece of laboratory equipment used to dry small amounts of biological material.54 
According to the FBI, scientifi c literature from the 1950s illustrates the dangers 
posed by the aerosolization of lyophilized cultures of infectious diseases.55 The 
FBI’s contention that Ivins was able to produce such high-quality powder of 
B. anthracis spores as seen in the letters to the senators with standard laboratory 
equipment and without the use of any special additives has raised concern that 
the technical threshold for sophisticated biological weapons is lower than com-
monly assumed. This inference, however, ignores the high level of tacit knowl-
edge that Ivins possessed about B. anthracis and the diffi culty he nonetheless 
faced in producing the high-quality powder found in the letters to the sena-
tors.56 According to the FBI, Ivins spent 6 hours and 45 minutes over the course 
of three evenings preparing the approximately ten grams of cruder B. anthra-
cis powder sent to the fi ve media outlets in mid-September 2001. In contrast, he 
logged over 15 hours in his lab for eight consecutive nights to prepare approx-
imately four grams of the more refi ned powder enclosed in the two letters sent 
to the senators.57 Thus, even if Ivins employed a low-tech method to produce the 
powder in the anthrax letters, it does not mean that this method did not require 
a high level of skill to apply successfully.

Aum Shinrikyo The Japanese cult Aum Shinrikyo is the only group that has 
tried to create an aerosolized biological weapon to cause mass casualties. Aum’s 
efforts, however, were unsuccessful due to scientifi c, technical, operational, and 
organizational defi ciencies. Aum, led by its guru Shoko Asahara, was char-
acterized by an apocalyptic ideology that justifi ed the murder of nonbeliev-
ers. Although Aum was motivated by a mix of religious beliefs, it also had an 
extremely ambitious political objective: the overthrow of the Japanese govern-
ment. Aum began developing biological weapons in 1990 after it failed to get any 
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of its candidates elected to parliament. Despite its signifi cant fi nancial resources, 
the scientifi c backgrounds of many of its members, and its ability to operate un-
molested by Japanese authorities, none of Aum’s ten attempted BW attacks con-
ducted between 1990 and 1995 resulted in any casualties.58 Aum’s inability to 
develop an effective aerosolized biological weapon led the cult to turn to chemi-
cal weapons. The group released the nerve gas sarin in Matsumoto in June 1994 
and on the Tokyo subway system in March 1995 killing a total of nineteen and 
injuring over one thousand.

Aum’s experience sheds some light on the diffi culties that terrorists face in 
developing biological weapons, especially third-generation weapons based on 
aerosol dissemination. Although Aum was well funded and well equipped, their 
BW effort suffered several handicaps.59 At the scientifi c level, Aum did not have 
the appropriate expertise. The head of the BW program, Seiicho Endo, had lim-
ited training in virology and veteri nary medicine, but he was not a microbiol-
ogist who knew how to work with bacteria. As a result, Endo was unable to 
cultivate a lethal strain of botulinum toxin from the wild, and the only strain of 
B. anthracis he could acquire was a vaccine strain used for animals.60 At the tech-
nical level, the slurry of B. anthracis that was produced was very low quality. A 
sample obtained from Aum’s 1993 attempt to disseminate aerosolized B. anthra-
cis from a rooftop sprayer had a large amount of debris and vegetative cells, a 
low concentration of spores, and was too viscous to be easily aerosolized. Aum 
also lacked the technical engineering capability to disseminate a liquid slurry of 
B. anthracis. Their rooftop sprayer was prone to breaking down, leaking, getting 
clogged, and apparently was either incapable or highly ineffi cient at producing 
particles in the 1–5 micron size. At the operational level, Aum did not demon-
strate an understanding of the proper environmental conditions conducive to a 
BW attack. Aum attempted to disseminate its biological agents during the day, 
which exposed the agents to UV radiation and thermal updrafts, reducing the 
viability of the agents and the area covered by the aerosol.
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Many of these problems can be attributed to the nature of Aum’s organiza-
tion. Aum was a fanatical religious cult that viewed Shoko Asahara as a god. As 
a result of the harsh regimen expected of the cult’s members, Asahara’s inconsis-
tent and unrealistic demands, and the desire of cult members to curry favor with 
him, Aum’s weapons programs were erratic. Asahara and his underlings were 
fascinated with acquiring high-tech weapons such as lasers and nuclear weap-
ons, but they were unable to solve the technical problems required to make even 
simpler weapon technologies work. For example, Aum imported a factory to 
mass-produce assault rifl es, a helicopter from Russia, and drone aircraft, but they 
were unable to make any of these things operational.61 Aum’s unconventional 
weapons programs were also hampered by personal rivalries between key mem-
bers responsible for developing chemical and biological weapons.62

Aum’s failure indicates that biological terrorism capable of causing mass ca-
sualties through an aerosolized agent is not as easy as commonly portrayed. De-
veloping biological weapons requires the right strain of a pathogen, the ability 
to produce the organism in a form suitable for dissemination, and a means of 
effectively disseminating the agent at the desired location. Aum failed on all of 
these levels. Aum’s experience demonstrates that money, equipment, and edu-
cated personnel alone are not suffi cient to produce BW; skill and organization 
are needed as well.

Fourth-Generation Biological Terrorism

Advances in the life sciences have raised concerns that a terrorist group might be 
able to genetically modify a pathogen for use as a weapon.63 There is no known 
case of a terrorist group developing such a capability. Assessments of the threat 
posed by genetically engineered weapons in the hands of terrorists frequently 
make two mistakes that serve to exaggerate the severity of this threat. First, 
they confl ate the ability of states to conduct such research with those of terror-
ist groups that have much more limited scientifi c, technical, and fi nancial re-
sources. Given the diffi culty that terrorists have faced in successfully carrying 
out even crude biological attacks with toxins, let alone developing a sophisti-
cated capability based on an aerosolized weapon, it is unlikely that they would 
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be able or willing to devote the additional resources to develop a genetically en-
gineered pathogen. Second, assessments that focus on the scientifi c and technical 
aspects of biological terrorism typically ignore the issue of motivation. Terror-
ists have little incentive to develop this type of capability since natural patho-
gens are lethal and terrifying enough for their purposes. As the anthrax letter 
attacks showed, even small-scale attacks can have dramatic effects. According 
to Charles Allen, head of intelligence for the Department of Homeland Secu-
rity, “in general, we see terrorists in the early stages of biological capabilities, 
and we do not anticipate a rapid evolution to include sophisticated methods 
that will enable the creation of new organisms or genetic modifi cation to en-
hance virulence.”64

State-Sponsored Biological Terrorism

One potential avenue for a terrorist group to overcome the obstacles to devel-
oping a biological weapon capable of causing mass casualties would be to obtain 
these weapons from a state with a BW program. Concern over this type of pro-
liferation has been fueled by the emergence of so-called rogue states that sponsor 
terrorism and pursue WMD programs. In December 2001, President George W. 
Bush warned, “Rogue states are clearly the most likely sources of chemical and 
biological and nuclear weapons for terrorists.”65 The transfer of a nuclear, bio-
logical, or chemical weapon to a terrorist group would allow a state to remain 
anonymous and avoid retaliation.66 The prospect that Iraq would transfer such 
weapons to al Qaeda was one of the primary reasons put forward by the Bush 
administration to justify the use of force to disarm Iraq.

State-sponsored biological terrorism, however, is unlikely. Although there is 
a long history of states supporting terrorist groups, there is no evi dence that any 
state has provided a terrorist group with nuclear, biologi cal, or chemical weap-
ons. There are two major restraints on states that discourage them from engag-
ing in such behavior. First, transferring biological weapons to a terrorist group 
would mean ceding control over a powerful weapon to a potentially unreliable 
proxy. Authoritarian states, a category that includes “rogue” states, typically 
place a premium on maintaining tight control over their military and security 
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forces for fear of a coup. One of the main mechanisms for achieving rigid control 
is by appointing loyal military and internal security leaders based on family, eth-
nic, or religious ties. This desire for coup-proofi ng is so strong that state leaders 
will maintain these strategies even at the expense of military effectiveness on the 
battlefi eld against foreign enemies.67

The widespread adoption of these coup-proofi ng strategies among authori-
tarian states suggests that leaders of such states will not entrust a weapon of 
mass destruction to a terrorist group. Doing so would expose the state sponsor 
to several dangers. The sponsor would have to worry that the terrorist group 
might botch an attack or that its operatives might be arrested before or after an 
attack and reveal the source of the weapon. The government would also have 
to worry about the principal-agent problem: the group might use its new ca-
pability to promote its own political interests and not those of its sponsor. Fi-
nally, the government would also have to consider the potential for blackmail, 
or even a boomerang effect, if the terrorists decided to turn against their erst-
while sponsor.

The second restraint is the fear of retaliation. Although terrorist groups may 
not care if they are targeted for retaliation (they may even welcome it) or they 
may feel immune from attack, states have capitals that are vulnerable to attack 
and leaders that care predominantly about their own survival. States that spon-
sor terrorism typically do so from a position of military weakness that also limits 
their willingness to risk direct confrontation with their opponents. As a result, 
states calibrate their use of terrorism to achieve specifi c policy objectives when 
the benefi ts are clear and the costs appear manageable, and they rein in such ac-
tivities when the costs outweigh the potential gains and the risk of retaliation is 
high.68 Although it may be diffi cult for a state to assess the benefi ts of sponsoring 
a biological terrorist attack, the potential costs would be more tangible. The se-
verity of retaliation for an act of state-sponsored biological terrorism depends on 
several factors such as the number of casualties caused by the attack, the victim’s 
perceived vulnerability to future attacks, the importance of national interests 
threatened by the attack, and the domestic and international political environ-
ments.69 Since the mid-1990s, the United States has threatened to retaliate with 
overwhelming force, including nuclear weapons, against a nuclear, biological, 
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or chemical attack.70 The United States invasion of Afghanistan to overthrow 
the Taliban regime in response to the September 11 attacks, which claimed three 
thousand lives, and the 2003 invasion of Iraq due to the perceived threat posed 
by its WMD programs demonstrated to the world that the United States would 
retaliate severely against any state that supported, or appeared to support, mass-
casualty terrorism against the United States.

There are three counterarguments for why these restraints on state-sponsored 
biological terrorism are not suffi ciently strong to completely preclude such be-
havior. The fi rst counterargument is that a state could minimize the principal-
agent problem and other dangers of working with a proxy group by entrusting 
weapons only to a terrorist group that has strong ties to the state.71 While this 
tactic might increase the state’s confi dence that the group will carry out its mis-
sion faithfully and successfully, it also raises the risk that the state sponsor will be 
identifi ed as the source of the weapon and suffer retaliation. A state’s confi dence 
in a terrorist group’s loyalty is probably correlated to the duration of their rela-
tionship, the level of overall support provided by the state to the group, and the 
degree of dependency of the group on the state. The stronger the ties between 
the state and terrorist group, the more likely that this relationship will be known 
to foreign intelligence agencies and place the state sponsor at the top of the list of 
potential suppliers of biological weapons after a BW attack by that group.

The second counterargument is that a state may be emboldened to provide 
biological weapons to terrorists if it believes that the victim will be unable to 
trace the weapons back to the source. If the state can remain anonymous it can 
avoid retaliation. The ability to deliver biological weapons covertly, the delayed 
effects of these weapons, and the diffi culty of differentiating between natural 
and man-made disease outbreaks could provide terrorists with enough time to 
cover their tracks before the victim even realizes that there has been an attack.

Compared to the ability of the United States to determine the source of a nu-
clear or missile attack, its ability to identify the perpetrator of a biological attack 
is much more limited. Nuclear forensics can derive a large amount of informa-
tion about the history and composition of the fi ssile material used in a nuclear 
weapon.72 Likewise, the United States can determine the launch point of a bal-
listic missile fi red from anywhere in the world using space-based sensors.73
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Determining the origins of a BW agent used in an attack is complicated by 
the availability of most pathogens from multiple sources, including laboratories, 
culture collections, and nature, and the inability to fully characterize this avail-
ability. Determining the source of an attack is also complicated by the lack of 
unique genetic “fi ngerprints” for many pathogens and toxins.74 The goal of the 
emerging discipline of microbial forensics is to pinpoint the source of a pathogen 
used as a weapon and assist in the identifi cation of the perpetrator of a biologi-
cal attack.75 Although microbial forensics still faces important limitations, it has 
made impressive gains in just a few years.76 To compensate for the limitations of 
genetic analysis, investigators have also developed a growing array of increas-
ingly sophisticated non-DNA techniques to characterize biological agents.77

The progress in understanding the genomics of B. anthracis and its impact 
on the investigation of the 2001 anthrax letter attacks provides a case in point. 
B. anthracis has been described as the “most genetically uniform bacterial spe-
cies known.”78 Nonetheless, between 1997 and 2002, scientists perfected tech-
niques that allowed them to reliably identify isolates of B. anthracis at the strain 
level. These techniques allowed investigators to determine that the strain of B. 
anthracis used in the anthrax letter attacks was the Ames strain and that it most 
likely originated from a laboratory, but they could not pinpoint which lab was 
the source of the material used in the letters.79 Beginning in 2002, scientists used 
whole-genome sequencing and comparative genomic tools to identify four ge-
netic mutations in the B. anthracis from the anthrax letters and develop assays 
that could be used to test samples of B. anthracis for the presence of these muta-
tions. By 2005 scientists were able to match this distinctive signature to a specifi c 
fl ask of B. anthracis stored at USAMRIID.80 This breakthrough enabled the FBI 
to focus its investigation on those individuals who had access to this fl ask or par-
ticular strain of B. anthracis and exclude suspects who did not have access to this 
material.
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It is important to keep in mind that the discipline of microbial forensics is 
just one source of information that would be used by law enforcement and intel-
ligence agencies to determine the source of an attack. As advances in microbial 
forensics provide intelligence and law enforcement agencies with increasingly 
powerful tools to complement their traditional sources and methods for inves-
tigation and attribution, the confi dence of states that they will be able to hide 
their role in providing BW capabilities to a terrorist group should decline 
signifi cantly.

The third counterargument is that if a regime with biological weapons be-
lieves that its existence is threatened, then its fear of retaliation and its reluctance 
to rely on a proxy might be greatly diminished. If a state feared that a decapitat-
ing strike was imminent or that it was about to be overthrown, it might have few 
disincentives to transfer these weapons to a terrorist group in the hopes of gain-
ing a last-minute reprieve or to exact revenge. This is the most likely condition 
under which deterrence of state-sponsored biological terrorism would fail.

Indirect state support of bioterrorism is a greater worry than direct support. 
As discussed in chapter 3, organizations that develop biological weapons tend to 
be endowed with a high level of autonomy that complicates civilian efforts to ex-
ercise effective oversight. This autonomy can lead to corruption and heightens 
the risk of proliferation of BW-related materials and expertise. Two scenarios 
are particularly worrisome. The potential for unauthorized transfer of biological 
weapons to terrorists is heightened if a government agency is responsible for both 
developing biological weapons and providing assistance to terrorist groups. For 
example, in Iran the Islamic Revolutionary Guard Corps is in charge of Iran’s 
WMD programs and also provides support to Hezbollah in Lebanon, Palestin-
ian terrorist groups, insurgents in Iraq, and the Taliban in Afghanistan.81 An-
other worrisome possibility is that an individual scientist working within a BW 
program might provide materials or expertise to a terrorist group for ideologi-
cal or fi nancial reasons. In both Russia and South Africa, former BW scientists 
have offered such resources on the international market or to states known to be 
pursuing biological weapons. So far there is no indication that al Qaeda has suc-
ceeded in recruiting any scientists affi liated with Pakistan’s CBW programs.82
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Al Qaeda and Biological Terrorism

Al Qaeda is commonly viewed as the terrorist group most likely to develop both 
the motivation and the capability to cause mass casualties with biological weap-
ons. Al Qaeda has amply demonstrated its desire to infl ict as much death, de-
struction, and economic disruption as possible against its enemies. Al Qaeda has 
also made clear that it intends to acquire weapons of mass destruction. In De-
cember 1998 Osama bin Laden declared it a “religious duty” to acquire nuclear, 
biological, and chemical weapons.83 In May 2003 a Saudi cleric issued a fatwa 
legitimating the use of nuclear, biological, and chemical weapons against infi -
dels.84 This section provides an overview of al Qaeda’s efforts to develop bio-
logical weapons and assesses the bioterrorist threat posed by al Qaeda and its 
affi liates.

Al Qaeda began pursuing a BW capability in 1999. By 2001 the group had es-
tablished two laboratories in Afghanistan, obtained scientifi c literature on several 
bacterial pathogens, procured dual-use production equipment, recruited micro-
biologists, and had a small cell dedicated to producing B. anthracis. Al Qaeda’s 
effort has been stymied by its inability to obtain a virulent strain of B. anthracis 
or to master the techniques necessary to aerosolize a biological agent. According 
to captured al Qaeda operatives, the group’s BW efforts were in the early “con-
ceptual stage” when it was disrupted by the United States invasion of Afghani-
stan.85 Al Qaeda’s BW ambitions were set back further by the death or arrest of 
many of the key participants in the program. Although al Qaeda’s aspirations 
in this area far outstrip its capabilities, the fact that this group has been as inter-
ested in these weapons for as long as it has sets them apart from other terrorist 
organizations.

Al Qaeda’s CBW program, code-named Project al-Zabadi (Arabic for yo-
gurt), was headed by Ayman al-Zawahiri, the second-ranking offi cial in al 
Qaeda, and Mohammed Atef (Abu Hafs al-Masri), al Qaeda’s mili tary com-
mander and Osama bin Laden’s designated successor. Zawahiri was attracted to 
biological weapons because he believed that these weapons were as lethal as nu-
clear weapons, that they could be produced simply, that the delayed effects of a 
biological attack would increase the number of casualties, and that defending 
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against these weapons was very diffi cult.86 Mohammed Atef led a hard-line fac-
tion within al Qaeda’s governing council that advocated the acquisition and use 
of weapons of mass destruction.87

From its inception, al Qaeda sought expert assistance as the “fastest, safest, 
and cheapest” means of developing these weapons.88 In 1999 Zawahiri reportedly 
recruited a Pakistani microbiologist, Abdur Rauf, to set up a small lab in Kan-
dahar to work on biological weapons.89 Rauf worked at the Pakistan Council 
of Scientifi c and Industrial Research in Lahore, which houses a center for food 
microbiology and biotechnology that is equipped with laboratory equipment, 
fermenters, centrifuges, freeze-drying equipment, and a culture collection in-
cluding a hundred strains of different bacteria.90 Rauf traveled to Europe in an 
unsuccessful attempt to obtain a virulent strain of B. anthracis. He also helped 
al Qaeda procure equipment and plan BW research and production. He was 
detained by Pakistani authorities in 2001 but released in 2003.91

In 2000 Zawahiri started a parallel BW effort run by Yazid Sufaat, a former 
Malaysian army captain, U.S.-trained biochemist, and member of the al Qaeda–
affi liated terrorist group Jemaah Islamiya. Sufaat ran a laboratory in Kandahar 
with two assistants.92 Sufaat unsuccessfully sought to acquire a virulent strain of 
B. anthracis through his front company Green Laboratory Medicine Company.93 
During summer 2001 Sufaat “wrapped up” his research and briefed Zawahiri 
and Riduan Isamuddin (also known as Hambali), the leader of Jemaah Islamiya, 
on his progress in isolating B. anthracis.94 Sufaat fl ed Afghanistan after the U.S. 
invasion, possibly with the objective of restarting his BW work in Indonesia, but 
he was arrested in Malaysia at the end of 2001.
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After invading Afghanistan, the United States discovered documents and 
equipment associated with al Qaeda’s BW program. Al Qaeda’s BW laboratory 
near Kandahar reportedly contained medical supplies and lab equipment, in-
cluding a centrifuge and drying oven. At the time it was believed that the labora-
tory was still under construction, but information gathered later from captured 
al Qaeda operatives and documents led some analysts to believe that it had been 
completed before the invasion and was partially disassembled prior to its dis-
covery. No evidence of BW production was found at this site.95 U.S. forces also 
found scientifi c articles on the isolation, purifi cation, and production of bacterial 
pathogens including B. anthracis, C. botulinum, and Y. pestis at an al Qaeda train-
ing camp near the laboratory.96 Based on these discoveries, the intelligence com-
munity assessed that al Qaeda’s BW effort was “extensive, [and] well-organized” 
and had made greater-than-expected progress on B. anthracis.97

The capture of Khalid Sheikh Mohammed in March 2003 shed new light on 
al Qaeda’s BW activities and dealt another blow to these efforts. Mohammed, 
one of al Qaeda’s principal operational planners, took charge of managing the 
BW program after Atef was killed in a U.S. airstrike in November 2001.98 In-
formation obtained from his interrogation and from his computer indicates that 
al Qaeda had completed plans and obtained the materials necessary to produce 
botulinum toxin and salmonella and were close to a feasible production plan for 
B. anthracis. Among the documents recovered from the computer were a direc-
tive to purchase Bacillus anthracis (albeit not one of the more virulent strains), 
timelines for producing chemical and biological agents, and inventories of equip-
ment and indicators of readiness to produce and dry biological agents into a form 
suitable for aerosol dissemination. These documents, however, did not refl ect an 
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understanding of techniques needed to produce high-quality dry powders that 
are easily aerosolized.99 Although al Qaeda operatives have expressed an interest 
in crop dusters, which could potentially be used to disseminate chemical or bio-
logical agents over a large area, this new information indicates that it had not yet 
developed the capability to deploy an aerosol-based biological weapon.

The United States response to 9/11 has signifi cantly impaired al Qaeda’s abil-
ity to develop a BW capability. The invasion of Afghanistan robbed al Qaeda 
of a sanctuary where it was able to plan, recruit, establish laboratories, and con-
duct research without interference. The United States has also captured or 
killed most of the known participants in al Qaeda’s BW program. Information 
from Mohammed and Sufaat led to the arrest of Sufaat’s two principal assis-
tants in his BW cell.100 Without this expertise and, perhaps more important, se-
nior operatives who are willing to invest the organization’s limited resources in 
developing this type of weapon, al Qaeda’s BW program may not be able to re-
cover from this major setback. Although Zawahiri remains at large, the death 
of Atef and the capture of Mohammed and Hambali may have robbed al Qaeda 
of its strongest advocates for developing biological weapons. Indeed, the intelli-
gence community has reported that it did not receive any reliable evidence of an 
active al Qaeda BW effort in 2004, 2005, and 2006.101 Nonetheless, al Qaeda has 
demonstrated persistence and patience in planning terrorist operations, enjoys 
sanctuary in the tribal areas of Pakistan, and continues to recruit new members, 
including those with scientifi c training.102

In addition to the bioterrorist threat posed directly by al Qaeda, there is con-
cern that al Qaeda–trained or inspired cells could also launch bioterrorist at-
tacks. In 2002 and 2003, al Qaeda–affi liated cells were linked to plots to use ricin 
in attacks in the United Kingdom, France, and Spain. Sub sequent analyses, 
however, demonstrated that none of these groups actually possessed the toxin.103 
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Two factors have contributed to an exaggerated perception of the threat posed 
by do-it-yourself jihadi bioterrorism. The fi rst is the wide availability of recipes 
in al Qaeda training manuals and online jihadist chat rooms that purportedly de-
scribe how to produce biological weapons.104 These recipes on how to produce 
C. botulinum, Y. pestis, and ricin are rudimentary, lack important details or in-
clude incorrect information, and are unsuited for producing pathogens or tox-
ins of suffi cient quantity or quality to cause mass casualties. At best, the recipes 
for botulinum toxin and ricin might be suitable for producing small, crude quan-
tities of the agent. None of these recipes describes techniques for weaponizing 
these agents or disseminating them as an aerosol, thereby limiting their utility to 
assassinations or the contamination of food or beverages.105 Based on these reci-
pes, al Qaeda is still seeking second- generation bioterrorist capabilities.

The second factor is the emergence of a new generation of terrorists who are 
inspired by al Qaeda’s narrative that the West is waging a war against Islam. 
These self-radicalized jihadists form small cells or loose networks that do not 
receive support from or commands from al Qaeda or its affi liates.106 The phe-
nomenon of “leaderless jihad,” with its fl uid networks and lack of connections 
to existing terrorist groups, increases the diffi culty for intelligence and law en-
forcement agencies to prevent attacks. The al Qaeda veteran Mustafa Setmar-
iam Nasar (also known as Abu Mus’ab al-Suri), who was one of the fi rst jihadi 
strategists to advocate this type of decentralized global jihad movement, has also 
championed the use of weapons of mass destruction.107 The small size and lim-
ited resources of most such cells, however, will limit their ability to engage in 
the long-term, expensive, technically demanding, and multidisciplinary work 
needed to develop a biological weapon capable of causing mass casualties. A 
key feature of “leaderless jihad” with important implications for the prospect 
of bioterrorism is the role of social networks based on friendship and kinship 
in the radicalization process.108 Thus, the risk remains that scientifi cally trained 
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individuals who work, play, or pray together, and have access to the necessary 
equipment and materials, could form the nucleus of a group attempting to de-
velop biological weapons for use in a terrorist attack. While many of these jihad-
ists tend to be young and poorly educated, the involvement of three medical 
doctors in the failed car bomb attacks in the United Kingdom in July 2007 
indicates that highly educated individuals are also susceptible to jihadist ideol-
ogy and self-radicalization.

Intelligence and Biological Terrorism

Detecting efforts by terrorists to develop biological weapons is even more 
challenging than collecting intelligence on state-based BW programs. Terror-
ist groups require smaller quantities of agent, less sophisticated dissemina-
tion devices, and much simpler delivery systems than military programs. As 
a result, the footprint of a bioterrorism program, in terms of the number of 
personnel, physical infrastructure, and the need for specialized materials and 
equipment, would be much smaller than a military program. Terrorist groups 
are also naturally highly secretive in order to ensure their survival against 
their much stronger adversaries. According to an exhaustive review of bio-
terrorism cases in the twentieth century, “the available evidence suggests that 
intelligence and law enforcement agencies are unlikely to learn that a partic-
ular terrorist group is interested in acquiring and using biological agents.”109 
The Silberman-Robb Commission found that the intelligence community had 
“limited” knowledge of al Qaeda’s BW effort before September 11, 2001.110 
According to a CIA analyst, “if it hadn’t been for fi nding a couple key pieces 
of paper [in Afghanistan] . . . we still might not have an appreciation for it [al 
Qaeda’s work on B. anthracis]. We just missed it because we did not have the 
data.”111 The diffi culty of gathering accurate and useful information on bio-
terrorists is illustrated by the FBI’s seven-year effort to identify the perpetra-
tor of the 2001 anthrax letter attacks.

As with gathering intelligence on national BW programs, human intelligence 
has been crucial to detecting the efforts of terrorist groups to develop and use 
bio logical weapons. Most of the BW activities of terrorist groups that have been 
uncovered by law enforcement and intelligence agencies were only made pos-
sible by the assistance of insiders who provided evidence against other group 
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members. Prior to Aum Shinrikyo’s nerve gas attack in the Tokyo subway sys-
tem, neither the CIA nor the FBI were aware of the cult, its preparations to 
use chemical and biological weapons, or its virulent anti-Americanism. The 
Japanese and U.S. governments did not learn of the cult’s multiple attempts to 
disseminate B. anthracis and botulinum toxin against Japanese and U.S. Navy 
targets in Japan until captured cult members disclosed these activities to the 
police.112 The use of Salmonella Typhimurium by members of the Rajneesh cult 
to contaminate salad bars in a small Oregon town in 1984 went undiscovered for 
over a year until investigators were tipped off by feuding cult members.113 The 
BW aspirations of the ecoterrorist group R.I.S.E. and the right-wing antigov-
ernment group Minnesota Patriots Council were also foiled by police who were 
alerted by informants.114

Biological Terrorism: Gauging the Threat

Very few terrorist groups have attempted to develop a biological weapon ca-
pability, and even fewer have succeeded. While this history is reassuring, the 
events of September 11, 2001, are a reminder that past experience is not always 
a reliable predictor of future threats. The disquieting reality is that intelligence 
and law enforcement agencies will be hard-pressed to detect the emergence of a 
terrorist group capable of developing and using biological weapons. Given the 
diffi culty in gauging the capability of terrorist groups to engage in biological ter-
rorism, it is not unrealistic to focus preventive and preemptive measures on the 
small number of groups that have demonstrated an interest in developing these 
weapons.

It is important to keep the threat posed by terrorists using biological weap-
ons in context. Terrorists still overwhelmingly prefer to use guns and bombs to 
wreak havoc. The next bioterrorist attack—whether by al Qaeda, self-radicalized 
jihadists, or homegrown extremists—will most likely be based on second-
 generation capabilities involving the production or acquisition of small quanti-
ties of low-quality biological agents and a crude means of dissemination. Such 
weapons would be effective only for assassination, contaminating food or drinks, 
or for use in a small enclosed space.115 These weapons would be capable of in-
ducing mass anxiety, possibly causing mass disruption for a limited time, and 

112. Carus, Bioterrorism and Biocrimes, 31–32.
113. Carus, “The Rajneeshees (1984),” 115–37.
114. W. Seth Carus, “R.I.S.E. (1972),” in Toxic Terror, ed. Tucker, 55–70; and Jonathan B. Tucker and 

Jason Pate, “The Minnesota Patriots Council (1991),” in Toxic Terror, ed. Tucker, 159 – 83.
115. CIA, Terrorist CBRN: Materials and Effects (Langley, VA: CIA, May 2003).



Biolog ica l  Terror i sm   227

maybe even mass casualties if the public health and medical responses to the at-
tack are lacking.

The longer-term prospects of biological terrorism, however, are more worri-
some. Despite the signifi cant hurdles that terrorists face in developing bio-
logical weapons and the improbability that they will be able to obtain such 
weapons directly from a state, several trends raise the risk of biological terror-
ism. First, globalization is making the multiuse ingredients necessary for bio-
logical terrorism—information, expertise, equipment, and materials—more 
widely available.116 Second, advances in the life sciences are not only generat-
ing new knowledge and techniques that can be misused for hostile purposes, 
but, more important from a counterterrorism perspective, they may be reduc-
ing the level of expertise required to utilize previously developed techniques.117 
Both of these trends may increase the pool of individuals who can exploit bio-
technology for hostile purposes. The third trend is the continuing increase in the 
lethality of terrorist organizations. The fi rst eight years of the twentieth cen-
tury have seen more terrorist attacks that have killed over one hundred people 
than there were in the entire twentieth century.118 Although these attacks re-
affi rm the long-standing interest of terrorist groups in using guns and bombs 
to obtain their objectives, the pursuit of ever-higher casualty counts may lead 
more such groups to explore the use of nuclear, biological, or chemi cal weap-
ons to infl ict mass casualties.
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Biological weapons present a number of paradoxes and dilemmas. They are 
widely feared, yet rarely used. They were the fi rst weapon prohibited by an in-
ternational treaty, yet the proliferation of these weapons increased after the ban. 
They are frequently called the poor man’s atomic bomb, yet they cannot provide 
the same deterrent value as nuclear weapons. In addition, the technology needed 
to produce these weapons is also a source of huge benefi ts to global society. Fi-
nally, those who use this technology whether for good or for evil shroud their ac-
tivities in secrecy.

These fi ndings bode ill for a world where biotechnology is exploited for mili-
tary purposes.1 Since biological weapons are more effective as a means of at-
tack than as a means of deterrence, states will likely view the development of 
BW programs among adversaries with alarm. The security dilemma will pro-
vide incentives for even status quo states to engage in competition and hinder 
arms control efforts. With the latent capabilities for biological weapons already 

1. Matthew Meselson, “Averting the Hostile Exploitation of Biotechnology,” CBW Conventions Bul-
letin 48 ( June 2000): 16 –19.

Conclusion

Reducing the Danger Posed 
by Biological Weapons
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widespread, the future proliferation of these weapons will depend heavily on 
a nation’s intentions. Since intentions are notoriously hard to gauge, misper-
ceptions and miscalculations are likely. In sum, the proliferation of biological 
weapons and their enabling technologies will have a destabilizing infl uence on 
international security.

Forecasting Future Biological Threats

The magnitude of the future threat posed by biological weapons will be deter-
mined by two poorly understood and diffi cult to infl uence variables. The fi rst vari-
able is the net impact of the biotechnology revolution and genetic engineering on 
the offensive, defensive, and deterrent aspects of biological warfare and the abil-
ity to detect offensive BW activities. Will advances in the life sciences strengthen 
the defender and provide new capabilities to verify biological arms control agree-
ments or enable attackers to develop more sophisticated weapons and the means 
of concealing them? This assessment is complicated by the accelerating rate of in-
novation in the life sciences, the inevitable global diffusion of these technologies, 
and the intrinsic value of scientifi c and commercial research for the development 
of new and improved weapons. Many nations, particularly the United States and 
its allies, are investing heavily in biodefense research in a bid to alter the balance 
between offense and defense. It must be recognized, however, that the dramatic 
increases in defensive research may also generate knowledge that could be used 
to develop advanced biological weapons. Biodefense programs may also be per-
ceived as being offensive in nature. The national security community needs to re-
main sensitive to the potential risks associated with a robust biological defense 
program and ensure that appropriate transparency and oversight measures are in 
place to mitigate these risks.

The second key variable is the level of interest of states and nonstate actors in 
pursuing BW capabilities. Will the norm against BW continue to limit the ap-
peal of these weapons? Or will security concerns and the bureaucratic ambitions 
of scientifi c and military leaders overwhelm this in hibition? The growth in bio-
defense programs provides a foundation for the development of offensive capa-
bilities due to the security dilemma or the parochial interests of scientists and 
military organizations. Secretive biodefense programs are more likely to pro-
vide such a stepping stone to an offensive program than transparent programs. 
What is the likelihood that nonstate actors will emerge that combine technical 
acumen, a desire to cause mass casualties, and an interest in biological weapons? 
Thus far, no terrorist group has combined both the capability and motivation to 
use biological weapons to cause mass death. Given the diffi culty in tracking ter-
rorist groups and detecting activities to develop biological weapons, it is possible 
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that such a group will arise with little or no warning. Preventing the emergence 
of such groups and the misuse of the biotechnology revolution will be major 
security challenges for the twenty-fi rst century.

Reducing the Dangers Posed By Biological Weapons

Based on this analysis I offer six policy prescriptions for countering the growing 
danger posed by biological weapons: (1) strengthen defenses against biological 
weapons, (2) increase the transparency and oversight of defensive and civilian 
biological activities, (3) improve intelligence and forensic capabilities, (4) revi-
talize the Biological Weapons Convention, (5) enhance cooperative nonprolif-
eration programs, and (6) reinforce the norm against the development and use 
of these weapons. These prescriptions are mutually reinforcing: robust defenses 
reduce the attractiveness of these weapons and force an actor to acquire a larger 
or more sophisticated capability that is harder to accomplish and more easily 
detectable, while strong norms deter actors from pursuing these weapons and 
make it easier to rally international cooperation for these measures.

Strengthen Defenses

Defenses against biological weapons should be strengthened to make these 
weapons less effective and less likely to be used in future confl icts. This can be 
accomplished by fundamentally shifting the offense-defense balance toward de-
fense, investing suffi cient resources in defense to offset the advantage held by 
the offense, or a combination of both of these measures. Even if it is not possi-
ble to dramatically reduce the advantage of the offense in biological warfare, the 
United States and its allies are wealthy enough to invest the resources neces-
sary to minimize that advantage. The United States has already committed sub-
stantial funding to improving defenses against biological weapons, more than 
$50 billion since 2001.2 What is required now is channeling these resources to 
the most effective programs, improving their integration, and ensuring their 
sustainability.

In order to shift the offense-defense balance in biological warfare more to-
ward defense, the United States and its allies must engage in an intensive ef-
fort to develop new detection, protection, and treatment technologies to defend 
against biological weapons. Robust defenses against the most threatening agents 

2. Alan Pearson, Federal Funding for Biological Weapons Prevention and Defense, Fiscal Years 2001 to 
2009 (Washington, DC: Center for Arms Control and Non-Proliferation, 2008).
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and further improvements in vaccines, sensors, physical defenses, surveillance 
systems, diagnostic tools, and treatments could create suffi cient uncertainty about 
the likelihood of success to deter such attacks. Given the diversity of threat agents 
and the diffi culty in accurately gauging biological threats, defensive preparations 
should emphasize measures that provide broad-spectrum protection against a 
range of man-made and naturally occurring pathogens and outbreaks.

Genome sequencing is a particularly rewarding fi eld, since the results can be 
used to develop improved versions of the full range of countermeasures: sensors, 
diagnostic devices, vaccines, medical treatments, and forensic tools.3 The ability 
to conduct rapid sequencing and comparative analysis is especially important to 
counter the threat of novel infectious diseases or modifi ed BW agents. In 2003 
scientists were able to sequence the entire genome of the virus that causes Severe 
Acute Respiratory Syndrome (SARS) in less than six weeks. This information 
was immediately utilized by researchers around the world to begin the develop-
ment of vaccines, antiviral drugs, and diagnostic tests.4

Although the United States has devoted signifi cant funding to research on 
new biodefense drugs, its return on investment has been meager so far.5 The 
development of medical biodefense countermeasures is fraught not only with 
scientifi c and technical challenges but also political, economic, and regulatory 
problems. Given the limited market and low margins for new biodefense- related 
products compared to the mass market and potential profi ts for blockbuster 
drugs, uncertainties about long-term government commitments to procure bio-
defense drugs as well as unresolved patent and liability issues, major pharmaceu-
tical fi rms have been reluctant to enter this fi eld. Instead, smaller biotechnology 
fi rms have become the primary players, but these fi rms lack the capital and ex-
perience to shepherd new drugs through the expensive safety and effi cacy review 
process or engage in large-scale production of approved drugs.6 As a result, gov-
ernment agencies may have to take a stronger role in developing and producing 
biodefense pharmaceuticals that the private sector views as too risky or not profi t-
able enough. The biodefense countermeasure strategy should shift its focus from 
the “one bug, one drug” paradigm to the development of broad-spectrum drugs, 
diagnostics, platforms, and technologies that are useful against both BW and 
naturally occurring disease threats. Such capabilities are not only more likely to 

3. Clare Fraser, “A Genomics-Based Approach to Biodefense Preparedness,” Nature Reviews Genet-
ics 5 (2004): 23 –33.

4. National Research Council, Seeking Security: Pathogens, Open Access, and Genome Databases (Wash-
ington, DC: National Academies Press, 2004), 31–33.

5. Renae Merle, “Bioterror Antidote: Unfulfi lled Prescription,” Washington Post, January 16, 2007, 
D1; “U.S. Biodefense—Shocking and Awful,” Nature Biotechnology 25, no. 6 (2007): 603.

6. Kendall Hoyt, “The Role of Military-Industrial Relations in the History of  Vaccine Innovation” 
(PhD diss., Massachusetts Institute of Technology, 2002), chap. 5.
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attract and sustain the interest of the private sector, but they also provide greater 
benefi ts for the public’s health in the absence of a BW attack.

Because the biological warfare threat to civilians during peacetime is rela-
tively small and all vaccines have some adverse side effects, protection of the 
civilian population will have to rely on a combination of public health surveil-
lance and medical treatment to rapidly detect and respond to a BW attack. Such 
defensive preparations need to be more fully integrated into all-hazard public 
health emergency preparedness to ensure that they will have the benefi cial effect 
of enhancing preparedness for natural outbreaks of infectious diseases.

Early detection of a biological weapon attack— either on the battlefi eld or 
the home front—is the key to mitigating its consequences. An effective defen-
sive system should employ a layered system to provide defense in depth: aero-
sol detection for open-air releases or indoor releases at critical facilities or likely 
targets; public health surveillance of the general population; and diagnostic tests 
in clinical settings. Each of the detection technologies currently in use has its 
strengths and weaknesses. Aerosol detection systems have the potential to pro-
vide the earliest warning of an attack, but the current generation of sensors are 
too slow, unreliable, expensive, and limited in the number of agents they can de-
tect.7 In addition, these systems are of little use for detecting naturally occur-
ring outbreaks or nonaerosolized biological attacks. Public health agencies are 
improving the timeliness with which they can detect both natural and man-
made outbreaks, regardless of the identity of the agent, by using syndromic sur-
veillance systems that detect unusual patterns in data collected from hospitals, 
pharmacies, emergency medical services, and other sources. The value of these 
systems is limited by their low sensitivity and reliance on data generated after 
people fall ill and seek medical treatment. As a result, they are best suited to de-
tecting large outbreaks that will likely come to the attention of public health 
offi cials through clinical channels.8 Public health surveillance can be further en-
hanced through the integration of traditional surveillance methods, syndromic 
surveillance systems, biological sensors, and new sources of information, such as 
veterinarians. Medical diagnostic kits and laboratory tests for BW agents need to 
be more rapid, accurate, reliable, and affordable. The widespread adoption of an 
affordable point-of-care diagnostic system that could quickly screen samples for 
the presence of hundreds of pathogens would enable physicians to accurately 
diagnose diseases ranging from the common cold to anthrax.

7. Offi ce of the Secretary of Defense, Proliferation: Threat and Response (Washington, DC: Depart-
ment of Defense, 2001), 92–94, 199 –20.

8. James W. Buehler, et al., “Syndromic Surveillance and Bioterrorism-Related Epidemics,” Emerg-
ing Infectious Diseases 9, no. 10 (2003): 1197–1204; and Michael A. Stoto, Matthias Schonlau, and Louis 
T. Mariano, “Syndromic Surveillance: Is It Worth the Effort?” Chance 17, no. 1 (2004): 19 –24.
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The United States should also make a stronger effort to engage in inter-
national biodefense cooperation. The United States already encourages its allies 
to enhance their biological defenses through bilateral mechanisms and on a multi-
lateral basis through NATO and the Group of Eight (Canada, France, Ger-
many, Italy, Japan, Russia, United Kingdom, United States). This international 
cooperation should be strengthened in two ways. First, the United States and its 
allies should develop the capability to deploy biological defenses such as sensors, 
specially trained public health and medical teams, and pharmaceutical stock-
piles to states that are threatened or attacked with biological weapons. The de-
ployment of such capabilities may be necessary to maintain coalition solidarity in 
the face of explicit or suspected BW threats. This capability would also fulfi ll the 
commitment of parties to the BWC under Article VII to assist states threatened 
by BW. Second, the United States should lead an international effort to enhance 
the global public health surveillance system. Under the World Health Organiza-
tion’s 2005 International Health Regulations, states are required to develop and 
maintain core national surveillance capabilities by 2012.9 This is an ambitious ini-
tiative that can only succeed with strong support and leadership from the United 
States. Assisting developing nations in improving their disease surveillance ca-
pabilities, which would be useful for combating both BW threats and naturally 
occurring infectious diseases, would yield both humanitarian and security bene-
fi ts. As the AIDS pandemic, 2003 SARS outbreak, and ongoing H5N1 avian in-
fl uenza outbreaks have shown, naturally occurring diseases can have signifi cant 
political, economic, and even security implications.10 Stronger international sur-
veillance and response capabilities may deter the use of BW by reducing the like-
lihood that a BW attack would achieve its objectives. Preventing the successful 
use of BW is also important for denying the attacker valuable operational expe-
rience and demonstrating the military utility of these weapons. The use of bio-
logical weapons anywhere by anyone would also erode the norm against these 
weapons everywhere.

Increase Transparency and Oversight

The transparency and oversight of defensive and civilian activities in the fi elds 
of biology and biotechnology need to be increased to ensure that advances in 
these fi elds are not misused, or perceived as being misused, for hostile purposes. 

 9. Michael G. Baker and David P. Fidler, “Global Public Health Surveillance under New Inter-
national Health Regulations,” Emerging Infectious Diseases 12, no. 7 (2006): 1058 – 65.

10. Stefan Elbe, Strategic Implications of HIV/AIDS, Adelphi Paper No. 357 (Oxford: Oxford Univer-
sity Press, 2003); and Christian Enemark, Disease and Security: Natural Plagues and Biologi cal Weapons in 
East Asia (New York: Routledge, 2007).
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The three areas that are in greatest need of attention are international standards 
for the security of pathogens and toxins, mechanisms for national and inter-
national oversight over dual-use research, and domestic oversight of biodefense 
programs.

Enhancing the security of pathogens and toxins took on new urgency after 
the anthrax letter attacks in fall 2001. The United States has taken the lead in 
imposing stricter regulations on the handling of dangerous biological materi-
als, although other developed nations have followed suit. In contrast, relatively 
little has been done on the international level.11 In April 2004 the United Na-
tions Security Council passed Resolution 1540, which requires states to ensure 
that WMD-related materials are properly secured.12 The resolution, however, 
provided no guidance on how to achieve that objective. The United States has a 
strong incentive to internationalize its domestic pathogen security measures to 
level the playing fi eld for domestic industry and academia and to cut off foreign 
sources of pathogens for terrorists.13

To foster greater international collaboration on pathogen security and pro-
vide the foundation for a global regime, the mandate of the Australia Group 
should be extended to govern domestic controls on the safety and security of 
pathogens and toxins. The Australia Group is an informal multi lateral arrange-
ment used by forty-one states to harmonize national export control policies re-
garding dual-use materials that could be used to produce chemical and biological 
weapons. This initiative would take advantage of the mechanisms already de-
veloped by the Australia Group to share information among its members and 
increase the relevance of the group for addressing the threat of biological terror-
ism. The Australia Group could provide a forum for member and nonmember 
states to discuss models of pathogen security measures as well as technical assis-
tance to states for developing and implementing relevant legislation. Although 
the Australia Group has been viewed by some developing nations as a discrimi-
natory organization that impedes peaceful development in the chemi cal and bio-
logical fi elds, the requirement enshrined in Resolution 1540, that all nations are 
responsible for exercising effective domestic and export controls, should lessen 
the stigma attached to this group.

Oversight of dual-use research by the life sciences community needs to be 
enhanced to prevent accidents and reduce the risk that such research could be 
used for malevolent purposes. The United States has taken the lead in increasing 

11. Jonathan B. Tucker, “Preventing the Misuse of Pathogens: The Need for Global Biosecurity 
Standards,” Arms Control Today ( June 2003): 3 –10.

12. United Nations Security Council, Resolution 1540, S / RES /1540 (2004), April 28, 2004.
13. Kendall Hoyt and Stephen G. Brooks, “A Double-Edged Sword: Globalization and Biosecurity,” 

International Security 28, no. 3 (2003/4): 123 – 48.
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the awareness of the life sciences community about the need to apply additional 
scrutiny to research that could be misused for hostile purposes.14 In 2004 the 
United States created the National Science Advisory Board for Biosecurity 
(NSABB) at the National Institutes of Health (NIH) to develop guidelines for 
reviewing dual-use research. In June 2007, NSABB proposed a framework for 
dual-use research oversight for all federal agencies and private entities that re-
ceive federal research funding.15 This proposal has several weaknesses. First, the 
NSABB’s defi nition of “dual-use research of concern” sets a very high threshold 
for an experiment to be considered at risk for misuse. The NSABB’s criterion 
for identifying “dual-use research of concern” is “research that, based on current 
under standing, can be reasonably anticipated to provide knowledge, products, or 
technologies that could be directly misapplied by others to pose a threat to public 
health and safety, agriculture, plants, ani mals, the environment, or materiel.”16 
The use of the qualifi ers “current understanding”, “reasonably anticipated,” and 
“directly misapplied” will exclude large swathes of basic and applied research 
from review. In addition, NSABB proposes that the potential consequences of 
the research must pose a broad threat to public health or national security. This 
combination of criterion imposes a high burden of proof on those who would 
designate a specifi c research project as being “dual-use research of concern.” The 
risk assessment process under this framework may be biased by the view of the 
scientifi c and health benefi ts of life sciences research as being immediate, tangi-
ble, and direct and the perception of the risks of misuse being distant, theoreti-
cal, and uncertain.

Second, the institutional biosafety committees, which every biological research 
facility must have in order to receive NIH funding and which will implement 
NSABB’s guidelines at the local level, are weak, nonexistent, or opaque.17 The 
institutional biosafety committee system needs to be thoroughly overhauled be-
fore it can be entrusted with overseeing any new biosecurity measures. Third, the 
proposed framework relies heavily on the principal investigator to evaluate his 
or her own research for dual-use implications. Most researchers in the life sci-
ences, however, are not familiar with the security implications of dual-use re-
search, how to review such research, and their responsibilities for preventing 

14. National Research Council, Biotechnology Research in an Age of Terrorism: Confronting the Dual 
Use Dilemma (Washington, DC: National Academies Press, 2004).

15. NSABB, Proposed Framework for the Oversight of Dual Use Life Sciences Research: Strategies for 
Minimizing the Potential Misuse of Research Information (Washington, DC: NSABB, June 2007).

16. NSABB, Proposed Framework  for the Oversight of Dual Use Life Sciences Research, 17.
17. Margaret S. Race and Edward Hammond, “An Evaluation of the Role and Effectiveness of In-

stitutional Biosafety Committees in Providing Oversight and Security of Biocontainment Laboratories,” 
Bio security and Bioterrorism 6, no. 1 (2008): 19 –35.
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the misuse of biotechnology.18 The development of a code of conduct for life sci-
entists is a fi rst step to achieving a broader awareness among and active partici-
pation by researchers in dual-use research oversight.19 To be meaningful, such 
a code must be accompanied by an intensive outreach-and-education program 
for scientists in academia, industry, and the government. As a means of jump-
starting and sustaining such a program, federal agencies that fund biodefense 
research should devote a percentage of their budget to outreach and education. 
This effort could be modeled on the Human Genome Project, which devoted 
3 –5 percent of its budget to studying the ethi cal, legal, and social implications of 
the growing availability of genetic information.20

In this age of globalization, when life scientists, scientifi c articles, infectious 
diseases, and terrorist groups do not recognize national borders, national bio-
security initiatives are not suffi cient. The diffusion of multiuse expertise around 
the world, the transnational nature of modern life sciences research and commu-
nication, and the growing economic importance of biotechnology for developed 
and developing states requires an international approach to this problem.21 The 
self-interest of scientists in preserving their autonomy, the lack of international 
consensus on the scope and importance of the dual-use problem, and the inability 
or unwillingness of many governments to oversee the research activities of their 
own scientists are formidable obstacles to a global dual-use research oversight 
regime. Instead, international oversight should focus on research on the patho-
gens that pose the greatest degree of danger to global public health. A model for 
this type of international oversight is provided by the WHO experience in over-
seeing research conducted on variola virus in the United States and Russia.22 The 
WHO ensures that research on this virus is being conducted by the right peo-
ple under the right conditions for the right purposes. This oversight mechanism 
should be extended to include research on organisms that pose a special danger of 
global pandemic due to their combination of transmissibility and pathogenicity. 

18. Brian Rappert, Biotechnology, Security and the Search for Limits: An Inquiry into Research and Meth-
ods (New York: Palgrave Macmillan, 2007); and Malcom Dando, “Raising Life Scientists’ Awareness,” 
Bulletin of the Atomic Scientists (June 9, 2008), http://www.thebulletin.org/node /3122.

19. Margaret A. Somerville and Ronald M. Atlas, “Ethics: A Weapon to Counter Bioterrorism,” 
Science 307 (March 25, 2005): 1881– 82.

20. Shane K. Green, “E3LSI Research: An Essential Element of Biodefense,” Biosecurity and Bioter-
rorism 3, no. 2 (2005): 128 –37.

21. Institute of Medicine and National Research Council, Globalization, Biosecurity, and the Future of 
the Life Sciences; and John Steinbruner, Elisa D. Harris, Nancy Gallagher, and Stacy M. Okutani, Control-
ling Dangerous Pathogens: A Prototype Protective Oversight System (College Park: Center for International 
and Security Studies at Maryland, March 2007).

22. Jonathan B. Tucker and Stacy M. Okutani, Global Governance of “Contentious” Science: The Case 
of the World Health Organization’s Oversight of Smallpox Virus Research, paper no. 18, (Stockholm: Weapons 
of Mass Destruction Commission, n.d.).
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Current candidates include the “resurrected” 1918 infl uenza virus and hybrids 
of highly pathogenic avian infl uenza and human infl uenza viruses. The pur-
pose of this oversight is not to ban research on such viruses but to ensure that it 
is conducted under safe and secure conditions by competent researchers and that 
it will yield knowledge whose value is commensurate with the risks created by 
such research. Once the life sciences community develops a greater appreciation 
of the security implications of their research and gains more experience review-
ing high-risk dual-use research, it may be possible to expand international over-
sight into a global regime.

The growth of biological defense programs around the world, especially in 
the United States, requires a greater level of transparency to ensure that these 
activities are subject to appropriate domestic oversight and are not being used, 
or perceived as being used, to mask an offensive program.23 Although it is un-
likely that any state not already developing biological weapons would begin to 
do so now out of fear of a secret offensive program underway in the United 
States, the lack of transparency in one state regarding defensive activities pro-
vides other states with a convenient excuse for resisting greater transparency in 
their own ostensibly defensive programs. The United States should take the lead 
in promoting transparency in biodefense programs by serving as a role model. 
There is, of course, a tension between transparency and the need to safeguard 
sensitive information on vulnerabilities that could be exploited by another na-
tion.24 Full disclosure of all facets of defensive activities and counter measures, 
however, is unlikely to be required to reassure other states that no offensive pro-
gram is underway. The U.S. military’s program to develop biodefense detection 
and diagnostic systems and medical counter measures is unclassifi ed and is al-
ready subject to extensive reporting re quirements from Congress.25 Indeed, the 
regulatory process in advanced industrialized nations required to fi eld a medi-
cal countermeasure makes it impossible to develop and produce such a counter-
measure in secret.

The most problematic types of biodefense research are those related to threat 
assessment such as research on offensive BW capabilities to gauge their feasi-
bility, ability to exploit vulnerabilities in defenses, and potential to develop 

23. Between 1993 and 2003, the number of countries with declared biodefense programs grew from 
eleven to twenty-one. Iris Hunger, Confi dence Building Needs Transparency: A Summary of Data Submit-
ted under the Bioweapons Convention’s Confi dence Building Measures, 1987–2003 (San Antonio, TX: Sun-
shine Project, 2005), 10 –15.

24. Although an adversary might use such knowledge to develop different agents for which no de-
fenses are available, such agents are unlikely to be as well studied and may not be as suitable for use as 
mass casualty–producing weapons.

25. The Pentagon’s 2006 annual report to Congress on chemical and biological defense programs is 
334 pages long.
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new countermeasures against them. Revelations since September 2001 have il-
luminated signifi cant shortfalls in oversight over classifi ed biodefense threat- 
assessment projects in the United States, especially those conducted by intelligence 
agencies.26 Traditional BW threat assessments were guided by intelligence in-
dicating the offensive capabilities of adversaries. Since 2001 the United States 
has shifted to science-based assessments that focus on anticipated future threats 
driven by advances in the life sciences. Concern over the legal and security 
implications of this type of research has been heightened by the creation of a 
specialized facility, the National Biodefense Analysis and Countermeasures 
Center under the Department of Homeland Security dedicated to this type of 
research.27

Oversight of classifi ed biodefense projects, especially those engaged in threat 
assessment, should be vested in an interagency review group capable of balanc-
ing the competing needs of secrecy and transparency. This group would be re-
quired to submit annual reports to the appropriate Congressional committees to 
ensure accountability. Given the inherent secretiveness of intelligence agencies 
and the research capabilities already available within military and civilian insti-
tutes, the role of intelligence agencies in biodefense research should be strictly 
limited. Transparency of biodefense programs would not only promote account-
ability, reduce suspicion, and build confi dence in compliance with the BWC, but 
it could also serve a deterrent function by demonstrating the availability of de-
fenses against a range of biological threats.

Improve Intelligence and Forensics

Intelligence is the fi rst line of defense against biological weapons. The capability 
to reliably detect clandestine offensive biological activities, especially by nonstate 
actors, and to distinguish them from defensive and civilian activities is in need 
of drastic improvement. This capability is needed for four reasons: (1) to estab-
lish a foundation for verifi cation, (2) to provide policymakers with insight into 
the capabilities and intentions of other actors, (3) to improve the effectiveness 
of defenses, and (4) to identify the perpetrator(s) of a BW attack. Accurate and 
timely intelligence is crucial to achieving these objectives. Improved intelligence 

26. The Department of State and National Security Council were not informed of certain classifi ed 
biodefense activities that should have been declared to the United Nations as part of a BWC confi dence-
building measure.

27. Milton Leitenberg, James Leonard, and Richard Spertzel, “Biodefense Crossing the Line,” Pol-
itics and the Life Sciences 22, no. 4 (2004): 1–2; Jonathan B. Tucker, “Biological Threat Assessment: Is 
the Cure Worse Than the Disease?” Arms Control Today (October 2004): 13 –19; and James B. Petro and 
W. Seth Carus, “Biological Threat Characterization Research: A Critical Component of National Bio-
defense,” Biosecurity and Bioterrorism 3, no. 4 (2005): 295–308.
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on bioterrorist threats and foreign BW programs is necessary to provide na-
tional security and public health offi cials with information on which agents and 
modes of delivery are being developed by adversaries as well as to provide warn-
ing of an impending attack. Intelligence is the antidote to secrecy. Without se-
crecy, surprise is more diffi cult, and without surprise, biological weapons lose 
much of their effectiveness. Intelligence can also enhance the effectiveness of the 
other lines of defense by providing information useful for cuing sensors, pre- 
positioning pharmaceuticals in antici pation of an attack, and heightening the 
readi ness of the public health and medical systems. However, the proper stan-
dard of assessing how much protection the other lines of defense provide is their 
effectiveness absent any prior intelligence.

The deeply fl awed intelligence on Iraq’s BW capabilities and intentions before 
Operation Iraqi Freedom in 2003 highlights the urgent need for improvements 
in this fi eld. Subsequent reassessments have also called into question earlier in-
telligence estimates about BW programs in other countries such as Cuba and 
Libya.28 The United States and its allies should engage in a concerted effort to 
enhance the collection and analysis of intelligence regarding BW programs.

First, new technical means of collecting intelligence on BW-related activities 
must be developed to supplement traditional imagery and signals intelligence 
systems, which are not well suited to this task. The most promising new tech-
nologies, such as on-site and standoff biological sampling and analysis, fall under 
the category of measurement and signature intelligence.29 These technical means 
should be complemented by greater exploitation of open-source information, es-
pecially the biomedical literature and commercial databases.30 Despite the disas-
trous experience with defectors such as Curveball, human sources remain the 
best way to gain insight into an adversary’s BW intentions and capabilities. Such 
sources need to be aggressively recruited, thoroughly validated, and shared with 
foreign partners as necessary. In order to properly collect and analyze informa-
tion from these sources, the intelligence community needs to build a cadre of 
experienced collectors and all-source analysts with strong backgrounds in biology 
and related disciplines. Mechanisms should also be developed to provide these 

28. See Steven R. Weisman, “In Stricter Study, U.S. Scales Back Claim on Cuba Arms,” New York 
Times, September 18, 2004, A5; Department of State, Adherence to and Compliance with Arms Control, Non-
proliferation and Disarmament Agreements and Commitments (Washington, DC: Department of State, 2005), 
19 –20, 24 –25; and Commission on the Intelligence Capabilities of the United States Regarding Weapons 
of Mass Destruction, Report to the President (Washington, DC: GPO, 2005), 252–58.

29. Jeffrey T. Richelson, “MASINT: The New Kid in Town,” International Journal of Intelligence and 
Counterintelligence 14 (2001): 149 –92.

30. Amy Sands, “Integrating Open Sources into Transnational Threat Assessments,” in Transforming 
U.S. Intelligence, ed. Jennifer E. Sims and Burton Gerber (Washington, DC: Georgetown University 
Press, 2005), 63 –78.
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collectors and analysts with access to outside scientists with expertise in esoteric 
or cutting-edge fi elds of the life sciences. Assessments of foreign BW programs 
should also integrate not only scientifi c and technical analyses but also an under-
standing of the political, cultural, economic, and military factors that may infl u-
ence a state’s BW capabilities and intentions. Finally, the intelligence community 
must learn to provide useful intelligence products to nontraditional customers 
who play key roles in preventing, detecting, and responding to BW threats such 
as the healthcare, biomedical research, and public health communities.

A major research program is required to develop and refi ne techniques and 
technologies that could be employed to investigate criminal and terrorist acts in-
volving pathogens and toxins. The ability of intelligence and law enforcement 
agencies to rapidly and accurately identify the perpetrator(s) of a biological at-
tack, and thus pave the way for apprehension or retaliation, forms the founda-
tion for deterrence. Equally important is the capability to exclude individuals, 
groups, or states from the list of suspects. The emerging fi eld of microbial foren-
sics can make a signifi cant contribution to the attribution process.

The microbial forensic capabilities of the United States have improved sig-
nifi cantly since the anthrax letters of 2001 thanks to scientifi c advancements and 
the leadership of the FBI.31 The Amerithrax case spurred the development and 
validation of a wide range of microbial forensic techniques that will have utility 
for future bioterrorist and biocrime investigations. The creation of a dedicated 
microbial forensics facility within the Department of Homeland Security, the 
National Bioforensic Analysis Center, is another important step forward. Fur-
ther development of this capability will require a national strategy that addresses 
the legal and policy implications of this new fi eld, establishes a coordinated 
interagency research plan, and provides funds to build the relevant scientifi c ex-
pertise. This strategy should foster the development of capabilities that take into 
account the different operating conditions of criminal investigators, intelligence 
agents, and inspectors and the special demands required for prose cution, attri-
bution, and verifi cation.

Revitalize the Biological Weapons Convention

Multilateral efforts to combat the proliferation of biological weapons were dealt 
a major setback in 2001 when the negotiations on the BWC protocol ended in 
failure. The annual meetings that were begun in 2003 to exchange information 

31. In 2002 the FBI created the Scientifi c Working Group on Microbial Genetics and Forensics to 
develop guidelines on the development and application of techniques to analyze biological agents. Bruce 
Budowle, et al., “Building Microbial Forensics as a Response to Bioterrorism,” Science 301 (September 26, 
2003): 1852–53.
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and discuss new proposals to reduce the dangers posed by biological weapons 
have shown some value. The establishment of the Implementation Support Unit 
is a major step forward. The further development of these new measures would 
help revitalize the BWC regime. The annual meetings have yet to yield any tan-
gible new developments, but they have fostered dialogue and opened up new 
avenues of potential international cooperation. The goal of the next BWC re-
view conference in 2011 should be to translate the information and proposals dis-
cussed as part of these meetings into concrete plans of action.

The ISU’s authority and resources should be increased signifi cantly to en-
able it to play a more active role in promoting and implementing the BWC. A 
strengthened ISU should take on three additional responsibilities. First, the ISU 
should focus its efforts on boosting membership in the BWC, which has the low-
est participation rate of the four multilateral nonproliferation treaties. This is a 
low-cost means of consolidating international support for the treaty. Second, the 
ISU should be charged with overseeing the implementation of new confi dence-
building, nonprolifera tion, or biosecurity measures adopted at the next review 
conference. Finally, the ISU should also be given the responsibility of maintain-
ing the roster of experts and laboratories that the UN Secretary-General can call 
on to investigate alleged uses of biological weapons. The existence of an inter-
national investigative capability could help deter the use of biological weapons 
and assist in attribution if they are used.

Enhance Nonproliferation

Preventing the proliferation of advanced BW capabilities will hinder the prog-
ress of states and terrorist groups pursuing biological weapons. Export controls, 
although imperfect, nonetheless need to be rigorously enforced with the goal of 
slowing down and imposing additional costs on offensive BW programs. In ad-
dition, cooperative measures to prevent the fl ow of materials, equipment, or ex-
pertise from abandoned BW programs is also necessary. The end of the cold 
war coincided with the termination of biological warfare programs sponsored 
by the Soviet Union and South Africa. Iraq, Iran, and Libya have sought ac-
cess to the legacies of these programs in order to expand or accelerate their own 
programs.32 Some of the former Soviet republics hold unique collections of dan-
gerous pathogens, including strains that have been genetically engineered.33 

32. Judith Miller and William Broad, “Iranians, Bioweapons in Mind, Lure Needy Ex-Soviet Scien-
tists,” New York Times, December 8, 1998, A1; and R. Jeffrey Smith, “Russians Admit Firms Met Iraqis; 
Plants That Could Make Germ Weapons at Issue,” Washington Post, February 18, 1998, A16.

33. Kathleen M. Vogel, “Pathogen Proliferation: Threats from the Former Soviet Bioweapons 
Complex,” Politics and the Life Sciences 19, no. 1 (2000): 3 –16.
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Enhanced nonproliferation efforts would complement efforts to strengthen bio-
logical defenses by slowing the progress of offensive programs and harnessing 
former weapons scientists in defensive research.

Bilateral and international programs to convert former BW-related facilities 
to peaceful purposes, increase their security, and employ former weapons sci-
entists should be intensifi ed and expanded. Given the size and sophistication of 
the former Soviet BW program and the poor economic conditions in the newly 
independent states, preventing the proliferation of BW-related resources from 
these countries is essential.34 The former director for Nonproliferation and Ex-
port Controls on the National Security Council Elisa Harris has estimated that a 
comprehensive program in the former Soviet Union to keep the estimated seven 
thousand critical BW scientists in Russia above the poverty line, eliminate BW 
infrastructure in non-Russian republics, and improve the physical security at 
former BW research and production facilities in Russia would require $750 mil-
lion over fi ve years, roughly 50 percent more than current funding levels.35

The precedent established by cooperative efforts to dismantle weapons facili-
ties and redirect weapons scientists in the former Soviet Union has recently been 
expanded to Iraq and Libya. Similar programs would also be useful in other 
states that make the strategic decisions to terminate their offensive BW pro-
gram but are unable to safely dismantle the program on their own or fully em-
ploy former weapons scientists in peaceful research.

An additional advantage of cooperative nonproliferation programs is their 
ability to promote transparency regarding current activities and provide insight 
into past activities of concern. While the formal reciprocal inspections that were 
the heart of the so-called trilateral process between the United States, United 
Kingdom, and Russia have been on hold since 1994, the United States has re-
tained access to a signifi cant portion of the former Soviet Union’s BW program 
through a variety of cooperative threat  reduction programs. In return for sci-
entifi c cooperation and funding for research projects, the United States has 
been able to regularly visit and monitor the research activities at major civil-
ian research facilities that previously were part of the Soviet BW organization 

34. Amy Smithson, Toxic Archipelago: Preventing Proliferation from the Former Soviet Chemical and 
Bio logical Weapons Complexes (Washington, DC: Henry L. Stimson Center, 1999); and Sonia Ben Ouag-
rham, “Biological Weapon Threats from the Former Soviet Union,” (paper presented at The Future of 
Russia Conference sponsored by the Liechtenstein Institute for Self-Determination, Princeton University 
at Triesenberg, Liechtenstein, March 15, 2002).

35. Prepared statement of Elisa D. Harris, research fellow, Center for International and Security 
Studies, University of Maryland, before House International Relations Committee, Russia, Iraq, and Other 
Potential Sources of Anthrax, Smallpox and Other Bioterrorist Weapons, 107th Cong., 1st sess., December 5, 
2001. These biological threat–reduction programs received around $100 million a year between 2001 and 
2006. Pearson, Federal Funding for Biological Weapons Prevention and Defense, Fiscal Years 2001 to 2009.
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Biopreparat.36 This form of cooperation serves both the United States’ interest 
in preventing the spread of BW know-how and materials from Russia and pro-
vides assurance that at least a portion of the former Soviet offensive program 
is no longer active. Russia’s refusal, however, to open its four military biologi-
cal research facilities is a matter of great concern and should be a priority in 
U.S.-Russian relations.

These measures will not be able to prevent the proliferation of BW, but they 
can complicate terrorist access to biological weapons based on traditional patho-
gens and hinder the development of more sophisticated weapons by states.

Reinforce Norms

The norm against the development and use of biological weapons should be 
strengthened to reduce the motivation of states and terrorists to acquire and use 
these weapons. Since the capability to produce BW is already widespread and 
advances in biotechnology are diffusing globally, it is vital to focus on shaping 
the intentions of actors that could seek these weapons. Given the rare use of bio-
logical weapons to date, it is especially important to sustain this taboo to deter fu-
ture uses of the weapons.

One valuable step in this direction would be an international agreement that 
the use of biological weapons represents a crime against humanity. By adding 
this act to the list of crimes subject to universal jurisdiction, such as piracy and 
hijacking, states would be allowed to arrest and prosecute violators even if their 
crime took place outside of their nominal jurisdiction.37 Criminalizing biologi-
cal weapons would further delegitimize these weapons and add another element 
of uncertainty to the calculations of political and military leaders contemplating 
the development and use of these weapons.

While it may be tempting to capitalize on the norm against BW to shame 
states into halting their programs by publicly accusing them of developing BW, 
this strategy does carry some risks. As discussed in chapter 3, public and private 
pressure on the Soviet Union, Russia, and South Africa provided moderates in 
those states with leverage to gain greater control over BW programs. A strat-
egy of “naming names,” however, can be counterproductive, since proving an 

36. Judith Miller, Stephen Engelberg, and William Broad, Germs: Biological Weapons and Ameri-
ca’s Secret War (New York: Simon and Schuster, 2001), 228 –29; Jonathan Tucker, Scourge: The Once and 
Future Threat of Smallpox (New York: Atlantic Monthly Press, 2001), 226 –29.

37. For proposals along these lines, see Matthew Meselson and Julian Robinson, A Draft Conven-
tion to Prohibit Biological and Chemical Weapons under International Criminal Law (Cambridge: Harvard 
Sussex Program on CBW Armament and Arms Limitation, March 2003); and Barry Kellman, “Draft 
Model Convention on the Prohibition and Prevention of Biological Terrorism,” Terrorism and Political Vio-
lence 14, no. 4 (2002): 163 –208.
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allegation is typically a diffi cult exercise given the multiuse nature of biotech-
nology and false accusations can destroy a state’s credibility. In the aftermath 
of the fi asco over prewar intelligence on Iraqi WMD programs and subsequent 
reassessments of Cuban and Libyan BW programs, the international commu-
nity will impose a higher standard of evidence before taking such accusations 
seriously.

One of the most worrisome threats to the norm against BW is the growing in-
terest in nations around the world in acquiring incapacitating biochemical agents 
for use in law enforcement, counterterrorism, and military operations.38 Prime 
candidates for such agents are bioregulators, chemicals naturally produced by 
the human body that are crucial for proper communication between cells and 
the proper functioning of the brain and nervous system. The development of 
such agents in the pursuit of “nonlethal” weapons would open a Pandora’s box 
of potential manipulations of human cognition, emotion, and other physiologi-
cal processes.39 The most effective way to maintain the integrity of the norm 
against BW is to avoid the creation of qualifi cations and loopholes that exempt 
biochemi cal agents or “nonlethal” weapons from the coverage of the BWC.

In his announcement in 1969 that the United States was terminating its offen-
sive BW program, President Nixon stated, “Mankind already carries in its own 
hands too many of the seeds of its own destruction.” Over the past sixty years, 
the world has avoided the worst consequences of bio logical warfare. World 
War II ended before the United States perfected its ability to mass-produce 
B. anthracis spores and fi ll bombs with them for use against Japan. The revo-
lution in biology and biotechnology blossomed in the United States free of 
any military interest or infl uence because the country had already abandoned 
its offensive program. The Soviet Union, which aggressively sought to apply 
advances in biotechnology to biological warfare, collapsed before it was able 
to signifi cantly achieve this objective. Will the world be so lucky at the next 
turning point? Maximizing the benefi ts that can be derived from advances in 
biotechnology and biomedical research while minimizing the risk of these ad-
vances being misused for hostile purposes will be one of this century’s most en-
during challenges.

38. Alan Pearson, “Incapacitating Biochemical Weapons: Science, Technology and Policy for the 21st 
Century,” Nonproliferation Review 13, no. 2 (2006): 151– 81.

39. Mark Wheelis, “Will the ‘New Biology’ Lead to New Weapons?” Arms Control Today (July /
August 2004): 6 –13; and Mark Wheelis and Malcolm Dando, “Neurobiology: A Case Study of the Immi-
nent Militarization of Biology,” International Review of the Red Cross 87, no. 859 (2005): 553 – 68.
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