Parallel
Construction



In a recent House Judiciary Committee hearing,
“Oversight of the Federal Bureau of Investigation,”
Rep. Tom McClintock asked FBI Director Christo-
pher Wray a simple question: “Can you describe the
term parallel construction as it relates to evidence
produced in FISA searches?” Wray avoided the
question altogether:

“Parallel construction? I'm not sure I've used the
term before...I'm just not sure about the use of the
term.”

McClintock pried further and asked, “Has the FBI
ever employed that particular tactic in prosecuting
American citizens?” Wray lied in reply, saying, “Not
to my knowledge.”

The remainder of this brief will explain what paral-
lel construction is, and why this is a lie.!

What is Parallel Construction?

Parallel construction, also referred to as “alterna-
tive construction,” occurs when law enforcement
officials use an illegal method or technology, which
they intend to hide, to search for criminal activity.”
They cover their tracks by later using a legal way
to access the same or similar evidence. The act of
concealing illegal surveillance methods by instead
using subsequent legally acquired evidence to
launch an investigation is called parallel construc-
tion or “evidence laundering” because, like money
laundering, it involves converting illegal evidence
into legal evidence.

How is evidence “converted” from illegal to legal?

United States v. Alverez-Tejeda (2007) is an egregious
example of how parallel construction is deployed by

law enforcement officials.* Ascension Alverez-Teje-
da and his girlfriend were hit by a truck driver from
behind. As Alverez-Tejeda walked out of his vehicle
to inspect the damage, two police officers arrived at
the scene and arrested the truck driver for a DUIL.
Law enforcement officers instructed Alverez-Tejeda
and his girlfriend to sit in a police cruiser to await
processing. Suddenly, someone jumped into Alver-
ez-Tejeda’s vehicle and drove off, launching a failed
police chase in which, as far as Alverez-Tejeda knew,
the car was not recovered.

The whole incident including the “drunk” truck
driver and the car thief was a scheme orchestrated
by DEA officials and law enforcement officers.’ It
was planned to obfuscate how the DEA originally
learned of Alverez-Tejeda’s alleged drug trafficking,
mainly via illegally intercepted phone calls. Once
the police obtained the car, they secured a search
warrant and found cocaine and methamphetamine.
A federal judge ruled that the DEA’s complicated
ploy violated Alverez-Tejeda’s Fourth Amendment
right to be free of warrantless and unreasonable
searches and seizures. However, an appeals court
later overturned this ruling.’

Other parallel construction cases occur in the
context of prosecutions for material support of
terrorism. Fazliddin Kurbanov, an immigrant from
Uzbekistan, was sentenced to 25 years in federal
prison in 2016. A few years after arriving in the
U.S., Kurbanov was placed under FBI surveillance.
During his trial, he was informed that spying on his
communications with associates from the Islamic
Movement of Uzbekistan was authorized under the
Foreign Intelligence Surveillance Act of 1978. This
was a lie.? Justice Department attorneys had instead
illegally intercepted Kurbanov’s communications
under PRISM, an NSA mass surveillance pro-

gram uncovered by documents leaked by Edward
Snowden in 2013.” PRISM was a highly classified
program that the NSA and FBI operated to retrieve
Americans’ private data directly from companies
like Yahoo, Google, Facebook, and Apple. The same
practices, now renamed “downstream surveillance”,
continue today.

Both Alverez-Tejeda and Kurbanov’s cases empha-
size key aspects of parallel construction. First, both
investigations were launched based on information
secured under legally questionable surveillance
programs. Then, law enforcement worked closely
with intelligence officials to conceal the origins of
these investigations. In Alverez-Tejeda’s case, by
orchestrating a traffic incident to establish a basis
for searching his vehicle. Often, there is no need
for elaborate theatrics. Law enforcement officers
frequently use pretextual traffic stops to knowing-
ly preempt an investigation based on intelligence
information.” Unfortunately, in Whren v. U. S. (1996)
the Supreme Court has blessed this practice.” Intel-
ligence gathering tools meant for national security
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purposes were deployed in domestic criminal con-
texts in the cases of Alvarez-Tejeda and Kurbanow.
Due process requires that suspects be permitted to
discover and challenge the manner by which the
evidence against them was gathered, rather than
permanently insulating intelligence collection
methods from court review. The inevitable result of
that insulation is that parallel construction becomes
the rule, and illegal searches cannot be challenged.

The nature of parallel construction, and its recent

emergence into public knowledge, makes it difficult
to know for certain the true scope of its practice.?

However, we do know that multiple federal agencies
are guilty of it.

DEA's Hemisphere Program
and the "Dark Side”

The Drug Enforcement Agency (DEA) is the nex-
us of NSA data distribution.” A subdivision of the
DEA, known as the Special Operations Division
(SOD), is tasked with distributing information to
law enforcement agents for the purpose of launch-
ing investigations.” A typical example is that after
surveilling communications of millions of individ-
uals, someone discussing a cross-border drug trade
is identified. Law enforcement is informed and then
follows the individual when they set out to cross the
border. CBP is notified when the suspect reaches
the border so they can legally search the vehicle and

find the drugs because searches at the border do not

require probable cause or even reasonable suspi-
cion of a crime."

The SOD, colloquially referred to by agents as the
“Dark Side,” is comprised of representatives from at
least two dozen other agencies, including the FBI,
NSA, CIA, IRS, and DHS." Originally created to
curtail Latin American drug cartels, the SOD has
far exceeded its mandate. Its vast cross-intelligence
agency work suggests that parallel construction is a
widespread practice.

Like the NSA’s mass collection of Americans’ phone
records, the DEA runs the Hemisphere Program
(generally referred to simply as “Hemisphere”) in
partnership with AT&T.® Hemisphere captures four
billion call records a day."” AT&T embeds employees

with police agencies in hubs located in Houston,
Atlanta, and Los Angeles. As the Electronic Frontier
Foundation explains, “These employees run the
software that searches and analyzes AT&T’s mas-
sive phone database. Cops country wide who work
drug cases, contact their regional hub to get the
records which federal officials collected by querying
Hemisphere without ever getting permission from
ajudge.” A 2019 report indicates that Hemisphere,
which was first exposed in 2013 after operating for

6 years, still exists under the pseudonym, “Project
C.”2I

“Project C” (Hemisphere) collects metadata which
are records of phone call locations, times, partic-
ipants, and lengths, devoid of any content. This
mosaic of information is ripe for pattern analysis,
enabling law enforcement officers to track personal
lives and physical locations. Under the Supreme
Court’s ruling in Carpenter v. United States, historic
cell site location information may only be accessed
with a warrant based on probable cause. Parallel
construction ensures that “Project C” does not see
the light of day or the scrutiny of the court. It is
likely that “Project C” data access has expanded well
beyond the DEA. In 2017, it was reported that police
departments pay from $100,000 to $1 million a year
for Hemisphere access.”

Recent bombshell reporting indicates that “Proj-
ect C” has been renamed Data Analytical Services
(DAS).” Funding for Hemisphere was suspended
by former U.S. president Barack Obama in 2013.
Even though discretionary funding was frozen for
three years, records obtained by WIRED indicate
that individual law enforcement organizations were
permitted to contract with AT&T to maintain access
to its phone records. Funding was halted again in
2021 but resumed in 2022 under President Joe Biden,
despite the Supreme Court’s holding in Carpenter

v. United States that Americans have a reasonable
expectation of privacy in their location data.”

The scope of DAS is striking. It casts a wider drag-
net than the telephone metadata program operated
by the NSA, which was shuttered in 2014 after its
collection was deemed illegal by the U.S. Second
Circuit Court of Appeals.” The latter was the pro-
gram that Edward Snowden leaked to the American
public in 2013. DAS was first disclosed by the New
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York Times in 2013 as Hemisphere. Since then, law
enforcement agents have been instructed to never
“refer to Hemisphere in any official document.”

DEA training documents were obtained via a
Freedom of Information Act (FOIA) request filed
by journalist CJ Ciaramella in 2013.”7 They reveal
that parallel construction was not only encouraged
but required for all agents. In the training module,
agents were told that “Classified Material must be
protected: To use it, we must protect, or lose it.” It
was explicitly stated that one of the course objec-
tives was for agents to be capable of “[Articulating]
that the concept known as ‘parallel construction’
can be used to shield classified information that
might otherwise be discoverable in a trial from the
discovery process at trial.”?

Law enforcement officials are trained to engage in
parallel construction to skirt Fourth Amendment
protections. In U.S. v. Grobstein (2013), a federal case
in New Mexico, security videos from an Albuquer-
que bus station show a DEA agent secretly and
unlawfully searching a bag that was left on a bus
during a layover.” Once the passengers reboard, the
officer asked for consent to search the bag, already
knowing its contents. The officer engaged in paral-
lel construction by officially stating that he asked
explicit consent for a search, hiding the fact that he
already conducted an unauthorized search in viola-
tion of the traveler’s Fourth Amendment rights.

What other major sources of intelligence are gov-
ernment officials deliberately hiding through paral-
lel construction? There are many: electronic surveil-
lance, wiretaps, human sources, and foreign assets.*®
As described below, officials deliberately conceal
the depth, scope, and operations of U.S. intelligence
programs like Section 215 of the Patriot Act, Section
702 of the Foreign Intelligence Surveillance Act
(FISA), and Executive Order (EO) 12333.

Abuse of Intelligence
Authorities

Section 215 of the Patriot Act expired without reau-
thorization in 2020 — the House and Senate could
not come to an agreement on a broader set of

reforms to this Section of the Foreign Intelligence
Surveillance Act.’ Despite its expiration, a provision
allowed officials to continue to use Section 215 for
investigations that were ongoing prior to its expi-
ration date, or, for offenses committed prior to that
deadline.’ Previously it was found that the NSA
engaged in the bulk collection of American’s phone
metadata under Section 215. This indiscriminate
search and seizure violated the Fourth Amend-
ment.*

With a grandfathered-in clause like Section 215, one
would expect the amount of surveillance conduct-
ed under its authority to decrease as cases existing
prior to expiration were closed. This was not the
case. The latest annual ODNI transparency report
confirms that Section 215 thrives with 66,719 unique
identifiers.”

EO 12333

EO 12333 contains no safeguards to prevent the
collection of communications from Americans
located outside of U.S. borders.>* While an Ameri-
can cannot be targeted for collection individually
without a court order, the contents of U.S. person’s
communications are “swept up” or “incidentally”
collected in the course of lawful overseas investiga-
tions.* Many U.S. communications regularly transit
through overseas routers, threatening the privacy
of domestic Americans. According to a document
declassified by ODNI, U.S. agencies may retain this
collected data for up to 5 years.’ EO 12333 is still
shrouded in mystery and not subjected to proper ju-
dicial or congressional oversight. We only know this
information thanks to whistleblowers like Edward
Snowden and John Napier Tye.

O’Shaughnessy v. United States (2018) is an example
of a publicly known case in which EO 12333 sur-
veillance was likely deployed yet hidden from the
defendants.”” The O’Shaughnessy case involved a
group of protesters that overtook the Malheur Na-
tional Wildlife Refuge (MNWR) in Oregon in 2016.
Twenty-six people were charged with being part
of the occupation of the refuge. One of the protest-
i Sec. 102(b) of the USA PATRIOT Improvement and
Reauthorization Act of 2005 includes the following exception: “With
respect to any particular foreign intelligence investigation that began
before the date on which the provisions referred to in paragraph (1)
cease to have effect, or with respect to any particular offense or potential

offense that began or occurred before the date on which such provisions
cease to have effect, such provisions shall continue in effect.”
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ers, Joseph O’Shaughnessy, moved to withdraw

his guilty plea on the basis that it was not knowing
and voluntary, given the constraints placed on his
attorneys to review discovery material “measured

in gigabytes and terabytes.” Furthermore, National
Crime Information Center (NCIC) documents and
an FBI search warrant executed at MNRW indicated
that the protesters had been classified as “domestic
terrorists.””®

O’Shaughnessy’s attorneys filed a motion to com-
pel a notice of surveillance and for production of
related discovery. Given his classification as a do-
mestic terrorist, O’Shaughnessy’s attorneys argued
that it is highly likely he was the target of EO 12333
surveillance.! In the motion they argue that “The
government may have directly used EO 12333 to
address the ‘threats to national security’ and may
be withholding notice of such surveillance activities
based on the flawed belief that if the government
does not intend to the use the fruits of the surveil-
lance against the defendants, then the government
need not disclose the surveillance.”®

O’Shaughnessy’s case evidences parallel construc-
tion in the failure of prosecutors to disclose with
proper notice their use of EO 12333 surveillance.
Regardless of the nature of the protest, accessing
the communications of participants under an un-
warranted surveillance power is a blatant Fourth
Amendment violation with potential First Amend-
ment implications. O’Shaughnessy’s case is repre-
sentative of the larger problem that 42% of exonera-
tions in 2016 were a result of official misconduct by
both state and federal officials.*

FISA 702

Section 702 of the Foreign Intelligence Surveillance
Act (FISA) is set to sunset by April 19, 2024, without
Congressional renewal. Section 702, the “crown
jewel” of surveillance authorities, grants intelligence
agencies the power to surveil foreign nationals out-
side of the U.S.#* As we have written previously, with
the FISA Amendments Act of 2008 FISA pivoted
from being focused on surveilling individuals to
being primarily focused on mass surveillance.*

The FBI repeatedly violates Foreign Intelligence
Surveillance Court (FISC) rules for handling Sec-

ii See Part | of EO 12333, “General Purpose”

tion 702-acquired data.® In 2018, the FBI conducted
batch queries of over 70,000 people who had access
to FBI systems, along with crime victims and peo-
ple who provided tips to the agency.* According to

a 2022 DNI report, the FBI queried the Section 702
database approximately 1.3 million times in 2020
and 3.4 million times in 2021.# A FISC opinion from
2022 noted with concern that the FBI misused Sec-
tion 702 data to run searches on 19,000 congressio-
nal campaign donors, 133 Black Lives Matter protest-
ers, as well as people outside the Capitol during the
Jan 6. insurrection, and a sitting senator.*

FISA requires the government to notify U.S. citizens
if it intends to use information derived from Section
702 surveillance against them in legal proceed-

ings. Are these statutory notification requirements
honored? Rarely — disclosures of Section 702 use
are few and far in between. Up until 2013, no crim-
inal defendant received notice of Section 702 sur-
veillance despite the statutory requirement to do
so.ll Non-disclosure of Section 702 surveillance
precludes the criminal defendant from mounting a
proper case in which they can review the evidence
presented against them. Additionally, non-disclo-
sure maintains the secretive nature of FISA 702
surveillance, thus protecting intelligence officials
from public scrutiny. Without stronger notice and
disclosure requirements enshrined into law, Section
702 continues to enable the illegal surveillance of
US persons and people located in the US.#

According to an internal FBI memo dating back to
2003, FBI agents purposefully attempt to keep the
surveillance technology and tactics they employ
secretive.” The FBI goes so far as to hide this infor-
mation from prosecutors because “There have been
several instances of assistant U.S. attorneys becom-
ing familiar with our technology, then resigning and
becoming defense lawyers.” These FBI internal pol-
icies promote parallel construction. If the initial ev-
idence prompting an FBI investigation is not shared

iii For statutory disclosure requirements of Section 702 derived
information, see 50 US Code S. 1806 — Use of Information Section C:
“Whenever the Government intends to enter into evidence...against

an aggrieved person, any information obtained or derived from an
electronic surveillance of that aggrieved person pursuant to the authority
of this subchapter, the Government shall, prior to the trial, hearing, or
other proceeding...disclose or so use that information or submit it in
evidence, notify the aggrieved person and the court or other authority
in which the information is to be disclosed or used that the Government
intends to so disclose or so use such information.” The DOJ is
responsible for these notices of surveillance. .
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because it arises from an undisclosed surveillance
method, then both the defense and prosecution are
litigating without the benefits of discovery of the
original evidence and the knowledge of whether it
was legally collected. Since the surveillance is also
concealed from the judge, they have no opportunity
to rule on the legality of the collection method.

The case of Agron Hasbajrami is illustrative of the
harms of parallel construction and Section 702 sur-
veillance. Hasbajrami is a U.S. resident who was ar-
rested at JFK airport in 2011 on his way to Pakistan.
He was charged with providing material support to
terrorists.

The government used Section 702 surveillance to
build its case against Hasbajrami but it withheld
this fact from his attorneys.* It was only after the
2013 Snowden Revelations that Hasbajrami and oth-
er defendants with similar civil cases against sus-
pected undisclosed surveillance by the US govern-
ment were eventually informed that they had been
subjected to warrantless surveillance.*®

In 2019, the U.S. Court of Appeals for the Second
Circuit issued a decision in Hasbajrami.> They ruled
that the incidental collection of a U.S. citizen’s com-
munications that occur when the primary surveil-
lance target is a non-U.S. based foreign national is
permissible. However, they remanded the case to
consider whether querying government databases
for evidence related to a U.S. person could violate
the Fourth Amendment.”> The Second Circuit did

recognize the privacy concerns that arise in the
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use of surveillance information in criminal cases.”
Citing Riley v. California, they emphasized the need
“for additional probable cause or reasonableness
assessments to support a search of information or
objects that the government has lawfully collected,”
and that programs like Section 702 “[begin] to look
more like a dragnet, and a query more like a general
warrant.”*

Hasbajrami is a rare case because the defendant
was eventually informed of his surveillance under
Section 702. However, by the time of disclosure and
prior to the 2nd Circuit’s decision, Hasbajrami was
already serving his 15-year prison sentence.” This
highlights how parallel construction causes de-
fendants who have not received proper disclosure
of their surveillance to be unjustly sentenced for a
crime because they could not challenge the evi-
dence and the means by which it was procured.

Civil Liberties Issues and
Parallel Construction

Parallel construction presents serious Fourth
Amendment issues.

In the United States, the primary remedy for im-
proper searches and seizures is the exclusionary
rule, originating in Weeks v. United States (1914)
and fully established in Mapp v. Ohio (1961).5° Evi-
dence illegally obtained is inadmissible and must
be excluded from trial. This is important because
it deters law enforcement officers from improper

Slide from a DEA training presentation encouraging parallel construction.
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conduct. When a defendant has knowledge that
unlawful investigative techniques were used, they
can ask for the evidence to be excluded and they
may be able to have an attorney review the actual
evidence in case it also exonerates them. Relatedly,
information that is derived from excluded evidence
is called the “fruit of the poisonous tree.” This is
evidence that law enforcement derived from an
original search or seizure in violation of the Fourth
Amendment — information they otherwise would
not have acquired.

There are many exceptions to the exclusionary

rule, one of which is the independent source (IS)
doctrine, which states that evidence initially ob-
tained during an illegal search or seizure may be
admissible if it is later obtained through a search or
seizure compliant with constitutional protections.’®
Inevitable discovery (ID), a doctrine corollary to the
independent source exception to the exclusionary
rule, affords prosecutors the opportunity to prove by
a preponderance of the evidence that in the absence
of the illegal police conduct, officers would still
have come across the evidence in the course of their
investigation (See Nix v. Williams (1984)).%

To make an ID claim, prosecutors must prove the
inevitability of finding the evidence. They may do
this by referring to “hypothetical search warrants,”
a counterfactual world in which law enforcement
would have obtained a judicially approved warrant
if not for the circumstances. Legal scholars Tonja

Jacobi and Elliot Louthen explain the issue with this

speculative prosecutorial argument:®°

...[M]any circuits flip the requirement of ex ante
review into an ex-post presumption of consti-
tutionality... Even when law enforcement fails
to comply with some element of the warrant
process at the outset, ID gives the state an op-
portunity to argue it could have and would have
obtained proper judicial sign-off. In this way, the
state can admit otherwise illegally obtained evi-
dence through a hypothetical search warrant in
the counterfactual world that inevitable discov-
ery affords, giving the state a second bite at the

apple.

The Supreme Court’s Nix decision attempted to
develop a test that struck a balance between de-

terring police misconduct and not hampering
police work when assessing ID claims. However,
because ID claims depend on police testimony, who
have the benefit of hindsight, it is difficult to verify
how accurate a counterfactual claim is. Officers can
rationalize their wrongful conduct, which is “always
post hoc, subject to unintentional revision, or worse,
intentional coaching geared toward inevitable dis-
covery’s requirements.”

ID claims can be powerful tools for law enforce-
ment officers or intelligence officials engaging in
parallel construction. ID is a safety valve for offi-
cials intent on hiding the original sources of their
investigations. An ID claim can bolster the parallel
construction process by providing law enforcement
the opportunity to rationalize any wrongful conduct
that may occur in the process of an investigation.

ID is another layer of concealment in cases made
opaque by parallel construction.

It is important to emphasize that parallel construc-
tion and ID are not the same. ID is a legally recog-
nized argument that Circuit courts have evaluated
since the Nix decision. There are many different
tests and assessments that Circuit justices have em-
ployed to determine if an ID claim can be made. On
the other hand, parallel construction is indisputably
an illegal tactic deployed to build cases and secure
convictions. However, both have a corrosive effect
on the Fourth Amendment.”

Not only does parallel construction undermine the
Fourth Amendment, but it also runs contrary to the
protections enshrined in the Sixth Amendment,
which guarantees the rights of criminal defendants
to know who their accusers are and the nature of
the charges and to see the evidence against them.
Without proper notice, criminal defendants are left
in the dark as to where the evidence levied against
them originates. The Sixth Amendment also guar-
antees effective assistance of counsel, whether that
attorney be privately retained, or court appointed.
Assistance of counsel cannot be considered “effec-

iv For further jurisprudence on the exclusionary rule, see Kyles v.
Whitley (1995): “First, favorable evidence is material, and constitutional
error results from its suppression by the government, if there is a
"reasonable probability” that, had the evidence been disclosed to

the defense, the result of the proceeding would have been different.
Thus, a showing of materiality does not require demonstration by a
preponderance that disclosure of the suppressed evidence would have
resulted ultimately in the defendant’s acquittal.”
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tive” if they are deprived of the totality of evidence
levied against the defendant (See Strickland v. Wash-
ington (1984)). Therefore, cases of parallel construc-
tion likely fall into this category.*"

Parallel construction precludes judges from eval-
uating whether emerging surveillance technology
and tactics employed by the government adhere to
the Constitution and statutory protections.® New
surveillance technology, like facial recognition cam-
eras, raise legal concerns. There are now multiple
instances in which facial recognition technology
(FRT) has incorrectly identified someone as a crim-

inal suspect. Those wrongly identified were Black
people, whom FRT has trouble accurately identi-

fying.® To borrow an example from Human Rights
Watch: if the government were to identify a criminal
suspect using a flawed FRT system they did not
want to disclose in court records, they could engage
in parallel construction by sending an informant to
talk to the suspect and claim that this conversation
was the start of the investigation. In this scenario,
judges would not be able to assess the impact of
nascent surveillance technology on Americans’ civil
liberties.*

How to fix parallel
construction

Recent efforts in Congress to limit government
surveillance powers in general have also included
specific language addressing parallel construction.
We and many other civil liberties organizations
have endorsed this language, and it could easily
form the basis of a stand-alone bill on the subject as
needed, if not passed in Congress.

The Government Surveillance Reform Act
(GSRA)

Representatives Zoe Lofgren (D-CA, 18th District),
Warren Davidson (R-OH, 8th District) and Senators
Ron Wyden (D-OR) and Mike Lee (R-UT), along
with a privacy and civil liberties coalition of more
than 30 groups, of which we are a member, have
proposed the Government Surveillance Reform
Act 0f2023.% The GSRA is a comprehensive reform
proposal that, most significantly, would codify a
warrant requirement for U.S. person queries of data

collected under FISA Section 702 and Executive Or-
der 12333. It also strengthens statutory limits placed
on government surveillance under the Electronic

Communications Privacy Act 0f1986.%

Below is a section-by-section breakdown of each
relevant section of the GSRA and how its provi-
sions have the potential to stop parallel construc-
tion in future cases:

SECTION 101 of the GSRA prohibits warrantless
queries of U.S. persons’ communication. It outlines
the process necessary for obtaining a judicially
approved criminal warrant or a Title I FISA order
to obtain Section 702 data. It reads: “...no officer

or employees of the United States may conduct a
query of information acquired under this section
in an effort to find communications or information
the compelled production of which would require
a probable cause warrant if sought for law enforce-
ment purposes in the United States...” Section 302
effectively proposes the same restrictions but ap-
plied to surveillance conducted under EO 12333.

Section 101 is the bedrock principle of the GSRA.
By limiting U.S. person queries through stricter
procedural requirements in line with the Fourth
Amendment, there would be many less opportu-
nities for intelligence or law enforcement agents to
query Section 702 data, for example, to find leads or
evidentiary trails they intend to hide later.

“The GSRA is a once-in-

a-generation opportunity

for comprehensive
surveillance reform.”

SECTION 202 amends FISA to include the re-
quired disclosure of relevant information for those
surveilled under Section 702. FISA applications to
FISC must include all relevant information, includ-
ing potentially exculpatory information or informa-
tion that would raise doubts or call the accuracy of
the case into question.
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Cases of parallel construction are built on an asym-
metry of information between intelligence or law
enforcement officials and criminal defendants,
whose cases are damaged by withheld information.
Section 202 would eliminate the ability of officials
to do this. In sum, officials can longer lie to judges,
either outright or by omission.

SECTION 204 clarifies proper notice requirements
for FISA-derived information and evidence. Any
information that would not have been found if not
for electronic surveillance, a physical search, or
other means of surveillance “regardless of any claim
that the information or evidence is attenuated from
the surveillance... or was subsequently reobtained
through other means” must be disclosed with prop-
er notice.

This provision explicitly eliminates parallel con-
struction without employing the term. It precludes
law enforcement from building alternative eviden-
tiary chains that would be legally admissible in a
court of law without disclosing the original source
of the evidence in their possession.

SECTION 210 establishes grounds for a U.S. person
to file a civil action in response to the “acquisition,
copying, querying, retention, access, or use” of
information acquired under FISA if the person has
a reasonable basis to believe that their rights have
been or will be violated. This provision would allow
a person to receive damages in known instances of
parallel construction, deemed illegal by Sections
202 and 204.

Even more impactful in Section 210 is a provision
that abrogates the state secrets privilege. The state
secrets privilege is a common law evidentiary priv-
ilege that allows the head of a relevant government
agency to prevent the discovery of certain informa-
tion if it would prove to be a “reasonable danger”

to national security.” The Classified Information
Procedures Act (CIPA) is the statute that outlines
how information is withheld from criminal defen-
dants (it also applies to civil cases). State secrets
privilege is regularly abused by intelligence officials
to hide key information necessary for defendants to
mount a defense, especially when seeking to sup-
press illegally obtained evidence.”® The government
evoked state secrets in Wikimedia v. NSA, wherein

the constitutionality of the NSA’s Upstream surveil-
lance program was challenged.®

The GSRA is a once-in-a-generation opportunity
for comprehensive surveillance reform. It is a strong
policy solution to diminish opportunities for paral-
lel construction.

The Protect Liberty and End Warrantless
Surveillance Act (PLEWSA)

The Protect Liberty and End Warrantless Surveil-
lance Act (PLEWSA), H.R. 6570, is a bipartisan bill

passed out of the House Judiciary Committee 35-2.7
It’s sponsored by Rep. Andy Biggs (R, AZ-5) and its
co-sponsors include Reps. Jerry Nadler, Jim Jordan,
Pramila Jayapal, and Sara Jacobs, amongst others.
PLEWSA is endorsed by Restore the Fourth and our
civil liberties coalition partners.

PLEWSA's key reforms include:

A warrant requirement for searches of U.S. per-
sons communications collected under Section 702.

+The inclusion of the Lee-Leahy Amendment (See
Section 5), which strengthens the role of amici cur-
iae and requires their expertise in any case before
the Foreign Intelligence Surveillance Court (FISC)
that involves novel or significant privacy and civil
liberties issues. Amici are also required in sensitive
cases that involve religious groups, journalists, or
groups participating in First Amendment protected
protest.”

+Provisions from the Fourth Amendment Is Not

for Sale Act (See Section 18), which prohibits law
enforcement and intelligence agencies from pur-
chasing location and other sensitive information in
an end-run around the Fourth Amendment (closing

the “Data Broker Loophole”).”
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PLEWSA also contains key provisions that, if en-
acted, would prevent intelligence and law enforce-
ment officials from engaging in parallel construc-
tion. Below is a section-by-section breakdown of
how PLEWSA corrects parallel construction:

PLEWSA Section 2(b) prohibits warrantless queries
of U.S. persons communications and communica-
tions from persons reasonably believed to be in the
U.S. at the time of the communication or creation
of information. In addition to the warrant require-
ment, PLEWSA places strict limitations on how and
where information retrieved pursuant to an autho-
rized query is used. As outlined in Section 2(B)(ii)(I),
information derived from an approved query may
not be “...used, received in evidence, or otherwise
disseminated in any investigation, trial, hearing, or
other proceeding in or before any court [or] grand

jury” except in cases directly related to the threat that

prompted the query. This clause has the potential to
stop officials from engaging in parallel construction
by limiting the contexts in which they can use FISA
702 derived information.

Section 3(2) of PLEWSA prohibits 702-derived infor-
mation from being introduced as evidence against
U.S. persons in criminal or civil investigations. There
are exceptions to this rule for certain terrorism cases,
as defined in the 2001 Patriot Act. PLEWSA’s crimi-
nal, civil, and administrative penalties for intentional
misuse of 702 data or violation of querying proce-
dures, when paired with Section 3(2), deter officials
from hiding the origins of their investigations.
PLEWSA outright bans law enforcement from initi-
ating investigations of U.S. persons with FISA query
data.

Sections 9 and 11 of PLEWSA contains multiple
reporting provisions. The Director of the FBI, the
Attorney General for the Department of Justice, and
Office for the Director of National Intelligence must
produce compliance reports annually. These reports
must indicate the quantity of query violations com-
mitted by personnel, and document updated query
protocols and rules. While these transparency provi-
sions are not a direct fix, the key issue with parallel
construction cases is information asymmetry — intel-
ligence officials bury the truth behind their investi-
gations. Transparency provisions in PLEWSA would

clue civil liberties watchdogs and attorneys into how
the IC is using FISA 702 data, and potentially help us
determine if parallel construction is being deployed.

PLEWSA Section 9or1 ensures that FISC issued court
orders to conduct queries are based on applications
that contain accurate, complete information. Appli-
cations must include a file documenting each factual
assertion made by the agency with supporting doc-
umentation. Officers must also include any informa-
tion that calls into question the accuracy or reason-
ableness of their findings, including information that
questions the reliability of a human source. This is
similar to Section 202 of the GSRA - officials would
be barred from lying to judges, either outright or by
omission.
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