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NETWORK GEOPOLITICS:
SOCIAL MOVEMENTS AND
TERRORISTS




In this chapter we will:

Introduce the term metageography

Discuss the geopolitics of globalization

Consider the geopolitics of transnational business

Identify the key attributes of transnational social movements
Discuss the geopolitics of defining terrorism

Identify the changing geography of terrorism over the past 100
years

Identify the geography of contemporary religiously motivated
terrorism

Define the metageography of terrorist networks and
counterterrorism

Introduce the geopolitics of cyberwarfare

Geopolitical thought and practice has been dominated by the state. The
geopolitical codes of states are usually seen as being the most influential, and the
classic geopolitical thinkers were advocates for the national security of their
home country. The world political map is commonly identified as that of
territorial nation-states. In the preceding chapters we have exposed some of these
ideas as either partial or outright myths. Our task now is to recognize that the
geopolitics of the world is one in which the construction of territorial entities,
such as states, has always occurred in conjunction with the construction of
networks to enable flows across the globe. The construction of networks and
maintaining flows within them is no less a form of geopolitics than the
construction of states and the practice of their geopolitical codes. In some
instances states have actively participated in the construction of such networks,
and in other instances they have resisted flows that they see as a threat. Often
such actions take place at the very same time, such as contemporary actions to
enable networks of finance and trade, at the same time that terrorist networks and
flows of refugees and migrants are identified as threats.

To gain a full understanding of contemporary geopolitics, in this chapter we
will focus upon the geopolitics of networks. First, we will discuss the term
metageography and its connection to the geopolitics of globalization. Then we
show the necessity of a geopolitical perspective in understanding the substantive
topics of transnational businesses and social movements, terrorism, and
cyberwarfare. For each of these topics we concentrate upon how networks both
challenge and are partially created by the state.




Box 6.1 Brexit and Greek austerity: flows and
sovereignty

At the beginning of 2016 it seemed clear that the European political agenda
would be dominated by two separate but related issues: the management of
refugee movement and whether Britain would vote to leave the EU.
Seemingly, the two issues are very different. The refugee crisis is a matter of
flow or movement. Brexit (short for British exit from the EU) is a matter of
national sovereignty, or how many political decisions will be made by the
British parliament rather than the European Union. However, the two
matters became connected in the political manoeuvres, linking the
geopolitics of territory and networks.

At the beginning of February 2016 British Prime Minister David Cameron
was in negotiation with EU Council President Donald Tusk over an
agreement that would give concessions to Britain and, some hoped, negate
political pressures for Britain to leave the EU. A key part of the negotiations
was the ability of migrants from other EU countries to collect social benefits
in Britain. One of the key principles of the EU is the free movement of
workers. However, tensions over refugees and migrants were promoting
moves by some countries to return to a traditional sense of territorial
sovereignty. Policy discussions about the payment of taxes and the receipt of
social benefits were highlighting the geopolitics of bounded and distinct
nation-states rather than a supranational Europe.

As Britain’s negotiations were ongoing, other European leaders were
looking to southern Europe, especially Greece. The Greek government, and
its long-suffering citizens, were still struggling to meet austerity measures,
such as demands for more expenditure cuts and increased taxes. Would the
powerful countries of Europe, particularly Germany, be patient and continue
to provide assistance to Greece to help them out of their predicament? In
what some commentators saw as a form of “blackmail,” the prospect of
more financial help was tied to calls for Greece to improve its registration of
refugees arriving on its shores and prevent them from moving further into
the EU, specifically towards Germany.

In both of these examples, the question of territorial sovereignty for
Britain and Greece was occurring within a geopolitical context of flows of
refugees, and this movement was driving the decisions and futures of the
European states.




Geopolitical globalization: a new metageography

The world has changed since the time of the classic geopoliticians. We now live
within an era of globalization, a term used to describe the global economic,
political, and social connections that shape our world. The state-centric view of
the classic geopoliticians has been replaced by a contemporary focus upon
globalization, or a geography of networks that cross boundaries and are
expressions of power that cannot be tied to particular national interests. The
networks cannot be connected simply to the interests of a particular country in the
same way as, for example, Ratzel’s vision reflected German interests and
Mackinder’s British goals. Geopolitics is not just the calculation of countries
trying to expand or protect their territory and define a political sphere of
influence; it is also about countries, businesses, and political groups making
connections across the globe.

Metageography refers to the “spatial structures through which people order
their knowledge of the world” (Lewis and Wigen, 1997, p. ix; Beaverstock, et al.,
2000). Modern geopolitics, within the dominant framework of Anglo-American
geography, has disseminated a metageography of the world as a mosaic of nation-
states, despite the artificiality of these geographic units. For years, conflict
between states was the focus of geopolitics; in other words, geopolitics was the
sub-discipline that examined the power relations within the assumed
metageography of nation-states. But the intensifying transnational networks of
globalization are an emergent metageography in which flows of goods, money
and people across boundaries makes banks, businesses, and groups of refugees,
for example, important geopolitical actors. Political power is not just a matter of
controlling territory, it is also a matter of controlling movement, or being able to
construct networks to one’s own advantage across political boundaries (Figure
6.1).

Let us contrast the geopolitics of globalization with the political vision of the
classic geopoliticians. The economic concerns of, say, Mackinder and the German
school were, for them, solvable through the exercise of political power by their
own countries and by the extension of political boundaries. Countries were the
most powerful geopolitical agents. In the era of globalization the geopolitical
agency of countries has been limited as economic decisions must be made with
reference to transnational economic organizations such as the IMF or WTO.
Interest rates and currency values are set by the reactions of global markets and,
in some cases, the IMF. Economic sovereignty is limited. In addition, the
geopolitics of globalization has led to a dramatic increase in the number of
geopolitical actors, especially non-governmental organizations and social
movements.



Figure 6.1 Metageography.

Globalization is the contemporary manifestation of what has been a constant
trend in world history; the ever-closer integration of parts of the globe. There is a
danger of thinking of globalization as a new manifestation of our age. Networks
of communication (roads) have been essential in “tying together” state territories;
the infrastructural power we introduced in Chapter 4. Networks of diplomatic
relations were essential in maintaining the new system of states that emerged after
the Treaty of Westphalia in 1648. Societies have constantly explored beyond their
immediate horizons, and networks of exploration date back thousands of years. In
the history of geopolitics the networks of exploration established by Western
states were essential in the practice of colonialism and the representation of “New
Worlds.” Networks of exploration enabled the establishment of territorial empires
that, in turn, created flows of imperial trade and migration.

The current focus on globalization is a result of the intensification of these
networks to such an extent that some see the construction of a global society;
rather than an aggregation of national societies. Partially, this intensification is the
product of technological improvements that have allowed for quicker movement
across greater distances for more and more people: from sailing ships through
steamships to jet passenger aircraft; from airmail through telephones to satellite
technology; and from quite localized life experiences to global tourism and
migration. The construction of economic networks that have destabilized the
sense of a “national economy” has meant the end of interstate trade as goods are
moved within intra-company networks that have plants and offices in numerous
states. Financial markets are global in scale, hooked into the hubs of trading
screens located in key financial centres (London, New York, Tokyo, Bahrain,
etc.). States have tried to manage this integration by, for example, regulating
domestic media markets to limit the number of outside broadcasters, and policing



the flow of legal and illegal immigrants. However, the internet and satellite TV
have made it increasingly hard for states to manage the flow of information, and
often the ability of states to manage international migration is also limited.

On the other hand, it would be wrong to think of a simple dichotomy between
states and networks. In many ways, states have been active agents in promoting
transnational networks. Free trade and international investment is just one
example of states negotiating to allow for the movement of goods and money
across their boundaries. Increasingly, states are giving decision-making power to
transnational organizations that have a direct impact upon the well-being of their
population. For example, the WTO creates and adjudicates trade rules that have
an impact upon jobs in particular states. The War on Terror has promoted a
military network of cooperation between national police forces and armies across
the globe (see Box 6.2).

Box 6.2 Special Forces: the network power of the
world leader

Networks of military power project the influence of the world leader across
the globe. The increased role of US Special Forces since the invasion of
Afghanistan in 2001 has been a mixture of covert military actions, but also
“diplomatic” contacts with military forces across the globe. The former are
militarized responses by the world leader to violent challenges, the latter are
militarized attempts to maintain the US’s global influence. The members of
the Special Forces are highly trained and well-equipped killers, who have
sought out the most dangerous form of modern combat. Ironically, much of
their contemporary role consists of acting as “policeman,” “diplomat,” or,
perhaps, “mayor” in conflict and post-conflict situations. Armed to the teeth,
they are the visible expression of the global geopolitical code of the US in
the “hottest” conflict spots across the globe.

For example, beginning in 1981, Special Forces Sergeant Rick Turcotte
trained Fijian forces for peace-keeping missions, operated covertly in the
Honduran jungle to help US-sponsored guerillas in Nicaragua, and
supervised military training in Thailand, the Philippines, Malaysia,
Indonesia, and Singapore (Priest, 2003, p. 124). The training missions fell
within:

the bread-and-butter mission of Army Special Forces ... “foreign
internal defense,” a concept refined in successive campaigns




against communism but yet to be fully adapted for the post-Cold
War period. This task calls for special forces to “organize, train,
advise, and assist” a foreign military so that it can “free and
protect its society from subversion, lawlessness, and insurgency,”
according to Field Manual 31-20, “Doctrine for Special Forces
Operations,” issued in April 1990.

(Priest, 2003, pp.128-129)

This quote contains clues to the interaction between the agency of the
world leader and the metageographies of nation-states and networks. The
definitions of “subversion, lawlessness and insurgency” are made within the
world leader’s geopolitical code. “Society” is used here as another term for
state; it is particular countries that are being assisted. However, the
assistance is provided through a network of military units that are under less
political supervision, within the US and abroad, than regular units (Priest,
2003, p. 139). As conflict continues in Iraq, Syria, Afghanistan, and Libya,
attempts by President Obama to decrease the amount of “active” or
“combat” troops have also seen the deployment of “advisors” as the network
of Special Forces continues to play a key geopolitical role.

The geopolitics of transnational business

In Chapter 1 we defined geopolitics as the struggle over the control of
geographical entities with an international and global dimension, and the use of
such geographical entities for political advantage. In this chapter we have
emphasized the interaction between two geographical entities, networks and
territory. Businesses have been important agents in creating networks across the
globe with the goal of making profit. In pursuing this goal, businesses have
interacted with, and changed, places, states, and regions. The geopolitics of the
contemporary world is the outcome of what we call globalization, but this is just
one particular expression of a historical and ongoing interaction between
economically motivated agents that make networks (businesses) and politically
motivated agents that make territories (states). Separating out geopolitical agents
as simply either economic or political, and creating either networks or territories,
is far too simple. As we will see, businesses need states and vice versa. The
metageography of our world has always been an interaction between networks
and territories. In fact, the global trade networks that we rely upon require
violence to operate; whether that be slave labour harvesting the food we eat, the



policing of sea lanes to prevent piracy, or coups and private military forces to
protect foreign-owned industrial facilities from excluded and disgruntled local
populations (Cowen, 2014).

Living today, it is easy to assume that the world has always been organized
through the interaction between states and economic markets (Schwartz, 1994).
However, as we have discussed, modern territorial states did not appear until the
1600s. Similarly, capitalism and making things for profit to be sold in economic
markets did not become part of the way humans interacted until the mid-1400s
(Wallerstein, 1979). Admittedly, it has been a long time since the existence of
work and politics in a form other than states and capitalist markets. The world in
which we live is shaped by businesses and states, and a Gramscian “common
sense” exists that makes these socially constructed political entities appear
“natural.” The fact that other forms of geopolitical organization existed should
make us consider how states and businesses grew together and that the way they
interact can change over time. In other words, like other aspects of geopolitics
they are social constructs; things made by human activity and hence open to
change.

The geographic scope, or reach, of business has expanded over the centuries.
Beginning around 1450, capitalism evolved out of the European feudal system.
At first, trade was very local with a much smaller amount of long-distance trade
in luxury items, such as spices and silk (Dicken, 1998, p. 19). Over time, all trade
became international so that businesses were referred to as multinational and
then, in contemporary language, transnational. The switch from multinational to
transnational shows the changing connection between the metageography of
networks and states. Describing companies as transnational suggests something
more than the fact that they have operations in two or more countries, such as a
headquarters in France and a factory in Thailand. Instead, the transnational nature
of business highlights the strategy employed by businesses to coordinate a variety
of assets located in different countries so that they maximize their profits. The
bookkeeping exercises of companies such as Google, Amazon, and Starbucks that
move profits from an asset in one country to another asset in another country to
avoid taxes has created a lot of criticism, and suggests that businesses can use
networks to avoid the demands of states.

Contemporary geopolitics tends to emphasize the importance of states. On the
other hand, we should recognize that there have been important geopolitical
events initiated by businesses. In the mid-1800s the brinksmanship of
businessmen eager to expand a market in China for opium led Queen Victoria to
sanction the use of the British military to force China to accept the drug. Though
the opium trade made money for British business, and helped put tax revenues in
British coffers, it had devastating consequences for Chinese society. Another



example are the “Boer Wars” in the late 1800s, which the British Army fought in
southern Africa in a conflict catalysed by the actions of Cecil Rhodes, who
wanted to profit from gold- and diamond-mining, and needed the help of the
British government to annex territory. In the twentieth century businesses
continued to convince governments to use force on their behalf. For example, in
1953, the CIA instigated a coup in Iran to overthrow Prime Minister Mohammed
Mossadegh’s government that was nationalizing Western oil interests. Another
example is the 1954 CIA-led coup in Guatemala to prevent land reform that
would have harmed the United Fruit Company, a private business with close ties
to serving President Eisenhower, Secretary of State John Foster Dulles and his
brother Allen Dulles, Director of the CIA.

These examples from history illustrate the interaction between states and
businesses. Today the lines between these two types of geopolitical agents are
much more blurred. The very nature of states as geopolitical agents is a blend of
territorial politics and economic networks. The US military increasingly uses
private military contractors (PMCs) alongside its regular soldiers. The Defense
and State Departments (the latter for protection of its diplomatic staff) are the
main employers of PMCs, though all 16 intelligence agencies plus the
Departments of Homeland Security and Energy hire PMCs. Critics label PMCs
“mercenaries” (Scahill, 2007). However, though gun-toting guys in sunglasses
may be the most invigorating image of a PMC employee, many of them do
humdrum duties such as weapons maintenance and monitoring convoy
movements (Isenberg, 2009). The use of PMCs has seen a dramatic increase in
recent years. The US employed them in Operation Desert Storm in 1991 and
continues to do so in Iraq and Afghanistan. PMCs have also been used in civil
wars in Angola and Sierra Leone; “from 1990 to 2000 they were involved in
around 80 conflicts (compared to 15 during the period 1950-1989)” (Isenberg,
2009, p. 13). Private contractors have been part of military operations for much of
modern history, but their increased use, especially by the US, is seen as a cost-
saving strategy. Though whether money is actually saved and the loss of public
oversight makes the trend towards PMCs a good thing is debatable (Isenberg,
2009). Also, the need to outsource military activity also raises questions about the
ability of the US to sustain its global reach, something we will discuss in the next
chapter.

In some states the symbiosis between state and business is tighter. In Pakistan,
the military runs a business empire valued at GBP10 billion, making everything
from cement to cornflakes through a network of enterprises (Siddiga, 2007). The
Pakistan military controls about one-third of all heavy manufacturing. Enterprises
such as shops, banks, and universities in Pakistan are all controlled by the
military. The Pakistani military’s business assets often benefit from loans and free



land provided by the state, making any clear distinction between business, the
military, and the state meaningless (Siddiga, 2007). The Pakistan state is an
aggregate of political, economic, and military agents — many of them with roles
that cross such simple distinctions.

The interaction between global business networks and states facilitating
economic activity has an impact at the local level. People who live near the assets
of transnational businesses may experience the combination of economic and
military power. For example, Shell, the oil company, is believed to have spent
over $383 million between 2007 and 2010 protecting its staff in Nigeria. The
company gave millions of dollars to the government to pay for Nigerian security
forces, while also maintaining its own police force of 1,200 people plus a network
of informants (Hirsch and Vidal, 2012). The bulk of this money was spent in the
Niger Delta where an insurgency has protested Shell’s presence and the lack of
economic development opportunities for locals. In other words, Shell is spending
money, and with the assistance of the Nigerian government, to make sure profit is
made with the minimum of benefit for the local people. The region has also
suffered from pollution coming from Shell’s facilities. In the words of Celestine
Nkabari: “This proves what we in the Niger Delta have known for years — that the
air force, the army, the police, they are paid for with Shell money and they are all
at the disposal of the company for it to use anyhow it likes” (Hirsch and Vidal,
2012).

It helps to begin thinking about businesses and states as primarily creating
different metageographies: economic networks and political territories. However,
there has always been an interaction between the two types of geopolitical agents
and the geographies they create. Businesses have relied upon states to create
internal political order that allows businesses to operate, as well as patrolling sea
lanes to make sure trade is possible (Cowen, 2014). On the other hand, states
need businesses to create the economic activity that provides for their populations
and provides tax revenues. Many types of geographies are created in this
interaction.

Networks are neither inherently good nor bad; they are political constructs used
for political ends. We rely on networks of global trade, and tend to ignore the
violence that allows them to operate (Cowen, 2014). There are other forms of
networks relevant to contemporary geopolitics, and we will focus on two. First,
we will discuss transnational social movements and their attempts to forge a
“progressive” politics that transcends the scale of the state. Second, we will
discuss terrorism, and the way it has changed over time to be identified as a
transnational threat to states.




Activity

Newspapers, whether online or in print, are usually organized to include a
separate “business” section. Look at some stories in this section of a
newspaper and see if you can identify aspects of the story that show the
operation of networks, other aspects of the story that are about states or
places within states, and consider the interaction between networks and
territory.

Transnational social movements

A social movement is a group of people organized, as groups of individuals
and/or combinations of different groups, to pursue political goals in venues other
than state institutions (such as voting). They may come together to promote the
interests of certain groups (such as immigrants), or to focus upon a particular
issue and goal (e.g. nuclear disarmament), or to challenge societal norms (such as
sexuality). Beginning in the 1960s two important changes in social movements
have occurred. There has been a growth in transnational social movements, or the
organization of social movements to make connections across state boundaries. In
addition, and related to the transnationalism of social movements, is a change in
the issues that are being addressed, with environmentalism and peace movements
being pre-eminent.

The establishment of organized transnational social movements is the result of
four related changes or trends (Kriesberg, 1997). A growing trend towards
democratization; increasing global integration in economic, political, and social
spheres; converging and diffusing values that in turn bring people together in the
name of a shared concern or issue that may be seen to be in opposition to other
values and goals (e.g. environmentalism versus capitalism); and a proliferation of
transnational institutions that facilitate social organization beyond state
boundaries. These trends are not necessarily new, but are seen as components of
contemporary globalization that have intensified in recent decades. The trends
should not be seen in isolation from each other, and are just as much trends
creating globalization as they are outcomes of globalization.

Transnational social movements continue globalization trends not only through
providing an institutional infrastructure of communications and activity that links
people in different states and with different political agendas. It is also a matter of
creating identities that focus on the transnational or the global, rather than the
national (Kriesberg, 1997, p. 14). But why is such identity formation a form of



geopolitics? Kriesberg identifies five ways in which transnational social
movements are able to alter the existing political landscape:

Mobilize support for particular policies.

Increase participation in the decision-making process.
Maintain the public’s attention on critical issues.
Represent or frame the issues in a particular way.

Enact certain policies, or make such policies come about.
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In combination, these five themes construct geopolitics as a product and process
of mass activity, rather than the purview of elites, politicize many issues other
than traditional definitions of “national security,” and create scales of political
activity that transcend states, creating global connections.

The geopolitics of transnational social movements identified by Kriesberg
(1997) explicitly recognizes the importance of geographic scale. Smith (1997)
identifies three scales that are targeted, though these should not be seen as being
mutually exclusive: individual, state governments, and intergovernmental
institutions. The individual is seen as being a geopolitical scale in that their
attitudes and behaviour may be changed by the activities of the social movement.
For example, eating preferences may be changed by environmental groups who
highlight factory farming; or some campaigns ask consumers to boycott products
from certain countries because of their political behaviours. Social movements
also target states. For example, Greenpeace has sustained a long campaign against
Japan because of its whaling practices. Anti-war protestors usually target a
particular state to change its geopolitical code. Finally, transnational social
movements engage international organizations. The targets may be private
companies (such as oil companies) or inter-governmental organizations such as
the WTO.

So then what is an act of geopolitics? Smith (1997) identifies particular
strategies that are used for the three different scales. At the individual scale, a
simple act such as holding a rally in which people are made aware of a particular
issue and the impact of their actions is an act of geopolitics. Writing letters to
state leaders and politicians is a geopolitical act targeting the state scale. At the
scale of intergovernmental institutions, participating in the construction of an
international convention would be an example in which a social movement works
with formal institutions.

One good example of a social movement playing a role in a formal
international institution is the politics behind the Third UN Conference on the
Law of the Sea (UNCLOS III). The conference ran from 1973 to 1982 and was
the basis for the international laws of 1994 that established the territorial seas and



economic resource zones we discussed as the territoriality of the sea in the
previous chapter. UNCLOS III ran for so long because each country in the world
had some particular concern or issue. In general, the richer countries wanted to
ensure the global operation of their navies and fishing fleets, while the poorer
countries wanted to make sure they had access to the ocean resources off their
coasts. Levering (1997) provides an interesting account of how the conference
was facilitated by the actions of two concerned social movements: the Ocean
Education Project and the United Methodist Law of the Sea Project, that
collectively became known as the Neptune Group.

Both of the social movements in the Neptune Group had a commitment to
world governance and came from a liberal Methodist background that promoted
US engagement with the world to promote peace and international cooperation
(Levering, 1997). The Neptune Group played a crucial role in UNCLQOS, acting
as “honest broker” between the negotiating states. Specifically, the Neptune
Group was able to bring together experts and negotiators and was seen as a source
of neutral and objective information. In the words of the Conference president,
the Neptune Group:

brought independent experts to meet with delegations, thus enabling us
to have an independent source of information on technical issues. They
assisted representatives from developing countries to narrow the
technical gap between them and their counterparts from developed
countries. They also provided us with opportunities to meet away from
the Conference, in a more relaxed atmosphere, to discuss some of the
most difficult issues confronted by the Conference.

(United Nations, 1982; quoted in Levering, 1997)

In sum, the simple acts of providing objective views and facilitating
conversations enabled states to come to an agreement to produce a law of the sea
that continues to fundamentally shape the territoriality of our planet.

Globalization and social movements

The anti-globalization movement provides a strong example of the diversity and
fluidity of transnational social movements. It has no territorial centre or stable
agenda, but is continually changing its methods and goals as a result of the
interaction between the diverse number of groups of which it is comprised.
Reflecting this lack of hierarchy and its eclecticism, the anti-globalization
movement is also known as the Movement of Movements. The anti-globalization
movement addresses a range of issues that range from ecological concerns to



protests over economic neo-liberalism, to feminism. Such eclecticism produces
no single and stable goal, leading to ridicule from those on the right of the
political perspective, and criticism from those with a more traditional and state-
centric left-wing agenda. However, its proponents claim that the fluidity of the
movement is its very strength; enabling it to continually adjust to the dynamics of
economic globalization and simultaneously showing the connections between
issues of biodiversity, economic growth, democracy, and social marginalization.
Furthermore, its lack of loyalty to a central organization prevents it from
compromising on underlying beliefs; a multitude of movements will provide
continual criticism, even of the movement itself. The number and diversity of
movements creates connections across the globe to promote awareness of the way
people in different places are connected by transnational economic and political
networks. The movement has come together, though, in the World Social Forum
conferences.

The eclectic nature of the World Social Forum (WSF) has been captured by an
analysis of the way in which participants self-identify themselves with particular
causes and actions. By surveying attendees of the 2005 World Social Forum in
Porto Alegre, Brazil, sociologists Christopher Chase-Dunn and Matheu Kaneshiro
(2009) identified eighteen movements within the movement (see Table 6.1). A
total of 560 respondents identified the types of groups they were most active in,
and could list more than one type of group, to show the connection between
group-types: human rights/anti-racism (12 per cent), environmental (11 per cent),
alternative media/culture (10 per cent), and peace (9 per cent) were the
movements with the most activity. By exploring the connectivity of cross-
membership a social network map of the interaction between different groups in
the WSF can be created (Chase-Dunn and Kaneshiro, 2009) that shows which
movements are most central, or form the hub, of the WSF’s activity (Figure 6.2).
This map indicates that human rights/anti-racism, environmental, and peace
movements form a core of the WSF’s activity and agenda. Also, this pattern was
found to be stable through the 2007 WSF meeting (Chase-Dunn and Kaneshiro,
2009). (For more information regarding the content of past and future World
Social Forums see http://www.nadir.org/nadir/initiativ/agp/free/wst/, accessed 20
April 2011.)

Table 6.1 Types of activism at 2005 World Social Forum

Type of group Number of selections Percentage of total selections
by respondents (total
of 1,298 responses
from 560 respondents)

Anti-corporate 43 3


http://www.nadir.org/nadir/initiativ/agp/free/wsf/

Type of group Number of selections Percentage of total selections
by respondents (total
of 1,298 responses
from 560 respondents)

Anti-globalization 68 5
Human rights/anti-racism 161 12
Environmental 144 11
Fair trade 67 5
Peace 113 9
Queer rights 37 3
Feminist 66 5

Adapted from Chase-Dunn and Kaneshiro (2009).
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Figure 6.2 Group network connectivity in the World Social Forum.

Box 6.3 Geopolitics of apology and forgiveness

Classic geopolitics is based upon mutual mistrust between states, and
national identities that constantly look at past wars as the basis for continued
militaristic foreign policies. Military history is all about past glories and
failures that serve as “lessons” for continued preparation for war. An




alternative geopolitics is one based upon apology or forgiveness that
recognizes the legacy of past geopolitics and the benefits of recognizing
their contemporary cost and impact.

British geographer Nick Megoran (2010) has studied the Reconciliation
Walk, a grassroots US Evangelical Christian project that retraced the route
of the First Crusade. Its purpose was to apologize for the Crusades that took
place hundreds of years ago. The actions of this social movement must be
understood within the context of President George W. Bush’s reference to
the war in Iraq against Saddam Hussein as a “crusade” and the fierce
reaction that created within Muslim countries. The Reconciliation Walk
aimed to address what its own organizers identified as “deep mutual hatred”
between Christians and Muslims stemming from a geopolitical event, the
Crusades, that took place around 900 years ago. The Walk attempted to
follow the geography of the Crusades, stopping for reflection and interaction
with the community at key sites, such as battles field.

Megoran’s study is part of a broader attempt to change the way
geopolitics is conducted, as an academic and a practical exercise. He calls
for a pacific geopolitics that would explore:

the ways in which spatialising and ordering the world in
imaginative geographies can contribute towards more harmonious
relations between states and other human groupings. Pacific
geopolitics is thus the study of how ways of thinking
geographically about international relations can promote peaceful
and mutually enriching human coexistence. Whereas critical
geopolitics’ focus has been a critique of war, pacific geopolitics
would conduct theoretically informed empirical research on peace.

(Megoran, 2010, p. 385)




Figure 6.3 Reconciliation Walk participants praying in Jerusalem.

The geopolitics of apology and forgiveness, in the form of the
Reconciliation Walk, is a practical action of a social movement, though one
with its own agenda to promote Christian fundamentalism (Megoran, 2010,
p. 389). The very notion of forgiveness requires geopolitical thinking that
connects people across time and space and builds mutual recognition of the
costs of hatred and violence.

The importance of peace movements to the WSF is an indication of resistance to
the dominance of geopolitical codes of states that advocate and practice
militarism and violent force. By looking at the geopolitics of social movements
we can address how peace movements challenge state-based militaristic
geopolitics. The ability of contemporary social movements to connect individuals
through transnational networks with the goal of challenging states is an example
of a politics of scale that opposes the assumptions of classic geopolitics. Also,
noting how peace movements are strongly tied to human rights, anti-racist, and
environmental movements forces us to contemplate what is meant by “peace” and
how peace activism may create a radically different global geopolitical
imagination. We will discuss peace movements in greater detail in Chapter 9.
Transnational social movements are an example of the social construction of a
geographic feature, a network, that is the means by which politics takes place and,
at the same time, the result (or even goal) of that politics. Transnational social
networks illustrate the interaction between states and networks. Another form of
network that is frequently in the news is the terrorist network, especially those
created by al-Qaeda and, later, ISIS. Before exploring terrorism as networked



geopolitics we must discuss the politics of defining terrorism and show how it has
changed over time to become transnational.

Definitions of terrorism

The challenge to define terrorism is an impossible one for two reasons. First,
terrorism has varied across history and geographical settings to make any one
definition an inadequate description of the diversity of reasons for and forms of
terrorist activity (Crenshaw, 1981; Laqueur, 1987, pp. 149-150). Second, the
definition of terrorism is in itself an act of politics: defining certain acts as
terrorist acts makes certain forms of violence, political goals and geopolitical
agency illegitimate and so, in reverse, legitimates other forms of violence,
politics, and agency. Defining a group as “terrorist” credits the form of violence
that they inflict as being somehow “improper,” “horrific,” and “uncivilized.”
Calling these terms into question by no means condones the murder of people in
the name of politics. Instead, the purpose is to think about how the category
“terrorist” helps us to accept other forms of violence as “proper,” “reasonable,”
and “civilized.”

Box 6.4 War crimes?

In the documentary The Fog of War, former US Secretary of Defense Robert
McNamara talks of his role as a strategist in the World War II fire-bombing
of Japan that killed hundreds of thousands of civilians. In February 1945 one
firebombing raid on the German city of Dresden destroyed 15 square
kilometers of the inner city. Casualty estimates vary wildly, but recent
scholarship puts the figure between 25,000 and 30,000; though some claim
the total to be as high as 300,000. Overall, Anglo-American bombing of
Germany in World War 1I killed approximately 400,000 people, about nine
times the 43,000 British citizens killed by German raids. Japan also suffered
firebombing. Beginning in February 1945, the four conurbations of Tokyo,
Nagoya, Osaka, and Kobe were targeted. One attack on Tokyo in March
destroyed 41 square kilometers and killed an estimated 100,000 people.

In the documentary interview The Fog of War, McNamara says that if the
US had lost the war he would likely have been tried as a war criminal for his
part in the bombing. Was the shared Axis and Allied policy of bombing
towns in World War II an act of terrorism? Give an answer now, and
reconsider it in light of the discussion of definitions of terrorism below.




Undefined terrorism

In Bruce Hoffman’s (1998) accessible introduction to the topic of terrorism he
takes great care to describe the diversity of definitions of terrorism. Most telling
is the table reproduced below (Table 6.2), which is a summary analysis of the
predominance of particular terms or concepts in 109 definitions of terrorism
(Hoffman, 1998, p. 40). I draw attention to this analysis precisely because of the
lack of agreement or consistency that it illustrates. The most agreed-upon aspect
of terrorism is violence, which appeared in just 84 per cent of the definitions — in
other words, 16 per cent of the definitions did not emphasize violence as an
important component of terrorism!

The definition of terrorism is, at best, contested and, perhaps more fairly,
unclear. However, we can still discern some important geographical elements of
terrorism from the features listed in Table 6.2. First, the symbolic nature of
terrorist actions that promote the targeting of particular places or buildings. The
Alfred P. Murrah Federal Building in Oklahoma City was, for Timothy McVeigh
and Terry Nichols, the local physical embodiment of the federal government that
they viewed as an “occupying force” violating the freedoms of the American
people. Less specifically, Palestinian terrorists target restaurants and buses in a
brutal message that says that the public spaces of the state of Israel will never be
safe until the rights of the Palestinian people to their own state are recognized
(Falah and Flint, 2004).

Second, the goal of terrorism is to expand the geographic scope of a particular
conflict in a manner that will, the terrorists hope, benefit their cause. Osama bin
Laden made the presence of US troops on the Saudi peninsula a matter that we
must all consider, and something that becomes a part of electoral campaigns in
Australia, Spain, Great Britain, the US, and beyond. ISIS attacks mean that the
ongoing conflicts in Syria and Iraq become an everyday matter for people in the
US and European countries. The terrorist’s perceived need to reach a broader
audience, or expand the scope of “interested” or at least “implicated” parties
relates to the marginalization of some groups to the extent that they resort to
violence in order to place their situation on the political agenda. However, for
marginalized groups to be heard, they must often change the scale at which their
situation is discussed or decided. Dominant groups in a particular state may well
have no interest in hearing the complaints of the marginalized. Through acts of
terrorism, marginalized groups may change the scope of the political debate,
making it a regional or global issue, and so forcing the dominant group in the
state to at least talk and maybe even address the situation.



Figure 6.4 Dresden after Allied bombing.

Table 6.2 The problem of defining terrorism

Definitional element Frequency (%)




Definitional element Frequency (%)

1 Violence, force 83.5

2 Political 65

3 Fear, terror emphasized 51

4 Threat 47

5 (Psychological) effects and (anticipated) reactions 41.5

6 Victim—target differentiation 37.5

7 Purposive, planned, systematic, organized action 32

8 Method of combat, strategy, tactic 30.5

9 Extranormality, in breach of accepted rules, without humanitarian 30

constraints

10 Coercion, extortion, induction of compliance 28
11 Publicity aspect 21.5
12 Arbitrariness; impersonal, random character; indiscrimination 21
13 Civilians, non-combatants, neutrals, outsiders as victims 17.5
14 Intimidation 17
15 Innocence of victims emphasized 15.5
16 Group, movement, organization as perpetrator 14
17 Symbolic aspect, demonstration to others 13.5
18 Incalculability, unpredictability, unexpectedness of occurrence of violence 9
19 Clandestine, covert nature 9
20 Repetitiveness; serial or campaign character of violence 7
21 Criminal 6
22 Demands made on third parties 4

Source: Bruce Hoffman (1998, p. 40), Schmid et al. (1988, pp. 5-6).

Third, terrorist groups claim, in the words of Hoffman (1998, p. 43), to be
performing political altruism. In other words, terrorists believe they are serving or
speaking for a group who have been marginalized or oppressed and deserve a
better political deal. A more exact understanding of the terrorist would be as a
political geographic altruist. The motivation for terrorism is perceived political
injustices, but these are inseparable from particular geographic organizations of
power relations (see Chapter 1, for a reminder). This is most clear in the case of
terrorism motivated by nationalism; the goal is a reorganization of space to create
a new independent nation-state. The emergence of al-Qaeda rested upon the
marginalization of Arab influence in the world: specifically, for them, the
violence meted out by Israel upon the Palestinians, the exploitation of oil reserves
by Western companies, and the presence of US forces across the Arab world. The



geographic problem was, broadly speaking, a “colonial” relationship that, al-
Qaeda argued, could be relieved by removing the US presence and eradicating the
state of Israel. The killing of Osama bin Laden in May 2011 did not change the
fundamental basis for al-Qaeda’s existence. Instead, the rise of ISIS, with the
relative waning of al-Qaeda’s influence, made territorial control even more of an
issue. The stated aim of ISIS to form a new caliphate is a desire to create a
territorial political entity (Figure 6.5). The areas of territory they do control in
Syria and Iraq are venues for ISIS killings in order to establish control over laws
and behaviour. Such brutality may be called terrorism, but it is also just another
political expression of violence by a group to assert its influence over a piece of
territory. Classic theories and definitions of the state emphasize that it is an
institution that allows a dominant group to use violence to control the people
living in a certain territory. In most states only the recognized government has the
right to use force, for example by arresting people or controlling the ability to
demonstrate. Though it is not a formal recognized state, the use of violence to
control territory is part of the strategy of ISIS. For them, the goal of territorial
control is a form of altruism — the creation of a new Islamic state that defeats both
Western influence and apostates. The motivation behind terrorism, and hence the
possibility for lasting resolution, can only be fully understood through a
recognition of the territorial expression of the politics at hand.

Though no single definition of terrorism is possible, the features of the
definitions reflect the geography of the causes, and means of terrorism. Terrorism
is an act of geopolitics that is motivated by the spatial manifestation of power,
uses geography (in terms of symbolic places and expanding the scope of the
conflict) in its tactics, and requires a rearrangement of existing political
geographies if it is to be successful or peacefully resolved.

You’re a terrorist ... I’m not

In Chapter 3 we introduced the role of the representations of people, places, and
states as an important part of geopolitics. Defining terrorism is also an act of
representation that, by restricting the label “terrorist” to a few, creates a wider set
of actions and agents that are “non-terrorist.” The key question in these acts of
representation is the state: some definitions of terrorism are purposeful in
emphasizing “non-state” or “sub-national” agents as those who commit terrorism,
hence excluding the state as an agent of terrorism (Flint, 2005). Criticizing the
omission of consideration of some state actions as terrorism does not imply that
every state, throughout history, is a “terrorist.” However, restricting terrorism to
“sub-national” groups does prevent certain state actions at particular times being
designated as acts of violence aimed at instilling fear into the population for



political reasons. Such state repression is usually undertaken to establish and
maintain control by throttling political opposition. History would, it seems, allow
for certain state actions to be seen as the use of violence to create a climate of fear
and political compliance.
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Figure 6.5 ISIS territorial control.

Adolf Hitler’s actions in establishing Nazi Germany and Josef Stalin’s political
purges are seen as “classic” examples of the state becoming a “police state” to
squash any political dissent and opposition. The early example of these states was
continued as part of the domestic aspect of the geopolitical codes of states within
the Cold War: from the McCarthy trials in the US in the 1950s which brought the
power of the state judiciary to bear upon anyone proclaiming a left-wing political
agenda and forced people to fear for their careers and reputations, to the secret
police forces of the Communist regimes of Central and Eastern Europe. The
geopolitics of the Cold War constructed domestic “threats” or “enemies within”
who were hunted by the state and often tortured and killed, one of the goals being
to create a public atmosphere of fear that it was believed would prevent political
opposition (see Box 6.5). Contemporary regimes in North Korea, Syria, and many
others, some defined as “allies” in the US War on Terror, are guilty of the same
actions for the same goals, to varying degrees.




Box 6.5 The School of the Americas

During the Cold War the US established the innocuous-sounding
International Military Education and Training Program (IMET). The
Program trained over 500,000 foreign officers and enlisted personnel. The
main campus, the School of the Americas, was relocated to Fort Benning,
Georgia in 1984. The title of the outfit illustrates that much of the program’s
regional focus was Central and South America. Defenders of the program
claim that it disseminated “American values” through trips to Disneyland
and sporting events. However, the product of the school is far from the
images of Disney. The school trained soldiers in “low- intensity conflict.” In
other words, not how to fight an invading or hostile army, but how to
prevent counter-insurgency in some of the poorest and most polarized
countries in the world ruled by undemocratic and brutal military regimes,
such as Honduras, Haiti, Paraguay, Uruguay, Chile, Peru, Colombia,
Panama, El Salvador, and Guatemala. The School of Americas includes a
“Hall of Fame” displaying portraits of “successful” graduates. Infamous
would be a more accurate description. To quote Chuck Call of the
Washington Office on Latin America, “In El Salvador, 48 of 69 people
named in the UN Truth Commission Report as human rights violators,
[were] graduates of the school. Half of the people named in a recent report
done by NGOs of alleged human rights violators in Columbia, 128 of 247,
[were] graduates of the School of the Americas. This is at such a level that
you can’t ignore it. And what’s important about that is that it associates the
US military with these abusive forces.” Defenders of IMET admit a “few
bad apples.” Critics of the program argue that the US trains torturers and
killers targeting groups and people who support social reform.

The quotes and information in this box are from a video put out by the
American Defense Monitor in 1994 entitled School of the Americas: At War
with Democracy? The transcript is available at
http://webarchive.loc.gov/all/20111211050138.

In what way does state sponsored torture and oppression fit the definition of
terrorism, and in what way can it be argued to be something other than
terrorism? How are your answers moulded not by what is done but by who
(a government agency) is doing it?

Ahmad’s (2000, pp. 94-100) definition of terrorism, purposefully constructed
to allow for the inclusion of state actions, has another type of state violence in


http://www.webarchive.loc.gov/all/20111211050138

mind. Ahmad is referring to the actions of Israel, against the Palestinians, and
India and Pakistan in the conflict over Kashmir. In these instances the military
wing of the state is using violence in a purposeful and systematic manner to quash
nationalist movements that would alter the current boundaries of the state; and in
the case of some of the rhetoric and interpretations of the Palestine—Israel
conflict, the very existence of the state of Israel. Accusations, inquiries and
revelations still remain over the illegal use of force by the British government
against the Irish Republican Army (IRA). When the territorial integrity of the
state is challenged, the state may go beyond the realms of legality to counter
national separatism. In these situations, violence, diffusing fear through a wider
population, and political goals (all common features of definitions of terrorism)
are part of the calculations and actions of states. Terrorism? Finally, what of the
deliberate and sustained bombing of civilian targets in World War II, as discussed
earlier? The goal of these displays of military might was to sap civilian morale
and cause surrender. Terrorism?

History of modern terrorism: waves of terrorism and
their geography

In a useful though necessarily simplified exercise, Rapoport (2001) has identified
four separate but connected “waves” or periods of modern terrorism. Describing
these waves offers not only a brief history of terrorism, but also highlights the
changing geography of terrorism (Flint, 2005), a change that has important
implications for the contemporary politics of the War on Terror (see Table 6.3).

Table 6.3 Geography of waves of terrorism

Period Terrorist groups Geography

1880-1914 Anarchists Within states

1920-1960 Nationalists Within states decolonization
1960-1990 Nationalist ideological Internationalization
1990—present Religious Transnational “cosmic”?

The goals and arena of the first two waves of terrorism were focused upon one
particular geopolitical scale, the nation-state. The first wave occurred between,
roughly, the 1880s and the beginning of World War I in 1914 and was motivated
by the piecemeal political reforms of the Russian Tsar hoping to preclude more
radical and revolutionary change. The goal of the terrorists, loosely defined as
“anarchists,” was to mobilize the citizens of Russia towards revolution as they



feared the population would be placated by the reforms: in other words, the
terrorists wanted to change the way that the Russian state was governed. These
“anarchist” politics diffused, with limited success, to other parts of Europe. The
geography of this first wave was framed by an understanding that the state was
the source of political change and so bounded the scope of action. Though the
ideology of the terrorists, and the way they conducted terrorism, diffused from
Russia into parts of Europe, the geography of the first wave of terrorism was
restricted to within state boundaries.

To a lesser degree, the first wave of terrorism also reflected an increase in
nationalist politics. The assassination of the Austrian Archduke Franz Ferdinand
in Sarajevo by a nationalist sparked World War I that in turn catalysed many
political and social changes. One of these changes was the explosion of demands
for national self-determination, or the desire for people to create and belong to
national communities synonymous with independent and sovereign states.

The second wave of terrorism (approximately 1920-1960) was dominated by
the political geography of ending imperialism, or decolonization, and the
establishment of nation-states. Terrorism was, in some cases, deemed a necessary
and useful strategy to force colonial powers to leave and, in a related politics,
define which social and ethnic groups would play the key roles in defining the
new state. Examples of this type of terrorism include the Irgun in Israel, angry
towards the British government’s restrictions on Jewish in-migration, and the
Mau Mau in Kenya. The geography of this wave was similar to that of the first;
the arena and goal of terrorism was the nation-state, in this case to establish a new
one rather than change the politics of existing states. However, more so than the
first wave, the impetus towards national self-determination was an agenda that
spanned the globe.

The third wave of terrorism (1960s—1990s) maintained a nationalist anti-
colonial agenda, but with an additional ideological twist. Nationalist groups who
saw the project of decolonization and national self-determination as incomplete
and unfair resorted to terrorism. Two prominent examples are the Irish
Republican Army (IRA) and the Northern Ireland conflict, and the Palestine
Liberation Organization (PLO) and its claims for a Palestinian state. The IRA had
witnessed the decline of the British Empire across the globe, but called for the
process to continue and allow for a united Ireland free of British rule. The PLO
had witnessed the establishment of a new nation-state on the territory of
Palestine, but it was the state of Israel. In addition to the politics of nationalism
was a new component of radicalism, especially in the emergence of terrorist
groups in Western Europe and the US motivated by Marxist ideology. For
example, the Baader-Meinhof gang in Germany, the Red Brigade in Italy, and the
Weather Underground in the US were all motivated by left-wing ideology.



However, the geography of terrorist activity was significantly different from
the second wave. In the third wave a greater internationalization of terrorist
activity became evident. Terrorist groups were still predominantly based within
particular states, and were focused upon change at the scale of the state, but they
began to operate and cooperate across state boundaries. The PLO is a good
example, using the tactic of hijacking international passenger flights to increase
the geographical scope of its activity and generate an international audience for
its political message. As aircraft run by British companies sat on the tarmac of
foreign airports under the control of Palestinian terrorists and surrounded by non-
British security forces, the issue of Palestinian self-determination became more
than a problem for Israel and the Arabs. Perhaps the most poignant act was the
1972 Munich Olympic Games when Palestinian terrorists entered the Olympic
village, a symbol of international respect and peace, and killed eleven Israeli
athletes. Claims of the “whole world watching” were exactly the geographical
outcome the terrorists were aiming for, the Palestine—Israel conflict became a
matter of international importance and diplomacy.

The second form of internationalization in the third wave was the growing
cooperation between terrorist groups based in, and identified with, different
states. Training and weapons exchanges became a part of terrorism, and the
networks of terrorism became an international rather than national phenomenon.
Laqueur (1987) relates the internationalization of terrorism to the Cold War, and
the growth in the 1970s of state sponsorship of groups originally defined by their
territorial and nationalist demands. Terrorist groups perceived internationalization
as a means of widening the scope of the conflict and hence increasing the
“audience” for their cause. However, it also facilitated state-versus-state conflict.
Various governments attempted to gain influence in a particular dispute by
supporting different factions of the same cause; such as Syria, Libya, Iraq, and
other states funding separate Palestinian groups. The outcome of state
sponsorship was to make terrorism “almost respectable,” with a sufficient
majority of states at the UN preventing any effective international coordination of
counter-terrorist actions (Laqueur, 1987, p. 269). The Soviet Union and Libya
were significant suppliers of weapons and funds to terrorist groups, but in the
1980s Syria and Iran became increasingly important (Laqueur, 1987, p. 295).
Despite the nuclear agreement with Iran, the US and its allies still accuse Iran of
supporting Hezbollah.

The fourth wave of terrorism (1990s—present) portends a much more dramatic
geographical change with severe implications for both acts of terrorism and the
effectiveness and implications of counterterrorism. For Rapoport, the fourth wave
of terrorism is the period of religious terrorism, though terrorism motivated by
nationalism is far from gone. The geography of goals and beliefs of religious



terrorists goes beyond international connections. Instead, Rapoport believes that
religious terrorism is creating a new geography that “transcends the state.” The
argument suggests that the state, as a political agent, is irrelevant to this form of
terrorism. Religious terrorist groups are not seeking control of the state (as
ideological terrorists were) or seeking to create a new state (as terrorists
motivated by nationalism were). Instead, religious terrorists are transcending or
bypassing the state in their belief that they are acting out the wishes of a spiritual
deity, rather than performing a form of violent politics centred upon the control of
a secular institution, the state.

Groups who utilize a fundamentalist view of the belief system to justify acts of
terrorism have tainted all the major religions — Christian, Jewish, Muslim, Sikh,
and Buddhist (Juergensmeyer, 2000). In other words, religious terrorism is a
contemporary global phenomenon, and not limited to one particular religion, as
politically motivated claims against Islam, especially, suggest. Religious terrorists
are fighting a “cosmic war;” a war of good against evil in which the adjudicator is
God or another form of supreme being, and the terrorists are merely the soldiers
conducting God’s will (Juergensmeyer, 2000). The battle, in the case of religious
terrorism, is for people’s souls and not a secular political agenda. The state may
be the source of acts deemed “evil” but the state is not the answer, for that one
has to turn to salvation and a different world.

Terrorism motivated by religious fundamentalism is a particularly dangerous
form of terrorism. It is more likely to invoke terrorist acts that produce a large
number of casualties and be less sympathetic to overtures of conflict resolution
than the previous waves of terrorism (Juergensmeyer, 2000). Why? To understand
this dreary prediction, we have to consider the way the state has dominated both
geopolitical practice and analysis throughout the twentieth century. Geopolitical
actors have seen the state to be the key structure that both constrains or motivates
their actions, but it has also been seen as the key “prize:” the geopolitical
structure that, if controlled or changed, will reap political benefits. By waging a
“cosmic war” religious terrorists have shattered this essential geopolitical
assumption of the twentieth century, confounding policy makers and academics in
the process.

Religious terrorism, by fighting a “cosmic war,” transcends the state as an
arena for politics: the goal is to serve God’s will and fight “evil;” essentially, the
battle is of a spiritual nature and not secular. If that is the case, then victims are
“infidels” or “sinners” whose death will, in the minds of the terrorists, please
God. With these beliefs, religious terrorists do not need to make the political
calculations of secular terrorists in which the number and type of casualties have
to be balanced — enough to “shock” but not too many to alienate “sympathizers.”
For religious terrorists, their actions are part of one sort of Armageddon or



another, and not the bloody part of a wider political process hence the lack of
constraint on the number of casualties.

The second implication of the “cosmic war” thesis is that the state is no longer
seen as the key geopolitical arbiter. The state as a structure that could enable
terrorists and their sympathizers by providing political concessions, or even
conceding defeat, is deemed irrelevant by religious terrorists. The question no
longer becomes a matter of harassing politicians to address terrorists’ concerns, as
is usually the goal of nationalist-separatist terrorists. Instead, the belief is that the
state is the embodiment of the evil that, following God’s will, needs to be
destroyed. Again, restraint is not an issue, and the likelihood of large-scale
horrifying attacks is increased. For example, Timothy McVeigh did not blow up
the Murrah Federal Building, including the day-care centre, to bring
representatives of the US government to the negotiating table. He killed what he
saw as agents of evil destroying a “way of life” defined, if loosely, by religious
beliefs. For religious terrorists, the state is an actor that needs to be destroyed and
not negotiated with. The structure is spiritual and “cosmic,” enabling acts of
“martyrdom” beyond constraint, if you perceive yourself to be acting on God’s
will. In the case of ISIS, the regular use of beheadings and the destruction of
religious artifacts are both examples in which international norms and laws are
seen as irrelevant to their religious agenda.

But wait a minute. Does religious terrorism really “transcend” the state? There
are good reasons to qualify such a claim. Two strands of argument can be made:
religious terrorists still use or need states, and the goals of religious terrorism are
still related to the state as the key geopolitical structure. The identification of
Afghanistan as the “home” or “base” of al-Qaeda immediately after the terrorist
attacks of 11 September 2001 is testimony to the relationship between some
terrorist groups using religion as their motivation and the need for the protection
and sponsorship that can be offered by territorially sovereign states. The ability of
ISIS to recruit people from European countries through a network of
communication and transport is also made feasible by its control of territory in
Iraq and Syria where, they claim, young Muslims can find a better life. In the next
section we will discuss the relationship between terrorist networks and sovereign
states at length. At the moment, it is enough to refer to ISIS’s twin strategy of
controlling territory and using a network to commit terrorism across the globe.

The second question is whether the goals of religiously motivated terrorism
transcend the state. For example, interviews with Jewish settlers in the West
Bank, with their recourse to scripture for motivation and justification, make for
compelling reading (Juergensmeyer, 2000). The belief that the land of Israel was
“given” to the Jews by God is clearly part of the consciousness that motivates the
killing of both secular Jews and Arabs who are deemed to betray or threaten this



“return” of Israel to the Jews. But what of the goal? The goal is the establishment
of state sovereignty across a particular territory, known as the West Bank or
Judaea-Samaria depending on the perspective and agenda. In the British Isles, the
conflict in Northern Ireland is usually portrayed as a nationalist struggle, yet
Juergensmeyer (2000) emphasizes the religious vitriol between the Protestant
unionists and the Catholic republicans. Again, perhaps motivation is being
confused with goals. Both sides have agendas regarding the territorial extent of
Irish and British sovereignty.

The final issue in discussing whether religious terrorism transcends the state
refers to the role of state as arbiter in political disputes. The thesis of “cosmic
war” rests upon the terrorist’s perception that God is judging their actions and
will provide the subsequent rewards (Juergensmeyer, 2000). But, in some cases,
the state has a role to play in evaluating and delivering the terrorist’s demands.
This is most evident, perhaps, in the case of the United States where the
assassination of doctors performing legal abortions is the extreme manifestation
of Christian-right lobbying and protest to change the laws of the land and ban
abortions. With an increasing number of senators and representatives in
Washington supporting a ban on abortion it is not inconceivable that access to
abortion will be restricted further and even banned. Whether this would be a
“victory for terrorism” is a matter of debate. The point is that if such a change in
government policy was to be legislated, the goals of terrorists motivated by
Christian fundamentalism would have been achieved by the actions of the state.

In summary, terrorism motivated by religious beliefs does appear to be
experiencing a surge in activity across the globe and all the major religions.
Religious terrorism is creating a geography that is different from those of the
previous waves, as the state plays a less central role. Resort to the scale of a
“cosmic war” makes religious terrorists less chained to the opportunities and
constraints that exist when the state is seen as the key geopolitical structure. This
new geography of structure and agency has implications for the severity of
terrorist acts and the possibilities for conflict resolution. However, the state is still
an essential scale in the calculations of religious terrorists, whether as a strategic
territorial haven or as the target of political goals. To understand religious
terrorism it is useful to think of two separate but closely related geographies:
motivation is sought at the “cosmic scale” while goals and actions are still tied to
the scale of the state.

Activity



Return to bin Laden’s fatwa, described in Chapter 2 as a geopolitical code.
Define the “spiritual” elements of the code. In what sense do they relate to
Juergensmeyer’s notion of a “cosmic war”? In what sense is the code
focused upon territorial issues that can be interpreted through the political
geography of state sovereignty? In what ways, if any, do the spiritual and
territorial elements of the code interact? Can you find statements that show
similarities or differences between bin Laden’s fatwa and contemporary ISIS
leaders?

The importance of religious terrorism in contemporary geopolitics has forced
policy-makers and academics to rethink the taken-for-granted understanding of
geopolitics as interstate politics. Hence, it requires us to focus upon terrorism and
counterterrorism as involving two, perhaps incongruous, understandings of the
world. So, we turn to the metageographies of terrorism and counterterrorism in
the next section to show how geopolitics is the interaction between territoriality
and the construction of networks.

Metageographies of terrorism

We have already discussed the metageography of nation-states in Chapter 4. The
metageography of a network contains two important components, nodes and
conduits. The political outcomes of the network are a product of the actions of the
people located at different nodes and the way they facilitate flows between nodes.
For example, for a terrorist network to function, money, people, weapons,
explosives and other equipment, and information must move from node to node.
The different nodes in a network will have different functions: training, gathering
information, planning, finance, and execution of terrorist acts, for example.
Terrorist networks are organized to minimize the amount of contact between
nodes so that if one node is identified and engaged by counter- terrorist forces the
whole network is not disrupted (Flint, 2003a). Terrorist groups have developed
networks in this way over a number of years. For example, the IRA operated
different cells of bombers on the British mainland without them knowing of each
others’ existence. Al-Qaeda was a different model, a network of loosely affiliated
movements; perhaps best thought of as an “idea” or common cause rather than as
an “organization” with its implications of centralized control and bureaucratic
hierarchy. The connections between those who actually commit attacks in the US
and Europe, for example, in the name of ISIS, and the leaders of the organization,
seem even looser than in the case of al-Qaeda.



An abstract model of a terrorist network requires the definition of particular
nodes (commonly referred to as “cells”) and the connections (or flows) between
them. A terrorist attack requires successful cooperation between cells located
across the globe. What are the types of cells in a terrorist network? In what types
of places are different types of cells located? How are the cells connected? These
questions require the combination of the architecture of networks and the
geography of places.

First, the structure of the network must be understood. What may be called
“core nodes” are the cells that provide the highest level of planning and purpose
of the network. “Peripheral nodes” are the cells that undertake the attacks, the
bombers, hijackers, kidnappers, etc. In between are “junction nodes” that translate
the plans into action by coordinating funding, training, recruitment, and
equipping of the “peripheral nodes.” Identifying and destroying the “junction
nodes” will maximize the disruption of the network (Hoffman, 2002) because
they are the most connected of all the nodes.

To target “junction nodes” they must first be located. The intersection of
networks and territory determines particular categories of places that are most
suitable for the different types of nodes. Core nodes may be located in territories
where state authority is either weak or sympathetic to the terrorists’ ideology:
ISIS control of areas of Syria and Iraq, for example. On the other hand, peripheral
nodes must exist and operate in relatively exposed spaces, or those where security
is high: airports, borders, secure government and public buildings, etc. The nature
of peripheral nodes and the environment in which they must operate makes their
“appearance” brief. Also, though destroying a peripheral node will prevent a
terrorist attack, the impact on the whole network is limited.

The junction nodes are not only the most connected in the network but also the
most exposed; they must have a degree of permanence in relatively exposed
spaces. Junction nodes must coordinate the logistics of the network, contacting
forgers, arms salesmen, smugglers, financiers, etc. To maintain such contacts
requires a relatively stable presence in border zones and cities where security
forces may be able to establish surveillance and enforcement presence. In other
words, they are the most vulnerable and most important nodes in the network.

Terrorism expert Bruce Hoffman’s (2002) identification of a hierarchy of al-
Qaeda operatives does not explicitly address the geography of the network, but
does point to the differential role of particular nodes. Hoffman identifies four
levels of “operational styles.” First is the professional cadre: the well-funded and
“most dedicated, committed and professional element” of the group who are
tasked with the most important missions. Second are the “trained amateurs” who
may well be recruited from other terrorist organizations and have received some
training. Their funding is limited and they are charged with “open-ended”



missions, e.g. target US commercial aviation rather than a specific target. Third,
are the local walk-ins: locally based individuals and groups who claim they are
acting in the name of ISIS. Fourth are the “like-minded” insurgents, guerillas and
terrorists: the beneficiaries of financial support or “spiritual guidance” from ISIS
leaders.

Hoffman’s hierarchy provides clues to the spatial organization of a terrorist
network. Key operatives are trained at particular nodes, and have access to money
generated and distributed through another set of nodes. The “trained amateurs”
have access to some training nodes but are denied the support of other nodes,
especially finance, and so display less connectivity than the “professional cadre.”
Local logistical support can also be “outsourced” to the “like-minded,”
preventing the need for all support to come from what could be termed an ISIS
network.

What are the implications of such a network organization for counterterrorism?
Hoffman’s recommendations reflect an implicit recognition of a hierarchy of
nodes in a network. The first recommendation is to target “mid-level leaders” as
“Policies aimed at removing these mid-level leaders more effectively disrupt
control, communications, and operations up and down the chain of command”
(Hoffman, 2002, p. 21). In other words, these leaders staff important nodes in the
network, that facilitate the combination of plans and resources that make a
terrorist attack happen. In network terms, Hoffman is proposing the targeting of a
junction node that once gone negates the efficacy of all other nodes.

Hoffman’s second recommendation is to “De-legitimize — do not just arrest or
kill — the top leaders of terrorist groups” (Hoffman, 2002, p. 22). The argument
being that leaders do more than coordinate a network: they give ideological
purpose to its existence. By portraying the leader as corrupt or hypocritical, the
ideological glue binding the network together may loosen. For example, in
addition to killing bin Laden, the US repeatedly showed images of him
“unkempt” and questioned the nature of his arranged marriages. He was still
being delegitimized after his death. ISIS leaders are often portrayed as corrupt
and vicious thugs who violate the teachings of Islam.

The third recommendation is to “Focus on disrupting support networks and
trafficking activities” (Hoffman, 2002, p. 22). The terrorist requires a network of
support; if these supporting connections are disrupted (and they may be easier to
identify and arrest) then the final node of the network is starved of what it needs.
ISIS was able to support its activities by seizing territory in Syria that housed oil
production facilities. It then created a network of truck routes to supply countries
with the oil. While terrorist attacks are cheap (the multiple bomb attacks in
London in July 2005 are estimated to have cost just $15,000), funding an
insurgency is more expensive (Crane, 2015). Estimates for the number of ISIS



fighters range from about 30,000 to 80,000, with members being paid on average
an estimated $100 a month (Crane, 2015). ISIS also has the costs of supporting
police, health, and education functions within the territory it controls. Where does
this money come from? One estimate is that ISIS earned around $480 million in
2015 from oil sales (Crane, 2015). In addition, it raises money through the
standard state practice of “taxation;” though in this case it takes the form of
extortion by ISIS members. Who buys the 0il? This is disputed. Countries do not
want to admit buying from ISIS. However, the Syrian government bought an
estimated 20,000 barrels per day from ISIS in 2015. It is also suspected that
Turkey, the Kurdistan region of Iraq, and parts of Syria not controlled by ISIS are
in the market (Crane, 2015). Air strikes targeting production facilities and supply
routes, as well as political pressure on buyers, have been used to disrupt the oil
component of ISIS’s financial network.

Hoffman’s fourth recommendation is to “Establish a dedicated counter-
intelligence center specifically to engage terrorist reconnaissance” (Hoffman,
2002, p. 23). Reconnaissance may either be the sole task of a particular node or
one of the tasks of the ultimate perpetrators, but it requires a degree of visibility at
what is likely to be a well-policed location. These last two counterterrorism
recommendations recognize that certain nodes are more vulnerable than others,
and make for more profitable counter-terrorism.

It is not just the function or type of node that is crucial; it is also the geographic
context in which it operates. For example, Hoffman’s (2002) recognition of
reconnaissance activities is given further import because of the need for a terrorist
to spend time in a well-policed location. The coordinating role of mid-level
leaders may require a certain fixity and visibility at a particular location that abets
counterterrorism. On the flip side, the ideological function of leaders allows them
to retreat to geographical areas that are hard to police; the tribal areas of Pakistan,
for example. Finally, the merging of terrorist networks with other criminal
activities, such as smuggling, requires terrorist networks to operate in border
zones that may facilitate counterterrorism. The geography of the terrorist network
is laid over maps of policed territories, and the variation in the level of policing
across space. Terrorists try to locate nodes with this geography of policing in
mind. Counterterrorist agencies try to identify where nodes are forced to become
the most visible.

Terrorists have created a metageography of the terrorist network in order to
fight power organized in a different and established metageography, territorial
sovereign states (Flint, 2003a, 2003b). In the first three waves of terrorism,
networks were mainly organized within a particular state, hence the jurisdiction
of counterterrorist forces overlay the spatial extent of the network. However,
during the third wave of terrorism this geographical relationship began to change



as training, especially, was conducted in foreign countries. Cooperation between
states (such as that between France and Spain to counter ETA) was relatively easy
as they were neighbours with a common interest against the terrorist group. The
internationalization of the PLO was a different matter, operating in either states or
territories that did not facilitate cooperation between states. The current War on
Terror has made the situation much harder for states. The goals of al-Qaeda and
ISIS are hard to discern and the geography of the network has been difficult to
identify. Even when it appeared that operating cells within the US were identified,
some of these allegations have not stood up to judicial scrutiny.

Figure 6.6 War on Terror.

Incongruous geographies?

The larger metageographic point is that in order to counter a terrorist network, the
United States has had to conquer sovereign territory (Flint, 2003b); the
geopolitics of state territoriality and networks clash. The methods of terrorism
and counterterrorism construct very different, even incongruous, geographies that
have implications for the success of counterterrorism. States must challenge
networks by controlling sovereign territory. More than just being inefficient, this
may actually be a counter-productive counterterrorism as it increases the presence
of US forces in other countries. As a result, bin Laden’s fatwa becomes prophetic,
and ISIS gains the ability to portray itself as the “defender of Islam.”



The primary purpose of the invasion of Afghanistan and the overthrow of the
Taliban regime was the disruption of al-Qaeda bases: a sovereign state was
invaded to destroy the nodes of a network. The US’s territorially based response
to the attacks of 11 September 2001 reinforced the rhetoric of al-Qaeda that views
the United States as conducting a global “crusade” against Muslims. The strategy
of controlling territory to combat a network not only reinforced the perceptions of
al-Qaeda sympathizers that the US is on a global mission, but has also relocated
US troops and made them potential targets (refer back to al-Qaeda’s geopolitical
code on p. 73). Figure 6.7 shows the extension of US bases into central Asia
immediately after the terrorist attacks of 11 September 2001, and the subsequent
increased presence in Africa.

The same strategy was used to justify the 2003 invasion of Irag, though
subsequently President George Bush’s administration admitted there were no
connections between al-Qaeda and Saddam Hussein. Saddam Hussein was
portrayed as a ruler who was using the territorial sovereignty of Iraq to facilitate
the maintenance of the al-Qaeda network. Justification for the war rested upon the
need to invade the sovereign territory of Iraq to disrupt a network that had some
poorly defined connection with Iraq, and that may use those connections to
conduct further attacks within the sovereign territory of the United States. Simply
put, the US argued that disrupting a terrorist network required the military
invasion and occupation of sovereign territory. The idea of Iraq as a single
sovereign space collapsed through an insurgency that ultimately resulted in the
rise of ISIS. The US plan of occupation leading to a new government, and hence
control over an existing sovereign space, has been shattered, and now multiple
groups, including ISIS, vie for control of segments of Iraq’s territory.
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Figure 6.7 Geography of US bases.

Invading a country is a counterterrorism strategy based on the metageography
of territory. It is also evident that the War on Terror is using less territorial tactics
to counter the terrorist networks of al-Qaeda and, later, ISIS. First, cooperation
with other countries has met with some success as arrests of alleged terrorists
have been made in Pakistan and Indonesia, for example. In the wake of the
November 2015 ISIS attacks in Paris, cooperation between the security agencies
of different European police forces led to a series of arrests in Belgium. Less
conventional, and with greater geopolitical implications, is the use of aterritorial
weaponry to target alleged terrorists in other sovereign spaces. However, the
operation to kill bin Laden exposed the geopolitical complexity of such an
approach. Supporters of bin Laden and some other groups in Pakistan have
criticized the US for breaching Pakistan’s territorial sovereignty. The weaponry of
drones, both to observe but also to attack, has allowed the United States to be
“present” in accessible areas without a physical military capability “on the
ground.” Though initiated by President George W. Bush, the rate of drone attacks,
especially in Pakistan, increased during President Barack Obama’s
administration. Drones are operated from afar, often the control room is in the
United States, and they rely upon the judgment of an observer seeing remote
images on a screen. The use of drone or remote weapons suggests that warfare
has reached a new threshold in which traditional territorial constraints are
increasingly irrelevant. This is most obvious in the case of cyberwarfare, the last
form of network geopolitics we will discuss.

Box 6.6 Sovereignty and counterterrorism

The stunning news on 1 May 2011 that Osama bin Laden had been killed in
a house in Abbottabad, Pakistan soon turned into a series of geopolitical
questions that centered upon territory and sovereignty. The government of
Pakistan was embarrassed by the fact that bin Laden had been “hiding in
broad daylight,” though in reality behind the walls of a compound, in a town
that was also the site of the Pakistani Military Academy. Questions were
asked about the extent of bin Laden’s “support network,” or who in Pakistan
knew of his presence. Allegations about the complicity of the Pakistani
state, especially the Pakistan intelligence service (Inter-services Intelligence
or ISI), were made. The suggestion being that, at best, Pakistan was unable
to effectively police its territory or, at worst, was providing territorial
sanctuary to the world’s most wanted terrorist.




Protest in Pakistan revolved around the question of the violation of
sovereignty that the US had enacted in an operation that involved a
helicopter attack by special forces. For a sense of Pakistani discontent
imagine the reverse situation: a Pakistani helicopter landing in a US or
European suburb and commandos conducting a killing with no consideration
that they may be brought before the law. To reduce popular protest the
Pakistani government made some claims that it was not informed about the
operation, though former President Musharraf stated that he had made an
agreement with the US that such an attack was permissible if and when bin
Laden’s location was identified. Greater questions regarding sovereignty
were raised when some reports claimed that a supporting US force was on
hand in case the operational team needed to “fight its way out,” presumably
including a potential confrontation with the Pakistani military.

The picture has changed with the emergence of ISIS. Their ability to
control relatively large areas of territory has limited the possibilities for
military action. In response, the US is using its political and financial power
to encourage and enable the weak government of Iraq to create a viable
fighting force. In January 2016 the Iraqg Army, with support from the US,
liberated the city of Ramadi from ISIS control. In addition, the US and its
allies, as well as Russia with its contrary goals, have continued to use drone
and fighter-bomber airstrikes. However, despite the issue becoming a matter
of US partisan politics, the likelihood of launching a ground war of the size
of the Irag and Afghanistan invasions is remote. ISIS’s de facto control of
territory, and the lingering cost of US military interventions in the wake of
the September 2001 attacks, has meant that networks of political and
military influence are the current means of the US’s anti-ISIS geopolitical
code. ISIS may not be a sovereign power as it is not recognized by the
international community of states, but its control of territory has
complicated the ability of the US and European powers at risk from terrorist
attacks to reach to the centre of its network.

As we shall see in the next chapter, the geopolitical code of the US is
particularly focused upon “global reach” or the ability to operate within the
sovereign spaces of others. This tendency has been intensified as part of the
War on Terror, and its limitations in fighting ISIS have become clear.

Geopolitics of netwar and cyberwarfare



The pervasiveness of networks, surveillance, and various forms of knowledge
have promoted a new form of warfare and the geopolitics of security that is
framed around the capabilities and vulnerabilities of networks. The term netwar
(Arquilla and Ronfeldt, 2001) has been adopted to refer broadly to the role of
networks in conflict, and in- cludes the actions of social movements, terrorist
organizations, and computer systems. Cyberwarfare has a more specific focus: the
use of computers to attack other computers and networks through electronic,
rather than physical, means (Billo and Chang, 2004). The increasing relevance of
cyberwarfare is a result of the growth of “information” in the operation of society,
economics, and the conduct of warfare. Information stored, organized, and
analysed by computers is necessary infrastructure in the contemporary world and
if its usage can be disrupted then it may be interpreted as an attack on a country
or business.

National security institutions, private companies, and a variety of “experts”
have readily identified threats and actual incidents of cyberwarfare (Clarke,
2010). Numerous examples exist. One example was the bout of tit-for-tat hacking
of Pakistani websites by an Indian group and vice versa in November and
December 2010. Another example was the May 2008 hacking incident in a US
military installation in the Middle East that led to the diffusion of computer code
that provided a “beachhead” for the continued transfer of data from US military
computers (Lynn, 2010). William J. Lynn, III, US Deputy Secretary of Defense,
boldly claimed that 100 foreign intelligence agencies are actively attempting to
hack into the US’s military and intelligence computers (Lynn, 2010). The form of
conflict also, allegedly, involves states versus private companies. Especially, there
have been allegations of attacks emanating from China against Google and other
companies. The Chinese government has denied responsibility.

Countries began making cyberwarfare a central part of their geopolitical codes
in the 2000s. Arguably, it was a very material, rather than virtual, action in a
particular place that was the catalyst for cyberwar. On 26 April 2007, the
government removed a bronze statue commemorating the Red Army’s liberation
of Tallinn in World War II from a park in the Estonian capital of Tallinn. The
removal led to the “Bronze” riots as Estonian nationalists and those self-
identifying as Russians clashed. This geopolitical event seemed to be very “old
school” — as legacies of the Cold War met with contemporary tensions between
Russia and one of its Baltic ex-republics, now an independent country. The act
was also very place-specific and centred on the visibility of an old geopolitical
representation (the statue) in a public space at the heart of a capital city: so far all
so very “territorial geopolitics in a particular place.” However, what was to
follow changed geopolitical practices fundamentally.



The day after the statue was removed a series of cyberattacks were launched
against Estonian government, media, political party and banking websites.
Suspicion fell upon Russia, as well as those of Russian identity living in Estonia,
probably acting with the Russian government’s approval and support (Kaiser,
2015, p. 13). The attacks took the form of denial of service (DOS) and
coordinated distributed denial of service (DDOS) attacks that required the
operation of botnets hosted in a number of countries (Kaiser, 2015, p. 11). As a
result of these attacks, security analysts began to claim that cyberwarfare had to
be at the heart of new geopolitical codes. The geopolitical narrative of
connectivity as a form of vulnerability soon seemed to focus on a country’s
position within cyberspace. For example:

Estonia as a small, modern, technology-savvy country was an ideal test-
ground for cyberattackers with political motivations... . Estonia
happened to experience the first large-scale attacks, but
vulnerabilities are growing in both the developed and developing world.
(Tiirmaa-Klaar, 2011, pp. 1-2; quoted in Kaiser, 2015, p. 13)

However, the territorial nature of geopolitics still played an important role, and
the memories of the Cold War were used to situate Estonia in today’s tensions
between Russia and NATO:

We are still living between the East and the West — we are a playground
for bad guys... . We are looking to increase cooperation with the US.
Why should the US cooperate with us? Because we are on the border. If
something happens, we can give you a warning that something is

coming.
(Interview with Cyber Defense League, Tallinn, reported in Kaiser,
2015, p. 14)

The new network geopolitics of cyberwarfare may well be played out in
cyberspace, but its motivations, practices, and goals are just one component of
geopolitical codes that are still based upon competition between states and
concerns over territory, power, and boundaries.

Vulnerability became central to the representation of cyberwarfare in
geopolitical codes, with transport, energy, and financial infrastructure seen as
being especially vulnerable (Kaiser, 2015). Example scenarios include blackouts
as the electrical grid is hacked, or the collapse of the banking system. These
scenarios were given some credence by the Stuxnet attacks on the Iranian nuclear
facility at Natanz in September 2010, allegedly severely disrupting Iran’s nuclear



programme. Stuxnet is a form of malware that enters industrial systems, can
transfer information out of the system (or “spy”) and disrupt its commands. Iran,
and the facilities involved in uranium enrichment, have been the focus of Stuxnet
attacks. Kaspersky Labs believe that the attacks could only have been done by, or
with the assistance of, a state, with suspicion falling upon Israel given its fears of
a nuclear-armed Iran (Maclean, 2010).

The state-versus-state nature of cyberwarfare is evident in negotiations
between the US and China that would echo the language used in nuclear weapons
agreements. The two countries talked about a commitment in which each country
would adopt a code of conduct: promises were made not to adopt “first use”
strategies of attacks on a country’s critical infrastructure and, adopting UN
language, not to start a cyberwar “that intentionally damages critical
infrastructure or otherwise impairs the use and operation of critical infrastructure
to provide services to the public” (Sanger, 2015). Though this may seem a
positive step, its foundation in the language of interstate war ignores the pressing
reality of cyberwar. Cyberattacks primarily concern the theft of intellectual
property and other forms of industrial espionage. Also, both countries have made
statements that suggest any “cyberwar arms deal” would not prevent states from
preparing for war by inserting “beacons” or “implants” into the computer
networks of other countries that monitor their operation (Sanger, 2015). As the
seriousness of cyberwarfare was being recognized in diplomatic relations,
intellectual espionage was rife, and security agencies in the US and China were
making sure their ability to act in a future war was not being limited.

Another form of cyberwarfare has been the influence of Wikileaks, or the ready
dissemination of information deemed secret and private by states and businesses
that reveal allegedly criminal and immoral acts, or just episodes of diplomatic
ineptitude and ineffectiveness. The ability of Wikileaks to obtain and spread
information has had an impact upon the sense of privacy that states have held in
their conduct of foreign policy. Though states have always been the victim of
spies, information gained through espionage has rarely been disseminated through
the public realm. Now states are aware that the nature of their activity can
become public, and diplomacy may have to be adjusted accordingly. Journalist
Glenn Greenwald established a website, The Intercept, dedicated to disseminating
information gleaned from government archives, including a report in January
2016 that the US and Britain had direct access to live video from Israeli drones
(Currier and Moltke, 2016).

The contemporary geopolitics of surveillance is one of ability and
vulnerability. The ability to track through drones and computer surveillance
enhances the geographic reach of states. Debates about privacy of information
and the necessity of governments to be able to monitor people’s data and



activities, including phone conversations, occurred within the context of ISIS
attacks in Europe and the US. Security agencies called for greater monitoring,
while civil rights activists worried about the growing power of government
surveillance. Encryption became a key topic, as Apple, Google, Facebook, and
Yahoo, amongst others, touted messaging systems that would allow senders and
recipients to code their communications in a way that would prevent others
reading them. Security agencies believed this would allow terrorists to
communicate without fear of interception by spy agencies. A report from Harvard
University (Berkman Center, 2016) suggested that fears of widespread encryption
were overstated as software systems were too fragmented; encrypted data would
not pass interconnected arenas of “software ecosystems.” Intriguingly, the report
also noted that the growing “Internet of Things,” from TVs to light bulbs, and
even toothbrushes is likely to become pervasive and enable monitoring that
should diminish fears about the ability of terrorists to use encryption to “go dark.”

As the ability of states to manage and control their territorially based
populations is increasingly dependent upon computer networks, a hacker using a
global network of servers makes disruption increasingly likely and hard to
pinpoint geographically. The geography of nodes and networks intersects with
territory and state sovereignty to produce a multidimensional geopolitics of
cyberspace. Hacking and intellectual espionage are one form of geopolitics, but it
is linked to the actions of states through the sponsorship of hacking activities (for
example, allegations against Russia and China), as well as emerging formal
agreements about the rules of cyberwar.

Summary and segue

Our discussion of the geopolitics of transnational social movements, terrorism
and counterterrorism, and cyberwarfare has illuminated some key points. The
main point of emphasis being that geopolitics involves the dynamic interaction
between territories, most notably states, and networks. Perhaps increasingly, if the
intensification of globalization continues, the opportunities for political action
and the threats posed by network activity will come to the fore. States have
traditionally identified their allies and enemies, or opportunities and threats, in
terms of other states. But this calculation may well become increasingly irrelevant
or incomplete as various forms of networks come to the fore. However, states are
not about to disappear entirely. Geopolitics will need to develop ways of critically
assessing how and why territory and networks interact to form new political
circumstances. Such a re-evaluation of security requires an understanding of the



context or structure within which change is occurring. In the next chapter we
investigate one way to think of geopolitical structure.




Having read this chapter you will be able to:

Consider the geopolitics of globalization

Identify geopolitics as an interaction between territorial and
network metageographies

Understand the activity of social movements as a form of geopolitics
Interpret peace movements as geographically situated actors
Identify the geography of contemporary terrorism

Identify the geography of contemporary counterterrorism

Consider the geographic mismatch of terrorism and
counterterrorism

Consider the geopolitical implications of cyberwarfare.
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