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Fifth Generation Warfare

This book outlines the concept of fifth generation warfare (5GW) and
demonstrates its relevance for understanding contemporary conflicts.

Non-kinetic modes of attack and war waged by groups or nonstate actors at
the societal level have been termed SGW. This book discusses the theory of
generational warfare and explores the key ideas of 5GW, such as secrecy,
the manipulation of proxies, the manipulation of identity and culture
(including disinformation and big data), and the use of psychological
warfare. These techniques are used to achieve strategic objectives, such as
inducing desired behavior and controlling human terrain, without resorting
to overt war or overt violence. The text expands the debate on 5GW by
exploring emerging technologies and how they could be used to maliciously
shape human society and even to maliciously change the genetic makeup of
a population for the purpose of unprecedented social control. The work
closes with comments on the possibility of a sixth generation of warfare,
which could target technical systems to possibly cause a society to collapse
through strategic sabotage. Overall, the book demonstrates the relevance of
5GW for understanding contemporary conflicts, from the Arab Spring to
the war in Ukraine, in terms of the need to dominate the human domain.

This book will be of interest to students of security and technology, defense
studies, and international relations.

Armin Krishnan is an associate professor and director of security studies
at East Carolina University, U.S.A., where he teaches U.S. foreign policy,
international security, and intelligence studies. He is the author of several
books, including Military Neuroscience and the Coming Age of
Neurowarfare (2016).
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Introduction

In today’s world, the utility of force and major war is much diminished.
War has become too costly and too destructive to function as a reasonable
mechanism for settling disputes between sovereign states. War between
major nuclear-weapon states could literally usher in the end of humanity.!
Even conventional war among great powers on the scale of the Second
World War would be, with current technology, extremely destructive and
end modem civilization as we know it since modem societies have become
incredibly dependent on the functioning of key infrastructure to survive.

War as a state practice has been delegitimized since the end of the First
World War with the war guilt clause in the Treaty of Versailles, which
declared that Germany was solely responsible for the war.? After the end of
the Second World War, waging a war of aggression became a war crime in
itself, practically making it illegal for any government to use force
internationally in other than narrowly defined circumstances (as self-
defense, under the authority of the UN Security Council, and when another
government requested security assistance). The practice of interstate war
has been in decline since 1945, and the wars that still take place tend to be
far less violent than the wars of the pre-1945 period if adjusted for overall
population size.>

Michael Mandelbaum argued that ‘[m]ajor war is obsolete in the way that
slavery, dueling or foot-binding are obsolete: it is a social practice that was
once considered normal, useful—and even desirable—but that now seems
odious.’# Major conventional war has not completely disappeared, as
indicated in Russia’s invasion of Ukraine from February 2022, but it
remains doubtful that the world can return to the kinds of major war seen
before 1945. Does this mean that the world is now headed for a period of
Kantian eternal peace and a world free from war and violence, as
proclaimed by those who believe in a civilizing process?> Hardly. The
argument presented in this book is that war has evolved into something that



is not easily recognizable as war, but that is no less decisive or
consequential.

Clausewitzian War

The Western understanding of war has been greatly shaped by the ideas of
Carl von Clausewitz.® According to Clausewitz, war has three defining
features: War must be violent (‘an act of force to compel the enemy to do
our will”); the violence in war is instrumental or a means to an end (war
contains ‘an element of subordination, as an instrument of policy, which
makes it subject to reason alone’); and war must be political in nature (‘war
is a mere continuation of politics by other means’).” In the Clausewitzian
paradigm, there cannot be such a thing as a nonviolent war or a non-
political war. Furthermore, the Western view of war is based on a strict
dichotomy of war and peace in which peace is defined as the suspension of
the use of violence.® This means that war is easily recognizable as such
through the instrumental and overt use of organized violence for political
objectives by identified belligerents, with a clearly identifiable start point
and end point, typically marked by a ceasefire and a subsequent peace
agreement.

Clausewitz suggested that war is a contest of wills and ‘nothing but a duel
on a larger scale’ fought by armed forces.” This means that, in the Western
understanding of war, wars are fought and decided by military forces,
whether regular or irregular. This makes the destruction of these military
forces on the battlefield the key, if not the only, path to victory, since
diminishing the ability of the enemy to fight would weaken the enemy’s
will. Western militaries have become exceedingly proficient in their
capability to destroy enemy forces on the battlefield owing to superior
technology such intelligence, surveillance, and reconnaissance (ISR) and
precision-guided munitions. Not surprisingly, Western governments and
militaries cling to a traditional view of war, even though they are confronted
with unconventional challenges and with novel approaches to conducting
conflict.

War without Rules



It has been noted that the West’s main adversaries have a somewhat
different view of war that deliberately blurs established distinctions of war
and peace.'” They see themselves in a constant state of war and conflict
with the West in which military action may occur, but which is primarily
fought by non-military means, such as informational, economic, and covert
means. Their purpose is to systematically weaken the adversary, which can,
over time, provide them with a decisive advantage that either enables a
military victory at a late stage of the conflict or makes the use of military
force unnecessary owing to political and economic subjugation.

The appearance of conflict today is complex, if not outright confusing.
Instead of direct military threats, Western powers are now threatened by
destabilizing propaganda and disinformation, by the disruption of critical
supply chains through economic warfare, by cyberattacks against critical
infrastructure, by terrorism and sabotage, by influxes of large numbers of
migrants, by cultural subversion, by gray zone tactics such as the abuse of
international law, by mysterious pandemics, and by their societies
crumbling through widespread drug addiction and lawlessness. Some of this
has been described as unrestricted warfare, hybrid warfare, gray zone
conflict, stealth war, twilight straggle, the weaponization of everything, or
cognitive warfare.!! This book suggests that the theory of fifth generation
warfare (5GW) may provide the best theoretical framework, up to now, for
understanding the new paradigm of war, which, interestingly, coexists with
the older paradigm.

What Is War and Can There Be Nonviolent or
Non-Military War?

Traditionalists reject the idea that war can be anything other than an armed
conflict and believe that the focus of strategy needs to be on the use of force
and not on non-military initiatives and nonviolent threats. For example,
Donald Stoker and Craig Whiteside have argued that concepts such as gray
zone conflict and hybrid war confuse the distinction between war and peace
and undermine U.S. strategic thinking with sloppy theories that do not hold
up historically and against existing theory. They define war as ‘a distinct
state in which violence is used to achieve political ends.’'? They claim that



by confusing competition among adversaries with things called hybrid or
gray-zone war, we risk conflating everything with war—a dangerous
proposition. If we are at war with another country, our citizens rightly can
ask what exactly we are doing about it. If it is merely heated competition
and international politics, meaning who gets what, when, and where, then
elements of national power other than force or threats to use force will have
to be relied on to a larger degree—and this seems to be the root of
American leaders’ problem.!3

In a legal and technical sense and from a policy perspective, Stoker and
Whiteside are correct. Under international law, war is defined through a
number of related concepts such as force or act of force (including the
threat of force), aggression, armed attack, and armed conflict. The legal
consequence of an act of force, aggression, or armed attack is that a state
that has suffered such can invoke the right to self-defense as guaranteed
under Article 51 of the UN Charter and respond with proportionate force
against the aggressor.!# International law does not allow the use of force for
any actions that fall short of being an act of force, which includes pretty
much all the non-military means used by adversaries in conflicts short of
war, such as espionage, subversion, economic sanctions, lawfare,
engineered mass migration, and so on.

Stoker and Whiteside are also correct about the intellectual weaknesses of
some current theories of war and conflict. There is also a concerning
tendency by politicians and the media to invoke the war metaphor in
relation to all kinds of social issues and challenges. Mark Galeotti pointed
out that '[s]Juddenly, everything can be weaponised as part of the expanding
array (arsenal, even) of military metaphors all around us’ and that ‘every
war since one gang of cavemen squared off against another over possession
of the driest caves has been “hybrid.”” !> In short, Galeotti suggests that
belligerents have always used all means at their disposal to harm their
adversaries, and that this has never been a big deal.

Where the critics of a more expansive concept of war are wrong is the
failure to consider war not only in terms of the means used (force or
violence) but also in terms of the outcomes (political coercion and
subjugation). Of course, it would be wrong to characterize any kind of



peaceful competition as a potential act of war or as a war analog, as this
does make the concept of war meaningless. At the same time, it would be
equally wrong and foolish to disregard new modes of attack that are covert
and potentially less or not violent as inconsequential or far less than war, if
they can plausibly destroy a nation from within and result in the de facto
subjugation of a population by external actors cooperating with domestic
actors. While this approach of exploiting subversion, elite treachery, and
corruption is by no means a novelty in military history, it is also the case
that modern societies are perhaps far more vulnerable to indirect modes of
attack than societies were in previous historical periods.

Is 5GW Just a Conspiracy Theory?

Besides the criticism that nonviolent war is not war, there is also the
concern that 5GW is little more than a conspiracy theory since it
emphasizes that many acts of aggression may be secretive, rely on the
covert manipulation of proxies, and be conducted at a societal level. The
essence of 5GW is covert psychological warfare, and obviously the
perpetrators of the usually subtle psychological attacks have deniability: It
is generally difficult to prove that psychological manipulation has occurred
or to convince victims of such that they have been manipulated. Like
brainwashed cult members, they will stubbornly insist that all their actions
were voluntary and reasonable.'® As a result, there is a tendency to dismiss
the notions of 5 GW and psychological/cognitive warfare targeting entire
societies as conspiracy theorizing.

It shall be noted that the term conspiracy theory has come to be ‘a
pejorative label for ideas that other people think are outlandish.”'” As Lance
deHaven-Smith pointed out, conspiracy theory was also a term invented by
the CIA’s psychological warfare experts to deflect from the inconsistencies
in the government’s claims about the Kennedy assassination.'® What
matters here is that political conspiracies are far from impossible and have
occurred with some regularity in history.'® Espionage and covert action are
inherently conspiratorial activities that involve secret meetings, secret
nefarious plots, and hidden actors. Nobody can deny that both are features
of modem statecraft. Where opinions differ is simply as to how effective or



threatening these activities are to targeted societies. According to research
by Lindsay O’Rourke, the U.S. government succeeded in
overthrowing/changing at least a dozen governments in the Cold War period
using covert means.?? Arguably, the destabilization of the Soviet Union by
the policies (overt and covert) of the Reagan administration contributed
greatly to the superpower’s collapse in the late 1980s.2! It would be naive to
believe that the United States is not equally vulnerable to similar methods
of destabilization used by others.

Furthermore, Western strategic thinking seems to be lagging behind the
strategic thinking of the Russian and Chinese state security establishments.
Russian theorists have adopted the term ‘information warfare’ to describe
methods of nonviolent destabilization. Russian theorists consider
information a dangerous weapon. According to Jolanta Darczewska,

most Russian authors understand ‘information warfare' as influencing the
consciousness of the masses as part of the rivalry between the different
civilisational systems adopted by different countries in the information
space by use of special means to control information resources as
‘information weapons'. They thus mix the military and non-military order
and the technological (cyberspace) and social order (information space) by
definition, and make direct references to ‘Cold War’ and ‘psychological
warfare’ between the East and the West.??

NATO analysts have become increasingly concerned about Russian
attempts to create divisions between Western societies in order to
destabilize governments. NATO analysts fear that ‘[s]everal successive
campaigns could be launched with the long-term objective of disrupting
entire societies or alliances, by seeding doubts about governance,
subverting democratic processes, triggering civil disturbances, or instigating
separatist movements.’23 If things get progressively worse in a country,
with economic decline, increasing internal polarization, massive migrant
influxes, failing critical infrastructure, and worsening lawlessness in major
cities, one could chalk it up to bad luck or one could try to figure out what
might be happening by seriously considering the possibility that some of the
bad things may be deliberate, may be secretly orchestrated, and may be part
of an overall strategy by some external actor, perhaps working with



domestic groups and traitors. Fifth generation warfare can provide a useful
framework for such analysis.

Fifth Generation Warfare

Fifth generation warfare is a term that was apparently first coined by Robert
David Steele in 2003.2* The primary idea is that 5GW represents an
evolution of the older theory of fourth generation warfare (4GW), which
was introduced in an influential paper by William Lind et al., originally
published in the Marine Corps Gazette in 1989.%> The proponents of 4GW
argued that warfare had undergone successive generations from 1800, with
the current, fourth generation being focused on political warfare and
evolved insurgencies.® In contrast, the emerging fifth generation would be
focused on influence and psychological warfare, with a much diminished
role of violence. Fifth generation warfare skips the battlefield and directly
targets the main objective of war—*‘to compel the enemy to do our will.’
After all, ‘to subdue the enemy without fighting is the acme of skill’ in the
view of Sun Tzu.?” According to Shane Deichman, ‘[t]he ability to shape
the perception—and therefore the opinions—of a target audience is far
more important than the ability to deliver kinetic energy, and will determine
the ultimate victor in tomorrow’s wars.’?

Fifth generation warfare is very much like a confidence trick as portrayed in
the Paul Newman and Robert Redford movie The Sting (1973). The con
artists create an alternate reality in which they trick a mobster into betting
all of his money on a rigged horse race. As the con unfolds, the mobster
fails to understand that he was defrauded, and he is even happy to get away
from the scene when he seemingly lost total control over the situation. As
Daniel Abbott argued, ‘[a] fifth Generation War might be fought with one
side not knowing who it is fighting. Or even, a brilliantly executed 5GW
might involve one side being completely ignorant that there ever was a
war.”2? Because of the great reliance on deception and psychological
manipulation of adversaries to achieve victory, 5GW is the most secretive
mode of warfare that exists, which makes it extremely difficult to study and

to understand.3°



Several definitions of 5GW have been proposed by different authors, some
of which are contained in Daniel Abbott’s The Handbook of 5GW.

5GW is the manipulation of observational context in order to make the
enemy do our will. Since an act of force is not required to manipulate
observational context force is not required to wage 5GW. Since 5GW is
undoubtedly war, war must be more than a mere act of force.>!

Abbott proposed the following definition of 5GW:

An emerging theory of warfare premised upon manipulation of multiple
economic, political, social and military forces in multiple domains to effect
positional changes in systems and achieve consilience of effects to leverage
a specific goal or set of circumstances.3?

Approached from different angles and as suggested by different 5GW
proponents, it can be stated that 5GW has the following defining
characteristics:

 Fifth generation warfare focuses on the manipulation of perception,
identity, and context, and its primary means are the tools of
psychological warfare and social engineering.

 Fifth generation warfare bypasses the battlefield and targets society as
a whole, rather than its military forces.

* Violence in 5GW is very dispersed or hidden, which makes it difficult
to perceive as war.

 Fifth generation warfare relies on covert or ambiguous means that hide
nefarious activities or disguise them as benign or harmless.

 Fifth generation warfare can be waged by super-empowered
individuals and small groups against societies and states, often by co-
opting states or other proxies, using state resources, and having state-
like capabilities at their disposal.

» The objective of 5GW is the destruction of the existing political and
societal order with the purpose of bringing it into alignment with the
ideological or religious objectives of the aggressor.

 Fifth generation warfare may degrade to 4GW in the event a state or
society collapses, or it may evolve to a higher level such as sixth
generation warfare (6GW).



 Fifth generation warfare is enabled by key technologies that attack and
steer societies, including information technology, and also,
increasingly, emerging technologies such as biotechnology,
neurotechnology, artificial intelligence (Al), and nanotechnology.

The author, hence, proposes the following definition of 5GW, which will be
used in this book:

5GW is a distinctive understanding of conflict that occurs at the societal
level. It is driven by sub-nation state actors (rather than states or
governments) against a government or a society for ideological or
nonpolitical reasons, using covert means, such as psychological
manipulation, and ambiguous means, such as cultural influence, rather than
overt kinetic means. The objective of 5GW is to overthrow an existing
political order or change the culture in a society in accordance with the
goals of the aggressor. 5GW is not replacing older or more established
modes of conflict, but it clearly shifts the emphasis from the control of
physical terrain to the control of the human terrain and the human mind as a
target of attack. The objective in 5GW is ultimately influence over, if not
control of, the human mind and human behavior on a larger scale. 5GW can
degenerate into 4GW or 3GW, at which point kinetic action will be more
decisive.

The theory of 5GW as proposed by Abbott et al. is not incompatible with
the enduring existence of older generations of warfare alongside 5GW. In
other words, the fact that a major conventional war is taking place in
Ukraine is not evidence that 5GW would be now irrelevant or that the
nature of war has remained unchanged. As will be shown in later chapters,
kinetic action, or the ability to destroy forces on the battlefield, is far less
important than the ability to resist and counter nonmilitary and nonviolent
modes of attack. As of now, the ultimate objective of war on a societal scale
is the domination of the human domain and the ability of a belligerent to
undermine the adversary’s will to resist or to engage in military conflict.
This approach goes beyond the political warfare of the Cold War period,

which already foreshadowed 5GW in many ways.33



Chapter Overview

The first chapter will introduce the concept of generational warfare and
explain the 4GW school of thought as it emerged in the 1990s and early
2000s. The second chapter will explore some of the key concepts and
theories developed in the 1990s that are the foundations of the 5GW theory.
The third chapter will connect 5GW to the counterinsurgency paradigm,
which is about shaping the operational environment to one’s advantage in
relation to the human terrain. The fourth chapter will discuss cultural and
cognitive warfare approaches and methods from within the 5GW
framework by discussing four distinct examples of 5GW. The fifth chapter
will explore the role of emerging technologies in 5GW, which could make
5GW particularly dangerous. The final chapter will discuss the future of
warfare and some ideas that could define sixth generation warfare, namely
attacks against infrastructure and other technological systems as a new type
of siege warfare that collapses a society from within by attacking technical
systems.
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1 - Fourth Generation Warfare

This chapter discusses the concept of fourth generation warfare as it was
developed by William Lind, Martin van Creveld, and Thomas Hammes.!
They represent three major reformulations of 4GW with Lind et al. first
proposing the concept in the late 1980s, van Creveld adding the idea of
‘nontrinitarian war’ as a likely future of war in the early 1990s, and
Hammes using 4GW as a framework for his analysis of contemporary
insurgencies in the early 2000s.? Although van Creveld does not explicitly
refer to 4GW in his writing, he is generally considered to be one of the
leading thinkers in this school of thought.> Hammes based his theory of
insurgency on the original ideas of Lind et al. and adapted it to the
particular strategic challenges after 9/11. In short, the 4GW school
proclaims that state militaries are operating within a paradigm of war that
was shaped in the 19th and 20th centuries and that this would be ill suited
for dealing with a new generation of war that aims to exploit the limitations
of regular armed forces or asymmetry.

During the 1990s, this unconventional challenge was also referred to as
‘asymmetric warfare’ in the context of the revolution in military affairs

(RMA) school of thought.* Where the RMA school and the 4GW school
disagreed was on the ability of regular armed forces to successfully fight
and defeat irregular adversaries. Whereas the proponents of an RMA
envisioned that technology—in particular, advanced intelligence,
surveillance, and reconnaissance (ISR)—could provide conventional forces
with a decisive advantage over their irregular adversaries, the 4GW school
claimed that advanced technology offered no significant advantage, and that
only more radical changes to the organization and doctrine of modern
armed forces could provide the best chances for defeating 4GW
insurgencies. In short, the 4GW school was motivated by understanding
new features of insurgencies that made them, in its view, so much more
difficult for governments to suppress.



The Decay of the State

What became a key argument of the proponents of 4GW in the 1990s was
the supposed decline of the state and the Westphalian international system
based on sovereign nation states. The Israeli military historian Martin van
Creveld argued, in The Transformation of War and later in The Rise and
Decline of the State, that the sovereign nation state was a fairly recent
invention and might not survive in the long term.> Van Creveld’s reasoning
was the following: In the Middle Ages, the political order was very
complex owing to the existence of a large number of princedoms, city
states, and kingdoms, with overlapping claims of authority made by
empires and the Catholic Church. Rulers treated the territories that they
controlled like private possessions, and they were competing with private
actors such as guilds, corporations, mercenary armies, pirates, and bandits.
The medieval political order came to an end with the establishment of the
Westphalian system based on the idea of the sovereignty of nation states.
Nation states were able to centralize power and create large bureaucracies
that could raise and collect taxes much more effectively than was possible

under the feudal system.®

The consequence was that states now could afford to maintain large
standing armies and could easily outcompete nonstate actors in the arena of
warfare. In particular, states could afford, among other things, the
construction of more advanced fortifications that could withstand attacks
with cannons.” The result was that nonstate actors were gradually
suppressed by more powerful states, which allowed the states to gradually
establish a monopoly of force in their territory.2 The successful suppression
of nonstate violence hence enabled the modem nation state as a sovereign
entity within an international system of states.

Trinitarian War

The rise of the sovereign nation state has led to what van Creveld calls
‘trinitarian war.” Trinitarian war is essentially the Clausewitzian
understanding of war as war among states for the purpose of achieving a
limited political objective. The Clausewitzian trinity would consist of a



government that determines the political objectives, regular armed forces

that fight the war, and the people, who indirectly support the war through

participation in the economy.® It was up to the sovereign whether or when
to go to war, and only the representatives of the sovereign could lawfully

engage in combat.

As state militaries became professionalized in the 19th century, it meant
that they were more carefully recruited, better trained, and more tightly
controlled so that they would not engage in unauthorized actions that could
embarrass the sovereign. Soldiers ‘were supposed to fight only while in
uniform, carrying their arms “openly,” and obeying a commander who
could be held accountable for their actions.’' Only soldiers acting on
behalf of a sovereign state could lawfully participate in hostilities, while
civilians were not permitted to do so. In other words, war became, from the
19th century to the middle of the 20th century, the almost exclusive domain
of nation states.

The conduct of war has become much more regulated through international
law, which has defined permissible practices in war and sought to protect
civilian populations, who were to be left unharmed. These rules of war were
codified in the Lieber Code of 1863, the Hague Conventions of 1899 and
1907, and the Geneva Conventions of 1864, 1929, and 1949. Trinitarian
war culminated in the total wars of the 20th century, the First World War
and the Second World War.

Since 1945, there has been a notable decline in interstate war owing to two
major developments—one technological and one social. Nuclear weapons
have made great power war inconceivable because of the tremendous
destruction that would follow, which effectively undermines the very idea
of a limited political objective of war.!! Second, as Francis Fukuyama
pointed out, interstate war has been delegitimized as a state practice and it
no longer offers much of an advantage. Since ‘resources can be obtained
peacefully through a global system of free trade, war makes much less
economic sense than it did two or three hundred years ago.’!?> The wars that
still take place are predominantly intrastate wars, which are caused mostly
by the internal weakness of states in parts of the world where nation states
are far less established and are largely artificial constructs created by former



colonial powers.'3 Intrastate conflicts featuring insurgencies, terrorism, and
lawlessness and broadly characterized as ‘low-intensity conflicts’ have
become the dominant form of war, with three-quarters of the 160 or so

armed conflicts from 1945 to 1990 falling into this category.'#

Guerrilla Warfare

An early challenge to the concept of Clausewitzian war was the emergence
of the modern guerrilla in the period of the Napoleonic Wars. Carl Schmitt
pointed out that ‘[t]he partisan of the Spanish guerrilla war of 1808 was the
first who dared to fight irregularly against the first modern regular army.’!°
What was new about the irregular resistance to Napoleon’s army was the
aspect of nationalism that motivated the guerrillas, as no legitimate
authority, such as the Spanish government or nobility, was available to
direct them. At the peak of the war, the French committed over 400,000
troops to defeating the Spanish guerrillas but were unable to do so because
of British support given to the guerrillas and because of their ability to
harass supply lines and attack isolated garrisons.'® The French suffered
substantial losses in Spain, and Napoleon was forced to retreat from Spain
in 1813.

In the 20th century, guerrilla warfare characterized the struggle against
colonialism in developing countries.!” Liberation and revolutionary
movements were able to defeat colonial powers and their colonial
governments in Indochina, Israel, Kenya, Algeria, Vietham, Mozambique,
among others. Guerrilla forces are by definition militarily too weak to
defeat their regular adversaries in decisive battles and, therefore, must focus
on the political dimension of the conflict while avoiding a military defeat.
Henry Kissinger famously argued, in 1969, that ‘the guerrilla wins if he
does not lose. The conventional army loses if it does not win.’'8 As a result,
government forces must seek to suppress an insurgency quickly in order to
win, while guerrillas need to drag out the conflict as long as they can.
Guerrilla warfare is, therefore, by its very nature protracted war, since
guerrilla forces need to either wear down the will of an occupying power by
increasing the political and economic cost to it or to slowly build up their



strength over time to be eventually strong enough to take on the
government forces directly in a conventional battle.®

A key characteristic of guerrilla warfare is that the guerrilla fights
irregularly, meaning the guerrilla violates conventions of war by not acting
under the control of a state, by not wearing a uniform, and by engaging in
combat actions that amount to terrorism from the perspective of their
conventional adversaries. For a government threatened by an insurgency,
the guerrilla is nothing but a criminal engaged in terrorism.? Although
guerrillas were later given a legal status in the Hague Convention of 1907,
it has done little to change the nature of irregular conflict and how it is
perceived by a government. In short, the guerrilla fights unfairly as ‘[t]he
partisan is still the one who refuses to carry weapons openly, who fights
from ambush, and who uses the enemy’s uniform, as well as true or false
insignias and every type of civilian clothing as camouflage.’?! Guerrillas
have nothing to gain and much to lose from trying to comply with the laws
of armed conflict: It is unlikely to result in better treatment by their
opponents when captured and it severely diminishes their advantages.

Neomedievalism

Sean McFate argued that ‘[t]he world order may be slowly returning to the
status quo ante of the Middle Ages.'”?> Neomedievalism, as ‘a non-state-
centric, multipolar international system of overlapping authorities and
allegiances within the same territory,” could possibly replace the established
Westphalian order.?? Intuitively, this seems like a plausible assumption. The
post-Cold War world order has clearly become more chaotic with the power
of major states declining, the rise of various nonstate actors, both legitimate
and illegitimate, and the proliferation of civil wars and political instability
across the globe. Philip Cerny observed that

[a] kind of generalised ‘insecurity from below’ has emerged, bound up with
the dual character of globalisation as a global-local dialectic, whipsawing
the state between the international and transnational, on the one hand, and
an increasingly complex set of micro- and meso-level phenomena on the

other—what Rosenau has called ‘fragmegration.’?*



The states are, hence, trapped in a dynamic that erodes their sovereignty
from both below and above.

McFate invoked Hedley Bull’s concept of neomedievalism developed in his
book The Anarchical Society of 1977. Bull had identified five necessary
conditions for a return to medievalism: Technological unification, regional
integration, rise of transnational organizations, disintegration of states, and
the return of private international violence.?®> McFate argued that these
conditions are largely met by a number of trends, most importantly
globalization, which has spearheaded a technological unification of the
world. The world would now be much more connected economically,
financially, informationally, and culturally. The internet in particular makes
it possible to penetrate other societies from afar with ease, to spread
information. National borders have become much harder to police owing to
the free flow of capital, goods, and people. States have become more
regionally integrated because of the creation of international organizations
that now compete with state sovereignty. McFate mentioned in particular
the International Criminal Court (ICC), which can investigate and prosecute
war criminals and even heads of state responsible for government policies

that violate the UN Charter.2°

Since 1945, there has also been a massive growth in NGOs that operate
internationally, with no or little government control. Most of the NGOs are
set up as charitable organizations or single-issue groups that seek to
influence government policies internationally. Notable are organizations
such as Amnesty International, Greenpeace, Human Rights Watch, or
CARITAS. They are sometimes funded or hired by governments to respond
to humanitarian catastrophes or to assist with development and
democratization. Global multinational organizations now rival governments
in terms of the financial resources under their control and they have
managed to exploit national borders to their advantage by shifting
production to countries that offer cheaper labor and better tax conditions.
Even illegitimate nonstate actors such as contemporary terror groups,
insurgents, and criminal organizations have corroded state sovereignty and
they no longer see any benefit in establishing or controlling a state
themselves.?8
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A consequence of these trends is the disintegration of weak states, which
are increasingly unable to contain or control violent nonstate actors. War
has become privatized, and with it there are now economic rather than
political motivations for conducting war. This has led to a new globalized
war economy, described by Mary Kaldor, which relies largely on external
sources for financing war such as extorted ransoms, control of food and
other necessities, war taxes imposed by insurgents, the illegal trade of drugs
and other commodities, assistance from other governments, exploitation of
foreign aid, and support from diasporas.?? Wars are endlessly prolonged,
which creates failing states and failed states. Robert Kaplan, therefore,
predicted a coming anarchy where much of modern civilization collapses
and Western cities come to resemble developing countries, with extreme

poverty and great wealth existing side by side.3 He wrote,

West Africa is becoming the symbol of worldwide demographic,
environmental, and societal stress, in which criminal anarchy emerges as
the real ‘strategic’ danger. Disease, overpopulation, unprovoked crime,
scarcity of resources, refugee migrations, the increasing erosion of nation-
states and international borders, and the empowerment of private armies,
security firms, and international drug cartels are now most tellingly
demonstrated through a West African prism.3!

Ralph Peters observed the emergence of a ‘new warrior class’ that was
unconstrained by Western morality and, hence, created dilemmas as to how

Western militaries could fight it.3? Steven Metz and James Kievit went so
far as to claim that

[i]n the post-Cold War era, many if not most Third World states will
fragment into smaller units. Ungovernability and instability will be the
norm. Even those which formally remain intact will see political and
military power dispersed among warlords, primal militias, and well-
organized politico-criminal organizations.33

In other words, wars would no longer be primarily fought by states.

Private Armies



Mercenaries have always been a feature of war, although they were hardly
significant in the major wars of the 19th and 20th centuries, with the
exception of some colonial wars in Congo (1960-1965), the Biafra War
(1967-1970), and the Angolan Civil War (1975-1976). The participation of
white mercenaries in African wars was so notorious in the 1960s and 1970s
that the Organization of the African Union passed a convention that
declared ‘mercenarism’ a crime.?* Mercenary companies were typically
shadowy outfits established for a particular war and closed down after the
war ended. By the early 1990s, the character of the mercenary firms
changed as they now intended to permanently stay in business and to
achieve reputability by marketing themselves as military service providers
to legitimate governments facing internal or external threats.>°

Peter Singer observed that there were both supply-side and demand-side
factors that helped the rapid growth of private military companies (or
private military firms).3® On the one hand, militaries around the world were
downsizing after the end of the Cold War, which created a surplus of skilled
military professionals looking for employment, as well as a surplus of
modern military equipment (mostly from the former Soviet Union) that
became available to the highest bidder. On the other hand, there were also
new conflicts breaking out or intensifying that were previously contained
by the superpowers, most notably in the Balkans, Angola, Sierra Leone,
Congo, Ethiopia-Eritrea, and others. This was combined with the weakness
of states and a lack of an international response to violent nonstate actors.3’

The South African company Executive Outcomes (EO) was among the first
to usher in a new privatized military industry in the 1990s. EO intervened in
two civil wars on behalf of the respective governments. In the early 1990s,
the Angolan MPLA government was facing a severe threat from the rebel
group UNITA, led by Jonas Savimbi, which led to a $20 million contract
for EO. The company was able to field 550 mercenaries altogether, tasked
with training and advising government forces, and they also operated a
range of major weapons systems—such as armored vehicles, artillery, MI-8
and MI-17 helicopters, and MiG 23 fighter jets—in Angola between 1994
and 1996.38 The performance of EO in Angola was so impressive that the
UN even considered hiring it to intervene in the Rwandan genocide in 1994
but then decided that the world was not yet ready for this step.3°



The 2003 Iraq War led to another major expansion of the private military
industry owing to the decision of the George W. Bush administration to
privatize security in Iraq to cut down the number of U.S. troops that needed
to be stationed in the country. Companies such as Blackwater, Triple
Canopy, and Aegis Defence Services deployed hundreds of heavily armed
security contractors. By 2007, the private security contractors in Iraq
numbered 48,000, according to a government report.** McFate suggested
that, in 2010, there were 11,610 private military company (PMC) personnel
in Iraq and 14,439 PMC personnel in Afghanistan.*! The U.S. military and
U.S. Department of State continue to use private security contractors in
support of U.S. foreign policy.*

Even the Ukraine-Russia conflict, which started in February 2022, has
involved large paramilitary and mercenary formations such as the Ukrainian
Azov Battalion and the Russian Wagner Group. Azov emerged in 2014 and
has been described as a right-wing volunteer force; in early 2022, it
numbered about 10,000 fighters, of which 95-98 percent were Ukrainian
and the rest foreign.*> In June 2023, there were two Azov brigades that
were incorporated into the Ukrainian armed forces but were known for
sporting Nazi insignia and enjoyed ‘enormous autonomy.’** Western and
even Japanese mercenaries have been spotted fighting for Ukraine, while
Russia has relied extensively on the Wagner Group mercenaries. Wagner is
rumored to have been founded by the Russian military intelligence service
GRU in 2010, and it functions as Russia’s foreign legion.*> Wagner
reportedly fielded up to 50,000 fighters in Ukraine, many of whom were
recruited from Russian prisons.*®

Unconventional Wars

The unconventional nature of wars in developing countries has created
increasing challenges for modern armed forces, which are primarily trained
and equipped to fight conventional wars against similarly trained and
equipped adversaries. Van Creveld claimed that the

shift from conventional war to low intensity conflict will cause many of
today’s weapons systems, including specifically those that are most



powerful and most advanced, to be assigned to the scrap-heap. Very likely it
also will put an end to large-scale military technological research and

development as we understand it today.*’

Although van Creveld was clearly wrong with his assertion that
technologically advanced weaponry would become obsolete in the face of
the (d)evolution of warfare, he was at least partially right that stealth
bombers and main battle tanks are not useful for fighting insurgents and
terrorists hiding among populations.

Shadow Wars

The U.S. government has been engaged in a practice of warfare commonly
described as ‘shadow wars’—quasi-secret or unacknowledged conflicts
between the security elements of nation states and a variety of nonstate
actors such as terror groups, criminal syndicates, and warlords—conducted
under the broad mandates of a “war on drugs’ or a ‘war on terror.” Sean
McFate suggested that ‘shadow wars will dominate’ warfare and that
‘[sJhadow wars are armed conflicts in which plausible deniability, not

firepower, forms the center of gravity.’*

Shadow wars are not typical cases of covert action, military operations,
intelligence operations, or law enforcement, but are often a combination of
all of them. In the 1980s and 1990s, the CIA and Special Operations Forces
(SOF) conducted a shadow war against the Colombian drug cartels, which
included intelligence and law enforcement cooperation with foreign
authorities, drug interdiction missions, drug eradication missions, SOF on
the ground, sponsoring proxy forces, sabotage, and assassinations.*> Even
before 9/11, the United States had been conducting a shadow war against
terror groups, including the PLO, Hezbollah, the Abu Nidal Organization,
and Al-Qaeda, which involved intelligence operations, limited military
strikes, and a few cases of extraordinary rendition.>®

After 9/11, counterterrorism became the primary mission of the CIA, which
included, in the years 2001-2005, the extraordinary rendition of 119
individuals who were held at black sites, at least 540 drone strikes during
the Obama administration, and an unprecedented surge in special operations



around the world, with U.S. SOF operating in over 120 countries by 2012.°"
U.S. SOF have participated in a number of armed conflicts in the Middle
East and Africa, most notably in Somalia, Syria, and Yemen. These shadow
wars have become so routine that they are hardly reported in the Western
press anymore, and sometimes even Congress seems to have been left in the
dark about some of the highly classified clandestine military operations
around the world.>?

Global Insurgency

Samuel P. Huntington warned in the early 1990s of a coming clash of
civilizations.>® The argument was first outlined in an influential article in
Foreign Affairs in 1993 and later turned into a book.>* In his article,
Huntington suggested that the Western-dominated international system
based on nation states was coming to an end, and that

the fundamental source of conflict in this new world will not be primarily
ideological or primarily economic. The great divisions among humankind
and the dominating source of conflict will be cultural. Nation states will
remain the most powerful actors in world affairs, but the principal conflicts
of global politics will occur between nations and groups of different
civilizations.

Shortly after the 9/11 attacks, Huntington declared the ‘age of Muslim
wars,” noting that two-thirds of all conflicts in 2000 involved Muslims,
although Muslims made up only a fifth of the world’s population.>® Culture
and religion have again become a source of conflict. As Lind pointed out,
‘invasion by immigration can be at least as dangerous as invasion by a state
army.”>’

Al-Qaeda is a terror group that was formed in 1988 by the Palestinian
Abdullah Azzam and the Saudi son of a billionaire Osama bin Laden; it had
grown out of the Afghan Services Bureau established in 1984.°® Azzam and
bin Laden were organizing and leading a group of foreign fighters
motivated by jihadism, who fought against the Soviets and the pro-Soviet
regime in Afghanistan.”® When the conflict was winding down, bin Laden
sent his fighters into numerous other conflicts involving Muslims, in



Somalia, Bosnia, Chechnya, and Kosovo. In 1996, bin Laden issued a fatwa
in which he denounced the occupation of Saudi Arabia by ‘crusaders.’ In
1998, he made second declaration of war that stated:

The judgment to kill and fight Americans is an obligation for every Muslim
who is able to do so in any country ... we call upon every Muslim, who
believes in Allah to abide by Allah’s order by killing Americans and

stealing their money anywhere, anytime, and wherever possible.®°

After 9/11, Al-Qaeda’s main base of operations in Afghanistan was
destroyed, which resulted in the group being spread out over 40 countries in
a loose network of Islamic terror groups. David Kilcullen argued that Al-
Qaeda intended to reestablish a global caliphate by spreading jihadist
propaganda and unifying Muslim movements around the world.5!
According to Kilcullen,

the global jihad is clearly an insurgency—a popular movement that seeks to
change the status quo through violence and subversion. But whereas
traditional insurgencies sought to overthrow established governments or
social orders in one state or district, this insurgency seeks to transform the

entire Islamic world and remake its relationship with the rest of the globe.%?

As a result, the West was forced into fighting a global counterinsurgency
campaign aimed at defeating the global jihadist insurgency.

Hybrid Warfare

Hybrid warfare (HW) is a term that found its way into the strategic
literature and policy documents in the late 2000s and is closely associated
with 4GW.%3 There are many different definitions and uses of the term,
which has led to some confusion as to what it actually denotes.®* The term
‘hybrid threats’ was first introduced by Frank Hoffman in 2007 in a strategy
paper for the Potomac Institute, where he suggested that '[h]ybrid wars
incorporate a range of different modes of warfare, including conventional
capabilities, irregular tactics and formations, terrorist acts including
indiscriminate violence and coercion and criminal disorder.’®> The new and
much more complex form of conflict would blur regular and irregular



conflict, would aim ‘to achieve synergistic effects in the physical and
psychological dimensions of conflict,” and would be specifically designed
to attack U.S. vulnerabilities.®®

Hoffman suggested that

future adversaries (states, state-sponsored groups, or self-funded actors)
will exploit access to modern military capabilities including encrypted
command systems, man-portable air to surface missiles, and other modern
lethal systems, as well as promote protracted insurgencies that employ
ambushes, improvised explosive devices (IEDs), and coercive
assassinations.®’

Hoffman’s primary example is Hezbollah in Lebanon, which fought a war
with Israel in 2006. Hezbollah was able to successfully use irregular tactics
in combination with advanced weaponry such as armor-piercing missiles
and unmanned aerial vehicles (UAVs) against Israel’s conventional forces.
Hoffman pointed out that ‘[t]he battle for perception was just as critical as
the strategic strike competition. > as Hezbollah created the (false) perception

of having achieved a victory over Israel.®

Hoffman distinguished between compound wars and hybrid wars by
suggesting that compound wars are major wars that have both regular and
irregular operations that synergistically support each other, while hybrid
wars would be characterized by an ‘operational fusion of conventional and
irregular capabilities.'®® Hoffman connected the concept of hybrid wars with
the older notion of 4GW, but pointed at the various analytical shortcomings
of the concept, such as an inadequate understanding of military history and
the misleading claim that it would amount to an entirely new form of
warfare.”? The way Hoffman treats HW is as a novel type of armed conflict
that simply combines advanced technology with irregular tactics and
integrates them to great effect.

The Theory of Generational Warfare

The previous sections established that conventional warfare, or
Clausewitzian war, is in retreat and is being replaced by forms of armed



conflict that are much more complex and messier. This section will explain
the basic framework for the idea of generational warfare. Lind et al.
postulated that there are successive generations of warfare representing
qualitative shifts that make previous forms of military power obsolete.
According to Lind, warfare evolved from a focus on massed manpower
(1GW—mid-17th century to early 20th century) to a focus on firepower or
attrition (2GW—early 20th century to mid-20th century) and, eventually, to
a focus on maneuver (3GW - mid to late 20th century).

The first generation of warfare

reflect[ed] the tactics of the era of the smoothbore musket, the tactics of line
and column. These tactics were developed partially in response to
technological factors ... and partially in response to social conditions and
ideas ... [such as] the elan of the revolution and the low training levels of

conscripted troops.”!

The nationalism of the revolution allowed the conscription of large numbers
of soldiers who could be effective on the battlefield as new weapons
technology made it easier to train soldiers.

The second generation of warfare is seen as ‘a response to the rifled
musket, breechloaders, barbed wire, the machine gun, and indirect fire.
Tactics were based on firepower and movement, and they remained
essentially linear ... Massed firepower replaced massed manpower.’’? In
other words, the second generation was enabled by technological progress
that allowed indirect fire by massed artillery to deny enemy forces territory.
The major battles of the First World War on the Western Front, which were
fought primarily with massed rapid-firing artillery against strong defensive
positions, are characteristic of 2GW.

The third generation is seen also as a response to the previous generation’s
paradigm of massed firepower and it was less of a technological revolution
and more of an idea-driven revolution. ‘Based on maneuver rather than
attrition, third generation tactics were the first truly non-linear tactics. The
attack relied on infiltration to bypass and collapse the enemy’s combat

forces rather than seeking to close with and destroy them.’” The experience



of the deadlock of the First World War, where large armies fought over
small stretches of territory in order to break through defensive lines,
resulted in search for a solution, which was maneuver warfare or blitzkrieg.
Instead of seeking to destroy the enemy’s forces head on in the field, the
armed forces utilized speed to bypass them in order to take major objectives
that made a continuation of war impossible. The paradigmatic example of 3
GW is, hence, the blitzkrieg waged by the Nazis and Japanese in the early
years of the Second World War.

This means that 4GW theory sets the late 18th century as the starting point
for successive revolutions in war. This Napoleonic era was the high point of
the Clausewitzian paradigm of war. The theory claims that the revolutions
in war, from the first to the third, were influenced by technological changes,
broad societal changes, and new ideas or concepts. The next generation of
warfare would always be a response to the previous generation, and it
would render the mode of war of the previous generation ineffective and,
hence, would make it obsolete. In other words, there is a proclaimed
dialectical process where the next generation of warfare is qualitatively
different and more advanced than the previous one. Lind claimed that

[e]ach generational change has been marked by greater dispersion on the
battlefield. The fourth generation battlefield is likely to include the whole of
the enemy’s society. Such dispersion, coupled with what seems likely to be
increased importance for actions by very small groups of combatants, will
require even the lowest level to operate flexibly on the basis of the

commander’s intent.”#

The way Lind et al. initially conceptualized generational warfare was as a
sequential process that only goes in one direction, from less complex modes
of war to more complex modes of war. This meant that, when 4GW
emerged, it was the most advanced or most complex mode of war. Hammes
similarly suggested that '[e]ach succeeding generation reached deeper into

the enemy’s territory in an effort to defeat him.’”°

New Features of 4GW



When Lind et al. first put forward the concept of 4GW in 1989, it remained
largely undefined and speculative. They suggested that there could be a
technologically driven fourth generation, which considers emerging
technologies as a force multiplier. They stated: ‘Technologically it is
possible that a very few soldiers could have the same battlefield effect as a
current brigade.'’® These ideas later became known as the Revolution in
Military Affairs school of thought, which was first articulated by Andrew
Krepinevich and the DoD Office of Net Assessments in 1992 and
dominated U.S. military thinking in the 1990s.”” The DoD’s Joint Vision
2010 explored key ideas of the RMA in four sections titled ‘Dominant
Maneuver,” ‘Precision Engagement,” ‘Full Dimensional Protection,” and
‘Focused Logistics.””® The main buzzwords of this era were ‘network-
centric warfare’ and the ‘system of systems,’ or the idea that advanced ISR
capabilities combined with a free flow of information across all military
units could enable more complex maneuvers and allow the military to
‘adapt to a highly complex situation faster and better than the opponent
can.’”?

The alternative to this vision of future war was an idea-driven fourth
generation that considered terrorism to be a potential new mode of war that
could blunt or bypass U.S. military superiority.2’ The 4GW school soon
questioned the utility of technology in the ‘new wars’ of the 1990s and,
hence, became focused on irregular warfare and conflict short of war. The
defining idea of 4GW became that war was reversing to the pre-
Westphalian modes of warfare that were characterized by the use of
mercenaries, irregular forces, ‘bribery, assassination, treachery, betrayal,
and even dynastic marriage.’®! According to Lind and Thiele, ‘[a]t the heart
of this phenomenon, Fourth Generation War, lies not a military evolution,
but a political, social, and moral revolution: a crisis of legitimacy of the
state.”8? Fourth generation warfare was supposed to be the latest (and
perhaps last) generation of warfare, which was focused on insurgency.

According to Hammes,

[f]ourth generation war actually made its first appearance before World War
IT ... Its first practitioner to both write about and successfully execute a



concept of 4GW, Mao Tse-Tung, was a product of the intense turmoil that
characterized China in the twentieth century.83

Mao developed the concept of the people’s war, which was about building
broad political support for the Chinese Revolution. This meant that
particular emphasis was given to the idea that the insurgents treated the
Chinese civilian population well, so that they would be more sympathetic
towards the goals of the revolutionaries. Hence, Mao relied on both a
military and a political strategy for achieving the revolution.

Hammes offered the following definition of 4GW:

Fourth generation war uses all available networks—political, economic,
social and military—to convince the enemy’s political decision makers that
their strategic goals are either unachievable or too costly for the perceived
benefit. It is rooted in the fundamental precept that superior political will,
when properly employed, can defeat greater economic and military power.
4GW does not attempt to win by defeating the enemy’s military forces.
Instead, combining guerrilla tactics or civil disobedience with the soft
networks of social, cultural and economic ties, disinformation campaigns
and innovative political activity, it directly attacks the enemy’s political
will.84

Based on the writings of Lind, van Creveld, and Hammes, the following
characteristics are associated with 4GW:

* Asymmetry/insurgency: Fourth generation is generally a conflict
between the regular armed forces of a state against irregular nonstate
forces. Obviously, insurgency is not a new mode of war as it can be
traced back to ancient times. However, 4GW theorists consider 4GW
to be an ‘evolved insurgency' that has novel features which were not
present in insurgencies that predate 4GW.8°> According to Tim
Benbow, the term asymmetry ‘means fighting an opponent by using
forces, tactics, or strategies that are dissimilar.’®® Asymmetry can
either exist in the form of a decisive technological advantage over the
other, or in the militarily weaker side relying on a different mode of
conflict that negates the military advantages of the other side. It is the



claim of 4GW proponents that the new insurgencies are particularly
difficult to counter with regular armed forces.

Attack on the political will: Unlike earlier insurgencies, 4GW
insurgencies are more focused on attacking the political will of the
adversary and on influencing the adversary’s decision-making than on
defeating the adversary’s military forces.3” The insurgents seek to gain
the moral high ground and to undermine the legitimacy of their state
adversaries, which is more decisive than the military means employed
by 4GW adversaries. As Lind and Thiele pointed out: ‘what works for
you on the physical (and sometimes mental) level often works against
you at the moral level. It is therefore very easy to win all the tactical
engagements in a Fourth Generation Conflict yet still lose the war.’88
Blurring of war and peace: 4GW blurs the distinction between war and
peace, as hostilities are sporadic and there is no definable battlefield.
Conflicts may extend over years and decades with no clear outcome.
When confronted with 4GW adversaries, state militaries may be
reluctant to call these conflicts war, which will make it difficult to
draw a line between peacetime and wartime military activities. Within
the larger context of 4GW, there are also so-called ‘shadow wars’ or
quasi-secret or unacknowledged and open-ended conflicts between the
security elements of nation states and a variety of nonstate actors such
as terror groups, criminal syndicates, and warlords, which are
conducted under the broad mandate of a “war on drags’ or a “‘war on
terror. ’

New belligerents: During the 1990s, there was a reemergence of
mercenaries and private security companies as significant actors in
international security.3? The South African mercenary outfit Executive
Outcomes was hired by several governments to intervene in internal
conflicts, most notably in Angola, Sierra Leone, and Papua New
Guinea. The ‘new condottieri’ could increasingly privatize armed
conflict and could augment, if not replace altogether, regular armed
forces fighting in the ‘new wars.’% Sean McFate suggested that
‘[s]tate erosion encourages new kinds of global powers. The vacuum
left by retreating states will be filled by insurgents, caliphates,
corporatocracies, narco-states, warlord kingdoms, mercenary
overlords, and wastelands.’”! States become actors among many others
in a much more complex security environment.



* Blurring of the distinction between combatant and non-combatant: A
major feature of 4GW is the expanded role of civilians in insurgencies,
which has made it increasingly difficult to clearly distinguish between
combatants and noncombatants or military and civilian targets. As
Lind et al. observed, ‘[t]he distinction between “civilian” and
“military” may disappear.””? Fourth generation warfare adversaries can
exploit this by attacking the legitimacy of regular forces when they
target civilians who assist the insurgents in more indirect ways or
when civilians are accidentally targeted owing to the difficulty of
clearly distinguishing who is participating in hostilities and who is not.
More ruthless belligerents have used civilians as human shields in
order to create moral and political dilemmas for modern armed forces.
Ralph Peters stated that

[w]e will face opponents for whom treachery is routine, and they will not be
impressed by tepid shows of force with restrictive rules of engagement. Are
we able to engage in and sustain the level of sheer violence it can take to

eradicate this kind of threat? To date, the Somalia experience says 'No.'%

e Networks: . Fourth generation warfare opponents do not have a
traditional hierarchical organization and instead rely on a network
organization that is optimized for attacking the minds of military
decision-makers.?* These networks reach deep within society and
enable them to use different types of power and influence. including
political, economic, and the media. Network organizations are also
more flexible, adaptive, and resilient. Networks are important for the
political mobilization that is necessary for sustaining and winning
fourth generation conflicts. They may also include NGOs, protest
movements, and other political activist groups and they may function
as fronts for militant groups.

e Lack of infrastructu: Fourth generation warfare opponents generally
lack a traditional infrastructure for fighting wars that can be attacked,
such as factories, military bases, or large weapons systems.” Their
primary infrastructure is their networks consisting of key personnel.
Fourth generation warfare opponents also lack other hard assets that
can be targeted, which makes it difficult for state militaries to defeat
them. The only way of militarily attacking 4GW opponents is by way



of precision attacks aimed at disrupting human networks, which is
referred to in a counterterrorism framework as extraordinay rendition
and targeted killing.

o The erosion of the state monopoly on violence: The new 4GW
adversaries challenge the monopoly of violence of the state that was
established after 1648. Hence. “4GW is a throwback to warfare before
the Peace of Westphalia.’”® The inability of states to defeat AGW
nonstate adversaries quickly means that the state monopoly of violence
gets eroded over time. Nonstate actors may be able to control a portion
of a state’s territory, or they may be able to establish competing
structures for administrative control of territories. Fourth generation
wars tend to be long-lasting conflicts and, the longer they continue, the
more they destroy state institutions and the ability of governments to
govern.

Fighting 4GWs

Hammes developed a strategy for defeating 4GW opponents. First of all,
Hammes cautioned that technology may not be decisive in 4GW, although it
may provide various tactical advantages. More important would be
organizational and doctrinal changes in taking on 4GW opponents.

» Leveraging all elements of national power: Fourth generation warfare
seeks to leverage many different sources of power and influence in
addition to military power. In order to defeat 4GW adversaries, it is
therefore necessary to bring to bear all available elements of national
power. In practice, this means better interagency cooperation across
governments and a reduced role for the military and military force.

e Organizational and cultural changes: As 4GW adversaries use a
network form of organization, they can be more flexible, more
adaptive, and resilient, which makes it much harder for traditional
hierarchical organizations to fight them. ‘It takes a network to fight a
network.’9” As a result, states and state militaries need to function
more like networks and they need to become flatter.?® This requires a
major cultural change within governments and major government
bureaucracies such as the armed forces.



e Global or transnational perspective: Fourth generation warfare
adversaries understand that they operate within an international or
global environment, and that their victory depends not only on what
happens within the country in which they fight, but also on outside
support and activities outside their country. Winning the support of
more powerful outside actors, such as rival states or groups, could be
key to their success. The homeland is no longer a sanctuary, and the
AGW opponent may have to be fought at home and not just abroad.”’

e Focus on people rather than technology: Owing to substantial
technological advantages that the United States has enjoyed over its
adversaries for many decades, there is a tendency to focus on
technological solutions rather than on other important factors. Hammes
argued: “What really matters [in 4GW] are well-trained, intelligent,
creative people guided by a coherent long-term strategy.’ 1% This
means that success in fighting 4GW opponents requires a greater
emphasis on training and retaining highly skilled personnel who have
sufficient understanding of the cultures and societies in which they
have to fight.

e Focus on the moral dimension rather than on the physical or mental
dimension: Since the objective of 4GW opponents is to undermine the
legitimacy of their state adversaries, it becomes more important to
occupy the moral high ground than to win battles. This means that it is
better to capture adversaries than to kill them with stand-off weaponry,
even if this is physically much harder to accomplish.!?! It becomes key
to victory to deny adversaries a compelling narrative that legitimizes
their fight.

o Silent warfare: Silent war can be defined as ‘waging war where the
war, political desires, combatants, and the strategic forms of power
used in the war are invisible, not very energetic, and lean towards
influence.’'%? Lind suggested that modern militaries should adopt the
Mafia model when dealing with 4GW opponents.

One key to a mafia’s success is the concealed use of force. When an
individual needs to be ‘whacked,’ then it is usually done with little fanfare
and in the shadows. The rule is ‘no fingerprints’ Unless there is a specific
message intended for a larger audience, people killed by the Mafia are

seldom found.193



This means that, in 4GW combat, actions may occur covertly and with no
attribution or declaration of responsibility.

The 4GW school was quite influential in the 1990s and early 2000s owing
to the increase in civil conflicts and also in Western military interventions in
these conflicts. The decade from 2001 to 2011 was shaped by the War on
Terror, which meant that the U.S. government conducted global
counterterrorism operations and fought two major counterinsurgency
campaigns, in Afghanistan and Iraq. Many ideas of the 4GW eventually
found their way into U.S. counterinsurgency doctrine, which can be

considered its lasting impact or legacy.!%4

Criticism of the 4GW School

The reception of the 4GW school has been mixed and has been dominated
by more critical voices, which may explain why there has been far less
professional interest, academic or military, in this school of thought since
the 1990s. Before continuing with 5GW, it is therefore important to
consider some of the criticism of 4GW and also whether that criticism also
tarnishes the 5GW school. The main criticism that is often made in relation
to novel theories is the claim that the ideas lack novelty or originality, and
that they merely amount to a repackaging of fairly established ideas.

Military historian Antulio Echevarria heavily criticized the 4GW school in
his study Fourth-Generation War and Other Myths.'®> One of his criticisms
was that 4GW amounted to an ‘empty theory’ that was ‘founded on myths
about the so-called Westphalian system and the theory of blitzkrieg.’ 10
Various critics have pointed out the following flaws of 4GW:

e Poor understanding of history: Echevarria suggested that 4GW
theorists’ understanding of the Westphalian Treaty or of warfare in the
20th century was overly simplistic, if not severely flawed. Trinitarian
war never existed in the way envisioned by van Creveld, making the
idea of its replacement with nontrinitarian war meaningless. According
to Echevarria,



those who, like van Creveld, refer to Clausewitz’ trinity as people, military,
and government, do not understand it. Strictly speaking, there is no such
thing as trinitarian war, because the three forces are present in every war,

not just wars of nation states.!%”

Furthermore, none of the generations of war proclaimed by the 4GW school
existed in a pure form, as there were always other modes of war that existed
alongside each generation. The primary example of 2GW is the First World
War, which was supposed to be all about firepower and attrition. This is
easily contradicted by other dominant aspects of this war involving attacks
on the political will of the people, such as bombings of cities from the air or
the naval blockade that starved the German people. Insurgency and HW
existed as modes of conflict long before the supposed arrival of 4GW in the

1930s.108

o Weaknesses of the theory: Echevarria has heavily criticized the
theoretical framework of 4GW, calling it “‘unnecessary’ and saying that
‘it only serves to undermine the credibility of those who employ it in
the hope of inspiring the right kinds of change.’!%° The theory suggests
that war evolves in the way of a linear succession of generations, with
each generation of war being more evolved than the previous one and
each new generation displacing the previous one.!'® The theory is,
hence, unable to explain the coexistence of different generations of
war.'™ More importantly, the theory fails to account for the role of
other instruments of power than military force in the conduct of
modern war, such as the ‘integration of political, economic, and social
power.’ 112 By proclaiming a logical succession of manpower,
firepower, maneuver, and insurgency, the 4GW proponents failed to
understand the difference between ‘military means or techniques’
(manpower, firepower, maneuver) and a different ‘form of war’
(insurgency).!'3 4GW was also a patchwork of different ideas, and
there is a clear tension between the generational framework of warfare
and van Creveld’s claim that future war would be largely of the
‘nontrinitarian’ variety. In short, within van Creveld’s own theory,
there is little to suggest that nontrinitarian war would itself be merely a
temporary generation rather than a final trajectory for modern warfare.
Traditionalists have also argued that warfare has not evolved beyond



some tactical or operational innovations, and that the principles of
strategy are basically eternal and, hence, universally applicable to all
wars throughout history. This would make it unnecessary and
misleading to conjure up new generations of warfare since war can
change some of its characteristics but cannot change its nature. 14
Obviously, this traditionalist criticism applies not only to the 4GW and
5GW theories, but to all theories that argue that there are evolutionary
or revolutionary changes in warfare.

e Inadequate guidance for the future: The final concern questions the
relevance of 4GW for even understanding the current reality of war
and conflict, which does not correspond to the earlier predictions of
4GW, or doing justice to the ability of regular armed forces to deal
with asymmetric threats. Since insurgency is not a new form of war,
the challenge of regular armed forces fighting insurgencies is equally
not a new problem.'> The 4GW school was too quick to declare the
irrelevance of state militaries and of advanced technology. The new
wars would be both high-tech and low-tech. It would be not accurate to
suggest that advanced military technology would not make much of a
difference or that 4GW opponents would always have an advantage
over better-trained and better-equipped regular armed forces just by
prioritizing the political dimension of a conflict. In fact, 4GW
opponents in Vietnam, Iraq, and Afghanistan almost always lost their
battles with the U.S. military. Hence, it would appear that 4GW
proponents have exaggerated the threat this mode of war actually
poses to regular armed forces and their ability to win wars.'6 Wirtz
argued that 4GW ‘is not combat effective against a modern combined-
arms military. But as Hammes correctly notes, it does pose a political
challenge.”™” The idea that future warfare could be narrowly defined
as ‘evolved insurgency’ and made to fit into this framework is also
questionable.!'® Edward Luttwak correctly suggested that '[t]o refocus
military resources on “Fourth Generation Warfare” would be
especially unfortunate for the United States’ in view of the rise of

China and the possible return of great power conflict.!®

The Reemergence of Conventional War



Something few analysts predicted in the 1990s and early 2000s is the
reemergence of great power conflict since 2014 and of major conventional
war since 2022. In 2014, the pro-Russian government of Viktor
Yanukovych was overthrown in Ukraine, following severe rioting and
police violence in Kyiv, which triggered a covert Russian intervention in
Eastern Ukraine and the Russian annexation of Crimea.'?° The tensions
between Russia and the West worsened after the shooting down of the
Malaysian airliner MH17 over Eastern Ukraine, supposedly by Ukrainian
separatists using a Russian-supplied air defense system, in July 2014.1%!
During the September 2014 NATO summit in Wales, NATO members
pledged to spend 2 percent of their GDP on defense so that the alliance
would be better equipped to counter a revanchist Russia. NATO developed
its Readiness Action Plan, which included NATO maneuvers and
deployments on Russia’s periphery, as well as the establishment of a Very
High Readiness Joint Task Force, composed of several thousand alliance
troops, that is deployable within days.'?? The Minsk Protocol of September
2014 established a ceasefire and required Russia to withdraw its
mercenaries and equipment from Eastern Ukraine. Unfortunately, the Minsk
agreement did not end the conflict in Ukraine.

In February 2022, Russia carried out a ‘Special Military Operation’ in
Ukraine, which was an incursion of Russian forces into Ukrainian territory
with the stated objective of ‘de-Nazifying’ and ‘de-militarizing’ Ukraine
and to respond to the “‘threatening expansion” of NATO towards Russia’s
borders.’1?3 Russia sent over 150,000 soldiers into Ukraine, where they
faced a more formidable Ukrainian defense than expected.'?* The conflict
turned into a major conventional war, which, at time of writing, had cost the
lives of tens of thousands of Ukrainians and Russians.'?> NATO countries
promised Ukraine support in the form of financial and military aid to repel
the Russian forces.

As of August 2022, the U.S. government had delivered 16 HIMARS
artillery systems, 1,500 TOW missiles, 126 155-mm howitzers with over
800,000 rounds, 20 120-mm mortars with 85,000 rounds, eight NASAMS
air defense systems, 1,400 micro drones, 20 Mi-17 helicopters, 1,400
Stinger missiles, 8,500 Javelin anti-tank missiles, and 27,000 other anti-tank

systems.?® The Royal United Services Institute estimated that Russia was



firing 7,176 artillery rounds per day in May 2022, which would mean that
the Ukrainians needed to have a similar capacity to keep up. The Western
industrial defense base is not currently ready for war on an industrial scale,
as it cannot produce the required amounts of munitions.!?” The global
market for major weapons systems such as tanks, fighter jets, and warships
has been rapidly growing since 2022, with a potential war between NATO
and Russia, as well as another potential war between the United States and
China over Taiwan, on the horizon. This raises the question of whether the
world will return to the era of great power wars rather than moving in the
direction of a post-Westphalian world described by 4GW theorists.

Although conventional warfare again preoccupies the military
establishments of the great powers, there are many reasons as to why 4GW
remains relevant. First of all, the fundamental strategic situation that
characterized the original Cold War has not substantially changed: The
great powers are still constrained by the risk of escalation to all-out nuclear
war. It makes no sense to assume that a major conventional war between
great powers would not eventually escalate to a nuclear war, which all sides
would very likely prefer to avoid. President Biden made it clear in a March
2022 speech: “We will not fight a war against Russia in Ukraine. Direct
conflict between NATO and Russia is World War III, something we must

strive to prevent.’128

Second, the Ukraine War will end eventually and will likely leave Eastern
Europe substantially less politically stable and less prosperous. The main
security threats for Western countries will be internal and transnational
rather than conventional military invasion. Major Western countries such as
the United States may already be in a pre-civil war state, as argued by Lind:

Mobs loot, burn, and vandalize while politicians advocate defunding the
police. A commune was established in Seattle and turned into Lord of the
Flies while government did nothing. Blacks demand equal treatment from
police despite a violent crime rate many times greater than that of whites,
and mainstream media will not report honestly the differences in crime
rates. “‘Wokeness’ spreads among idle youth who flunked English 101.
What is going on? What is going on, right here on American soil, is war; a



new kind of war that is also very old, waged by entities other than states. I
call it Fourth Generation War.1%?

Conclusion

Fourth generation warfare proponents believe that both the nature and the
character of war are undergoing a fundamental change because of the
decline of the nation state and the end of the Westphalian international
system. The reasons for the decline of the nation state are complex, but
relate mostly to globalization and technology, which have made borders
more porous and have empowered nonstate actors. National sovereignty has
been eroded by the creation of international organizations with
supranational features that result in overlapping authority and much greater
political complexity. Terror groups, insurgents, warlords, militias, and
criminal organizations now control territory in some parts of the world and,
hence, are able to again compete with governments in the domain of
warfare. Most conflicts are intrastate conflicts characterized by
insurgencies, terrorism, and political instability. Conventional militaries
have not been very successful in intervening in such wars. Fourth
generation warfare proponents are generally pessimistic about the ability of
modern militaries to leverage their strengths in terms of superior training,
organization, and technology, as 4GW adversaries mostly fight in the moral
and political arena and lack any tangible center of gravity that can be
attacked. Therefore, 4GW proponents have suggested focusing on the moral
and political dimensions of a conflict since a moral defeat would be more
decisive than a physical defeat. It is hard to dismiss the continuing
relevance of many ideas of the 4GW school in today’s world, despite the
recent resurgence of conventional war in Ukraine and the looming Chinese
invasion of Taiwan.
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2 - Beyond the Fourth Generation

Fourth generation warfare has been defined as an evolved insurgency in which 4GW
opponents focus on the political and moral dimension of a conflict to overcome the
military superiority of regular armies.! The issue that predictably developed was die
question of whether 4GW represented die final evolution of war or whether there could
be further successive generations of warfare. Martin van Creveld’s take on 4GW did not
logically allow a further evolution of war since he postulated an end to the international
system and a return to a more medieval world, but Hammes’s theory did. At die end of
his 2004 book. Hammes discussed the possibility that 4GW may be coming to an end
and that it could be displaced by a new generation of warfare. He suggested: ‘Fourth
generation war has been around for more than 70 years; no doubt the fifth generation is
evolving even as we attempt to deal with its predecessor.’? The chapter will explain
some of the theories of nonviolent war formulated in the 1990s before outlining the
reformulation of the generational warfare concept by Daniel Abbott and others in The
Handbook of 5GW.

Theories of Nonviolent War

War is commonly defined as ‘a prolonged state of violent conflict between two or more
organized groups.' This means that war has to be violent and it has to be carried out by
and against larger political groups, such as states, nations, ethnic groups, or tribes.
Clausewitz added the idea that war must be politically motivated and must be a means
for achieving a political objective.* Van Creveld correctly criticized Clausewitz by
pointing out that there are indeed nonpolitical wars, such as wars fought to establish
justice, wars motivated by religion, and war for a community’s existence.” Even the
characteristic of violence as a requirement for war has been questioned in the context of
cyber warfare, which usually does not result in violence against people.® There is no
compelling reason as to why war would have to be always physically violent, far less
that war would have to be conducted by specialists in violence, namely regular armed

forces.”
Non-lethal Warfare

The idea of non-lethal warfare goes back some time. As early as the late 1940s, a U. S.
Army study proposed the idea of psychochemical warfare, which would allow an enemy
population to be subdued by being dragged.? In the 1970s, law enforcement in the
United States became interested in non-lethal weapons (NLWs) such as Tasers to subdue



criminals without resorting to lethal force. In the early 1980s, the U.S. military started to
research NLWs in view of new types of military challenges such as counterterrorism or
counterinsurgency, where combatants need to be disabled without harming nearby
civilians.? Some of the weapons that were developed include Tasers. rubber bullets, tear
gas. acoustic weapons, and physical restraints. In the aftermath of the Battle of
Mogadishu in 1993. the U.S. military created the Joint Non-Lethal Weapons Program,
which coordinates the development of new types of NLWs.!? The Pentagon now defines
NLWs as ‘weapons, devices, and munitions that are explicitly designed and primarily
employed to incapacitate targeted personnel or materiel immediately, while minimizing
fatalities, permanent injury to personnel, and undesired damage to property in the target
area or environment. >

The main argument for the military use of NLWs is the expanded spectrum of military
missions that now include peacekeeping, counterterrorism, counterinsurgency, and
military operations other than war (MOOTW). such as humanitarian assistance and
disaster relief, all of which require the avoidance of the use of force or a minimum use
of force. NLWs can enable armed forces or security forces to respond to limited threats
in a less lethal manner, thereby protecting civilian bystanders and preventing the
adversary from politically and propagandistically exploiting what could be seen as
excessive use of force. NLWs could also make war more humane by substantially

limiting bloodshed to situations where there is simply no alternative to lethal force.!?

Robert Mandel argued that there are many motivations for governments to pursue war
without bloodshed, such as casualty aversion; getting support from foreign governments,
international organizations, and their own public for coercive action; better media
coverage; and taking advantage of available technology.!® There are several possible
ways in which a bloodless war can be conducted: A war can be fought entirely remotely,
by robots; it can be limited to cyberspace; or it can be conducted with weapons that
incapacitate or psychologically coerce adversaries rather than kill them. Samuel Moyn
argued that '[t]he American way of war is . . . defined by a near complete immunity from
harm for one side and unprecedented care when it comes to killing people on the
other.’'#4 He also wondered whether the essence of war was 'control by domination and
surveillance.” and whether future capability for the nonviolent coercion of an adversary
would be an entirely good thing.'®> He asked: ‘What if the elemental aim of endless war
is not the death of the enemy soldiers but rather the potential nonviolent control of other
peoples?’ 16 If this was possible, would this not be war?

Neocortical Warfare

In 1997, the think tank RAND published a collection of articles that tried to capture the
essence of warfare in the information age.!” The ideas presented in the volume were far
ahead of their time and are, therefore, worth revisiting. Among them is the concept of
neocortical warfare, which was outlined by Richard Szafranski. He argued that ‘military



power resides in the domain of the mind and the will; the provinces of choice,
“thinking,” valuing or “attitude,” and insight or “imagination” . . . military power can
increase in effectiveness even as it decreases in violence.’'® Clausewitz considered
violence to be a means of compelling an enemy to do our will, which meant that greater
levels of violence were assumed to have greater power to compel.'® In other words, if
the enemy suffered enough violence, then the enemy’s will to resist could be broken.

Szafranski pointed out that violence is expensive, requires public support to use. and
ultimately distracts from the real objective of war, which is ‘subduing hostile will.”%°
Hence, it would make sense to focus on the problem of breaking the enemy’s will rather
than on devising better means for inflicting violence. What is important is to understand
die enemy as a system or organism that has a will, which opens up the possibility of
understanding and manipulating the enemy’s will (or brain), making violence redundant.
This approach is what Szafranski called neocortical warfare, defined as

warfare that strives to control or shape the behavior of enemy organisms, but without
destroying the organisms. It does this by influencing, even to the point of regulating the
consciousness, perceptions and will of the adversary’s leadership: the enemy’s
neocortical system. In simple ways, neocortical warfare attempts to penetrate

adversaries’ recurring cycles of ‘observation, orientation. decision and action.’?!

This makes it necessary to define war in terms of outcomes rather than the particular
means that are used (armed forces). The point is that an enemy can be potentially
subjugated without resort to military force or even the threat of military force.

Netwar and Noopolitik

The other notable concept in the RAND volume is called netwar and was developed by
John Arquilla and David Ronfeldt. Netwar is conflict at the societal level waged by
irregular, nonstate actors organized in networks, which provides them with an advantage
over the more hierarchically organized nation states and their militaries. They defined
netwar as

an emerging mode of conflict (and crime) at societal levels, involving measures short of
war. in which the protagonists use—indeed depend on using— network forms of
organization, doctrine, strategy, and communication. These protagonists generally
consist of dispersed, often small groups who agree to communicate, and act in a
networked manner, often without a precise central leadership or headquarters.
Decisionmakers may be deliberately decentralized and dispersed.??

Network organization can benefit greatly from the internet, but netwar is not simply war
on the internet: It is a war of a network, conducted at the societal level. against a state or
other opponent. The primary advantage of network organization is its great flexibility



and adaptability. Networks can respond faster to opportunities and threats than
hierarchical organizations, they can coordinate actions through swarming, they cannot be
defeated through decapitation, and they can take offensive and defensive action, which
may be observationally difficult to distinguish.??

Although Arquilla and Ronfeldt refer to terror and criminal organizations as capable of
conducting netwar, they also point out that civil society actors such as NGOs and single-
issue and activist groups can leverage netwar. A particular challenge for governments is
to determine ‘[w]hose responsibility is it to respond? Whose roles and missions are at
stake? Is it a military, police, intelligence, or political matter?’?* Since the conflict plays
out within a society and relies on nonviolent means to produce a political outcome, it is
very hard to develop an appropriate strategy for a response that is nonviolent and that
also minimizes the threat.

In 1999, Arquilla and Ronfeldt published a related short monograph titled The
Emergence of Noopolitik that explored the concept of a noosphere and how it can be
shaped in support of diplomacy and the conducting of conflict.?> Noopolitik is,
therefore, the politics of shaping the noosphere, which is a spiritual concept that can be
described as the totality of human thought and ideas.?® In other words, noopolitik is the
application of geopolitics to the realm of information and ideas. More precisely,
‘[n]oopolitik is foreign-policy behavior for the information age that emphasizes the
primacy of ideas, values, norms, laws, and ethics—it would work through “soft power”
rather than “hard power.”“?” They argued that:

Noopolitik is an approach to statecraft to be undertaken as much by nonstate as by state
actors, that emphasizes the role of soft power in expressing ideas, values, norms, and
ethics through all manner of media. This makes it distinct from realpolitik. which
stresses the hard, material dimensions of power and treats states as the determinants of
world order. Noopolitik has much in common with internationalism, but we would argue
that the latter is a transitional paradigm that can be folded into noopolitik.?3

To some extent, the emergence of a global noosphere can be considered to be a new
phenomenon brought about by the invention of telecommunications and information
technology, which connect all societies around the world and enable an unprecedented
exchange of information,?® In this new realm of a global information space, civil society
actors would have an edge in terms of promoting ideas and advancing values. As a
result. Arquilla and Ronfeldt suggested ‘that noopolitik will require governments to
learn to work with civil-society NGOs that are engaged in building cross-border
networks and coalitions,’3? The objective of noopolitics ‘may ultimately be whose story
wins.'3!

Unrestricted Warfare



The term ‘unrestricted warfare’ was a Chinese military doctrine that originated in a book
written by two Chinese military officers and published by the People’s Liberation Army
(PLA) in 1999; it laid out China’s strategy for defeating the United States by mostly
non-military measures.>2 Robert Bunker, who reviewed the book, compared it to Mao
Zedong’s On Guerrilla Warfare and suggested that ‘the significance of this work cannot
be overstated.’33 Robert Spalding wrote an entire book of commentary on Qiao Liang
and Wang Xiangsui’s book, Unrestricted Warfare, suggesting that ‘ [o]ne can find
glimpses into the secretive mentality of the CCP leaders, but this one is the single most
important book for understanding the China of today.’>* Donald Reed argued that 5GW
‘closely models the description by Qiao and Wang of unrestricted warfare.'®>

Ruleless War

Many China analysts, most notably Michael Pillsbury and Robert Spalding, have
concluded that China seeks to supplant the United States as the global hegemon by the
middle of the 21st century.3® The Chinese Communist Party (CCP) understands that it is
unlikely to win a direct military conflict with the United States, which means that it has
to weaken the United States to the point that an effective resistance to CCP objectives
becomes impossible. In their preface. Qiao and Wang claim:

[If] we acknowledge that the new principles of war are no longer ‘using armed force to
compel the enemy to submit to one’s will,” but rather are ‘using all means, including
armed force or non-armed force, military and non-military, and lethal and non-lethal
means to compel the enemy to accept one’s defeat.’3”

The primary argument of their book is that conventional warfare has become obsolete,
and that in the new mode of warfare there would be no rules. Qiao stated in an interview
that ‘the first rule of unrestricted warfare is that there are no rules, with nothing
forbidden. 38 As a result, the distinction between war and peace has not just become
blurred, it is meaningless. The CCP considers itself to be in a constant war with the
United States, winch can only end with the CCP either achieving global domination or
facing defeat. Spalding suggested. ‘China is fighting us on every front, in ways visible
and invisible.’3%

Omnidirectional Attack

A key assumption is that ‘the metamorphosis of warfare will have a more complex
backdrop’ owing to the ‘reduced use of military force to resolve conflicts.’4? Qiao and
Wang claim ‘[t]he era of “strong and brave soldiers who are heroic defenders of the
nation” has passed.’#! The new fighters will be ‘non-professional warriors’ such as
computer hackers. The book argues that a number of non-military actions such as cyber
warfare, stock market manipulation, and media reporting of conflicts could constitute



types of future warfare.*? Future war is going to be so multidimensional (physical and
virtual dimensions) and multimodal (military and non-military modes of fighting) that it
would become impossible to label it in any meaningful way. The authors argue that
high-tech weaponry and high lethality would not be particularly useful in future wars,
and they instead point at the advantages of new concept weapons (electromagnetic,
computer, and media weapons) and non-lethality.*3

The battlefield would be everywhere, and wars would be fought by nonprofessional or
non-military warriors, who could be hackers, terrorists, or financiers. Modem societies
are uniquely vulnerable to innovative modes of indirect attack, all of which are designed
to weaken an adversary in the long term to the point that a potential subsequent military
attack (should one be necessary) could succeed. Below are some of the modes of attack
discussed by Qiao and Wang:

o Trade war:

[T]he use of domestic trade law on the international stage; the arbitrary creation and
dismantling of tariff barriers; the use of hastily written trade sanctions; the imposition of
embargoes on exports of critical technologies; the use of Special Section 301 law; and
the application of most-favored nation (MFN) treatment, etc.**

The authors suggest that the United States has perfected this type of warfare, which is
meant to undermine adversarial economies and their respective technological and
military capabilities.

e Financial war: ‘[Flinancial war is a form of non-military warfare which is just as
terribly destructive as a bloody war but in which no blood is actually shed.'*>
Financial war is about attacking foreign financial markets and currencies in order to
induce financial and social chaos and inflict financial and economic damage. The
Asian financial crisis of 1998 is cited as an example of financial war wreaking
havoc upon several industrialized Asian countries. Today, a key U.S. concern is the
attack on the U.S. dollar by Brazil. Russia. India. China, and South Africa (the
BRIGS nations), which are selling off United States-denominated assets and
increasingly circumvent the U.S. dollar for international payments.*®

e Terrorism: ‘The advent of bin Laden-style terrorism has deepened the impression
that a national force, no matter how powerful, will find it difficult to gain the upper
hand in a game that has no rules. >4’ Qiao and Wang point out that ‘new terror war’
may use new technological ‘superweapons,’ including chemical weapons,
biological weapons, and computer hacking and information warfare.

e Ecological war:

Ecological war refers to a new type of non-military warfare in which modem technology
is employed to influence the natural state of rivers, oceans, the crust of the earth, the



polar ice sheets, the air circulating in the atmosphere, and the ozone layer.*®

Qiao and Wang suggest that environmental modification technologies exist or could be
developed to induce ecological disasters as a means of covertly attacking adversaries
with earthquakes, flooding, droughts, or hurricanes.

e Psychological warfare: ‘Even the last refuge of the human race—the inner world of
the heart—cannot avoid the attacks of psychological warfare.’#? The method could
involve ‘spreading rumors to intimidate the enemy and break down his will.”>®
Qiao and Wang acknowledge that psychological warfare is old but state that there
are novel ways of using it, as was demonstrated by the U.S. military in the Gulf
War.

e Smuggling warfare: This includes ‘throwing markets into confusion and attacking
economic order.™ A foreign economy could be flooded with pirated or illicit
goods, which reduces the profitability of foreign companies and distorts markets. A
variation of this could be the smuggling of human beings to distort labor markets
and undermine the political stability of a country.

e Media warfare: This involves ‘manipulating what people see and hear to lead
public opinion along.’> This can be accomplished by sponsoring foreign-language
media targeted at an adversary’s society, co-opting foreign media through financial
leverage/advertising revenues, and cultivating or intimidating foreign journalists to
report China’s preferred narratives.

e Drug warfare: This means ‘obtaining sudden and huge illicit profits by spreading
disaster in other countries.’>® Qiao and Wang pointed out that the British launched a
war against the Qing dynasty to protect ‘national drug trafficking activity on
probably the grandest scale in recorded history. >>* The current explosion of drug-
overdose deaths (over 100,000 per year in the United States as of 2022) resulting
from fentanyl that originates in China must be considered in the context of drag
warfare. According to Robert Spalding. ‘[d]rug traffickers use two techniques for
delivering fentanyl manufactured in China: It is either shipped directly into the
United States via international mail or shipped into Mexico to be smuggled into
America.”®

e Network warfare'. This involves ‘venturing out in secret and concealing one’s
identity in a type of warfare that is virtually impossible to guard against. *>® What is
referred to here is cyber warfare, which seeks to subvert or attack foreign computer
networks for the purpose of espionage and sabotage.

e Technological warfare: This concerns ‘creating monopolies by setting standards
independently.’” Spalding claims that ‘China is trying to dominate international
standards for the 5G wireless networks’ in order to control a key component of a
nation’s telecommunications infrastructure. This could enable China to access all
kinds of data derived from the Internet of Things and even enable it to exercise
control over devices connected to 5G networks in order to sabotage them.>®



e Fabrication warfare: This means ‘presenting a counterfeit appearance of real
strength before the eyes of the enemy.”> The concept is not explained any further
in Unrestricted Warfare, but it clearly relates to military deception and media
warfare with the objective of intimidating an adversary through fabricated strength.

 Resources warfare: This is ‘grabbing riches by plundering stores of resources.’®°
According to Spalding. ‘China has been trying to dominate the market for
increasingly essential rare earth.’®! In particular, China is trying to gain control
over the world’s lithium resources since lithium is essential to battery technology
and, by extension, electric vehicles.

e Economic aid warfare: This involves ‘bestowing favor in the open and contriving
to control matters in secret.’®? China has been expanding its economic ties with
African nations with a view to securing access to raw materials by financing.
constructing, and controlling infrastructure through the Belt and Road Initiative. It
is an ‘economic hitman’ approach in which China uses debt incurred by developing
nations as leverage to force political and social changes, as well as to eventually
take over the infrastructure if debts cannot be repaid.5

e Cultural warfare: This includes ‘leading cultural trends along in order to assimilate
those with different views.’®* China has been promoting its own style of
authoritarianism in other countries and is exerting cultural influence through its
Confucius Institutes, which can be found on many Western university campuses.

e [International law warfare: This involves ‘seizing the earliest opportunity to set up
regulations.’®® Chinese legal warfare has become the subject of extensive academic
discussion, in particular in relation to Chinese abuse of international law to assert
territorial claims in the South China Sea and restrict U.S. naval operations in
proximity to the Taiwan Straits and the artificial islands claimed by China.5”
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Supra-combinations

Unrestricted warfare is based on the combination of different actors, domains, means,
and levels of conflict. Combination makes it possible to create synergies and achieve far
greater effects than can be done without combination. In other words, the combination is
more than just the sum total of its constituents.

e Supranational combinations: ‘This method, resolving conflicts or conducting
warfare not just with national power, but also with combinations of supranational.
trans-national, and non-state power, is what we mean by the general term supra-
national combinations. %8 This is the art of assembling alliances or coalitions
comprising different nations, international organizations, multinational
corporations. NGOs. and other nonstate actors, such as terror organizations.
criminal syndicates, and hacker groups.®® Again. Qiao and Wang’s main example is
the Gulf War. this time in view of the United States’ political and perceptional
maneuvering to secure international support for an attack on Iraq.



» Supra-domain combinations: ‘From this point of view of beyond-limits thinking,
“supra-domain combinations” means the combining of battlefields. Each domain
may. like the military domain, constitute the principal domain of future warfare.’”
The domains mentioned include ‘politics, economics, the military, culture,
diplomacy, and religion.’”! In short, war requires action across many domains
(beyond the traditional military domains) in order to exert maximum pressure on an
adversary.

e Supra-means combinations: ‘[I]n a world of unprecedented complexity, the form
and the scope of application of means is also in a state of continuous change, and a
better means used alone will have no advantage over several means used in
combination.’”?> Qiao and Wang point out that, when choosing a means
combination, it only matters whether it can achieve a desired objective, and that one
cannot always rely on ready-made means such as economic blockades. One has to
be creative in the creation and combination of means.

e Supra-tier combinations: Qiao and Wang argue that war can be divided into four
distinctive levels: Grand war—war policy (grand strategy); war—strategy;
campaigns—operational art; and battles—tactics. ‘Our issue is how to use some
method to break down all the stages [levels of war], and link up and assemble these
stages at will.””3 The idea is to act across the different levels of war, which means
that actions at the tactical level may have strategic or grand strategic impacts.

0

Unrestricted Warfare and 5GW

The unrestricted warfare concept developed some key ideas that are highly relevant for
5GW), but it also differs in many ways from it. The fundamental idea that unrestricted
warfare and 5GW have in common is what Basil Liddell-Hart called the ‘indirect
approach.’ or the idea that the best way of achieving victory is by avoiding a direct
confrontation with an enemy’s main forces and focusing on attacking logistics and
morale.”* Both theories, unrestricted warfare and 5GW, advocate for supra-combinations
to achieve a disproportionate effect on an adversary-. Finally, both argue in favor of the
limited use of violence, not for moral reasons but for pragmatic reasons, namely the
economy of force and the need to control escalation. Where 5GW departs from
unrestricted warfare is in terms of the focus on the human domain to the neglect of other
domains of war. Economic or financial means could be part of a 5GW strategy, but the
objective would not be economic or financial: The objective would be psychological and
cultural more than anything else. The main battlespace of 5GW is the human mind,
which is the realm of perception, cognition, culture, and social relationships.

Towards a Theory of 5GW

The beginning of the War on Terror led to a brief revival of the 4GW school owing to
Western interventions in developing countries, with counterinsurgency operations



against globally networked terror and insurgent groups. However, the 9/11 and
Amerithrax attacks of 2001 also appeared to indicate another transformation in warfare
and insurgency rather than representing the kind of evolved Maoist insurgency of 4GW.
These terror attacks involved nonstate actors attacking a powerful state actor by way of
weaponizing civilian technology or by exploiting stolen nation-state weapons
capabilities.”

Hammes stated that ‘super-empowered individuals or small groups would be in keeping
with several emerging global trends—the rise of biotechnology, the increased power of
knowledge workers, and the changing of loyalties.”® Hence, earlier discussions of a
potential fifth generation of warfare focused on the so-called ‘new terrorism,” which was
supposed to be more deadly, more resilient. and harder to fight than the old terrorism of
politically or ideologically motivated revolutionary/separatist groups because of
globalization, easier access to advanced technology, and religious motivations.”” Donald
Reed made the first attempt at developing a coherent theory of 5GW. He argued that

fifth generation warfare allows the battlefield to become omnipresent by expanding it
beyond the domains of third and fourth generation warfare, it also empowers any entity
with the economic and technical means, and motivated by self-interest, with the ability
to wage war. War is no longer the monopoly of nation-states, or even of insurgencies,
but as a result of the Information Age and the effects of globalization has become the
province of both state and non-state entities in the form of networks, super-empowered
individuals. and groups that are capable of forming supra-combinations that have not
been seen before.”®

Some of the key ideas in Reed’s article are that the role of militaries in 5GW is greatly
diminished, that 5GW blurs all boundaries, and that the inferior can defeat the
superior.”? What Reed did in his 2008 article was largely a reformulation of Unrestricted
Warfare. In 2010, Daniel Abbott moved the debate forward by publishing a collection of
theoretical essays that tried to locate 5GW properly within the 4GW framework while
also revising the earlier ideas of generational war.8’

The OODA Loop and Fifth Generation Warfare

The fighter pilot and strategist John Boyd developed the observe-orient-decide-act
(OODA) loop as a model for decision-making, based on his experience in air-to-air
combat and developed in the 1980s and 1990s (Boyd died in 1997).8! Many 4GW and
5GW proponents, including Lind and Abbott have invoked the OODA loop in order to
highlight differences in the generations of warfare.

The key idea is that there are distinctive steps that have to be completed in decision-
making, forming a decision cycle. The primary input comes from the surrounding world
or operational environment. Observe means that the decision-maker has to monitor the



environment or collect data on the environment. Orient means that analysis has to be
performed to make sense of the sensory or external data to provide a perspective on the
specific situation. Decide means to choose from a number of possible courses of action
based on the orientation or analysis step. Act means to implement the decision. Lind
suggested that

whoever can orient more quickly to a rapidly changing situation acquires a decisive
advantage because his slower opponent’s actions are too late and therefore irrelevant—
as he desperately seeks convergence, he gets ever increasing divergence. At some point,
he realizes he can do nothing that works. That usually leads him either to panic or to
give up. often while still physically largely intact.??
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Figure 2.1 OODALoop Source: Created by author

Different generations of warfare target different steps in the OODA loop in order to
disrupt or slow down the adversary’s ability to complete the decision cycle.?2 Abbott
suggested that ‘[w]ar is going deeper into enemy minds. Every generation of warfare
aims for deeper in the enemy’s OODA loop. ’®* First generation warfare targeted the
acting phase. 2GW targeted the decision phase. 3GW targeted the orientation phase, and
AGW also targeted the orientation phase but additionally targeted observation.®>
According to Chad Kohalyk, ‘5GW will attack an enemy’s ability to OBSERVE. The
enemy could be blind, unaware to the true identity of the adversary he is engaging with,
or maybe oblivious to the fact that he is fighting a war at all.”8® In other words. 5GW



targets perception and therefore undermines the ability of adversaries to make good
decisions (or any relevant decisions at all).

The xGW Framework

The main problem with launching a theory of 5GW was that the whole concept of
generational and post-Westphalian war had been tarnished by the justified criticism of
notable military historians and scholars. What was needed was a theory less tied to
contentious interpretations of history and more abstract. The Handbook of 5GW
therefore suggested dropping the term ‘generation’ altogether and replacing it with
gradient or grade, which means ‘[a] stage or degree in a process.” A gradient is defined
as ‘[a] stage or degree in a process’; ‘[a] position in a scale of size, quality or intensity’;
‘[a]n accepted level or standard.’®® Warfare moves between a range of gradients. Each
change in gradient requires ‘a complete societal change.’® The first gradient requires a
division of labor, the second industrialization, and the third nationalism.?° The fourth
gradient seems to require network organization, and the fifth globalization.

Warfare can move upwards to a higher gradient and it can also move downwards to a
lower gradient. Furthermore, different gradients or generations of warfare may
temporarily coexist: The emergence or appearance of a higher gradient of warfare does
not completely displace the previously dominant gradient of warfare.>! This means that
the history of warfare should not be considered a sequential evolution of different modes
of war. which was a major criticism of the 4GW school.?? According to Abbott.

The xGW framework rejects the theory of sequential emergence, and the Generations of
Modem War (GMW) school that is associated with it. While some theorists in the xGW
framework still use the term generation, the elements of the taxonomy are now generally
known as gradients. The gradients of war. like gradients we see in other elements of
social organization (wealth, height, skin color, and so on) flow indefinitely into each
other, and their emergence pre-dates written history.%3

The new starting point then becomes zeroth gradient war (OGW), which is defined as
total war or genocide, followed by first gradient war (1GW), which is a ‘concentration
of labor,” second gradient war (2GW). which is a ‘concentration of firepower,’ third
gradient war (3GW), which relies for victory on ‘better minds’ (ideas and information),
and fourth gradient war (4GW), which blurs war and peace.?* ‘In 5GW violence is so
dispersed that the losing side may never realize that it has been conquered.’®

In other words, higher gradients may exist in earlier historical periods and may also
coexist with modes of warfare of a lower gradient. Warfare may also regress from a
higher gradient to a lower gradient or advance to an even higher gradient. When the
potential of 5GW is exhausted, a conflict may degrade to 4GW or 3GW or it may
advance to 6GW. Key to the differentiation of the gradients is the idea of complexity:



Higher-gradient warfare is more complex than lower-gradient warfare. which also
affects the amount of violence necessary to achieve objectives: ‘In the xGW framework,
kinetic force has greater utility at lower gradients of the framework and less utility at the
higher gradients of the framework. *%° Still. xGW thinkers ‘agree that 5SGW will be a
form of conflict that would have been impossible in the past’ owing to the role of
advanced technology,?” A caveat here is that 5GW is not closely tied to any particular
technology such as the internet, although the internet can enable new modes of conflict
(cyber warfare) that fit in the 5GW paradigm and. hence, were not possible earlier.

Another advantage of the xGW framework is that it can accommodate indefinite future
modes of war and can expand and adjust the theory in light of new developments. Sixth
generation warfare will be able to overcome 5GW and so on. Even some defining
characteristics of 7GW and 8GW could be deduced from the internal logic of die
framework: The next generation must be able to counter or render obsolete the previous
one; it also must be more complex, and violence must be even more dispersed, precise,
or indirect than in the previous one. This leads to speculation that 6GW could be cyber
warfare and electronic warfare directed against critical infrastructure, and 7GW could be
conflict fought by Al systems, with limited or no human participation. Of course, it is
very- difficult to predict future gradients of warfare that have yet to materialize.

Secrecy in 5GW

Unlike 4GW. which is a political insurgency and as such strives for visibility— there is
no question as to the existence of conflict or to the objectives of the 4GW opponents—
the matter is completely different with respect to 5GW opponents, who may be
motivated by some political ideology or a belief system, but who may have no interest in
publicizing it or the fact that they would be engaged in a war. ‘“There are no warnings, no
communiques, no explanations—or at least none that can be trusted—only events which
may or may not be random.’%8 Fifth generation warfare opponents prefer to remain
hidden and. if that is not possible, they prefer to frame their aggressive actions as being
ultimately benign. Ideally, the victims of a 5GW mode of attack would never be aware
that they were under attack, or. if they were aware, they would never figure out from
where the attack was actually coming and who was responsible. L.C. Rees suggested
that 5GW is a ‘war [in which] the enemy may fight you with a form of war that you not
only can’t see. but even worse, don’t even believe in. ’ resulting in the following: ‘You
never knew you were at war. You never saw what hit you. You never knew there was a
chance for victory. You never knew that you were defeated. You don’t believe in any of
the above.’%

Fifth generation warfare seems closely related to the practices of statecraft described as
covert action, covert operation, or active measures, in the sense that sponsors of these

activities seek some degree of plausible deniability, either by making it very difficult to
trace activities back to them or by relying on the ambiguity inherent in the activities. A



lot can be learned from studying CIA covert action or Soviet active measures in terms of
how a connection to sponsors, their objectives, and some of the activities themselves can
be hidden. For example, in the realm of covert operations, it is standard practice to rely
on front organizations that are specifically created to provide cover for personnel and
activities, to recruit agents of influence who can influence perceptions and decision-
making, and to rely on the use of information as a weapon (propaganda or
disinformation). Rory Cormac and Richard Aldrich have pointed out that covert action
does not need to rely on complete secrecy, as in hiding the sponsorship of activities from
everybody

Table 2.1 The Seven Gradients of War
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Source: Adapted from Donald Reed, 'Beyond the War on Terror: Into the Fifth
Generation,' Studies in Conflict and Terrorism 31, no. 8 (2008): 691.

other than those who have been ‘cleared’ to know.'%° To some extent the exposure of
covert activities is always expected to occur at some point.'®! Exposure of covert
activities (not their official acknowledgment) might not diminish their effectiveness as it
creates yet more uncertainty.'%> Many people will remain unaware that an exposure
occurred, will even dismiss information related to exposure, or will simply deny that any
harm was done.!03

Many aspects of 5GW activities will not be secret as such—they will be observable by
many audiences. The main challenge is the intellectual fight over interpretation of these
activities—namely, their purpose and their effects, which a 5GW opponent will do
everything they can to paint as benign and, if negative effects become visible, to declare
them to be minor or unintended. The ambiguity that the approach creates makes it hard
for a victim or analyst to comprehend that there is a war. and that intentional harm has
occurred and was significant enough to produce a desired outcome for an adversary.

This ambiguity—rather than outright secrecy—inherent in 5 GW creates an
epistemological problem: How can one prove the existence of SGW? It makes sense to
think about 5GW in terms of effects and outcomes, as these are usually observable while
sponsors, intentions, and particular means may not be observable. The outcomes can
provide clues with respect to intent, and intent can potentially reveal the real actors.
Abbott suggests that ‘ [quantitative research can be used to study 5GW.’1% In particular,
‘[quantitative data analysis could range from simple procedures, such as multiple
regression and analysis of variance (ANOVA). to more complex procedures such as
multivariate analysis and structural equation modeling.’'%> Data points relevant to
understanding of the effects of a 5GW attack could be opinion surveys; various
demographic data, including unexplained changes in life expectancy, excess mortality, or
fertility; and also crime statistics. One could also consider the probability of an unlikely
type of negative event or accident occurring repeatedly, as well as the unwillingness or
inability of authorities to investigate, explain, mitigate, or address the issue. If bad things
keep happening for no apparent reason, it is likely intentional. If no action is taken to
deal with a threat, complicity of those tasked to prevent threats is likely.

Command and Control in 5GW

Fifth generation warfare proponents generally agree that it is a war fought by networks
across different actor groups, different domains, and different levels of war and using
different means, and ‘that a 5GW force becomes increasingly effective the more
disparate its efforts become.’'% This raises die question as to how effective coordination
can be achieved in a way other than through some centralized command structure, which
could not possibly be able to coordinate every aspect of a multimodal and



omnidirectional attack owing to the immense complexity involved. The answer can be
found in the theory of complex systems, swarming behavior, and chaos theory. As Shane
Deichman argued, a 5GW opponent may rely on the ‘naturally emerging behavior of
complex systems’ to synchronize efforts across different networks of people and
organizations. In other words, it is generally wrong, in 5 GW, to assume the existence of
some grand conspiracy or some evil mastermind pulling all the strings in the
background. The truth is much more mundane: Diverse sets of autonomous actors can be
co-opted through overlapping interests, resulting in some degree of self-synchronization
or swarming behavior.'%” Autonomous actors simply watch what other actors within
their network do in order to adjust their own behavior accordingly. Nobody in the swarm
needs to have a complete plan for coordinating their actions. Everybody in the swarm
just follows simple rules: Move in the same direction as others, remain close to
neighbors. and avoid collisions.!®® In a netwar, this is mostly done by public signaling
through publications, public statements, or public actions.

Co-optation may occur through the use of financial incentives (bribes or opportunities to
profit), through a shared ideology or compatible political objectives, or through claiming
a shared or friendly identity (racial, ethnic, or religious).'% Many organizations or
individuals that have been co-opted by a 5 GW opponent may not even be aware that
they serve someone else’s interests since they may genuinely believe that their actions
are either purely self-interested or servce a purpose other than the real intent of the 5GW
opponent. According to David Axe, 5GW

is less clearly ideological but just as sweeping in its goals. 5GW is when a party exploits
or encourages an existing or emerging crisis to achieve strategic goals that those most
directly involved in the crisis might not even be aware of. 5GW is a form of stealthy
proxy war.!10

One can take an existing group and co-opt it by offering incentives or support, and/or
one can exacerbate existing problems to move things along in a direction in which they
were already going. The advantage of intervention is that the intervener has an
opportunity to influence the outcome, while just allowing events to unfold by themselves
leaves too much to chance.

A good example of how self-generation and synchronization across different
organizations and groups can happen spontaneously is the way in which the East
German secret police (commonly referred to as ‘Stasi’) carried out a ‘systematic and
persistent subversion of the West European [peace] movement’ from 1979 to 1990 11
general idea was to use European peace activists to put pressure on West European
governments to prevent the deployment, and later call for the removal. of the American
intermediate range nuclear weapons from European soil, following NATO’s 1979
‘double-track’ decision. The Soviet Union created urgency and an emergency by
emphasizing how greatly American missile deployments threatened international



stability and increased the risk of global thermonuclear war, which made it easier to co-
opt existing peace activist groups, who were genuinely concerned about nuclear war and
who were not necessarily communists. Key to die successful creation of a strong anti-
nuclear weapons movement was the ‘Generals for Peace’ initiative, which was launched
by a former West German naval officer and historian. Gerhard Kade. who was also a
Stasi and KGB agent. He managed to assemble an impressive collection of over a dozen
unwitting former NATO generals and admirals, who publicly warned of the dangers of
nuclear war and who advocated for nuclear disarmament. This resulted in a large amount
of publicity activity, with conferences, media debates, books, and other publications,
creating a much larger movement that the Stasi did not control.!? In fact, the Stasi
became concerned that the West European peace movement could spill over to East
Germany and cause problems. 13

The New 5GW Belligerents

Discussions of hybrid warfare, gray zone conflict, or covert action always assume that a
state actor is ultimately responsible by controlling or empowering a set of state or
nonstate proxies. In 5GW. it is likely that states are participants in conflict or that certain
state-specific capabilities are used, but it does not mean that states are the ultimate
initiators, controllers, or sponsors. Fifth generation warfare is group-on-group warfare,
and this can mean that states or certain parts of a state’s bureaucratic apparatus are co-
opted to act on behalf of one group against another group. This can be an inter-societal
conflict (a culture war) or an inter-civilizational conflict."'* States therefore tend to be
the victims of 5GW rather than the genuine perpetrators of 5GW. As Daniel McIntosh
pointed out. in 5GW ‘[t]he conflict is not to conquer the state, or to divide the state, but
to undermine the state.’1®

Super-empowered Individuals

It is consistent with the idea that violence is more dispersed in higher-gradient warfare
that individuals or small groups would be dominant actors in 5GW. Hammes suggested
that super-empowered individuals could be ‘one possible form of future war’ or a major
characteristic of 5GW." The term ‘super-empowered individual’ was coined by
Thomas L. Friedman in his 1999 book The Lexus and the Olive Tree, which explored
globalization. He wrote that

[t]he greatest danger that the United States faces today is from Super-Empowered
individuals who hate America more than ever. . . today’s Super Empowered Angry Man

or Angry Woman can use the powers embedded in globalization to attack even a

superpower. 7



Super-empowered individuals are potentially dangerous because of the globalization and
technology that give them global reach (cheap transportation and communication) and
the kind of destructive power only nation states could previously leverage. Super-
empowered individuals are also a very diverse group of actors in international relations,
ranging from drag lords such as Pablo Escobar to terrorist leaders such as Osama bin
Laden, transparency activists such as Julian Assange, and major financiers and
industrialists such as George Soros, Bill Gates, and Jeff Bezos.!18

What they have in common are their lack of formal or political power and their ability to
shape the world, influence world events, leverage technology, and act globally. They
have important resources at their disposal in terms of unique expertise, connections and
access to other powerful individuals and information, perhaps great financial wealth, and
access to inventions and powerful technology. According to a U.S. Army TRADOC
report from 2017, super-empowered individuals have the following characteristics:

e They are ‘[h]ighly connected and able to reach far beyond their geographic
location.’

e They have ‘[a]ccess to powerful, low-cost commercial technology.’

e They are ‘[o]ften more difficult to trace or attribute responsibility for actions.’

e They are ‘[n]ot beholden to nation-state policies, ethics, or international law.’

e They have ‘[v]arying motivations (political, ideological, economic, and monetary),’

e They are ‘[o]ften unpredictable, may not operate or execute like a traditional
rational actor.”?

Particular technologies that originated from, or are being developed in, the private sector
and that are very difficult for governments to monitor, regulate, and control can
empower individuals and small groups in a completely unprecedented manner, which
includes nanotechnology, biotechnology, information technology, and cognitive (neuro)
technologies. !0

Criminal Organizations

Fifth generation warfare transcends many traditional boundaries such as between war
and peace, military and civilian, covert and overt, and the licit and illicit. Criminal
organizations can engage and have engaged in 5GW against states.'?! Even though
criminal organizations generally lack political objectives, they are often important in
5GW because of their unique set of capabilities: They can corrupt officials, they control
smuggling routes, they have access to parts of the legitimate economy through control of
legal businesses, and they can operate globally and clandestinely. Criminal organizations
also tend to use violence strategically and selectively—they understand that violence is
costly, may invite retaliation, and has only short-term benefits.



Criminal syndicates can be found in most countries of the world. They are
internationally connected; they specialize in the control of illicit markets such as illegal
narcotics, human trafficking, prostitution, and gambling; and their activities are
generally transnational in orientation. According to the U.S. Department of Justice,

The most powerful international organized crime groups benefit from the symbiotic
relationship that their leaders have developed with corrupt public officials and business
tycoons. The three elements combine forces to form strategic alliances. International
organized crime in its highest form is far removed from the streets. These groups are
highly sophisticated, have billions of dollars at their disposal, are highly educated, and
employ some of the world’s best accountants, lawyers, bankers and lobbyists. They go to
great lengths to portray themselves as legitimate businessmen and even advocates/
benefactors for the local populace and others. !

It is important to acknowledge that organized crime cannot exist without at least some
tacit approval from governments, which means that these organizations can sometimes
reach so deep into governments that it can become difficult to determine where a
criminal enterprise ends and a legitimate government begins.

Leading criminals can even be members of a government or senior government officials
can be in the pockets of criminal organizations. For example, in the early 1980s,
Colombian drug lord Pablo Escobar was not just one of the world’s richest people, he
even became a member of the Colombian Congress in 1983.123 He also constructed a
neighborhood for the poor in Medellin, which gained him much popularity. In
neighboring Bolivia, drag traffickers sponsored a coup to install a cooperative
government under General Luis Garcia Meza in 1980, and in Chechnya the corrupt
government of Dzhokhar Dudaev created a safe haven for criminal gangs from 1991 to
1996 in order to profit from crime.!24

Even a major country such as Russia has been accused of being a criminal state owing to
the apparent penetration of the government by criminal groups and criminal interests in
the 1990s. In the Yeltsin period, organized crime was extremely pervasive in Russia,
with some 8,000 criminal formations producing so much revenue that it represented a
quarter of Russia’s GDR These groups controlled both licit and illicit businesses,
including in important industry sectors such as oil and gas.'?> According to Yuriy
Voronin,

[i]n the highest echelons of the Russian government, crime and politics are often
indistinguishable from one another. Crime in the post-Soviet era, in other words, is often
a continuation of politics by other means—but carried out by the same persons: the
functionaries, security and police officials and other who run the state. Professional
criminals commonly manipulate police and customs organizations, military



establishments, and financial institutions. Furthermore, the tentacles of organized crime
apparently extend to the highest levels of government.!2%

Although the Russia of the 1990s was an extreme case of rampant criminality, there is
no doubt that criminal organizations can corrupt government officials everywhere. What
makes organized crime so dangerous is that its influence is often well hidden behind a
facade of respectability. Once the facade breaks down owing to exposure of corruption
or excessive violence that goes unpunished, the result is a steady corrosion of the
legitimacy of governments. Ironically, ‘transnational organized crime can prosper under
political and economic unrest because conflict zones exhibit loosened controls, sizable
capital availability due the need for hard cash, and significant returns on investment due
to high risks.”'?” In short, organized crime can benefit from the destruction of states,
which makes it a perfect ally for 5GW opponents.

Deep States

The notion of a ‘deep state’ or ‘independent security state’ has become both prominent
and controversial in recent years, resulting also in some confusion as to what it actually
means.'?® The simplest way of understanding the deep state is to refer to the older and
more established concept of the ‘military-industrial complex,” which is a term that was
first coined by President Eisenhower in his January 1961 farewell speech.!? Eisenhower
famously stated: ‘In the councils of government, we must guard against the acquisition
of unwarranted influence, whether sought or unsought, by the military-industrial
complex. The potential for the disastrous rise of misplaced power exists and will
persist.“ 130 The deep state is, therefore, not a conspiracy or a conspiracy theory, but
rather it is an institutional arrangement that is based on diminished democratic
accountability, which has enabled bureaucratic actors to achieve some degree of
autonomy from the rest of the government.'3! Deep states exist in many countries and
they differ in their power, influence, and characteristics, but they are always unified and
somewhat separate from the rest of the visible or constitutional government.

According to Sean Me Fate, '[d]eep states are like states with cancer. Their institutions
of power—the military, the judiciary, intelligence agencies—have gone rogue; rather
than serving the state they make the state serve them.’'3? The deep state is hence a
convergence of bureaucratic and corporate interests that is sometimes antithetical to the
best interests of the citizenry owing to threat exaggeration that drives a constant
expansion of national security spending, a constant expansion of the surveillance state,
and a constant pursuit of conflicts that justify' the former. Deep states are most powerful
in a state of emergency as the normal rales of government accountability are suspended.
According to Carl Schmitt’s logic that ‘sovereign is he who decides on the state of
exception,’ the deep state is the real sovereign.!'33



Michael Glennon described the American deep state as a ‘Trumanite network’ because it
was originally formed during Truman’s presidency.!* It is essentially a network of
individuals who are well placed in the national security apparatus, holding key positions
in the mid and upper management, who share a similar background and belong to the
same ‘tribe,” who practice a cult of secrecy, and who ultimately protect their own
interests against outsiders, both within and outside the government. Deep states usually
have a militarized culture in which conformism and obedience thrive. This means that
they tend to protect the status quo and resist change.!3°

Glennon claimed that there is now a dichotomy, with a Madisonian government
comprising the public institutions that are defined by the constitution and then a secret
government composed of the Trumanite network that controls national security policy,
which leads to a complex interplay between the two. ‘For the double government to
work, the Madisonian institutions must seem in charge, for the Trumanites’ power flows
from the legitimacy of those institutions.’'3% In other words, the public is presented with
a theater performance where elected officials pretend to be in control of national security
decisions while the national security bureaucracies pretend to merely carry out the will
of the elected government. This illusion tends to serve both sides well since elected
officials cannot do much without the bureaucracies on their side and since open
bureaucratic defiance of an elected government would smell like mutiny and thus erode
the legitimacy of the whole government and, with it, also the source of the deep state’s
secret power.

There are some important features that make the existence of deep states relevant for
5GW. Deep states are both potential perpetrators of 5GW and potential targets of 5GW
opponents. Deep states do not tend to be creative and they do not have any political
objectives of their own, but, if any outside group was able to infiltrate them, they would
be extremely well positioned for an attack against a state or a society. Throughout the
Cold War, the Soviet Union made tremendous efforts to penetrate Western intelligence
services, not just to obtain state secrets but also to shape the perceptions of Western
governments.'3” Deep states can operate in secrecy, they often control tremendous
financial and material resources, they sometimes have access to technological and
weapons capabilities beyond the regular military and police forces, and they can reach
deep into a society owing to surveillance and covert influence on the media, as well as

other corporate and civil society actors.38

Any infiltration of a deep state can potentially enable control of a government’s
perceptions by way of fabricated or manipulated intelligence, which can influence
policies. Foreign intelligence services and even terror groups have penetrated U.S.
intelligence agencies, which has not only resulted in the leaking of highly sensitive
national security information to enemies but has also enabled enemies to shape U.S.
perceptions and to carry out attacks against American targets.'3? Attempts to recruit
individuals from adversarial organizations open up an intelligence agency to being



infiltrated by double agents.!*? During the Cold War, there were justified fears that
Western intelligence could be penetrated at the highest level, with even the heads of MI5
and the CIA coming under suspicion.!*! Deep states are also vulnerable to co-optation
by economic/corporate or criminal interests, as happened in Russia in the 1990s. Once
an organization has been penetrated, a traitor could facilitate the recruitment and
placement of more traitors, and over time traitors in key positions could take over the
organization and abuse its powers to advance the objectives of a foreign adversary. The
fundamental problem is that it is a function of the deep state (the intelligence services) to
guard against infiltration and treason—but who guards the guardians and makes sure the
guardians have not themselves succumbed to treason?

Conclusion

Fifth generation warfare is war at the societal level that relies heavily on psychological
manipulation and minimizes the use of violence. This suggests not that 5GW would
necessarily be nonviolent, but that violence is not the primary mechanism for coercing
an enemy. The intellectual roots of 5GW are the concepts of netwar/noopolitik and also
Qiao and Wang’s unrestricted warfare theory, which emphasizes non-military over direct
military means to gain an advantage. Where 5GW deviates from unrestricted warfare is
in terms of its narrower focus on the manipulation of perception, culture, and cognition.
Abbott moved the debate on 5GW forward by dropping the original theory of
generational warfare in favor of gradients of warfare, which provides a better supporting
logic for the emergence of 5GW. An important challenge to understanding 5GW is
secrecy or, rather, how an adversary can manipulate the victim’s perception of activities
that are ultimately nefarious. In short, victims of 5GW usually do not believe they are
under attack or do not understand from where an attack may be coming, which is the
reason why they will be conquered. Finally, 5GW can be conducted by super-
empowered individuals or small groups, who may work with criminal organizations and
may be able to subvert states and, in particular, deep states to weaponize them against
another group that they consider to be their enemy.
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3 - The Counterinsurgency
Paradigm in 5GW

The main objective in 5GW is the exercise of influence or control over a
population for the purpose of either societal destabilization, regime change,
political subjugation. or all three. As previously established, a successive
generation of warfare ‘is a strategic innovation designed to defeat the
previous one.’! The paradigm of 4GW is insurgency or political warfare
that seeks to undermine the political will of an opposing government to
continue the fight. Hence, if one accepts this logic, then the underlying
strategic paradigm of 5GW must be counterinsurgency. Since 5GW
operates within the human domain or a society. 5GW opponents must seek
to achieve dominance in the human domain. The first section will review
some of the key ideas of counterinsurgency doctrine, which will later be
connected to 5GW as a domestic counterinsurgency in which a supra-
combination of state and nonstate actors seeks to control the collective
behaviors of a population, with the aim either of complete subjugation or of
weaponizing individuals or groups against a state or another social group.
The second part of the chapter will outline psychological warfare (psywar)
and its primary techniques. The final part of the chapter deals with social
engineering as a method for manipulating collective human behavior by
way of social conditioning, nudges, and other behavioral interventions.

The Counterinsurgency Paradigm

A counterinsurgency campaign is characterized by a government seeking to
suppress irregular forces such as guerrillas and terrorists.” In
counterinsurgency theory, there are enemy-centric and population-centric
strategies; the former aim to destroy the irregular forces while the latter
focus on population control.® Typically, counterinsurgency campaigns must
achieve both the military and the political defeat of insurgents. Arguably,



the objective of undermining the insurgents politically, which is referred to
as ‘winning the hearts and minds of the population,’ is more important than
killing or capturing insurgents.* The reason is that, as long as the insurgents
have a compelling cause that motivates their fight and a significant segment
of the population believes in it, insurgent forces can be reconstituted by
others.” Furthermore, the '[i]njudicious use of firepower creates blood
feuds, homeless people, and societal disruption that fuels and perpetuates an
insurgency.'® At the same time, counterinsurgency cannot be limited to
political measures and psychological operations for the simple reason that
insurgents will engage in violent action, which necessitates a violent
response. However, any use of violence by counterinsurgents must be
highly targeted at enemy combatants and should not undermine the
perception of safety of the local population.”

The French counterinsurgency theorist David Galula emphasized the
political dimension in counterinsurgency, based on the French experience in
the Algerian Civil War. Galula’s work has remained influential to the
present day, inspiring the 2006 U.S. Army Counterinsurgency Manual and
the two U.S. counterinsurgency campaigns in Iraq and Afghanistan.? He
argued that insurgents must be deprived of a compelling political cause that
motivates their fight and that allows them to recruit others and secure their
support for the struggle. Unfortunately, '[t]o deprive the insurgent of a good
cause amounts to solving the country’s basic problems.’® This may not
always be possible as it may require a government to embrace political
reforms that undermine its own power. As pointed out by Robert Taber, the
British victory in its Malayan counterinsurgency campaign came at an
‘extremely high [financial] cost’ and it also ‘hastened the independence of
Malaya by some years.’!? This means that, depending on the political
circumstances—which include how much influence or control the
counterinsurgent forces have over the government and also the attainability
of some sort of political compromise that denies the insurgents a legitimate
cause—counterinsurgency is more likely to fail than to succeed.

Waging War in the Human Domain



Counterinsurgency is, according to General Sir Rupert Smith, ‘war amongst
the people’ and, hence, plays out in the human domain ‘where our
advantages of numbers and equipment are neutralized.’™ This raises the
question: What is a domain? The U.S. military distinguishes between five
domains of warfare in which it conducts operations and produces effects,
namely, land, sea, air, outer space, and cyberspace. According to Patrick
Allen and Dennis Gilbert, a domain must have the following characteristics
to function as a warfare domain:

1. “‘Unique capabilities are required to operate in the domain.’

2. ‘A domain is not fully encompassed by another domain.’

3. ‘A shared presence of friendly and opposing capabilities is possible in
the domain.’

4. ‘Control can be exerted over the domain.’

. ‘A domain provides the opportunity for synergy with other domains.’

6. ‘A domain provides the opportunity for asymmetric actions across

domains.’ 12

ul

Land and sea are the oldest domains. The air domain only emerged after the
invention of powered flight, from 1904 onwards, and this led to the
establishment of the U.S. Air Force in 1947.13 The space domain
necessitated the capability to leave the atmosphere and to operate in outer
space, which became possible in the late 1950s and which eventually led to
the weaponization of space from the 1980s and the formal establishment of
a U.S. Space Force in 2019. Cyberspace was only recognized as a separate
domain in 2011 with the U.S. military establishing U.S. Cyber Command.!*
It should be noted that cyberspace is not a physical domain and it also
overlaps with all of the older domains. Cyberspace is the realm of

computers, computer networks, and information managed by the former.
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U.S. Special Operations Command proposed a sixth domain of warfare,
which it called the ‘human domain.’ In a 2015 strategy paper, it defined the
human domain as ‘[t]he people (individuals, groups, and populations) in the
environment, including their perceptions, decision-making, and behavior.’1®
The paper further suggested that ‘[o]perations in the Human Domain
depend on an understanding of, and competency in, the social, cultural,
physical, informational, and psychological elements that affect and
influence the domain.’!” The people or a society are described as the
medium in which insurgents and SOF operate. The objective is to shape the
medium in a way that is conducive to achieving military and political goals.

Associated with the concept of the human domain is the notion of human
terrain, which is defined as ‘[t]he social, ethnographic, cultural, economic,
and political elements of the people with whom the Joint Force is
operating.’!8 In other words, the human terrain is the operational
environment for human domain operations. and it deals specifically with the
structure of a society as defined in the ethnic composition, culture, and



economic, political, and social relationships. The U.S. military tried to
acquire better knowledge of the human terrain in Afghanistan and Iraq by
developing the Human Terrain System, which put information collected by
scientific Human Terrain Teams into a database that was available to
military commanders. The idea was that, by developing cultural
competence, U.S. counterinsurgent forces could operate more successfully
in the human domain and could avoid the mistakes made in the Vietnam

War. 19

Separate Guerrillas from the Population

The human domain overlaps with the physical space or geography in which
the population resides. Insurgents do not hold territory, but they need areas
in which they can operate freely with the support of the population.
Insurgents tend to operate in rural areas where there are fewer security
forces and where there are fewer impediments to their movement.
Operating in cities usually poses too great a risk for insurgents since they
face far stronger opposition and it is easier for counterinsurgents controlling
all the routes in and out of a city to trap them.?? Therefore, Fidel Castro
called cities ‘the cemetery of revolutionaries and resources.’?!
Counterinsurgents are therefore usually in the unfortunate position of
having to defend a population spread out over a large territory, which is
being threatened by insurgent attacks and by political agitation and
subversion.

Since insurgents hide within a population and receive critical support from
a population, counterinsurgents must seek to physically separate the
insurgents from the population.?? Counterinsurgents must also seek to
control the movement of the insurgents and prevent them from using
neighboring states as safe havens or as supply routes. This means that the
counterinsurgents must control roads (and other transportation routes) and
the borders. Galula recommended that ‘[e]very inhabitant must be
registered and given a foolproof identity card’ for a census, which would be
‘a source of intelligence as relationships, movement, and activities become
easier to track.’?3 In a typical counterinsurgency campaign, a country is
divided into areas controlled by counterinsurgents (white areas), areas
controlled by insurgents (red areas), and areas that are currently contested



(pink areas).?* The basic strategy is usually summed up in the process of
‘clearing, holding, and building’: First, areas must be cleared of insurgents;
second, the cleared areas need to be defended against any attempts by
insurgents to return to these areas; and third, the counterinsurgents must
work with the local population to build infrastructure and create permanent

security.?°

In countries that are large and have a lot of their population dispersed in
rural areas with forests or jungle or mountains, insurgents have more
opportunities to move freely and get local support, which puts the
counterinsurgents at a massive disadvantage. In such a situation, it would be
necessary to resettle a portion of the population and move it from the rural
areas to more urban areas that are more easily defended and that enable
greater control over a population that is not completely supportive of a

government’s cause.?%

For example, part of the Briggs Plan in Malaya was the resettlement of
400,000 squatters into 400 new villages (1950-1951). These villages had
barbed wire fences surrounding them, with floodlights and armed patrols,
but they also contained schools, hospitals, and other facilities.?” This
approach to keeping guerrillas out of the villages was apparently so
successful in Malaya that it was again attempted in Vietnam in 1962, under
the name ‘strategic hamlets.” However, owing to the immense corruption of
the Diem regime, the strategic hamlet program was doomed from the start,
as forced labor, confiscation, and repressive measures only alienated the
rural population, which severely increased the hostility towards the
regime.?8

Undermine the Narratives and Political Objectives of the
Adversary

Clausewitz recommended directing attacks against the enemy’s center of
gravity. In counterinsurgency, the center of gravity is the population, and
the ultimate objective is the control of the population, as in the sense of
shifting all support and loyalty from the insurgents to the government. In
other words, the counterinsurgents must use a mix of propaganda and bribes
(promises of political reform and economic benefits) to persuade the



population to side with the government and not to support the insurgents.
This means that the counterinsurgents must undermine the political cause of
the insurgents, which gives them motivation and a measure of legitimacy.
Without an attractive political cause, no insurgency is possible.?? A good or
effective cause is a liberation narrative, suitable for civil conflicts involving
foreign occupation. Insurgents may also claim to fight the economic or
political oppression of a particular societal group. Insurgents may use any
kind of severe political problem to justify their violent struggle and may try
to make things worse by violent action to demonstrate the inability of the
government to deal with the problem effectively.3°

The first task for the counterinsurgents is to gain the trust of the population
by protecting the people against the insurgents. They must create a safe
space for the indigenous population to earn their support. Once basic
security is established, the counterinsurgents must counter the
nationalist/liberation/ethnic/other narrative of the insurgents. It is widely
understood that humans understand the world through narratives. which are
stories that explain the world and give meaning to events.3! They consist of
protagonists (good guys), antagonists (bad guys), and a story arc (a logic
with which events unfold). Insurgents and counterinsurgents are. hence,
engaged in a battle of opposing narratives, which provide different
interpretations of events, actions, and motivations. Counterinsurgents could
either develop an alternative narrative to the insurgents’ narrative or spin
the insurgents’ narrative in a way that it excludes the insurgents.3? David
Kilcullen suggested that one might ‘use a nationalist narrative to
marginalize foreign fighters in your area, or a narrative of national
redemption to undermine former regime enemies that have been terrorizing
the population.’33

Fifth Generation Warfare as a Counterinsurgency

The historical record of the failure of counterinsurgency campaigns does
not suggest that 5SGW was a losing proposition from the outset since the
actors and objectives in 5GW are likely to be very different from classical
counterinsurgency. What is suggested here is not that 5GW would be
equivalent to counterinsurgency, but merely that its strategic paradigm is
derived from the historical practice of counterinsurgency. Just like in



counterinsurgency. 5GW opponents fight in the human domain and depend
on tactics and techniques of population control. Michael Flynn and Boone
Cutler argued that 5GW is a ‘war of narratives’ and that ‘[f]ifth generation
warfare evolved when the overlap of hybrid, irregular, and unrestricted
warfare became directed at societies to affect the cognitive battlespace: the

belief system of civilians.34

Pampinella argued that 5GW as counterinsurgency ‘succeeds by
manipulating how insurgents and the indigenous populations perceive their
own identity in relation to each other as well as to counterinsurgents.’3"
Furthermore, the security of the indigenous population would only be
successfully achieved by empowering its members to protect themselves,
which provides the counterinsurgents with an exit strategy.>°
Counterinsurgents practicing 5GW should undermine the insurgents’
attempt to frame them as enemies by ¢ 1) taking on friendly role-identities
and practicing self-restraint, and 2) altercasting potentially hostile Others
with friendly role-identities and cooperative interests. >3’

Brent Grace used the fight against a gang called Black Knights (BKs) that
had dominated a housing complex in Chicago in the 1980s and early 1990s
as an example of how counterinsurgency functions in 5GW.38 The gang was
successful in avoiding any crackdown by bribing local officials and keeping
the violence at a low level. Since the police did not keep the local
population safe, they were not trusted, and this meant that the gang could
act as the authority within the area it controlled. As long as the government
authorities did not care enough to intervene, the BKs could flourish. They
were eventually defeated by a series of steps that increased the pressure on
them and that radically altered the human terrain. This involved the creation
of a new housing complex and the relocation of the population, with a new
population of construction workers moving in.3? The problem that the gang
could not overcome was that the new population changed the culture and
was far less vulnerable to the previously successful tactics of the BKs. This
was accompanied by the prosecution of some of the gang leaders and a
heavier police presence. In the end. the gang had to give up and leave the

area as there was no path to victory left for it.*°



Psychological Warfare

Fifth generation warfare is a war of deception and therefore a war of
influence.*! As in counterinsurgency, the use of psychological warfare is
key to success. Unlike in classical counterinsurgency, psychological warfare
is the primary weapon in 5GW as the use of force is de-emphasized. The
target of attack, as well as the means to accomplish hidden objectives, is a
population, which is to be manipulated into doing the bidding of a 5GW
opponent. Psychological warfare is a broad term for any method that is used
to psychologically manipulate an adversary. It is usually understood to be
an auxiliary military activity in war that targets the enemy and seeks to
reduce the effectiveness of enemy forces.*? Part of psychological warfare is
the use of propaganda or information that is distributed to enemy forces and
populations by suitable media. However, propaganda is also used to
influence the propagandist’s own population (e.g. to sustain the political
will to fight) and neutral societies (e.g. to encourage them to join a conflict
on the side of the sponsor of propaganda or to abstain from a conflict), and
it can be used both in wartime and peacetime to advance any political
objective.

Functions and Approaches

Psychological warfare is the application of psychology to the problem of
warfare in order to gain a military advantage.*> According to a 1953
definition from the U.S. Joint Chiefs of Staff,

[plsychological warfare comprises the planned use of propaganda and
related informational measures designed to influence the opinions,
emotions, attitudes. and behavior of enemy or other foreign groups in such
a way as to support the accomplishment of national policies and aims, or a
military mission.**

Psychological warfare can be divided into strategic, tactical, and
consolidation types.*> Strategic psychological warfare tries to shape the
international information space and, hence, goes beyond a war zone or
target society. Tactical psychological warfare targets enemy forces on the



battlefield and enemy civilian populations. Finally. consolidation
psychological warfare operations seek to persuade local populations not to
oppose occupation forces and to reassure them that they will receive aid and
other assistance.

The purposes of psychological warfare are therefore to degrade the
performance of enemy forces, lower the probability of resistance, and
secure the cooperation of an occupied population. This can be accomplished
in the following ways:

1. Deception: Trick the enemy into making mistakes such as wasting or
misallocating resources. Deception can either try to suppress signals
(concealment or camouflage) or create false signals (spoofing). It
works best when the deception reinforces the enemy’s existing
preconceptions, perceptions, and beliefs. Aclassical military deception
was the Trojan horse that tricked the Trojans into taking Greek
warriors hidden inside a wooden horse into their city; the Greeks then

opened the gates, facilitating the defeat of Troy.*®

2. Confusion: Cause inaction or delay a response by sowing confusion
about major events or developments in a situation where there is a lack
of good information. One approach for creating confusion is to make
authoritative false claims that contradict the claims of an enemy in a
situation where evidence one way or the other is absent. Another
approach is to create a diversion that shifts the attention of a target
audience from the important to the insignificant. More ambitious is the
attempt to confuse a target audience as to who the real enemy is by
redefining their group identity—for example, by invoking another
identity than the national one. such as subgroup identity, religious
identity, gender identity, or ideological identity.

3. Discord: Create or exploit divisions of any kind to diminish the
enemy’s ability to mobilize all its resources in a conflict or war. This
includes creating distrust and tensions between allies, between a
population and its leaders, or between different ethnic, racial, religious,
or other groups within the enemy’s society. For example. Soviet
psychological warfare of the Cold War targeted certain disenfranchised
minority groups in the United States that had legitimate grievances,
such as black people and Jews, to make them believe that they were



victims of racism or anti-Semitism in order to create tensions and
incite violence.*’

4. Demoralization: Convince the enemy that its situation is hopeless, that
its leadership is corrupt, and that resistance is futile in order to instill
defeatism and encourage surrender. This includes creating doubt about
the justness of its cause, the motivations and competence of its
leadership, its overall ability to win a conflict or war, and, ultimately,
individuals’ ability to survive. The objective of demoralization is to
encourage surrender, desertion, or an unwillingness to take risks and
fight hard.*8

5. Terror. Induce extreme fear in order to cause paralysis or a panic
reaction that makes the enemy more vulnerable to a subsequent attack
or more likely to surrender or comply with demands. Sudden or drastic
action and demonstration of cruel intent and power can induce terror.
Deliberate atrocities and the spreading of rumors of atrocities can be
used to terrorize an enemy and make surrender more likely. For
example, the Mongols massacred populations of captured cities if they
refused to surrender right away and also spread rumors of these
atrocities to other cities they wanted to conquer.*® The American
‘shock and awe’ doctrine is based on the idea of achieving a
psychological effect by hitting the enemy hard, across the whole
battlefield, in a temporally condensed air campaign to achieve quick
surrender.””

6. Conversion'. Convert neutrals or enemies to one’s own cause, faith, or
ideology, thus reducing the numbers of supporters the enemy has and
increasing the numbers of one’s own supporters.”! Conversion has
been a psywar approach in many religious wars, where captured
individuals and populations were given a chance to convert to the faith
of their captors or suffer all the consequences of being treated as an
enemy. However. conversion remains relevant in modem times in
relation to ideologies such as fascism and communism. For example.
Nazi psywar managed to convert some segments of occupied
populations to the Nazi cause and recruited them into its military, such
as the SS Division Galicia, which was staffed by Ukrainian Nazi
converts.>?

7. Consolidation: Reassure enemy forces and populations that they will
be treated well after surrender, and that it is in their best interest to



cooperate with liberating forces. This includes messaging that
emphasizes that surrender is not betray al or treason, but is the
reasonable and honorable thing to do. and that individuals who have
surrendered will be treated fairly and with dignity. Members of a
liberated population need to be reassured that a better future awaits
them, that the occupation is temporary, that they can regain
independence, and that they have much to gain from cooperation with
the occupiers.

The primary tools of psychological warfare are communication and the use
of carefully designed messages that seek to persuade specific target
audiences using a range of media such as radio. TV. movies, books,
newspapers, leaflets, pamphlets, text messaging, as well as online media. In
other words, psychological warfare is largely about propaganda.

Propaganda

The word propaganda is derived from the Latin propagare, which means to
propagate or spread; hence, the purpose of propaganda is to spread ideas.>
The word propaganda appeared in the English language in the early 19th
century. Originally, it did not have the negative connotation that the term
acquired later in the 20th century. Edward Bernays popularized the term in
his 1928 book Propaganda. In his book. Bernays suggested that propaganda
is a ‘mechanism by which ideas are disseminated on a large scale ... in the
broad sense of an organized effort to spread a particular belief or
doctrine.’>* Propaganda has become a pejorative term owing to its
association with Nazi propaganda, which means that, nowadays,
governments and militaries prefer the use of more neutral terms, such as
psychological operations (PSYOP). information operations (10), strategic
communication (SC), and military information support operations (MISO).
When it comes to the basics, it is all still propaganda.

There are many definitions of propaganda, which tend to include that it is
manipulative or persuasive speech, that it uses communications or mass
media, and that it is intended to influence a target audience in a manner
consistent with the goals of the sponsor of propaganda.®® It is merely a tool
for influencing larger audiences to affect their emotions, their thinking, and



their behavior. The term propaganda is usually associated with the use of
lies or untruths, but it is much more accurate to characterize propaganda as
biased speech rather than untruthful speech. As suggested by Leonard
Doob, propagandists are more concerned about persuasiveness than
truthfulness, using truth or lies based on what they deem to be more
persuasive or more effective for their purposes at a particular moment.®
Propagandists prefer lying by spin and by omission since this is far less
likely to tarnish the source of the propaganda than getting caught in outright
lies. A propagandist must protect the credibility of a propaganda source, as
this is a precondition for the long-term effectiveness of propaganda.

Propaganda can be overt or covert and it can be inserted into any kind of
media content such as news, entertainment or the arts. War propaganda is
the easiest to identify as such. It seeks to persuade the population of the
justness of the cause, to convince it that the sacrifices of war are necessary,
to demonize or dehumanize the enemy (e.g. creating outrage over the
alleged misdeeds or atrocities of the enemy), and to reassure it that its
leadership is competent, its military is strong, and the war will be won.

The Role of Ideology

The relationship between propaganda and ideology is complicated. On the
surface, propaganda does not need to contain ideology since it is more of a
general technique of persuasion. However, it would be difficult for political
propaganda to avoid ideology altogether, as political perception tends to be
filtered through ideology. Naturally, U.S. State Department propaganda can
be expected to present information from a liberal pro-democracy
perspective, while Russian propaganda is likely to frame information in
terms of its ideology of Neo-Eurasianism or neotraditionalism.>”

Away to describe ideology is as a grand narrative or metanarrative that
explains the political world and that guides or justifies political action.
Maurice Cranston suggested that ideology, in its narrow political definition,
has the following five characteristics.

(1) it contains an explanatory theory of a more or less comprehensive kind
about human experience and the external world; (2) it sets out a program, in



generalized and abstract terms, of social and political organization; (3) it
conceives the realization of this program as entailing a struggle; (4) it seeks
not merely to persuade but to recruit loyal adherents, demanding what is
sometimes called commitment; (5) it addresses a wide public but may tend
to confer some special role of leadership on intellectuals.”®

Among the most influential political ideologies in modern history are
liberalism, fascism, communism, Salafism, and globalism. Where ideology
is relevant in psychological warfare is in the use of destructive ideologies to
blow up a society from within. There are ideologies that are inherently
destructive as they seek to incite revolution, incite violence against a
particular group that is declared responsible for a political or religious
wrong, or encourage behaviors that are self-destructive or destructive to a
society as a whole in the long term. Destructive ideologies are not supposed
to work as a genuine or legitimate political program. Their purpose is to
create societal dysfunction and chaos, which is meant to facilitate
polarization, radicalization, and political violence.

Marxism is undoubtedly a destructive ideology as it postulates that
capitalism must be overthrown by way of violent revolution.>® But once a
revolution does occur, the communist paradise can still not be achieved, as
a dictatorship of the proletariat is needed to violently suppress reactionary
groups.®? The communist paradise then gets postponed indefinitely. The
Soviet Union used ideological subversion offensively to destabilize and
overthrow other societies in order to replace capitalist governments with
communist dictatorships, relying on techniques such as rigged elections,
political coups, and communist insurrection. Despite the collapse of the
Soviet Union, Marxism remains tremendously influential as an ideology
since it promises the poor social justice or a redistribution of wealth and
thereby plays one societal group (the poor or underclass) against another
societal group (the middle class or bourgeoisie), as they are blamed for the
misfortunes of the former.5!

Psychological Warfare Techniques

Apart from the use of overt or white propaganda using mass media and
overt psychological operations on the battlefield such as loudspeaker



appeals and leaflet drops, there are also covert methods that seek to avoid
attribution or that go beyond communication.

Gray Propaganda

This is propaganda that is typically produced and disseminated by front
organizations, which publicly misrepresent their purpose and/or their
funding sources. They may pose as independent or politically neutral
organizations. Most of the communist propaganda that was directed against
the West relied on front organizations such as the World Peace Council, the
Afro-Asian People’s Solidarity Organization, the Christian Peace
Conference, and the World Federation of Democratic Youth.5? All kinds of
NGOs, charities, religious organizations, think tanks, and other political
lobby groups have been created by governments to exercise covert
influence and disseminate propaganda abroad.

Rumors

The British Political Warfare Executive (PWE) invented the use of rumors
as a psywar technique during the Second World War. A rumor can be
defined as ‘information that lacks secure standards of evidence. In the case
of claims spread by word-of-mouth or through underground media, they are
accepted based on their plausibility, rather than through the announcement
of an official source.'®® Rumors can be spread by human agents or by the
mass media. Rumors are particularly effective in situations where there is
some kind of emergency and a lack of authoritative information.%*

Social Media

The main mechanism for spreading rumors and influencing large numbers
of people nowadays is social media, which rival the traditional media in
terms of public attention.®> Social media platforms allow individuals to
create and publish content in the form of text, pictures, and videos that
become available to millions of people around the world, with almost no
cost associated with publication and distribution. Consumers of social
media often consider this type of content to be more credible than official or



mainstream media content because social media content appears to be
grassroots, immediate, unfiltered, and authentic. This obviously makes it
worth while for propagandists to create social media content by way of
internet trolls (and bots for amplification). The trolls post propaganda
messages, antagonize users to force those on the fence into a camp, create
doubt and confusion, make any reasonable debate impossible, and deny
others the ability to exercise influence on platforms. A report to the British
Joint Threat Research and Intelligence Group suggested the following
techniques in social media influence operations:

uploading YouTube videos containing persuasive messages; establishing
online aliases with Facebook and Twitter accounts, blogs and forum
memberships for conducting HUMINT or encouraging discussion on
specific issues; sending spoof emails and text messages as well as providing
spoof online resources; and setting up spoof trade sites.5°

These techniques are used by both state and nonstate actors engaged in
psychological warfare.

Disinformation

The term disinformation is often used carelessly and inaccurately in the
sense of any kind of false information that distracts from the true or official
information. However, there is a huge difference between ‘misinformation,’
which is false information coming from an official foreign source, and
‘disinformation,’ which is deliberate false information that is disseminated
through trusted sources.®” According to a CIA definition from 1965,
‘[disinformation] ... is false, incomplete information, or misleading
information that is passed, fed, or confirmed to a targeted group, or
country.’®® Typically, disinformation is backed up by fabricated evidence
such as forgeries, false expert witness accounts, fabricated intelligence, or
manipulated official investigations, and it is placed in media that a target
audience trusts, e.g. by way of a bribed newspaper editor or journalist. An
intelligence service may first place a story in a neutral or developing
country in the hope that it will be picked up by the international press.
Disinformation is sticky as it can remain influential long after false claims
have been disproven.®®



PSYACTs

According to a U.S. Army Psychological Operations manual. PSYACTs are

[pllanned psychological activities across the range of military operations
directed at the civilian population located in areas under friendly control in
order to achieve a desired behavior that supports the military objectives and

the operational freedom of the supported commanders.”"

Furthermore, it is stated that ‘PSYACTs are operations, conducted by SOF
and conventional forces or other agents of action, which are planned and
conducted as part of a PSYOP supporting program’ and include the
following: raids, strikes, shows of force, demonstrations, insurgency
operations, and civic action programs.”! An example of a PSYACT is to
distribute goods such as food to partners with a printed PSYOP message
such as ‘Gift from the United States’ in order to influence partners’ views
of the United States.”?

Black Propaganda

Black propaganda, which is propaganda disseminated by a falsely identified
or fake source, provides a channel for disinformation designed to confuse
and disorient an adversary rather than convince a target audience of some
false narrative. Black propaganda is therefore more effective causing
inaction in a target audience than causing a particular action such as
surrender. It can be aimed at both an enemy population and the enemy’s
(internal) security apparatus. While black propaganda can include untruths,
it is still much more challenging to produce because it cannot contain errors
that undermine the falsely stated identity of the source; for example, if the
source pretends to be an internal resistance group, it cannot contain
linguistic or cultural mistakes or inaccurate information that the target
audience can easily recognize as such.”? Furthermore, black propaganda
can be spread through sources that an audience is more likely to trust in a
situation where there is an open military or political conflict with the
sponsor of the propaganda, such as real or invented opposition groups.
Black propaganda may also impersonate the enemy’s official
channels/media if this can be accomplished technically.



Counterpropaganda

Any sophisticated adversary can be expected to conduct some
psychological warfare of its own, which means that usually, one’s own
propaganda competes with enemy propaganda. The enemy’s propaganda
must be therefore countered in order to reduce potential negative effects on
the morale of one’s own forces and population. According to Linebarger,
‘[c]ounterpropaganda is designed to refute a specific point or theme of
enemy propaganda. ’# Similarly, Herbert Romerstein defined
counterpropaganda as ‘carefully prepared answers to false propaganda with
the purpose of refuting the disinformation and undermining the
propagandist. 7° For example, if enemy propaganda makes an accusation of
war crimes that were supposedly perpetrated by one’s own side, then
counterpropaganda must address the claim and must seek to undermine it
with facts and other evidence that refute it. However, counterpropaganda is
not simply about fact-checking; it is about persuasion and psychological
manipulation. Like all propaganda, counterpropaganda will rely on true
information as much as possible, will omit any information that contradicts
favored narratives, and will use false information if such falsehoods are
difficult to disprove.

For example, there has been a proliferation of fact-checking websites that
claim to be independent arbiters of truth and advocates of reason in the face
of online misinformation and disinformation. According to a dated Reuters
survey, there were 113 fact-checking groups active globally in 2016, of
which 40 percent were associated with news outlets, and 60 percent were
independent groups or civil society organizations.”® Many of the fact-
checking websites receive foundation or corporate grants, which calls into

question their proclaimed independence.””

The fact-checking sites either use a simplistic binary conception of truth
where a claim is either true or false or they have a ‘truth meter’ or ranking
system for claims. The general methodology is debunking, which means to
refute claims by exposing bias, citing facts or expert claims that contradict
the propaganda claims, or creating doubt about a claim’s veracity (if it
cannot be disproven outright), and ad hominem attacks against those who
make certain claims. Usually, fact-checking websites will reference



government or other official sources, which effectively amplifies
government propaganda.

The fact-checking websites have become an important part of what Michael
Schellenberger has called the ‘censorship industrial complex.' In his
testimony to the House Judiciary Select Subcommittee on the
Weaponization of the Federal Government. Schellenberger argued that
‘[t]he intellectual leaders of the censorship complex have convinced
journalists and social media executives that accurate information is
disinformation, that valid hypotheses are conspiracy theories, and that
greater self-censorship results in more accurate reporting. ’® Obviously, by
suppressing inconvenient information by inaccurately labeling it as
misinformation or disinformation, misinformation and propaganda can
prosper to the detriment of the truth and the interests of citizens.

Social Engineering

Social engineering is a term that describes the hacking of humans or
individuals by exploiting knowledge from the behavioral and social
sciences.”” It overlaps substantially with psychological warfare and
propaganda, but also includes a greater range of tools that can be employed
for psychological manipulation at a societal level, such as incentives and
coercion. Social engineering is mostly a state-like capability, but it can also
be employed by corporations and civil society actors. According to Marie
Jones and Larry Flaxman, social engineering is a

tactic of politics, religion, and corporate consumerism, even education and
academia, [and it] involves literally engineering the behavior, attitudes, and
desires of large groups of people . .. [it] is a way to gradually and subtly
manipulate, coerce, or influence a segment of the population. This is most
effectively achieved on the subconscious level.?

Social engineering is not necessarily nefarious, as it could theoretically be
employed to address societal problems such as crime, environmental
degradation, obesity, addiction, or political radicalization.®! However, the
same social engineering techniques used to change collective attitudes and
behaviors in a positive way can also be abused for the political



manipulation of a social group or a population to embrace policies that are
detrimental to individuals and even society as a whole. There are particular
concerns about the use of social engineering for population control and
political subjugation, which can amount to covert warfare waged by a
corrupt power elite against a population. The main historical precedents can
be found in the totalitarian regimes of the Soviet Union in the Stalin era, the
Third Reich, and communist China under Mao.

Exploiting Human Nature

Human nature, reasoning, and decision-making are flawed, and these flaws
are exploitable by social engineers. They include trust in authority, peer
pressure, mass formation, confirmation bias, and cognitive dissonance,
among others. Human behavior is somewhat predictable and, hence, can be
influenced more easily once it is understood how an average person
behaves in a particular or controlled situation. For example, in his famous
experiments from 1961 and 1962, Stanley Milgram showed that most test

subjects can be manipulated into torturing an innocent person.5?

The experiment was set up as a scientist directing a teacher (the unwitting
test subject) to facilitate learning by punishing a student (an actor) with
(fake) electroshocks for wrong answers. Almost two-thirds (65 percent) of
the test subjects were willing to administer increasingly higher
electroshocks, even at the point where they had to assume that the student
was unconscious and that higher electroshocks could be lethal. The test
subjects willing to continue with the electroshocks to the maximum of 450
volts did generally voice concern to the scientist in charge, which proved
that they understood the dangers, but this did not diminish their obedience
to clearly unethical commands.?2 However, an important factor in average
obedience was their perception of how legitimate the authority was.8

Another key experiment examining the role of peer pressure was developed
earlier by psychologist Solomon Asch, in the 1950s. Asch set out to study
the role of conformity and peer pressure in totalitarian systems of
government by looking at how independent an individual’s judgments were
from a group.®® The experiment worked as follows: A group of seven to
nine participants was shown a figure with three vertical lines of different



length and asked which of the lines was the longest. Unknown to the test
subject, all of the other group members were instructed to give the same
wrong answer and announce it one by one until the test subject was asked.
The result was that only 24 percent of the test subjects consistently gave the
obvious correct answers, while the answers of 27 percent of the test subjects
were completely determined by the answers of the majority, and the
remainder gave partially erroneous answers.® The experiment seems to
indicate that only a quarter of test subjects are independent and confident
enough to contradict a majority, while the majority will tend to at least
publicly agree with the majority, even if the majority’s position is obviously
wrong, in order to avoid controversy.

The desire to conform with others is critical to mass formation, in which
individuals are effectively acting under the hypnosis of a leader or authority,
as argued by Mattias Desmet.?” He postulated that there are four necessary
conditions that lead to mass formation: (1) ‘generalized loneliness, social
isolation, and lack of social bonds among the population’; (2) 'lack of
meaning in life’; (3) ‘widespread presence of free-floating anxiety and
psychological unease among a population’; and (4) ‘a lot of free-floating
frustration and aggression. 88 In other words, mass formation requires a
collective psychological crisis. Individuals become highly susceptible to
narratives that are irrational but that create a new social bond, which is
facilitated by ritualistic collective behaviors designed to create group
cohesion.®?

Once certain propaganda narratives are accepted, other cognitive biases
make it extremely difficult for anybody subjected to mass formation to
question even absurd narratives in the face of clear contradictory evidence.
The most important of these biases is confirmation bias. In order to
maintain their new beliefs, people will only seek out information that
confirms their beliefs and will subconsciously ignore contradictory
information. Leon Festinger argued that, once people have made a choice or
formed an opinion, they are likely to stick with it, even when they
encounter contradictory evidence. Contradictory information causes
dissonance and discomfort, winch people will naturally seek to reduce.
Festinger reasoned, ‘according to the theory the process of dissonance
reduction should lead, after the decision, to an increase in the desirability of



the chosen alternative and a decrease in the desirability of the rejected
alternative. 9° In other words, people who have bought into an obviously
wrong propaganda narrative are likely to double down on their commitment
to it because they cannot emotionally cope with dissonance.

Gaslighting is a social engineering technique that is designed to make
people doubt their own perceptions of reality and make them accept reality
as described by an authority. The term originates from the movie Gaslight
from 1944, starring Charles Boyer and Ingrid Berman.®! The story is about
a young wife who is persuaded by her malicious husband that she is crazy.
Strange things happen in the house, but the husband denies that they did,
causing the confused wife to progressively doubt her own perceptions and
her sanity. The mass media can gaslight a population by declaring obvious
falsehoods as true, which will make a majority of people accept the
falsehoods since they do not have enough confidence in their own
perceptions and reasoning. However, for gaslighting to be successful, the
victim’s interpretation of reality must be so thoroughly undermined as to
make a serious challenge to the abuser’s false world view impossible.”?
People can be made to accept increasingly absurd interpretations of reality
and, hence, be driven crazy. Whole societies can be driven crazy when
official interpretations of reality and actual reality become irreconcilable.
The bottom line is that the majority of people can be easily manipulated by
authorities, propaganda, peer pressure, and lack of confidence in their own
ability to make sense of reality.

Weaponized Education

The purpose of education is very simple to define—namely, prepare young
people for life by equipping them with relevant skills and knowledge so that
they can be successful and contribute to society. A secondary objective is to
make them good citizens who follow the law and participate meaningfully
and responsibly in politics. An education system becomes weaponized
when it is used to indoctrinate and radicalize youth with a destructive
ideology and when ideological indoctrination replaces education as its main
purpose. Influence over a country’s education system is key to any long-
term plan for societal destabilization and totalitarian political control.



Young people are particularly vulnerable to ideological indoctrination as
their brains are not fully developed and their minds lack the ability to think
critically about information. Young brains are designed to absorb new
information with ease, not to question information. Ideas that have been
accepted during childhood will continue to influence the thinking of people
into adulthood, as argued by Jacques Ellul. Ellul claimed that ‘[e]ducational
methods play an immense role in political indoctrination . . . One must
utilize the education of the young to condition them to what comes later. 3
Research indicates that ‘political values that are developed during schooling
age tend to persist throughout life.%*

The dangers of societal radicalization through the education system are
easily understood in the example of Mao’s Cultural Revolution of the late
1960s. Mao manipulated the Chinese underclass to rebel against the
bureaucratic clique in order to regain political control of China after the
disastrous Great Leap Forward. Mao’s strategy was to create disorder ‘to
achieve great order. % He radicalized the youth by taking over the schools
and universities using the Red Guards, who conducted a revolt against the
education system.”® The original Red Guards were leftist students from
Tsinghua University Secondary School who denounced and terrorized
suspected counterrevolutionaries and ‘rightists.” They were instrumental in
purging rightist (pro-capitalist) teachers, professors, and administrators,
which allowed the ‘anti-rightist campaigns to spread through China like
wildfire. ¥”

A further consequence of an education system’s shift from teaching
important skills and useful knowledge to a focus on indoctrination is poor
educational outcomes in terms of a failure of students to acquire even basic
literacy and numeracy skills after eight or ten years of schooling.®® In this
context, the recently measured decline in IQ among people 18-22 years old
by up to 3.8 IQ points, in several Western countries, is alarming, especially
as 1Q is strongly correlated to the quality of education.?® Societal groups
that favor more political control will, hence, undermine an education
system by reducing educational standards and outcomes.! It is obvious
that a dumbed-down population is more susceptible to government
propaganda. is less inclined to insist on its rights, and is. hence, more
controllable. 101



Social Conditioning

A fundamental approach in social engineering is social conditioning, which
is based on the research of Ivan Pavlov who demonstrated that one stimulus
can be replaced by a random other stimulus to trigger a reflex behavior.
According to Edward Hunter, Lenin summoned Pavlov to the Kremlin to
explain his experiments on conditioning dogs in relation to how
conditioning could be used on humans to create the ‘new Soviet man.
Conditioning is based on a simple stimulus-response model where a
specific stimulus will trigger a specific behavioral response, as described in
the behaviorism theories of John B. Watson and B.F. Skinner. Behaviorism
postulates that all behavior results from external stimuli, making the study
of the mind irrelevant. This idea is consistent with Marxism insofar as
Marxism also denies the very existence of free will since everything must
be a function of material conditions.!%® Conditioning was used alongside
indoctrination as a key aspect of communist brainwashing to make people
obedient to the Soviet regime. %
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In the 1960s, the basic theory of conditioning was applied by the Soviets to
military operations and foreign policy under the descriptive term of
‘reflexive control.” based on information warfare means.'> A NATO
Research Paper by Can Kasapoglu defines reflexive control as ‘the
systematic methods of shaping the adversary’s perceptions, thereby
decisions, and latently forcing him to act voluntarily in a way that would be
favourable to Russia’s interests. 1% Timothy Thomas suggests that

reflexive control occurs when the controlling organ conveys (to the
objective system) motives and reasons that cause it to reach the desired
decision, the nature of which is maintained in strict secrecy. The decision
itself must be made independently. A ‘reflex’ itself involves the specific
process of imitating the enemy’s reasoning or imitating the enemy’s
possible behavior and causes him to make a decision unfavorable to
himself.1%”

Reflexive control targets the enemy’s decision-making with information
that is designed to trigger a specific response that can be exploited. A reflex
is an automatic response and, hence, not a conscious or rational decision.



Thomas includes the following reflexive control techniques: ‘[C]lamouflage
(at all levels), disinformation, encouragement, blackmail by force, and the
compromising of various officials and officers. 1% Deception,
disinformation, and own actions are used in view of shaping the enemy’s
response and thereby undermining the enemy’s ability to make good
decisions for itself. In other words, reflexive response requires thinking
several steps ahead to move the enemy’s decision-making in a
predetermined direction. The approach is primarily a manipulation of an
adversary’s perception and decision-making algorithm. Kasapoglu claimed
that Russia’s conquest of Crimea was aided by reflexive response—at the
strategic, operational, and tactical levels—with Russia confusing the West
about the nature, extent, and limits of its military actions to cause inaction
or paralysis.!%? Obviously, the basic principle of reflexive control can be
applied to a state’s own population to reinforce propaganda and also for
behavioral control.

Nudging

Nudging is a social engineering approach that was developed by Richard
Thaler and Cass Sunstein. Thaler and Sunstein pointed out that their
research resonated with many governments that have since created nudge
units, including the United States, the United Kingdom. ‘Australia, New
Zealand, Germany, Canada, Finland, Singapore, the Netherlands, France,
Japan, India, Qatar, and Saudi Arabia. '? A key assumption of nudging is
that human behavior is predictable and can be influenced in a number of
ways, such as how choices are presented, including the order in which they
are presented. One example is anchoring: People will use the first option as
the basis for making a choice. When people are given three choices for
giving a tip, presented as 15 percent, 20 percent, and 25 percent, they will
naturally gravitate towards the middle, or 20 percent, but, if no tip
suggestion is given, they would typically only give 15 percent.!!

Thaler and Sunstein argue that there is no way of avoiding exercising
influence on people’s choices since the way people choose is hardwired into
them.!!? So, if one presented choices randomly, one would still end up
steering people towards a particular random choice. Therefore, it would
make more sense to at least steer people towards choices that are



objectively best for them based on a scientific understanding of the choices,
according to Thaler and Sunstein. For example, many people instinctively
choose foods that are unhealthy and end up obese and with health
conditions that result from obesity. Hence, governments could nudge them
to make healthier choices for themselves.

Nudging is choice architecture, or a method of designing the presentation of
choices. Thaler and Sunstein claim that ‘the choice architecture . . . alters
people’s behavior in a predictable way without forbidding any option or
significantly changing their economic incentives. '3 If one wants to steer
people towards a particular choice, one can make it a default option and
create hurdles for people to opt out of the default option. Out of sheer
convenience, most people will end up choosing the default option, which is
supposedly the best option for them. Choices can be also framed in a way to
make the preferred option look more attractive by emphasizing a positive
outcome instead of a negative one—for example, a medical doctor might
present the risk of a treatment in terms of the percentage of survivors rather
than the percentage of deaths.!™

While Thaler and Sunstein’s theory sounds benign enough, there are also
some obvious problems with the idea that a choice architect always knows
what the best choice for an individual is and that they would put always the
interests of the individual ahead of the interests of the choice architect. An
obvious example of how nudges can be used to the detriment of the chooser
concerns the privacy and community policies of social media platforms.
Potential users are given the default choice of agreeing to the policies,
which are spelled out in long sections of fine print, or disagreeing with
them, which means not being able to use the platform at all. Nobody ever
reads the policies as they are written in legalese and are. hence, not
comprehensible to ordinary users. This allows the social platforms to slip in
conditions that users might think twice about before agreeing to them if
they were aware of them.!' As a result, people now get constantly nudged
to make choices that are decidedly not in their best interests.

The Behavior Change Wheel



Another behavioral science approach, which was used to ensure compliance
with public health policies in the pandemic era, was the ‘behavior change
wheel’ developed by Susan Michie, Maartje van Stolen, and Robert West,
first proposed in 2011.16 It starts with defining the desirable behavior
change in order to design an intervention that is suitable for bringing about
the change. Important prerequisites for the intervention are the existence of
the skills needed to perform the desired behavior, the existence of
environmental constraints, and the existence of a sufficient intention. These
can be summed up as capability, opportunity, and motive: It must be
possible for an individual to perform the desired behavior, there has to be an
opportunity to do so, and there has to be an incentive to do so.™”

The potential interventions include education, persuasion, incentivization,
coercion, training, restriction, environmental restructuring, modelling, and
enabling. A researcher can use surveys to collect information from a
relevant group or population to determine what it would take for a behavior
to change, which helps in the intervention design. At the beginning of an
intervention, the motivation is typically lowest, which means that the focus
must be on capability and opportunity. Over time, the desired behavior
becomes a habit, and capability' and opportunity become less importan
In other words, over time, people can be conditioned to automatically
perform a new, desirable behavior without having to be reminded or
incentivized to do so.
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Co-optation of Science and the Media

Fifth generation warfare usually relies on the manipulation of proxies or the
cooptation of autonomous actors. A government or another powerful actor
co-opts scientists, corporations, and civil society organizations by creating
incentives (positive or negative) for them to promote desired behavioral
changes. This is usually done through grants, tax benefits, regulatory
measures, selective bailouts, intimidation, and lawfare. It is a sophisticated
form of corruption that remains hidden from any casual observer and can
affect societal watchdog organizations such as regulatory agencies.?

Government social engineering programs are generally declared to be based
on science, which means that scientific studies have to be produced as a



foundation for the promotion of collective behavioral change. It would be
naive to assume that scientists would be completely unbiased or that their
findings would necessarily be true in an objective sense. The history of
science has shown that many scientific theories eventually get overturned
by new empirical findings.'? It has even been suggested that most
scientific research findings are false owing to bias and poor
methodology.'?! According to a survey published in Nature, over 70
percent of researchers could not reproduce the findings of published
research, and only 47 percent of reproduced research matched the original
findings, which calls into question the validity of the findings that could not
be reproduced.'?? Another survey studying scientific fraud found that 2
percent of respondents admitted to having falsified results, 14 percent had
observed others falsifying results, and 72 percent had observed questionable
practices and methods.!%3

Furthermore, scientists’ careers depend on publications and grants, and
most of the grants come from the government. Hence, scientists will
research topics that are likely to be funded and will adjust their findings to
be consistent with the objectives or interests of a sponsor to ensure future
grants.'?* The great majority of scientist are politically left leaning, which
makes them biased with respect to certain policies.'>®> Most importantly,
science is merely the application of the scientific method to a problem and
it offers no guarantee of finding an ultimate truth. Science should not be
dependent on a scientific consensus based on a given scientific paradigm, as
truth does not depend on how many people happen to believe it, even if
they are experts.!?%

What is important in social engineering, apart from using ‘science’ as a
justification for social programs, is control of the mass media, which can
disseminate propaganda and suppress information that contradicts preferred
narratives. Again, the assumption of media independence is as wrong as the
assumption of an independent and politically unbiased science community.
More obvious is corporate influence on the mass media since media
corporations depend largely on advertising money to stay in business and.
hence, will not publish information that undermines the interests of their
biggest advertising clients.?’



A concerning trend is the increasing hidden government censorship of the
media across Western nations. Although a democratic government has
limited ability to financially incentivize media corporations, it is quite
apparent that there is some kind of collusion between mass media and the
government, as was revealed in relation to certain propaganda narratives
and social programs of recent years.'?® The U.S. government has also
flagged social media comments and accounts deemed to be disinformation
in order to pressure social media platforms to take them down.'?® There was
a controversial initiative by the Biden administration in May 2022 to
establish a Disinformation Governance Board under the Department of
Homeland Security to ‘“prevent” the circulation of disinformation,” which
has raised concerns about government censorship of the media and social
media.'®® During the pandemic era. the mass media were promoting
narratives that were remarkably consistent with government policies
concerning lockdowns, mask mandates, and of course mass vaccination,
which looks like close coordination between the government and the media,
not just nationally but internationally or worldwide.

Conclusion

The paradigm of 5GW is counterinsurgency, which seeks to manipulate the
identity of a political or social group to change the context in which
resistance against a government or other authority takes place. In classical
counterinsurgency, the insurgents must be separated from the population,
their movements must be restricted, and their narratives must be
undermined. Psychological warfare and propaganda are the primary tools
for affecting the perceptions, thinking, and behaviors of a population. The
general idea is that, on average, human behavior is predictable, and that a
better understanding of human behavior acquired through the behavioral
sciences (psychology, sociology, and anthropology) makes it possible to
steer the collective behavior of a population in one direction or another.
This can be done for the purposes of demoralization (destroying the will to
resist aggression), political destabilization (inducing societal chaos), or
consolidating political control over a society (political subjugation). Fifth
generation warfare is much more complex than a classical
counterinsurgency approach, as the reality of the existence of a conflict or



war may not even be apparent to the majority of a population. Furthermore,
a government (or particular government agencies or particular civil society
organizations) could be co-opted by 5GW belligerents, making it more
difficult for a population to understand that they are under attack or from
where the attack comes. For most people, the idea that attacks could
originate from their own government, or corrupted elements thereof, is
completely alien to them, which makes them easy victims in political
systems that are sliding into totalitarianism, and it also makes them
potential collaborators in their own subjugation or demise.
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4 - Cultural and Cognitive Warfare

Fifth generation warfare is complex and is therefore very difficult to study
and to describe. Fifth generation warfare is typically conducted by
coalitions of state and non-state actors that operate with very limited
coordination utilizing incentives, swarming, and self-organization. A 5GW
opponent may infiltrate and/or subtly manipulate organizations that are used
as proxies and are not necessarily witting participants in some sort of
conspiracy. Sometimes, elites may leverage state resources for their own
purposes, which can even be in opposition to official state policies. Often.
5GW relies on ambiguous and covert activity, which can be disguised as
being benign or can simply be denied publicly by the aggressors.
Practitioners of 5GW will predictably feign ignorance or might not even be
identified at all. Four case studies will be used to illustrate 5GW; two are
historical, and two are more contemporary. The first example is Stalin’s
manipulation of the secret police and the party to consolidate his power.
The second example is the Arab Spring, which involved the interplay of
NGOs. corporations, and activists to facilitate political change in the
Middle East. The third example is the attack on U.S. diplomats carried out
by an unknown party using directed energy weapons (DEWSs). The fourth
example is the manipulation of the COVID-19 crisis by China as a means of
covert economic warfare. Obviously, any example of 5GW can be expected
to be controversial in terms of the interpretation of events since 5GW is a
war of narratives and opposing interpretations.

Stalin’s Revolution from Above and the Purges

The Stalinist purges of the 1930s, commonly known as the ‘Great Terror,’
are among the biggest crimes of the 20th century and may have amounted
to genocide.! The purges started in 1935 and ended in 1939. The initial
phase consisted of preparation where the mechanisms for the purges were
put in place. This was followed by three major show trials, which provided



a narrative of a large-scale anti-Soviet conspiracy. The third phase was mass
repression, which targeted particular ethnic groups. The final act was the
purging of the NKVD and. in particular, its leadership. Amazingly, the
purges were instigated by just one man (Stalin) in a ‘conspiracy from
above,” which attacked the party, the state, and Soviet society more broadly,
with each of these (unwittingly) cooperating in their own subjugation.?
Robert Tucker asked ‘how could Stalin work his terrorist will on a nation of
165 million?’ Tucker suggested that it was owing to ‘[c]areful advance
planning and organization’ and ‘the incomprehension in Bolshevik minds of
what was happening.” In other words. Stalin’s strategy depended on
extensive preparation, secrecy, and large-scale deception. In short, the
Stalinist purges were a masterpiece of 5GW.

The Preparation Phase of the Purges

There is an ongoing historical debate as to whether the purges were
premeditated and the extent to which Stalin was actually in control of the
process. Robert Tucker has made a compelling argument that the purges
were intentional, extensively planned in advance, and tightly controlled by
Stalin himself. He pointed out that, before the Great Terror commenced.
Stalin put the legal mechanisms and administrative machinery in place that
later carried out the purges, since the party was unlikely to participate in its
own transformation and was ill-equipped to handle large-scale arrests.*
According to Tucker,

Each republic and regional party committee had its own special sector,
directly subordinate to and in communication with the main one. Via
Poskrebyshev and his staff. Stalin thus presided over a personal power
structure ramified throughout the country. It possessed extensive personnel
files, served as the main conduit of confidential information and directives,
and handled liaison with the security police. No better instrument for a

conspiracy from above could have been devised.”

In July 1934 the OGPU (the secret police then incorporated into the
NKVD) was also given a special board that could nonjudicially sentence

anyone to up to live years of exile and labor camps.®



What was needed was an event that could justify the initiation of large-scale
purges. The opportunity came with the assassination of Leningrad party
official and Politburo member Sergei Kirov, who was shot by Leonid
Nikolaev in the Smolny Institute on December 1. 1934. Despite some
strong arguments that Stalin had ordered the killing of Kirov, the evidence
has remained circumstantial and speculative.” Donald Rayfield has argued
that ‘the simplest explanation seems the best: that Leonid Nikolaev was a
demented, aggrieved killer acting on his own. aided only in luck by
encountering Kirov when he was unguarded.’®

In any case. Stalin immediately took action by issuing a new decree that
gave the NKVD special powers in terrorism cases, including the power to
carry out death sentences soon after an accelerated investigation and
judicial process.? The new head of the NKVD, Genrikh Yagoda, and
prosecutor Andrei Vyshinsky launched an investigation into the
assassination to determine whether there was a larger conspiracy. Following
the interrogation of Nikolaev, over a hundred people were arrested and
shot.!® The first major political targets were the party officials Gregori
Zinoviev and Lev Kamenev, who Stalin considered to be potential rivals.

The Show Trials

In order to purge the Bolshevik Party, Stalin needed to prove a large-scale
conspiracy that involved high-level party members. Tucker argued that, in
January 1935. Stalin developed the script of the planned show trial of
Zinoviev, Kamenev, and others:

First, the conspiracy turned into a large-scale high-level affair, involving a
‘bloc’ between foremost Zinovievists and foremost Trotskyists acting under
Trotsky’s orders from abroad. Second, this conspiratorial ‘united center’
was said to have been formed toward the end of 1932. Third, it became a
terrorist conspiracy primarily against Stalin. . . Fourth, ties between the
conspirators and the Gestapo became part of the story. Finally, the anti-
Stalin plot was said to have been motivated by the very success achieved

under his leadership.™



The purpose of the show trials was to have the accused publicly admit to
the charges, however contrived and baseless they were, in order to justify
more purges in the aftermath of the ‘proven conspiracy’ against the state.
The first show trial took place in August 1936. Thanks to the careful
preparation of the defendants involving mental torture and threats against
their families, they all confessed to their (fictional) crimes. These included
collaboration with the Nazis in the plot against Kirov. Some even demanded
in court to be shot for their treason.'? Soon after the show trial. Yagoda was
removed and replaced with Nikolai Yezhov as head of the NKVD.!3

The second show trial took place in January 1937 and targeted two other
Old Bolsheviks, namely Georgy Pyatakov and Karl Radek. as well as
lesser-known party officials. As in the first trial, all evidence against the
accused was fabricated, and. predictably, all were found guilty of being part
of an anti-Soviet, Trotskyist-center conspiracy. The third and final show
trial took place in March 1938, with the most prominent victims being
Nikolai Bukharin. Alexei Rykov. and Genrikh Yagoda. who were accused
of being part of a rightist and Trotskyite conspiracy. With the end of the
third show trial, the mass repressions began, ‘which were carried out in a
series of discrete campaigns by the secret police and targeted specific
groups in the population.’

The Purging of the Soviet Military and Mass Repression

Stalin effectively took over the NKVD in 1937 by purging it and replacing
the purged individuals with trusted people who would willingly implement
the planned large-scale purges of the Red Army and the population. Over
3,000 NKVD operatives were killed in 1937.1 Stalin feared that the Red
Army could stage a coup against him.'® In May 1937, Marshal Mikhail
Tukhachevsky and seven other commanding officers in the Red Army were
arrested, tortured during their interrogation, tried in secret, and subsequendy
shot immediately after the trial.!” Their supposed guilt was to have
conspired with the Nazis, which justified a further purge of the Red Army
that targeted the officers but also lower ranks. At least 34,000 Soviet
officers were dismissed, many of whom were later sent to the Gulag.'®



Soon after the Tukhachevsky trial, the NKVD started its mass operations
under NKVD Order 00447 of July 1937, which took the form of secret
trials by troika that could sentence enemies of the people to shooting or the
Gulag.'® Quotas for sentencing were provided on the basis of estimated
numbers of anti-Soviet elements in a region. A key assumption was that the
Germans had been infiltrating the Soviet Union and were organizing
espionage and sabotage, which meant that many people were accused of
being foreign spies or saboteurs. A major mechanism for the purges of the
general population was the use of denunciation. Soviet citizens were
encouraged, if not outright pressured, to report potential enemies of the
people to the NKVD.?% More arrests sparked even more arrests, which was
a process that quickly escalated out of control. Citizens were getting picked
up by the NKVD in the middle of the night, never to be seen again.’! Many
were tortured until they confessed and also implicated others, who would
then be purged as well. Altogether, three-quarters of a million people were
summarily executed, and over a million people were sent to the Gulag
between winter 1937 and autumn 1938, with many never to return.?

The Purging of the NKVD

Before 1935, the party controlled the NKVD, but, between 1935 and 1938
when the NKVD was used to purge the party, the NKVD was temporarily in
a more powerful position.? After hundreds of thousands had been removed
from the party and replaced with cadres, and after the purges conducted by
the NKVD had escalated too much, it was time for the party to reassert its
control over the secret police in late 1938. In September 1938, the Politburo
decided to review all NKVD officers with respect to potential hostile
elements in their ranks.?* Many NKVD officers were dismissed, and they
were replaced by party cadres,?> In November 1938, Yezhov resigned as
NKVD chief and was replaced by his deputy. Lavrenti Beria. who went on
to purge the NKVD of 346 of Yezhov’s associates, who were shot.?%
Yezhov was arrested in April 1939, tried in secret, and shot in February
1940 after confessing to having been an enemy of the people and other
capital crimes.?” Yezhov was chiefly blamed for the excessive scale of the
purges, which were referred to as Yezhovschina, in order to deflect from the
fact that Stalin was the primary architect of the genocide.



The Impact of the Purges

The relentless propaganda of a large-scale Trotskyite conspiracy triggered a
frantic and widening search for ‘enemies of the people’ who had to be
eliminated. Owing to mass psychosis, a climate of constant fear, and
various individual incentives such as promotion and privileges, a large
number of people actively cooperated with Stalin’s nefarious plot, even
though it often led to their own demise. Interestingly. many Soviets were
confused as to why the purges were happening and who

Table 4.1 The Stalinist Purges as 5GW
Domain uman domain, Soviet society
Adversaries Stalin, the NKVD

Eliminate any threats to Stalin's rule, transform the Soviet

Objectives :
system, consolidate power

Violence  Dispersed, targeted at particular individuals and groups

Key institutions were purged, and their organizational cultures

Outcome
were transformed

Source: Created by author

authorized them, speculating that Stalin was not aware of them and that
they were masterminded by ‘mysterious anti-Communist enemies in high
places,” as many refused to believe that they were Stalin’s doing.



Stalin first used the NKVD to purge the party and then used the transformed
party to reassert control and purge the NKVD. Key institutions such as the
Bolshevik Party, the Red Army, and the NKVD were transformed by
purging the leadership and thereby permanently changing the organizational
culture. Mark Safranski argued that it was common practice

to liquidate not only the holder of an important post in an organization, but
his immediate replacement as well (and not infrequently, the replacement’s
replacement), thus not only atomizing existing social networks, but
terminating institutional memory in the bargain as the documentary
evidence was purged with the same severity as the staff.?”

Safranski also pointed out that the mass purges from 1937 to 1938 were not
randomly removing people but were targeted at particular groups such as
the Polish Communist Party in exile, the Ukrainian Communist Party, and
the Georgian Communist Party, which were considered by Stalin to be a
threat owing to their nationalism. Although the Stalinist purges were
atypically violent for a case of 5 GW. they relied primarily on the
manipulation of proxies and psychological terror to carry out a revolution
from above.

The Arab Spring

The Arab Spring was a wave of protests and revolutions across the Middle
East and North Africa that started in late 2010 in Tunisia; it resulted in the
overthrow of the governments of Tunisia, Egypt, Yemen, and Libya and
facilitated political reforms in Jordan, Oman, and Morocco. The main
characteristic of the revolutions was the use of social media by local
activists to spread news about government abuses and organize a series of
mass protests. A key argument made at the time was that digital
technologies were liberating as information could no longer be controlled
by tyrants in the internet age.3? After only a month of protests, the Ben Ali
government in Tunisia fell, and, after just 18 days of protest, the Mubarak
government in Egypt fell. The popular perception of the Arab Spring was
that of an organic event that caught the U.S. government completely by
surprise.3! Although the people of the Middle East had plenty of reasons to
revolt against their corrupt tyrannical governments. it is important to also



consider the role of outside state actors and NGOs that prepared the ground
for the uprisings.

American Democracy Promotion

The U.S. government has actively promoted democratization worldwide
since 1941 when it established Freedom House.3? Although Freedom House
presents itself as an NGO that is independent from the U.S. government, the
connections are fairly obvious, as over 90 percent of its funding comes from
federal grants.3 In essence. Freedom House produces and disseminates
propaganda in furtherance of U.S. soft power. Freedom House has also
provided cover for the CIA. and there have been many connections to the
intelligence community (IC).3

It was Gene Sharp who, in some sense, ‘weaponized’ democracy promotion
beyond propaganda by developing nonviolent strategies for resisting
tyranny in the 1960s and 1970s->*> Sharp founded the Albert Einstein
Institute (AEI), which promotes nonviolent strategies for democratization,
in 1983. In the same year, the Reagan administration created the National
Endowment for Democracy (NED). NED is almost completely funded by
the U.S. State Department but claims to be independent from the U.S.
government. Washington Post journalist David Ignatius has called it ‘the
sugar daddy of overt operations, a quasi-private group headed by Carl
Gershman that is funded by the U.S. Congress.’3°

The NED works closely together with the National Democratic Institute
(NDI) and the International Republican Institute (IRI). which were also
founded in 1983. Critics claim that the NED is little more than an extension
of the State Department and the CIA. William Blum quoted one of the
founders of the NED, Allen Weinstein, who said in 1991: ‘A lot of what we
do today was done covertly 25 years ago by the CIA."3” Similarly, CIA
whistleblower Phil Agee claimed that the NED was simply a CIA ‘sidekick’
used by the agency to funnel money to opposition groups through affiliated
foundations.3® Most notably, the NED also played some role in ending
communist rule in Poland by providing some of the funds given to
Solidarity ($9 million) through the international labor union AFL-CIO
(American Federation of Labor and Congress of Industrial Organizations).>



U.S. objectives in the Middle East were, from the 1990s, to promote
democracy as part of a ‘democratic expansion' grand strategy of the Clinton
administration. The U.S. State Department announced the Middle East
Partnership Initiative (MEPI) in 2002, which made $90 million available for
projects that support democratization.*® One of the objectives behind the
decision of the George W. Bush administration to invade Iraq was to ‘sow
seeds of democracy and peace in the Middle East.”*! He stated in a speech
at the NED that ‘[m|any Middle Eastern governments now understand that
military dictatorship and military rule are a straight, smooth highway to
nowhere.’#? In 2004. his administration launched the Greater Middle East
Initiative (GMEI) with the goal of ‘broadly supporting economic and
human development democracy, and the expansion of civil society’ so that
the Middle East would no longer be a breeding ground for tyranny and
terrorism.*3

President Obama’s Middle East policy regarding the goal of
democratization remained unchanged from his predecessor’s. The New York
Times reported that ‘President Obama ordered his advisors last August
[2010] to produce a secret report on unrest in the Arab world, which
concluded that without sweeping political changes, countries from Bahrain
to Yemen were ripe for popular revolt.”#* The Presidential Study Directive
11 identified flashpoints such as Egypt and underlying causes of instability
such as youth bulges, weak education systems, poor economic performance,
and the proliferation of social media.* In short, at the outset of Obama’s
presidency, there was an opportunity to remake the Middle East by
facilitating revolution in order to move it in a favorable direction for the
United States.

The U.S. State Department and the Training of Activists

The State Department provided funding, through a network of NGOs, to
Arab activists and political groups. For example, USAID spent on average
$20 million per year on democratization in Egypt from the late 1990s.46
More money was funneled through the NED and a couple of other pro-
democracy NGOs, including Freedom House, NDI, AEI, and the Center for
Applied Non-Violent Actions and Strategies (CANVAS).*” All of these pro-



democracy NGOs receive a large portion, if not all, of their funding from
the U.S. government. They then disperse the money, through grants and
workshops, to groups and individuals that the U.S. government could not
sponsor directly. NED documents showed that it spent $120,000 on funding
an Egyptian police officer who used social media to incite violence in his
native country while claiming refugee status in the United States.*® Another
NED grant, of $318,757, was awarded to Egyptian labor organizations to
‘advocate for and defend worker rights, strengthen respect for the rule of
law, and build bridges between Egyptians and other labor movements’ after
the start of the April 6 Movement that staged a strike that turned violent in

2008.49

In 2009, the State Department provided $57 million, for a period of three
years, to fund a program that taught foreign dissidents the art of evading
government surveillance (encryption, use of firewalls, anonymization, etc.).
According to Time magazine, this program trained 'more than 10,000
bloggers, journalists and activists ... in 10 languages through 50 programs,
and hundreds of thousands more have accessed materials and guides
published by the groups.’>® The New York Times reported that

[s]Jome Egyptian youth leaders attended a 2008 technology meeting in New
York, where they were taught to use social networking and mobile
technologies to promote democracy. Among those sponsoring the meeting
were Facebook, Google, MTYV, Columbia Law School and the State

Department.°!

Freedom House organized similar workshops for 16 Egyptian activists in
2009, and CANVAS trained Egyptian activists in Belgrade in the same

year.>?
The Digital Uprisings in Tunisia and Egypt

The Arab Spring was reportedly triggered by WikiLeaks releasing
confidential U.S. State Department cables that discussed the corruption in
various Middle Eastern countries. The revelations were widely discussed in
the international media, which meant that The flames of revolt were stoked,
industriously and ceaselessly, by the media, courtesy of what it was learning



by sifting through piles of documents amassed by WikiLeaks.'"3

Interestingly. WikiL.eaks may have started out as an intelligence operation,
with founding members having connections to the NED and various U.S.
foundations.>* The self-immolation of the street vendor Mohamed Bouazizi
in front of a municipal office on December 17 sparked further outrage. The
images of the burned Bouazizi ended up on Facebook and were used
effectively by activists to mobilize the public against the state.””

Mass protests were organized using social media, and, later, social media
reports clearly contradicted the government’s propaganda that tried to
downplay the events. With mounting dissent, the Ben Ali government
responded by blocking Facebook and other social media platforms and
arresting activists and bloggers. The regime even made an attempt to
identify activists using Facebook by systematically stealing login
information, which was thwarted by Facebook itself.”® After a mass protest
in Tunis on January 14, 2011, in which more than 100,000 Tunisians
participated, Ben Ali stepped down.

In Egypt, Google executives became actively involved in regime change.
One of the key players in the events in Egypt in early 2011 was the Google
marketing manager Wael Ghonim, who helped ignite the uprising.°” He was
officially on leave from Google when he traveled to Egypt to set up a
Facebook group/site named ‘Kullena Khaled Saeed’ (‘we are Khaled
Saeed’). Khaled Saeed was a 28-year-old protester who was killed by
Egyptian security forces. Ghonim demanded accountability from the
Egyptian government and incited widespread protests leading up to the
mass protest on Tahrir Square on January 25, 2011. At one point, the
Facebook page had 800,000 members.?! Ghonim was visited by Jared
Cohen during the revolution, and the meeting occurred just one hour before
Ghonim was arrested by the Egyptian police.”®

Agence France-Presse (AFP) reported that, at the height of the Arab Spring,
in February 2011, the State Department organized a training session for
bloggers and activists from Tunisia, Egypt, Syria, and Lebanon. They
would go back home and teach other activists, which would then produce a
ripple effect.>® Google and Facebook also aided activists in Tunisia and
Egypt by denying their respective governments access to user data,



something they handle more liberally in many other countries, including the
United States. Although Facebook temporarily removed the popular pages
of the two main activist groups (Kullena Khaled Saeed and April 6
Movement) in November 2010, it not only restored the services but actively
protected the identities of the activists who were organizing the protests.
Google provided technological assistance to activists by creating a
workaround that enabled them to send Twitter messages over telephone
lines, using voice recognition that transcribed speech and tweeted it, after
the Mubarak government shut down the internet on January 28, 2011.%°
Jared Cohen pointed out in an interview that closing down the internet had
exactly the opposite effect of what was intended. People hungry for
information turned to the streets. As a result, the protests became much

bigger and forced Mubarak out.5!

Jared Cohen later wrote a book with Eric Schmidt, the Google CEO. on The
New Digital Age, which discussed digital revolutions and the Arab
Spring.%? Billionaire Eric Schmidt was a frequent visitor to the Obama
White House. Google staffers visited the White House 427 times between
2009 and 2015, indicating the very close relationship between the Obama
administration and Google.®3 It is not a stretch to suggest that Ghonim
coordinated his activities with Google, and that Google coordinated its role
in the Arab Spring with the White House, each of them acting somewhat
autonomously and perhaps being motivated by different goals.

The Impact of the Arab Spring

The revolutions in Tunisia and Egypt were supported by U. S. public
diplomacy and other diplomatic measures. Leaked State Department cables
indicate that the U.S. embassy in Cairo was in constant contact with
activists in the years leading up to the revolution while also pressuring the
Egyptian authorities to release dissidents detained by the police.®* Secretary
of State Hillary Clinton issued a clear warning to Mubarak on January 28,
2011, by saying that' [w]e urge the Egyptian authorities to allow peaceful
protests and to reverse the unprecedented steps it has taken to cut off
communications.’ effectively undermining the efforts of the authorities to
suppress the protests.%> On February 1, 2011, President Barack Obama
demanded, during a telephone call, that President Mubarak immediately



step down, which he reluctantly did more than a week later.%® Although the
U.S. media were very upbeat about the Arab Spring in 2011, it soon became
obvious that the U.S. attempt to democratize the Middle East had failed, not
just in Egypt but elsewhere as well. The most problematic consequence was
the descent of Libya and Syria into civil war and long-lasting chaos.

Particularly interesting is the Russian perception of the Arab Spring, as
Russia treated the wave of revolutions as a new mode of conflict. General
Gerasimov penned an article in 2013 that contained observations on the
Arab Spring. He wrote:

The experience of military conflicts—including those connected with the
so-called color revolutions in North Africa and the Middle East—confirms
that a perfectly thriving state can, in a matter of months and even days, be
transformed into an arena of fierce armed conflict, become a victim of
foreign intervention, and sink into a web of chaos, humanitarian
catastrophe, and civil war.%’

Table 4.2 The Arab Spring as 5GW

Domain Human domain, society

Adversaries U.S. government, NGOs, corporations, local activist groups

Replace Middle Eastern autocracies with moderate Islamic

Objectives :
democracies

Violence  Nonviolent

Outcome  Two regimes overthrown



Source: Created by author

The Russian government held its Third International Security Conference in
Moscow in 2014, where top Russian and some international government
officials and military officers discussed how color revolutions are employed
as an aggressive strategy to overthrow hostile governments.®® Putin stated
in the same year that ‘[i]Jn the modern world extremism is being used as a
geopolitical instrument and for remaking spheres of influence. We see what
tragic consequences the wave of so-called color revolutions led to,”®® Not
surprisingly, the United States-funded pro-democracy NGOs and their
employees are no longer welcome in a growing number of countries.””

Havana Syndrome

The term Havana Syndrome relates to mysterious ‘health incidents’ that
have affected U.S. diplomats and intelligence officers, starting with a
number of cases that occurred in late 2016 and that were first reported by
the media in summer 2017.”! Six of those affected had to be flown from
Cuba to Miami for emergency medical treatment. At least 21 American
diplomats and some Canadian diplomats had suffered symptoms by 2017.72
The initial theory was that the diplomats had been subjected to an attack
using an unknown type of acoustic weapon because the victims reported
chirping noises when they suffered the incidents.”®> Some of the symptoms
included headaches, dizziness, insomnia, ear pain, temporary loss of
hearing, weakened sense of balance, diminished memory, inability to
regulate emotion, and indications of traumatic brain injury and
concussion.”* In December 2017, senior CIA officer Marc Polymeropoulos
experienced a sudden onset of nausea in his Moscow hotel room, suffering
a second attack two days later in a Moscow restaurant. He had to be flown
out of the country and developed permanent symptoms similar to those of
the diplomats in Havana, which forced him to retire from his CIA career of

26 years in 2019.7°

Several diplomats in Guangzhou, China, suffered from similar symptoms,

including brain injury, in spring 2018.7° It started with one embassy
employee hearing sounds and getting sick in late 2017, with more cases



appearing in April 2018. Mark Lenzi, a security engineer at the consulate,
had to be flown out of China together with his family.”” Further incidents
involving U.S. and Canadian government personnel (diplomats, intelligence
officers, and staffers) were reported in several locations around the world,
including Cuba, China, Russia, Austria, India, Vietham, Colombia,
Uzbekistan. Kirgizstan, and Washington, DC.”® Suspected attacks occurred
in a variety of settings such as ‘residencies, on the street, in vehicles, and
even at U.S. secure facilities,”” The incidents have seemingly escalated in
geographic scope, frequency, and severity since late 2016.89 Altogether,
over 1,000 people had been diagnosed with Havana Syndrome as of
February 2022.81

The Investigations

The State Department conducted an investigation and arranged for the
medical examination of the affected diplomats to determine the cause of the
symptoms. The University of Pennsylvania Center for Brain Injury and
Repair found a number of conditions that could be objectively tested, such
as evidence of concussion in persons with no history of brain injury and
temporary auditory impairment.8? With the help of neuroimaging, it was
found that there were significant ‘differences in whole brain white matter
volume, regional gray and white matter volume, cerebellar tissue
microstructural integrity, and functional connectivity in the auditory and
visuospatial subnetworks but not in the executive control subnetwork’
compared with a control group.?3

Some of the affected diplomats have sought legal remedies to get
compensation from the government. Mr. Zaid, who is a lawyer representing
some of them, stated: “‘It’s sort of naive to think this just started now” . . .
Globally, he added, covert strikes with the potent beams appear to have
been going on for decades.’* Furthermore, the National Security Agency
gave Zaid ‘a statement on how a foreign power built a weapon “designed to
bathe a target’s living quarters in microwaves, causing numerous physical
effects, including a damaged nervous system.”'8>



The U.S. State Department tasked the National Academy of Sciences
(NAS) to advise on how U.S. diplomats could be protected. A standing
committee of 19 scientists led by David Relman, a professor of
microbiology at Stanford University, reviewed and studied Havana
Syndrome and produced a final report that was declassified in December
2020.86 The committee published its findings in December 2020. The
committee considered delusions and hallucinations that may have been
caused by stress but concluded that ‘[t]he acute initial, sudden-onset,
distinct and unusual symptoms and signs described in some affected DOS
personnel (see Section 3 and CDC Report) cannot be ascribed to
psychological and social factors in the absence of patient-level data.’®” It
suggested that ‘many of the cognitive, vestibular, and auditory effects
observed in DOS personnel are most consistent with,,. modulated, or
pulsed, RF biological effects,’ citing Soviet/Russian research on the effects
of pulsed and continuous RF energy on humans.?® Referring to other studies
in the field, the report stated: ‘Pulsed RF effects on the nervous system can
include changes to cognitive . . . behavioral. . . vestibular . . . EEG during
sleep . . . and auditory . . . function in animals and humans. *8°

Congress subsequently awarded long-term emergency health benefits to the
affected diplomats, thereby acknowledging that their ordeal was serious,
significant, real, and not imagined.?® Affected diplomats have been awarded
lump-sum compensation of between $140,000 and $187,000 for hardship,
permanent injury received on duty, and subsequent loss of employment.®?
More details are contained in Bill H.R. 4914 that the House of
Representatives passed on August 3, 2021, authorizing the compensation.
The bill states as its rationale: “To impose sanctions against foreign persons
and foreign governments in response to certain clandestine attacks on
United States personnel, and for other purposes.’®? In particular, it
suggested. ‘United States personnel have suffered persistent brain injuries
after being targeted in attacks that have been increasing in number,
geographic location, and audacity.”® The covert attacks would be
‘continuing and [the] expanding scope of these attacks has become a serious
security concern that is also undermining the morale of United States
personnel, especially those posted at overseas diplomatic missions.’*



Indications for Deliberate Attacks with DEWs

An IC expert panel report on Havana Syndrome concluded that '[t]he signs
and symptoms of the AHI are genuine and compelling,” ‘that they cannot be
explained by known environmental and medical conditions,’ and that
‘[electromagnetic energy, particularly pulsed signals in the radiofrequency
range, plausibly explain core characteristics.’®> Although many experts
agree that a DEW attack can produce the effects observed in Havana
Syndrome victims, the IC as a collective claimed that there was no evidence
for a ‘global campaign to harm or collect intelligence on US intelligence
personnel.® This claim was again made in an ‘Updated Assessment of
Anomalous Health Incidents’ released as a summary in March 2023, which
stated ‘[m]ost IC agencies judge it is very unlikely a foreign adversary
played a role,” and that there was ‘no credible evidence that a foreign
adversary has a weapon or a collection system that is causing AHIs.”” Case
closed? Hardly.

First of all, the apparent contradictions between earlier investigations and
the most recent conclusions are glaring and raise more questions than they
answer. Some experts clearly believe that DEWs could produce the effects
observed in Havana Syndrome victims, but the IC cannot find evidence that
this actually happened, declaring a covert attack therefore to be a ‘very
unlikely’ cause of Havana Syndrome.”® This leaves two possibilities: Either
Havana Syndrome does not exist, or the IC has been unable to determine its
true cause owing to insufficient data or poor analysis. It has been argued
that the IC, by ‘fixating on Ending a common thread between all Havana
Syndrome reports rather than examining the most credible and concerning
reports better supported by intelligence reporting, the intelligence
community has given itself analytical space to dispute all reports.’®® The
inability to End evidence could be due to ‘the intelligence community’s fear
of the foreign policy ramifications that would result from finding suspected
Russian culpability.’ 100

There is a real dilemma for an attacked government in how to deal with a
covert attack and in what kind of narrative to frame it for the public. David
Ignatius stated that



Table 4.3 The Havana Syndrome as 5GW

Domain  Human domain, perception, brain

Adversaries Unknown

Objectives Create uncertainty and fear, deception

Violence  Violent but highly targeted and dispersed

Outcome  Minor disruption of U.S. foreign policy, strategic uncertainty

Source: Created by author

[t{hese mysterious attacks are a policymaker’s nightmare. You can’t accuse
another country of warlike assaults without solid facts; the Iraqgi WMD
fiasco taught a generation of intelligence analysts that lesson. But if you

don’t hold rogue actors accountable, how do you deter future attacks?'!

If a government acknowledges the attacks, it looks weak and would be
under pressure to do something, but what can it do? If it denies the attacks,
seemingly knowing that they are real, it also looks weak and, on top of that,
like a dishonest hypocrite, which undermines morale within the
government.

What an adversary may want to achieve by attacking low-level diplomats
and other government personnel is the creation of uncertainty, fear, and a
feeling of helplessness in U.S. decision-makers. Havana Syndrome
allegedly ‘"dramatically hurt” morale in the diplomatic service and affected
recruitment’ for the foreign service.'%? There are likely State Department
and IC officials and even members of Congress who are now afraid to



become the next victim of covert attacks that cannot be proven and from
which they cannot be protected.

The Manipulation of the COVID-19 Crisis

SARS-CoV-2, the virus that causes the disease named COVID-19, was
apparently discovered on December 27, 2019, after an elderly couple had
fallen ill in Wuhan, China.'%3 There may have been COVID-19 cases as
early as August 2019.'%4 The outbreak was formally announced by the
Chinese government on December 31, 2019.1% Initially, the Huanan
seafood market was identified as the source of the outbreak, with
speculation by Chinese scientists that infected bats were consumed there,
resulting in a transmission from bats to humans.'® On January 31, 2020,
the WHO declared the outbreak a public emergency of international
concern. Cases began to be reported worldwide, with an unusually high
number of cases in Northern Italy. The WHO declared a pandemic on
March 11, 2020, and soon thereafter, on March 13, 2020, the Trump
administration declared a national emergency, with many states
implementing a lockdown on March 16, 2020. The question of the true
origin of the virus and the possibility of a lab leak from the Wuhan Institute
of Virology (WIV) emerged early on and it became a partisan issue. The
issue became so extremely politicized that hardly any rational or objective
debate was possible in 2020 and 2021.107

The COVID-19 Origin Debate

In 2020, the mainstream U.S. media heavily promoted the idea of a natural
origin of COVID-19 and even attacked any suggestion that it came out of a
lab as an expression of racism or a conspiracy theory.!%8 However, there are
many reasons to believe that a lab leak is a probable, if not the most
probable, cause. First of all, some researchers, such as Jeffrey Sachs, the
Lancet chair of the COVID-19 investigation, have pointed out that nobody
has been able to find the animal that supposedly first transmitted the virus
to humans, which means that the natural origin hypothesis is essentially
unsupported. 0%



Second, there is plenty of circumstantial evidence for a lab leak. The WIV
had conducted research related to SARS and bats in the lab of Dr. Shi
Zhengli, and there is also a history of SARS lab leaks that occurred in other
countries prior to the SARS-Co V-2 outbreak.'? A fact sheet published by
the State Department of the outgoing Trump administration on January 15,
2021, indicated that ‘several researchers inside the WIV became sick in
autumn 2019,’ that ‘RaTG13, the bat coronavirus [was] identified by the
WIV in January 2020 as its closest sample to SARS-CoV-2 (96.2%
similar),” and that ‘[t]he WIV has a published record of conducting “gain-
of-function” research to engineer chimeric viruses. * 11

A U.S. Senate report claimed that ‘[t]he preponderance of information
supports the plausibility of an unintentional research-related incident that
likely resulted from failures of biosafety containment during SARS-CoV-2
vaccine-related research.’1'2 Former CDC Director Robert Redfield, White
House COVID-19 coordinator Deborah Birx, and FBI Director Christopher
Wray publicly stated that they considered the lab leak theory very likely or
very plausible.™3

If SARS-CoV-2 was developed in a lab, it was very likely developed as a
bioweapon based on ‘gain of function’ research that makes a virus more
transmissible, as claimed by Chinese virologist Dr. Li-Meng Yan.!'!# She
suggested that ‘[a]lthough it is not easy for the public to accept SARS-CoV-
2 as a bioweapon due to its relatively low lethality, this virus indeed meets
the criteria of a bioweapon. *1 The State Department fact sheet also
pointed out that ‘[f|]or many years the United States has publicly raised
concerns about China’s past biological weapons work,’ and that

[d]espitc the WIV presenting itself as a civilian institution, the United
States has determined that the WIV has collaborated on publications and
secret projects with China’s military. The WIV has engaged in classified
research, including laboratory animal experiments, on behalf of the Chinese
military since at least 2017.116

Information on Chinese biological warfare research is spotty owing to the
extreme secrecy inherent in such research programs. An earlier
congressional report pointed out that France had suspected China of having



a biological warfare program after the first SARS outbreak in 2003, and that
France was therefore reluctant to provide the technology for a Biosafety
Level 4 lab in China."'” The lab was eventually built by Chinese and French
firms for a cost of $44 million and completed in 2014.18 The PLA has
shown an interest in biological warfare in its strategic writing. A book by
Professor Ji-Wei Guo titled The War of Life-waking Right of Reconstruction
of Military Strategy, published in 2010, openly advocated offensive
biowarfare."9 It is, hence, likely that SARS-CoV-2 was developed in the
WIV, and that its development was possibly connected to an illegal
biowarfare research program. Whether the virus leaked accidentally or was
released on purpose may forever remain a mystery, but there is no doubt
that China sought to manipulate the perception of the COVID-19 crisis once
it started.

The Cover-Up

It is a reasonable assumption that if China was responsible for a lab leak of
a virus possibly associated with biowarfare research, the Chinese
government would seek to hide evidence, frustrate any serious
investigations into the incident and put out disinformation to misdirect and
distract the world from what had really happened. First of all, the Chinese
government delayed alerting the world to the outbreak and also, initially,
took few measures to contain the outbreak. On January 20, 2020, a WHO
team visited Wuhan to get more information from Chinese scientists about
the outbreak, but they downplayed the incident while not sharing much
information.!2? As the crisis unfolded, the WHO undertook further efforts
to obtain raw data about the virus such as blood samples from December
2019, but Chinese scientists were unwilling to provide them.!?! Senator
Michael McCaul’s report indicated that the cover-up may have started as
early as September 2019, stating ‘[t]he WIV's sequence library was taken
offline in September 2019 and is not “accessible for people to check.”'1%?
The clear lack of evidence for a natural origin did not stop the WHO from
dismissing the lab leak hypothesis.!?3

Not only was a real investigation made impossible by access to the WIV
and research data being denied, but there was a clear effort to deceive the



world. According to McCaul,

the Chinese Communist Party (CCP) and the World Health Organization
(WHO) went to great lengths to cover up the initial epidemic, and how their
cover-up likely turned what could have been a local outbreak into a global
pandemic. The CCP detained doctors in order to silence them, and
disappeared journalists who attempted to expose the truth. They destroyed
lab samples, and hid the fact there was clear evidence of human-to-human
transmission. And they still refuse to allow a real investigation into the
origins. At the same time, the WHO, under Director General Tedros, failed
to warn the world of the impending pandemic. Instead, he parroted CCP
talking points, acting as a puppet of General Secretary Xi.

The bottom line is that it is very likely that the Chinese government was
aware of the outbreak as early as the second week of December 2019 and
did nothing to alert the world or to contain the spread of the virus from
China to other countries.™* This is, at a minimum, negligence and, at a
maximum, an attempt to exploit a global spread of the virus for political
and economic gain.

Chinese COVID-19 Propaganda

There are many indications that from January 2020, the CCP started an
aggressive online campaign to shape the perception of the outbreak. A
computerized content analysis of 134,000 Chinese government and media
tweets suggested that ‘China crafted an intricate campaign clearing its
name’ by first downplaying the crisis, then denying that the virus came
from China, and finally attacking the accuser.!?> Most notably, in March
2020, a spokesman for the Chinese Ministry of Foreign Affairs even
tweeted that the U.S. military had brought coronavirus to China and called
it the 'USA virus.'1%®

More nefarious were the English-language tweets by Chinese trolls and bots
that targeted Western audiences, which were boosted by inauthentic views,
likes, shares, tweets, and retweets through fake accounts.'?” The New York
Times reported:



United States intelligence agencies have assessed that Chinese operatives
helped push the messages across platforms, according to six American
officials, who spoke on the condition of anonymity to publicly discuss
intelligence matters. The amplification techniques are alarming to officials
because the disinformation showed up as texts on many Americans’
cellphones, a tactic that several of the officials said they had not seen
before.1%8

An article in Tablet Magazine found evidence of social media manipulation
and disinformation. It suggested that

[iInternational COVID-19 hysteria began around Jan. 23, when ‘leaked’
videos from Wuhan began flooding international social media sites
including Facebook, Twitter, and YouTube—all of which are blocked in
China— allegedly showing the horrors of Wuhan’s epidemic and the
seriousness of its lockdown.!%°

The videos showed dramatic scenes of people collapsing on the streets,
people getting locked down in Wuhan by having their front doors welded
shut, and scenes of crowded hospitals—all of which may have been
carefully staged to make the virus appear to be much more dangerous than
it was. Nowhere else in the world did COV1D-19 cause people to collapse
on the streets, which makes these early videos particularly suspicious.

Over 250,000 inauthentic social media accounts were spreading coronavirus
disinformation that severely exaggerated the threat first targeting Italy in a
concerted effort to manipulate Italians into accepting extreme measures.
The Chinese trolls flooded Twitter with messages that attacked any head of
state or governor who refused to lock down their state, likening their refusal
to genocide and an attack on human rights.'3° Graphika discovered the
Chinese Spamouflage Dragon network, which sends political spam
messages through social media with inauthentic Al-generated profile
pictures and in the English language. The messages praised the Chinese
Communist Party for its handling of the COVID-19 crisis while blaming the
United States and President Trump for the outbreak and the riots in the
United States.'3! Many of the propaganda videos posted on YouTube had
an election theme where President Trump’s policies towards China and



Chinese companies were attacked, which likely hurt Trump’s election
campaign.

U.S. media and the science community simply went along with China’s
narrative of the pandemic owing to Chinese co-optation and the massive
conflicts of interests in the U.S. scientific community.'3? In one incident,
the New York Times published a heavily biased opinion editorial by a
Chinese scientist Yi Rao, who lamented that the U.S. government had failed
to learn from the example of how China dealt with the pandemic, a
shortcoming that allegedly killed his uncle in New York while his family in
Wuhan was safe.!33 As it filmed out, Rao is not only a proud member of the
CCP but is also the founder of the Chinese Thousand Talents program,
which has been used for recruiting spies and conducting scientific
espionage.!34

Impact of the Pandemic

The COVID-19 crisis is the most consequential international crisis of the
21st century so far, not only because of the humanitarian impact, but more
significantly because of the economic and political impacts. As of May
2023, there had been 6.7 million COVID-19 deaths reported worldwide, of
which 1.16 million deaths, or 17 percent of the total, occurred in the United
States, despite the U.S. population being only 4 percent of the world
population.'3> The pandemic contributed greatly to a spike in mental health
diagnoses, with an estimated 39 percent of Americans suffering from
anxiety and 32 percent suffering from depression in 2021.136

The United States was also disproportionately impacted economically. The
federal government had provided a total of $4.6 trillion in COVID-19 relief
funding as of January 2023.13” Government debt increased from $26 trillion
in mid-2020 to almost $32 trillion in mid-2023. According to research by
the University of California, the direct and indirect costs of the pandemic to
the United States were estimated to reach $ 14 trillion by the end of 2023,
which would be 20 times more than the economic costs of the 9/11 attacks
and 4 times more than any other national disaster.!® The U.S. government
is now on an unsustainable fiscal path.'3® Owing to rising bond yields, the



estimated annualized cost of servicing the national debt exceeded $800
billion in March 2023, which is higher than the U.S. defense budget.4°

The pandemic resulted in unprecedented political measures, based on the
Chinese model, that impacted the rights and freedoms of Americans, such
as lockdowns with mandatory business closures and travel/movement
restrictions, mask mandates, social distancing, mandatory COVID-19

testing, and mandatory COVID-19 vaccinations.!*! Supreme Court Judge
Neil Gorsuch said that the COVID-19

Table 4.4 Manipulation of the COVID-19 Crisis as 5GW

Domain Human domain, (world) society

Adversaries China, WHO, civil society actors

Inflict economic damage and cause political instability in the

Objectives United States

Violence  Violence was very dispersed and appeared unintended

Chinese economic and political objectives were largely

Outcome )
achieved

Source: Created by author

measures were ‘among the greatest intrusions on civil liberties in the history
of the nation.’'#? Richard Fleming argued that

[t]he best weapon doesn’t kill people, it devastates and demoralizes them...
The best weapon to devastate a country is one that removes the will of the



people to fight. It effectively diminishes the lifestyles of the enemy,
reducing the security of life as the enemy knows it and replaces that
security and freedom with fear and uncertainty. SARS-CoV-2 has done
exactly that. It has devastated economics, removed the personal freedoms
people were used to, reduced goods and services, and turned friends against

friends and family members. It has divided nations and people.!43

It appears that the COVED-19 pandemic was perhaps a ‘proof-of-concept’
test by the CCP to see how much damage could be done by the release of a
bioweapon, which could suggest that another, perhaps much more deadly,
pandemic can be expected.'** However, even if a second pandemic does not
materialize, the damage done by the last one is already catastrophic.

Conclusion

Out of the four examples of 5GW discussed, the Stalinist purges are the
most straightforward case of 5GW, as a tiny power elite was able to
manipulate various state and party organizations for its own personal
benefits. Stalin was waging war on the Bolshevik Party, the Red Army,
regional party organizations, and various societal groups he deemed to be a
threat. He could not do it without the skillful manipulation of the party, the
secret police, and the Soviet public at large, which remained oblivious as to
who instigated the purges and why they happened. The Arab Spring
example is more controversial, as the U.S. government denied any
responsibility and as Russian thought on the matter has been characterized
as paranoid. The reality remains that the U.S. State Department and
affiliated NGOs had trained and funded Middle Eastern activists and
political groups for years, which played a key role in the events of late 2010
and early 2011. Whether this can be called a new mode of warfare is merely
a matter of perspective. Havana Syndrome has been well documented, and
some experts strongly suggest that it is likely caused by DEW attacks,
although it remains hard to prove it conclusively. For the U.S. government,
there is a real dilemma to acknowledging these covert attacks as they can be
considered acts of war and as it is hard to accuse any government without
strong evidence. If Havana Syndrome is caused by DEWs, it is a perfect
example of 5GW—a covert attack that is hard to prove and even harder to



attribute, causing uncertainty and fear among U.S. officials. The last
example is by far the most controversial owing to the global scale and the
extremely high stakes. Regardless of whether or not SARS-CoV-2 came out
of a lab, it would be hard to deny the fact that the Chinese government
manipulated the perception of the COVID-19 crisis, trying to deflect from
its own responsibility. If China’s government had acted decisively in late
summer 2019, the outbreak might have been contained at an early stage.
Instead, it opted to cover up the outbreak, then exaggerate its severity, and
blame others for the impacts. This was done through fake science, social
media manipulation, and the manipulation of the WHO.
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5 - Nano-Info-Bio-Cogno
Technologies

So far, it has been established that 5GW is a mode of warfare at the societal
level that takes place within the human domain and that targets the mind
(perceptions and decision-making). Unlike the traditional view of war,
defined as the instrumental use of violence aimed at coercing an enemy,
5GW theory posits that coercion may occur with a minimal amount of
violence or with the help of violence that is covert or hidden from the
victim or that is disguised as accidental or benign. This means that, like all
war, 5GW is still violent, if not in terms of the means used, certainly in
terms of the outcome that 5GW opponents seek to achieve. This can be
political destabilization, even to the point of civil war. the complete political
subjugation of a population, even to the point where any open resistance
becomes impossible, or the covert, targeted elimination of a particular
portion of a population (genocide or democide). It has been suggested that,
although 5GW requires societal complexity and technology that did not
previously exist in human history, there have been historical antecedents
such as Stalin’s Great Terror and Mao’s Cultural Revolution. This chapter
will discuss emerging technologies in the areas of nanotechnology,
biotechnology, information technology, and cognitive or neurotechnology
(NBIC) in relation to 5GW. NBIC technologies transform not only what
humans can do but also, more importantly, human beings themselves.
Transhumanists insist that humanity must be technologically upgraded in
the pursuit of a paradisical post-human future. From a security and military
perspective, the questions are: Who determines what would be the right
direction for human evolution, and whose interests does it ultimately serve
to modify humans in a specific manner? In short, transhumanism opens up
the possibility of redesigning a society by way of redesigning human
beings. which may lead to the technological enslavement of a designated
underclass and/or the targeted, covert elimination of undesirables.



Transhumanism

Transhumanism is an old idea that is grounded in Darwin’s theory of
evolution (a proclaimed tendency of nature for the emergence of ever-more
complex organisms) and that posits human evolution can continue by way
of humans merging with technology.! One of the early proponents of
transhumanism was the biologist Julian Huxley, who claimed

that even the most fortunate people are living far below capacity, and that
most human beings develop not more than a small fraction of their potential
mental and spiritual efficiency . . . the human species will be on the
threshold of a new kind of existence, as different from ours as ours is from
that of Peking man. It will at last be consciously fulfilling its real destiny.?

Transhumanism means to go beyond the natural limitations of man and
potentially move towards a post-biological or post-human future of a world

no longer inhabited by human beings but rather by superintelligent robots.>

The vision of transhumanists is now closer to reality than it has ever been
owing to the convergence of several technology disciplines—biotechnology,
or the manipulation of biological organisms; information and computer
technology, or the ability to store, process, and analyze vast amounts of
data; nanotechnology. or the manipulation of atoms and molecules; and
neurotechnology, or the ability to understand brain functions and
manipulate brain activity. Advances in each of these technology areas have
helped to rapidly advance the other technology areas mentioned. This has
made it possible for scientists and engineers to develop a much more
comprehensive understanding of the mechanisms of life, cognition (AI),
matter, and the human mind. As will be shown below, the technological
possibilities are both extremely astonishing and terrifying if abused.

Biotechnology

The discovery of genetics, the sequencing of the human genome, and the
development of cheap gene editing have created the possibility of human
genetic engineering that not only fixes diseases and health conditions that
have a genetic origin but also opens up the possibility of developing human



physical and mental capabilities beyond natural limitations. Nick Bostrom
suggested that transhumanists ‘recognize that the promise of genetic
enhancements is anything but insignificant. Being free from severe genetic
diseases would be good, as would having a mind that can learn more
quickly, or having a more robust immune system. ’# For Bostrom. '[e]very
day that the introduction of effective human genetic enhancement is delayed
is a day of lost individual and cultural potential, and a day of torment for
many unfortunate sufferers of diseases that could have been prevented.’®
Ultimately, transhumanists want to conquer death, or at least greatly expand
human life spans.®

However, Bostrom and other transhumanists are not content with the
therapeutic application of genetic enhancement and suggest using genetic
selection and stem cell-derived gametes to speed up evolution and produce
superintelligent humans. Bostrom claimed that ‘the average level of
intelligence among individuals could be very high, possibly equal to or
somewhat above that of the most intelligent individual in the historical
human population.’” Besides genetic selection, there is now a cheap and
effective tool for genetic editing—developed by Jennifer Doudna and
Emmanuelle Charpentier in 2012 and called clustered regularly interspaced
short palindromic repeats-associated protein 9, or CRISPR-Cas9—that
could be used to delete genes and even to insert new DNA information into
a cell.2 A Chinese researcher. He Jiankui. created the world’s first CRISPR
baby by modifying the DNA of a human embryo and then implanting it in a
woman’s uterus in 2018. for which he was jailed in China for violating
ethical standards.® The U.S. intelligence community characterized the gene
editing technology as a potential weapon of mass destruction.'°

Information and Computer Technology

Many transhumanists believe that the human brain is a biocomputer, and
that a human mind could be uploaded into a computer, perhaps a computer
inside a robot body, or a virtual reality.'! Not only could a mind be
uploaded, but even a society could be transferred into a computer system.
For example, roboticist Hans Moravec suggested that



a human brain equivalent can be encoded in less than one hundred million
megabytes, or HP bits. If it takes a thousand times more storage to encode a
body and its surrounding environment a human with living space might
consume 10'8 bits, a large city of a million inhabitants could be efficiently

stored in 104 bits, and the entire existing world population would fit in
1036.12

Some transhumanists speculate that human civilization could be transferred
into a computer simulation in which everybody could live forever and live

happily, somewhat like in the movie The Matrix.'3

While the prospect of uploading minds seems to lie further in the future,
there is the expectation that some aspects of the human mind could be
replicated in a computer, leading to powerful artificial intelligence (AI) that
could supplant or exceed human intelligence in many contexts. The
National Commission on Artificial Intelligence stated in its final report that

[t]he rapidly improving ability of computer systems to solve problems and
to perform tasks that would otherwise require human intelligence is
transforming many aspects of human life and every field of science. It will
be incorporated into virtually all future technology. The entire innovation
base supporting our economy and security will leverage Al. How this ‘field

of fields’ is used—for good and for ill—will reorganize the world.'#

It is expected that Al will be able to assist human decision-making in
practically every field of human activity and endeavor. Al systems are
based on a combination of big data, neural networks, and algorithms and
can be trained to perform specific tasks better than humans. In theory, Al
could create a world of abundance in which humans no longer need to work
since enough wealth could be produced by intelligent machines to support
everybody.'® By leveraging Al. humans would become smarter, especially
if their brains could be connected directly to computers to constantly
receive and analyze information.

Nanotechnology



Nanotechnology is about engineering at the molecular level, which was first
suggested by Richard Feynman in a 1959 lecture titled ‘There Is Plenty of
Room at the Bottom.” The idea was developed much further by Eric Drexler
in his 1986 book Engines of Creation. Drexler hypothesized that self-
replicating nanomachines could be built and could function similarly to
biological replicators such as ‘viruses, bacteria, plants, and people.” He
suggested one should ‘[iJmagine such a replicator floating in a bottle of
chemicals, making copies of itself . . . [e]ach copy . . . will build yet more
copies,’ resulting in exponential growth. Some of the replicators will be
assemblers, which are ‘[machines able to grasp and position atoms [and
they] will be able to build almost anything by bonding the right atoms
together.”'® Biological nanomachines produced by nature to manage
biological processes can be replicated and programmed for specific tasks.
According to Sonia Contera. ‘DNA nanorobots inspired by the ribosome
have been developed— molecular-scale assemblers that in the future will be

programmable to construct any desired molecule.’!”

In terms of transhumanism, nanotechnology will likely be an important
aspect of the technological colonization of the human body. Ray Kurzweil
was one of the first to popularize the idea of injecting people with nanobots:
‘Nanobots launched into our bloodstreams could supplement our natural
immune system and seek out and destroy pathogens, cancer cells, arterial
plague, and other disease agents. In the vision that inspired cryonics
enthusiasts, diseased organs can be rebuilt.’!8 In short, nanotechnology
could make it possible to grow organs tailored to individuals. The ability to
design and build proteins can be used for drug and vaccine development,
which was demonstrated in 2010 by David Baker, at the University of
Washington, who built a protein to approximate HIV to promote the
production of antibodies.

According to a team of Indian researchers, ‘[n]anotechnology has played a
significant role in the success of these vaccines. Nanoparticles (NPs) aid in
improving stability by protecting the encapsulated mRNA from
ribonucleases and facilitate delivery of intact mRNA to the target site.”° In
an unprecedented effort, the COYID-19 ‘nanovaccines’ based on lipid
nanoparticles (LNPs) have been injected into over 5.5 billion people
worldwide, or about 69 percent of the world population.?! Effectively, a



large portion of humanity have had their cell function altered with a

nanotechnology-enabled gene therapy product.?? This is no small step
towards a transhumanist future.

Neurotechnology

The human brain is incredibly complex, with over 86 billion neurons and
over 100 trillion synaptic connections. For a long time, the exact
functioning of the brain was a mystery, but science has made substantial
progress in decoding the brain thanks to various neural monitoring and
imaging technologies such as electroencephalography (EEG). positron
emission tomography (PET), magnetic resonance imaging (MRI), and
functional magnetic resonance imaging (fMRI). In 2013, the Obama
administration launched the BRAIN Initiative, which offered $100 million
in additional research money to an effort to map the human brain and could
lead to treatments for brain diseases such as Alzheimer’s, epilepsy, and
traumatic brain injury.??

There are many ways in which neurotechnology can enhance human
performance— for example, through nootropic drags and brain stimulation
to improve brain function or through neural monitoring that can flag
subconscious cues to a user or alert a user if they are about to fall asleep
when operating a vehicle. However, the ultimate goal seems to be the
development of a brain-computer interface (BCI) that can connect a brain
seamlessly to a computer to receive or send information.?* An EEG or
implanted neural monitoring device would interpret or decode brain signals
and translate them into text that can be transmitted wirelessly, which is an
approach called ‘synthetic telepathy.’>> A user could also receive
information by way of brain stimulation, which was demonstrated by
researchers from the University of Washington in 2014.%5

Elon Musk’s company Neuralink, launched in 2016, is trying to develop
commercially an implanted BCI that would allow people to connect
themselves to the internet and to make phone calls with the help of an
external device that can be controlled by thought.?” Musk argued that BCIs
would be critical for enabling humans to compete with Al. He stated:



We’re going to have the choice of either being left behind and being
effectively useless or like a pet—you know, like a house cat or something—
or eventually figuring out some way to be symbiotic and merge with AI.?8

People may be compelled to accept brain implants or perhaps noninvasive
BCls as a means to remain competitive in relation to Al systems, which are

expected to displace at least half of all existing jobs.?”

The Dark Side of Transhumanism

Transhumanism has much allure since there are few people in the world
who are fully content with their natural limitations and individual human
flaws that could, perhaps, be overcome with the help of technology. The
popularity of superhero movies attests to the widespread human desire to
acquire superhuman capabilities.? The underlying assumption is always
that any modification of humans would be an improvement that benefits
individuals or that the modification would enhance an individual's physical
and mental capabilities This may not always be the case.

Matthew Liao. Anders Sandberg, and Rebecca Roache have argued that
genetic engineering could be used to address broader societal issues such as
climate change. They provocatively suggested genetically modifying
humans to make them intolerant to eating meat (to do away with a natural
desire for meat as meat production causes too many greenhouse gas
emissions) and to make them smaller (smaller humans eat and consume
less, and it takes less energy to transport them); using cognitive
enhancement to lower birth rates (to enhance the educational attainment for
women, which is negatively correlated with fertility): and using
pharmacological enhancement to strengthen altruism and empathy (to make
people more likely to care about climate change).3! A cynic may think that
the authors consider humans to be little more than biological machines that
need to be optimized for low consumption by being turned into midgets
who are unable to consume meat, who no longer have any interest in
reproduction, and who are designed to be so naive that they lack any
understanding of how they may be economically exploited. In short, it is
not difficult to see how transhumanism could diminish rather than enhance



human abilities and the human experience for the supposed good of
society.3?

Transhumanism creates some obvious societal dilemmas as it relates to
social inequality and some less obvious threats as it concerns privacy,
human freedom, and the security or survival of individuals and groups.
Let’s start with the obvious: The human race could be split into two or more
distinctive species, namely those humans who will be technologically
enhanced and those humans who either cannot afford to or do not want to
be enhanced or modified. Transhumanist philosopher Yuval Noah Harari
argued

One of the dangers is that we will see in the coming decades a process of . .
. greater inequality than in any previous time in history because for the first
time, it will be real biological inequality. If the new technologies are
available only to the rich or only to people from a certain country then
Homo sapiens will split into different biological castes because they really

have different bodies and—and different abilities.33

This kind of technology-induced variance in human abilities and
characteristics cannot be (in the view of Harari) overcome by any kinds of
social policies, such as education or equal opportunity policies that offer
social mobility to the less fortunate. The unenhanced (or maliciously
modified) could thus become a permanent underclass or even a slave class.

Furthermore, there could be substantial social pressure for people to accept
certain ‘enhancements’ that take away their privacy and. perhaps, much of
their freedom. People might have to choose between accepting a
modification to their bodies or never being able to earn a living.3* Them
there is also the possibility that what is presented as transhuman
enhancement is actually a hidden method for limiting life spans, reducing
the ability of people to think for themselves, perhaps even denying people
the ability to reproduce by themselves. Technologist Bill Joy warned two
decades ago that

[d]ue to improved techniques the elite will have greater control over the
masses; and because human work will no longer be necessary the masses



will be superfluous, a useless burden on the system. If the elite is ruthless
they may simply decide to exterminate the mass of humanity. If they are
humane they may use propaganda or other psychological or biological
techniques to reduce the birth rate until the mass of humanity becomes
extinct leaving the world to the elite.3°

The fundamental challenge with respect to NBIC technologies is that they
are generally being developed in the private sector and are incredibly
difficult for governments to regulate. At present, many of these
technologies are still experimental. and nobody can fully understand the
inherent risks. For example, any manipulation of human DNA or even of
the genome of plants and animals used for human consumption can create
unforeseen problems in the long run.?® NBIC enhancements may have
security vulnerabilities that can be exploited by nefarious actors. This does
not even include the possibility that people could be persuaded or tricked
under a false pretext by governments or corporations into accepting body
modifications that are meant to diminish their health, fertility, or longevity,
or that require them to ‘subscribe’ to constant biotechnological
interventions in order to stay alive.

Surveillance

NBIC technologies enable new possibilities for the systematic surveillance
of a large population, becoming more intrusive and more comprehensive.
All authoritarian and totalitarian governments use extensive surveillance
over their populations in fear of revolutions or rebellions that could
overthrow them. In the past, repressive governments had to employ large
numbers of internal security personnel to monitor communications and
recruit domestic informants in order to be able to monitor at least a
significant portion of their population. In 1989. the East German secret
police, nicknamed the Stasi. employed over 102,000 officers, a minimum of
174,000 NCOs. and perhaps up to 2 million unofficial informants in order
to surveil a population of 17 million.?” East Germany likely had established
the most extensive surveillance system in history in terms of the overall
manpower devoted to monitoring the population.?® However, compared
with current technological capabilities available to many governments



around the world, the Stasi looks like amateurs. Even more concerning is
that mass surveillance has gone global and extends beyond a state’s
territory.3? It is also now a capability in the hands of some nonstate actors,
such as multinational corporations and major I'T companies.

Online Data Collection and Aggregation

Few people are even fully aware of the enormous data collection carried out
by governments and corporations, capturing massive amounts of personal
data, including home addresses, web surfing habits, shopping habits,
movement patterns, political views, social networks, lifestyle, income and
credit, hobbies, vices, and much more. Much of this data is volunteered by
users, often unsuspectingly, in exchange for free online services, such as
using online shopping websites or social media platforms. Other data is
surreptitiously collected through online trackers (spyware).*? Consumers
have also become accustomed to the idea of ‘smart devices’ that constantly
listen and collect data on users that is sent back to the manufacturer as a
standard product feature.*! It is all part of what Shoshana Zuboff has termed
‘surveillance capitalism.’*? IT corporations have acquired tremendous
amounts of data on their users that can be sold to other corporations to be
used for marketing and to governments trying to skirt domestic laws or
trying to acquire data on foreign populations. The Chinese government even
requires Chinese companies to share their international customer data with
it. which has become a huge concern with respect to the popular social
media platform TikTok.*> The CCP has reportedly collected sensitive
personal data on 80 percent of all American adults.*

A lot of this data can be collected openly and legally, but there is also a
substantial amount of data that is acquired through clandestine or illegal
methods such as hacking of organizations that keep confidential records on
individuals. The number of data breaches in recent years is astounding with
regard to the amount of individuals’ sensitive data that has fallen into the
hands of government or criminal hackers: In 2013, hackers accessed the
confidential records of 3 billion Yahoo email users;** in 2015, Chinese
hackers stole the confidential records of 22.1 million former and current

U.S. government employees;* in 2017, Chinese military hackers stole 147



million confidential records from Equifax;*” and. in 2019, a hacker stole
over 100 million customer records from the credit card company Capital
One.*® Sooner or later, all of this data ends up on the dark web to be sold
anonymously for crypto currency. Either way, the data is available for sale
and can be acquired by both legal and criminal entities, including foreign
governments, corporations, and hacker groups, to be used for a variety of
purposes. many of which are malicious.

Behavioral Prediction and Influencing

The generation of vast amounts of digital personal data through online and
other surveillance has driven the recent big data revolution in Al. The
argument goes that any state or corporation that has more behavioral data at
its disposal for training Al systems will ultimately lead in the development
of more powerful Al and can produce better and more competitive Al-based
products and services. According to Al entrepreneur Kai-Fu Lee. ‘China’s
alternate digital universe now creates and captures oceans of new data about
the real world. That wealth of information on users . . . will prove
invaluable in the era of AI implementation.’#® While the development of
better Al incorporated into products and services seems to be to the benefit
of consumers, there is also a dark side to it—namely, the possibility of
using big data related to the behavior of millions, or even billions, of people
for behavioral manipulation on an unprecedented scale and with
unprecedented sophistication. Zuboff argued:

[s]urveillance capitalism unilaterally claims human experience as free raw
material for translation into behavioral data. Although some of these data
are applied to product or service improvement, the rest are declared as a
proprietary behavioral surplus, fed into advanced manufacturing processes
known as ‘machine intelligence’ and fabricated into prediction products that
anticipate what you will do now, soon, or later. Finally, these prediction
products are traded in a new kind of marketplace that I call ‘behavioral
markets.”>Y

Zuboff has pointed out that



automated machine processes not only know our behavior but also shape
our behavior at scale . . . the goal [of surveillance capitalism] now is to
automate us. In this phase of surveillance capitalism’s evolution, the means
of production are subordinated to an increasingly complex and

comprehensive ‘means of behavioral modification.’>!

Former Secretary of Homeland Security Michael Chertoff has similarly
warned that massive data collection by governments and corporations poses
an enormous threat to individual autonomy and freedom. He argued:

When government has total access to your information, the practical reach
of its authority is almost limitless, transgressing the formal constitutional or
statutory limits on official power. Just as alarming, unfettered access to that
data can allow private enterprises or groups to pressure, manipulate, or
incentivize personal behavior without any public accountability. As is
illustrated by the increasing phenomenon of online bullying, communities
with which we have no connection can use data about us to retaliate or

annoy us if they don’t like our political or even aesthetic opinions.>?

The concern is that personal data can be systematically exploited to
influence, manipulate, and perhaps even coerce individuals to make
decisions that are not in their best interest, which can be to buy certain
unneeded products or services, to vote in a certain way, or to engage in
certain behaviors such as attending or not attending a protest.

The Cambridge Analytica scandal showed how the exploitation of personal
data can be used for manipulating the outcome of a U.S. presidential
election.>® Media entrepreneur Steve Bannon, with money from the Mercer
family, created Cambridge Analytica, which acquired data from 87 million
American Facebook accounts for data mining to create psychological
profiles for each user. The data and analysis were subsequently used for
targeted messaging and fine-tuning the Trump campaign.>* Major tech
companies such as Google can rig elections by manipulating search results
that favor one candidate over another.>> Facebook could send an alert to
voters of one party (as revealed in their profiles) to go out voting while not
sending an alert to the voters of the other party, at no cost.>® Essentially,
globally operating tech companies can influence election outcomes



according to their own political preferences, making a mockery of liberal
democracy.

Wearables and Implants

Since the 1990s. people have become accustomed to carrying electronic
devices with them in the form of cell phones, smartphones, and laptops.
Many people are already addicted to smartphones, spending over 4.8 hours
per day on their mobile phones using various social, photo, and video
apps,”’ There is also a range of wearable devices such as smart watches,
augmented reality glasses, and fitness devices, some of which also monitor
body functions, location, and movement. This data can be used for tracking
physiological and mental states. For example, it could be possible to
determine with the data, which can be transmitted online, whether an
individual is stressed or relaxed. Combined with 5G or the Internet of
Things, the data produced by these wearables—and also, in the future,
biosensors implanted in the body—will form an Internet of Bodies, ‘which
introduce[s] an even more intimate interplay between humans and
gadgets.’>® The generated data can be used in relation to how a user
responds to a particular stimulus such as a message or an image to tailor the

stimulus to match consumer preference, which is called neuromarketing.>

As early as 2013, the motion-sensing gaming input device Microsoft Kinect
could detect facial expressions, measure speed movements, recognize
gestures, and optically measure the heart rate of a user, requiring no
wearable sensor.?? This kind of technology could be covertly deployed and
used to track the emotions of people in relation to what they see on a
screen, such as their smartphone screen or computer monitor. Alternatively,
corporations could surreptitiously collect users’ health data. They could sell
the data to insurance companies that might want to improve compliance
with prescribed exercise regimes, or to anybody else who is interested in
health information.5! Wearables can also record location data, which
enables the geographic tracking of users. In 2017, a global heat map for the
use of fitness trackers was published on the internet and revealed the
locations of several secret U.S. bases in Syria and Africa.5?



The next step is clearly to implant devices in the body and to allow bodies
and brains to interact more directly with their environment and connect to
the internet via wireless 5G networks. RFID-type implants that contain
individual information and that allow people to prove their identity—for
example, to control access to buildings or rooms or to banking/financial
services—had already been developed in die 1990s.53 At least several
thousand people in die world have already been implanted with RFID
chips.®* The argument here is mostly convenience and greater security, as a
person does not need to carry ID. credit cards, or a smartphone to prove
their identity or transact, which might mean that it could also be harder to
steal their identity (unless the information on the chip could be cloned).®® In
the future, implants could be so small that they could be injected into the
body and wirelessly transmit data on body functions to a nearby device
such as a smartphone.% The technology exists to insert microchips inside
organs, to make them very difficult, if not impossible, to remove.%” This
kind of technology could allow governments and corporations to
systematically track the location, health, and mental state of billions of
people in real time.

World Simulation and Digital Twins

The great availability of data on most individuals constituting the world
population of. currently. 8 billion makes it theoretically possible to simulate
the entire world through sophisticated models of human interactions. In
2006, researchers from Purdue University proposed a project to the U.S.
Department of Defense called Synthetic Environment for Analysis and
Simulation (SEAS); its aim was to create a virtual environment based on
the real world for modeling and simulation, called the Sentient World
Simulation (SWS). The concept paper stated:

The ability of a synthetic model of the real world to sense, adapt and react
to real events distinguishes SWS from the traditional approach of
constricting a simulation to illustrate a phenomena. Behaviors emerge in the
SWS mirror world and are observed much as they are observed in tire real
world. Basing the synthetic world in theory in a manner that is unbiased to
specific outcomes offers a unique environment in which to develop, test,
and prove new perspectives.%8



According to a press release, the ‘Sentient World Simulation (SWS) will be
a continuously running, continually updated mirror model of the real world
that can be used to predict and evaluate future events and courses of
action.®® The main idea is to collect data from the internet in real time to
populate a simulated version of the world and produce an accurate model of
the real world that can be used stand emerging trends and also to war-game
how certain events or actions would affect the behavior of a given
population.

The concept paper pointed out ‘the unprecedented ability to train in a live
and comprehensive synthetic environment that is validated by theory and up
to date with the real world’; the ability to provide ‘measurements of
emotional arousal for a group of people’ based on a combination of real-
world data and simulation; the inclusion of ‘[p]lanning tools [that] enable
plans to be developed for temporally and spatially fine-grained actions as
well as long-term actions and to place combined plans into a single
playbook’; the ability to configure the SWS by using data limited to a
‘localized region of the world’; and the ability to test ‘Psychological
Operations (PSYOP) and Civil Affairs activities, capable of illustrating the
impact of these activities on populations.’”®

According to a brief article in The Register from 2007, '[b]y applying
theories of economics and human psychology, its developers believe they
can predict how individuals and mobs will respond to various stressors.””!
The article also claimed that ‘Homeland Security and the Defense
Department are already using SEAS to simulate crises on the US mainland.’
and that a simulation based on the SWS and used by the Joint Innovation
and Experimentation Directorate of the U.S. Joint Forces Command

is now capable of runing real-time simulations for up to 62 nations,
including Irag, Afghanistan, and China. The simulations gobble up breaking
news, census data, economic indicators, and climactic events in the real
world, along with proprietary information such as military intelligence.”?

No recent information on the SWS can be found anywhere, which suggests
that the project is highly classified.



The SWS aimed to produce what is called a ‘digital twin.” which is a digital
representation of a real object that also interacts with the real object through
data exchanges. The idea is to use digital twins for prediction and.
potentially, control of complex, dynamic systems related to infrastructure,
geography, production processes, traffic, financial markets, cities, and
societies. 73 Particularly relevant here is its use for the planning of ‘smart
cities’ and ‘smart societies,” which would be largely ran by Al. Dirk
Helbing and Javier Argota Sanchez-Vaquerizo warned that such an
approach of constantly tracking individual views and behaviors as a basis
for policies and regulations could threaten individual freedoms and
democracy:

Recently, it has even been proposed that considering detailed knowledge
about everyone’s opinions and preferences would allow one to create a
democratic post-choice, post-voting society. Mass surveillance could create
entirely new opportunities, here. The underlying technocracy would
automatically aggregate opinions, while politicians would no any more be
needed to figure out and implement what people want and need. Rather than
an upgraded democracy, however, such a society could become a novel kind
of digital populism, in which the will of majorities might be relentlessly
imposed on everyone, thereby undermining the protection of minorities and
diversity.”*

In other words, there is the danger that societal automation could lead to a
new type of totalitarianism that, by technological means, homogenizes and
normalizes society to the point that there is no longer any meaningful
individual choice, as everything is collectivized. Furthermore, once such a
system is put in place, there is no way for individuals to opt out or for a
society to put an end to technocratic control. The authors suggest that

a digital twin of society, which includes detailed digital twins of its people,
could be easily abused. For example, by knowing the strengths and
weaknesses of everyone, one could trick or manipulate everybody more
effectively. or mob them with hate speech on social media . . . a digital twin
of society would also make it possible to determine how much one can
pressure people without triggering a revolution, or figure out how to



overcome majorities. how to break the will of people, and how to impose
policies on them, which do not represent their will.”>

It is not a stretch to suggest that complex simulations using digital twins
could be used to impose sustainability policies on a global population,
many of which will be immensely unpopular and, hence, will require

sophisticated means of persuasion.”®

Technologies of Population Control

NBIC technologies can enable the macro control of society to the point that
it makes individual free will obsolete. The end point of current trends would
be Aldous Huxley’s ‘scientific dictatorship.’ technocracy, or neofeudalism,
in which a tiny elite of technocrats manages every aspect of human life and
human relationships. Huxley stated: ‘The nearly perfect control exercised
by the government is achieved by many kinds of nearly non-violent
manipulation, both physical and psychological, and by genetic
standardization;’’”” Some 5GW belligerents may seek to subvert a free
society by putting in place technologies that are so comprehensive and
powerful that resistance by groups or individuals becomes impossible. This
can be done by constructing an electronic control grid and/or by covertly
using chemicals, biochemicals, biological agents, and electromagnetic
weaponry to make members of a society more suggestible/obedient, to alter
their mental states, degrade their cognitive abilities, and selectively
eliminate individuals or groups that are likely to resist—either in the short
term, through covert neutralization, including defamation, incapacitation, or
assassination, or in the long term, through causing infertility in
problematic/undesirable ethnic, racial, and religious groups.

Programmable Money

Few people consider money or currency to be an instrument of war, but
financial warfare has been practiced for decades in the form of
counterfeiting, financial sanctions, and currency manipulation.”® The
invention of Bitcoin in 2008, laid out in the famous Satoshi Nakamoto
White Paper, has added a new dimension to financial warfare as it is digital



money that is a bearer instrument and can be transacted peer-to-peer in a
permission-less network and therefore escapes the financial control of
governments.”? For more than a decade, governments have tried to paint
cryptocurrency as a technology useful solely to criminals, terrorists, and
money launderers while quietly working on new digital money that could
replace the current monetary system. The new digital monetary system
would be global and would be designed by a democratically unaccountable
and little-known international organization called the Bank for International
Settlements (BIS), based in Basel.? Few recent technological developments
could have more serious implications for individual freedom than central
bank digital currencies, or CBDCs.

In June 2021 the BIS published a report titled ‘CBDCs: An Opportunity for
the Monetary System. >’ The CBDCs would be based on blockchain
technology, referred to in the report as distributed ledger technology (DLT),
and would share some similarities with Bitcoin and its derivatives, but
would in other aspects be very different from it. Essentially, the CBDCs
would be ran as a private blockchain with vetted validators of transactions,
which is a permissioned system.8! The BIS report suggested that CBDCs
could be a two-tier system, with the central banks providing the
foundations, and private payment service providers (banks) managing the
CBDCs wallets on behalf of customers.8? The BIS predicted that, within
three years (i.e. by 2024), about 20 percent of the world population will use
CBDCs.®

The Federal Reserve Bank of Boston has begun working on Project
Hamilton, which is development project for a CBDC and was announced in
February 2022.84 The main advantage of digital money is that it is
programmable, in the sense that various conditions can be included as to
when and how funds can be spent, which gives the issuer of the currency
complete visibility and more control over all transactions taking place in an
economy.®® Citizens could have a government digital wallet on their mobile
phone to directly receive universal basic income payments from the
government. The central banks could put expiry dates on funds, implement
negative interest rates to stimulate the economy or to manage inflation, or
enforce social policies.?® To make the system work globally, a digital ID



linked to a unique individual electronic wallet would be needed for every
human being on Earth.8”

It is not difficult to understand how CBDCs could be abused to establish a
system of unprecedented economic, political, and social control. If a CBDC
had an expiry date, it would become impossible for average people to
accumulate wealth or even to pass on wealth to their children, as all money
would have to be spent before it expires. A government could make an
individual's ability to spend money conditional on having a good social
credit score or on having sufficient carbon credits. In China, social credit
has already been implemented. According to Paul Scharre,

[i]ndividuals can have points subtracted from their score or be blacklisted
for eating or playing loud music on the train, running a red light, failing to
show up to a restaurant reservation, not leashing one’s dog in public, not
properly sorting trash and recycling, and (of course) jaywalking.8®

With CBDC s, it would be easy to put in place individualized restrictions,
where specific individuals could be restricted from buying certain goods or
services—for example, to limit their consumption or movement. It would
be easy to freeze wallets or remove funds for any reason, leaving
individuals with no money to buy food or make essential payments.2° Fines
could be automatically withdrawn from wallets when an individual breaks a
rule or misbehaves in the eyes of the authorities, with perhaps no recourse
available.?" If there was no alternative system for financial transactions,
people could be quietly removed from society and forced to starve by just
switching off their wallets. If the new digital monetary system was global
(as in a unified ledger envisioned by the BIS), there would be nowhere to
go for individuals who are blacklisted by a central bank. If the wallet was
linked to an implanted chip, people could be coerced by an unaccountable
international organization to accept implants in order to participate in the
economy.”! The only thing that could stand in the way of the
implementation of a CBDC is populations’ distrust.”?

The New Biowarfare Threat



Historical examples of biological warfare are rare. According to Gregory
Koblentz, ‘biological weapons have never been used on the battlefield and
their development has always been conducted under the strictest secrecy.’%
There are only a handful of nations that are known to have had large-scale
biowarfare programs producing and stockpiling biological munitions,
namely Japan, the Soviet Union, the United Kingdom, the United States,
Iraq, and North Korea.’* Currently, the U.S. intelligence community
estimates that only North Korea has an active offensive biowarfare program
with the ‘capability to produce sufficient quantities of biological agents for

military purposes upon leadership demand.’>

Biological weapons are useless as deterrents owing to the need to achieve
surprise. which necessitates secrecy. They are also useless for retaliation as
the effects would be delayed and would be uncontrollable.?® This means
that biowarfare capabilities are only suited for offensive use against an
unsuspecting or unprepared target, most likely in the form of a covert or
bioterrorism attack rather than an overt military attack with biological
munitions. The U.S. military and intelligence extensively evaluated the
threat of a covert biological attack on the United States in the 1950s and
1960s and concluded that the United States was vulnerable to an enemy
covertly spraying biological agents from aircraft, from ships near the coast,
from rooftops, or in subways in major cities.%’

According to former KGB officer Alexander Kouzminov, the Soviet
Politburo had plans to covertly disperse biological agents in the West using
‘illegals’ (deep cover operatives) in the event of war, targeting ‘public
drinking water supplies, food stores, and processing plants; water
purification systems; vaccine, drug and toxin repositories; and
pharmaceutical and biotechnological plants.’®® The KGB’s Department 12,
in charge of the procurement and development of biological and toxin
weapons, was paired with Department 8, which was in charge of ‘planning
and carry ing out acts of terrorism and sabotage and launching diversionary
missions in target countries in the event of war.’®® Stanislav Lunev also
suggested that it was Russian military doctrine to poison the water supplies
of large cities with chemical and biological agents.'®® The Soviet Union is
now gone, but the threat of a covert biological attack has not disappeared,



and the impact of the COVID-19 pandemic has heightened states’ interest
in bio warfare.!0!

Fifth generation warfare belligerents are likely to covertly use biological
agents or carry out bioterrorism attacks, which can blend state and nonstate
capabilities. Thomas Hammes argued that ‘[t]he October 2001 anthrax
attack on Capitol Hill may have been the first 5GW attack.’ and that ‘[t]he
anthrax attack provided stark evidence that today a single individual can
attack a nation state.”1%? The Amerithrax attack was enabled through access
to anthrax from a U.S. defense lab and expertise gained from a state
biodefense program that enabled the weaponization of a deadly biological
agent.'%3 Similarly. Thomas Barnett has pointed out. bioterrorism might
target food and water with the objective of destabilizing a society. He wrote,
‘what I expect Fifth Generation Warfare . . . to be all about in the twenty-
first century: biological terror to create economic dislocation and loss
(along with the usual panics).’ 1%

It has been argued that nonstate actors could benefit from the declining cost
and relative ease of using modern biotechnology for the development
and/or production of biological agents.'%> However, bioterrorism is still
exceedingly rare. According to a recent study covering a 50-year period
(1970-2019). there have only been 33 bioterrorism incidents, which resulted
in nine deaths and 806 injuries (almost all of the injuries related to just two
incidents involving salmonella in food).!%® One issue could be that
bioterrorism attacks can go unnoticed if they fail to produce visible effects.
For example. Aum Shinrikyo carried out at least nine biological attacks in
Japan, directed at the parliament, the Imperial Palace, and the U.S. naval
base at Yokosuka, which were not detected at the time.'%” Fifth generation
warfare belligerents with access to state-like capabilities may choose to
carry out covert biological attacks with pathogens that are natural or could
have emerged naturally and have a low lethality, but may incapacitate or
debilitate victims or cause infertility.

Genetic Bioweapons

Ken Alibek revealed, after his defection, that the Soviet biowarfare program
was working on a genetically engineered chimera virus using recombinant



DNA that combined smallpox and Venezuelan equine encephalitis (a virus
that attacks the brain) to produce ‘a superweapon capable of triggering both
diseases at once.’1%8 Using genetic engineering techniques, the Soviet
Union also worked on antibiotics-resistant strains of bacterial diseases such
as anthrax and the plague.!®®

The now defunct think tank the Project for a New American Century
argued, in 2000, that ‘advanced forms of biological warfare that can
“target” specific genotypes may transform biological warfare from the
realm of terror to a politically useful tool.”'1? According to a National
Academy of Sciences report,

[bliotechnology advances may offer new opportunities for a malicious actor
to influence the overall impact of an attack or the specific individuals
affected, such that an agent could be deployed over a broad geographic area

but only sicken targeted individuals.!

A report by Cambridge University’s Centre for Existential Risk claimed
that ‘[m]ore nefarious hands could (as they have before) develop pathogens
and toxins to spread through air, food and water sources . . . a bio-weapon
could be built to target a specific ethnic group based on its genomic
profile.’!? As early as the 1980s, South Africa was exploring the
possibility of biological or chemical agents that would be only effective
against black people and/or that could cause sterility.!'3 South Africa was
greatly concerned about the high fertility of black people and developed a
vaccine that 'could be given without the knowledge of the recipient . . .
either orally or as an injection,” according to a Project Coast insider. 14

The general idea of an ethnic bioweapon is that it targets an ethnic group in
which a particular genetic marker is common as opposed to an ethnic group
in which it is less common. What is needed is a sufficient genetic sample of
the target population. Reportedly, China has been systematically collecting
DNA data from Americans and may have exploited the pandemic to collect
tens of millions of U.S. DNA samples through the Chinese company BGI
that sold COVTD-19 testing to the United States.!!> Paul Dabbar has
claimed that ‘[a] Chinese general who was head of the National Defense
University in Beijing publicly declared an interest in using gene sequencing



and editing to develop pathogenic bioweapons that would target specific
ethnic groups.’® The U.S. State Department has suggested that China is
‘engaged in activities with dual-use applications, which raise concerns
regarding its compliance with Article I of the BWC,” which means that
China may be secretly working on new biological weapons.'”

According to Filippa Lentzos, genetic engineering creates novel risks and
utilizes novel delivery mechanisms ‘through the enhancement of pathogens
to make them more dangerous; the modification of low-risk pathogens to
become highimpact; the engineering of entirely new pathogens; or even the
re-creation of extinct high-impact pathogens like the variola virus that
causes smallpox,” which could be deployed with the ‘use of drones, nano-
robots, even insects.’!'® Lentzos further suggested that new biotechnology
approaches could circumvent the BWC and ‘instead of using bacteria or
viruses to make us sick, directly target the immune, nervous or endocrine
systems, the microbiome, or even the genome by interfering with, or
manipulating, biological processes."'!? Similarly. David Malet pointed out
that

subsequent innovations in genetic engineering offer novel approaches
through the disruption of the human body’s basic functions by rewriting the
target’s genetic code. Although these new ‘direct effect’ weapons would be
delivered by vectors (engineered synthetic viruses), they would effectively
turn the body’s regulatory systems against itself rather than using foreign

substances. 129

Harmful genetic information that tricks a cell into producing a pathogen
inside it could be delivered by way of genetically modified mosquitoes.'?!
It might be difficult to determine that a biological attack had occurred since
the virus that delivers the harmful genetic information could be innocuous.
It is also possible to imagine that the insertion of genes through a virus
could be used to genetically modify members of a population without their
knowledge or consent perhaps to limit their cognitive abilities, their
physical capabilities, or their overall life expectancy.

Covert DEW Attacks as Neurowarfare



Another possibility for conducting a covert attack on a population, a
subgroup, or even specific individuals could be the use of nanotechnology,
possibly in combination with directed energy in order to surreptitiously alter
mental states, emotions, and perceptions and influence behavior. Russian
military analysts have described antipersonnel radiofrequency (RF)
weapons that they refer to as ‘psychotronic weapons,' ‘weapons based on
new physical principles,’ or ‘information weapons.’ For example, Vladimir
Belous discussed

[t]he study of the impact of bio-energy on command and control and
communication systems, and electronic equipment, as well as the
development of artificial energy generators to impact on enemy personnel

and noncombatants with the aim of inducing an abnormal psychic state.!??

According to Russian sources, psychotronic weapons are capable of
interfering with the ‘central nervous system and mentality of people, with
the aim of amplifying fear and paralyzing the will.’!?3 Russian military
theorists S.G. Chekinov and S. A. Bogdanov alluded to weapons with
‘psychotronic effects’ that can undermine ‘the capabilities of the
adversary’s troops and civilian population to resist.”'?* Timothy Thomas
found further references to psychotronic weapons/information weapons that
are non-lethal, psychological weapons in numerous Russian military articles
written between 2000 and 2020.12° In 2012, Putin alleged the existence of
electromagnetic ‘high-tech weapons systems [that] will be comparable in
effect to nuclear weapons, but will be more acceptable in terms of political
and military ideology.’1%®

Robert McCreight calls these weapons ‘neurostrike weapons.” He suggests
that such a weapon ‘entails a hand held, or platform mounted, mixture of an
REF, directed energy pulse or neurocognitive disrupter, combined with
acoustic wave dynamics which is designed to harm, disable or permanently
damage a human brain.’!?” A recent report by the think tank CCP Biothreat
Initiative has claimed that the CCP is working on neurostrike weapons, as
defined by McCreight, in support of psychological warfare in the Indo-
Pacific theater. It suggested: ‘Their [the CCP’s] new landscape of
NeuroStrike development includes using massively distributed human-



computer interfaces to control entire populations as well as a range of
weapons designed to cause cognitive damage.’1%8

There are a couple of plausible scenarios in which psychotronic weapons or
neurostrike weapons, as defined by McCreight. could be used in covert
attacks against civilians during peacetime in order to achieve a strategic
objective. In short, they could be used offensively or defensively, or either
to destabilize a political system or to stabilize it. If it were possible to use
DEWs (electromagnetic or acoustic) to affect emotional states, one could
create an event, such as the assassination of a popular leader or the murder
of an innocent civilian by a police officer, that has a high potential to cause
public outrage, which could then be amplified by technical means to cause

societal chaos.12°

For example, the Rwandan president was assassinated by unknown
assassins in April 1994, which sparked the government-encouraged
genocide of the Tutsi minority by the Hutu majority in a bid to quickly win
the civil war and eliminate the Tutsi threat. Between 507,000 and 850,000
Tutsi and about 30,000 Hutus were killed.'3® Mark Safranski has pointed
out that ‘the Rwandan genocide is notable for the recruitment of an
enormous number of participants, where every Hutu was expected to play
the role of an enthusiastic SS man.’ 3! According to a popular theory, the
genocide was driven, or at least greatly encouraged, by inflammatory radio
broadcasts that framed the conflict in ethnic terms and increased fear of the
out-group.'3? In other words, if it is possible, by way of technical
manipulation of the emotions of one societal group, to induce extreme fear
of another societal group that is visibly distinct, one can trigger a civil war
or genocide. One only needs to provide opportunity and capability (in this
case, security personnel standing down and machetes for every Hutu).33

A defensive use of psychotronic weapons could be covertly attacking
political opponents or dissidents as a means of neutralizing them, as in
rendering them incapable of any effective resistance to a government.
Unlike overt measures of repression such as incarceration or assassination,
covert DEW attacks would not result in any embarrassment or criticism of a
government that may try to present itself to the world as democratic and
legitimate. The best-known example of a state practicing repression that



covertly attacked and neutralized dissidents, some of whom were
internationally recognized, was East Germany. The Stasi used a technique it
termed Zersetzung (decomposition or disintegration), which targeted at least
4,000-5,000 individuals per year.'3* The Stasi defined Zersetzung as

an operative method to effectively combat subversive activity, in particular
during the process of handling the subject. Z(ersetzung) entails the use of
various political and operational procedures to exert influence over hostile
or negative persons, in particular over their hostile ideas and convictions, in
such a way that the latter can be shaken or gradually altered, or
contradictions and differences between hostile forces can be aroused,
utilized or strengthened.!3>

The techniques used included psychological torture and were carried out by
informal Stasi collaborators. They frequently resulted in the victims
developing serious health and mental health problems.!3 The Stasi also
planted radioactive materials in the apartments and clothing of victims to
cause health damage and induced cancer by using X-ray machines to
covertly irradiate inmates in political prisons.'3” Psychotronic or
neurostrike weapons could damage the brains of dissidents from a distance
and covertly, leaving behind little evidence. They are perfect weapons for
covert repression.

Conclusion

Transhumanism is an ideology that promises individuals salvation in the
form of greater mental and physical capabilities and greater longevity (if
not eternal life). The obvious problem is that, in the eyes of global
technocratic elites, the human population is already too large to be
sustainable, as resources are finite and are getting depleted at a growing
rate.!38 In addition, AI and other technologies that enable more automation
are making a large portion of workers superfluous in the so-called ‘fourth
industrial revolution.''3® Making all people alive today healthier and live
longer would exacerbate the perceived problems, rather than solve them.
Large populations divided into competing nation states are also more
difficult to govern. It is not hard to see why global elites would prefer a



much smaller world population under a world government. The
technological means to achieve a more dramatic reduction in the world
population are increasingly available. Human beings could be re-engineered
and programmed to be infertile, have shorter life spans, and be happy with
less. As forecast by Aldous Huxley in Brave New World, all reproduction
could be controlled by the government through in vitro fertilization of
embryos grown in artificial wombs according to specifications that reflect
government or societal needs. The path towards such a nightmarish future
can be described as a fifth generation war waged by a tiny elite class against
the ‘99 percent.” The ‘war’ is the covert, deceptive, and gradual deployment
of technologies of social control, which are meant to make all potential
resistance to unpopular and much more repressive societal changes
impossible.
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6 - Towards the Sixth Generation of
Warfare

As the current fifth generation war over global domination is waged in the
informational and cognitive domain by supra-combinations of state and
nonstate actors, with an outcome that is still uncertaia a new generation
warfare is on the horizon. Russian military theorists have discussed
concepts such as new generation warfare. non-contact warfare, nonlinear
warfare, and sixth generation warfare since the 1990s. These concepts
overlap somewhat with ideas presented in this chapter but are based on a
different understanding of the history and theory of war.! The sixth
generation of war in Russian theory would be characterized by non-contact
operations that rely on high-precision weapons, information weapons,
weapons based on new physical principles, and electronic warfare.?

Of particular interest here are the somewhat mysterious new physical
principle (NPP) weapons, as they are secret weapons that are meant to
achieve an asymmetric advantage over an adversary and deny an adversary
the ability to benefit from a conventional or nuclear military advantage.
According to Stephen Blank. NPP weapons would include ‘beam,
geophysical, genetic, psychophysical and other technology,’ and ‘they will
[in Putin’s view] become the main means for achieving a decisive victory,
including in global conflicts.’3 Peter Vincent Pry has pointed out that some
U.S. analysts have called the radical asymmetric strategies pursued by
Russia, China, and Iran ‘Cybergeddon,’ ‘Blackout War.” or ‘Combined-
Arms Cyber Warfare.’# This chapter will refer to these ideas simply as
6GW.

Contours of 6GW



At this time, there is hardly any literature on what 6GW would look like;
there are only different ideas as to how one could conceptualize the next
evolution of war. Patrick Dugan has argued that ‘6GW involves the
systematic knowledge tapped by 5GW. but leveraged by the capability of a
mind to self-modify. If 5GW is contextual warfare then 6GW is design
warfare, a contest of systemic resilience,®> According to a Pakistani military
blog. 6GW

seeks to disrupt the enemy’s ability to mobilize forces, identify and target
goals and objectives, and deny access to critical resources. As such it works
to counter and prevent traditional means of warfare, such as conventional

military forces and tactics.®

What will be presented here is speculative and mostly represents the
author’s interpretations of Russian and Chinese ideas of asymmetric attack
rather than any consensus view of what 6GW is in the framework of
generational warfare.

Sixth Generation Warfare in the xGW Framework

According to the logic of the xGW theory, each higher gradient of warfare
would be more complex, and violence would be more dispersed or more
indirect than in lower gradients. ‘In the xGW framework, kinetic force has
greater utility at the lower gradients of the framework and less utility at the
higher gradients of the framework,’” Each subsequent gradient would also
be a response to overcome the previous gradient.® Since 4GW’s paradigm
was insurgency, the paradigm of SGW is. hence, counterinsurgency. It
follows that 6GW must overcome or neutralize the 5GW paradigm. Sixth
generation warfare shifts warfare from the human domain to the domain of
technical systems. Just as 4GW and 5GW have bypassed traditional military
power by focusing on the human domain in conflict. 6GW bypasses the
human domain by attacking technical systems that are the foundations that
underlie modem civilizations, as well as military power, and that have
become critical to human survival.

Similar to 5GW. 6GW will be fought mostly in secret, but the effects will
have greater visibility. Unlike 5GW, the capabilities necessary for 6GW



cannot be found in the private sector but come from the highly secretive
world of military research programs and intelligence agencies with a
technical focus. Sixth generation warfare is enabled by DARPA and its
counterparts in China. Russia, and other technologically advanced states.’
Furthermore, although 6GW seeks to make the use of military force
impossible by targeting technical systems, it has the potential to be
substantially more violent than 5GW. However, the violence will be likely
disguised as glitches, accidents, or natural disasters. People will be harmed
primarily through secondary or tertiary effects of attacks rather than by
attacks that directly target humans. The most likely cause of death in 6GW
will be starvation, as technical systems that are essential to the production
and distribution of food will fail and as few people in the world are self-
sufficient.

The 6GW Paradigm Is Strategic Sabotage

Sabotage is defined as ‘the act of destroying or damaging something
deliberately so that it does not work correctly. >0 It is a practice commonly
used in wartime in an effort to undermine an adversary’s ability to use all
available resources and. hence, to indirectly degrade the enemy’s ability to
employ force. Sabotage can target economic capabilities (factories,
warehouses), infrastructure (railways, roads, bridges, pipelines), military
capabilities (radar, military equipment, munition depots), food production
(agriculture, livestock), and organizations (political bodies, labor unions).
Sabotage is particularly a Special Operations Forces mission (usually
included in direct action) that is defined in the following way:

an unconventional warfare activity involving an act(s) intended to injure,
interfere with, or obstruct the national defense of a country by willfully
injuring or destroying, or attempting to injure or destroy, any national
defenses or war material, premises, or utilities, including human and natural
resources. Sabotage selectively disrupts, destroys, or neutralizes hostile
capabilities with a minimum expenditure of manpower and material. !

The benefits of sabotage during peacetime are much more limited because
the effects tend to be temporary since sabotaged infrastructure or machinery

can be fixed or replaced.!” Furthermore, if sabotage was discovered and



attributed, it would amount to an act of war and could result in the
victimized state seeking to retaliate or escalating a covert conflict into a
full-scale war.' Given the limited benefits and high stakes of peacetime
sabotage actions, it is often assumed that sabotage would only occur in
wartime. However, sabotage may be seen as beneficial in the ‘gray zone’
between war and peace, which is ‘characterized by ambiguity about the
nature of the conflict, opacity of the parties involved, or uncertainty about
the relevant policy and legal frameworks.’14

As revealed in the Mitrokhin Archive, the Soviet KGB made extensive plans
for the systematic sabotage of ‘power-transmission lines, oil pipelines,
communications systems and major industrial complexes in most, if not all.
NATO countries. > According to Russian defector Stanislav Lunev, Soviet
Spetsnaz (Special Forces) would, during wartime, ‘try to assassinate as
many American leaders as possible, as well as their families. They would
also blow up power stations, telephone switching systems, dams, and any
strategic target that cannot be taken out with long range weapons.’'® He
suggested that Russian Special Forces regularly entered the United States
with fake passports, posing as tourists from Eastern Europe. Lunev also
supported the claim made by General Alexander Lebed that KGB suitcase
nukes had remained unaccounted for. alleging that they may have been pre-
deployed in the West to be used in the event of war.!” Although these plans
were obviously never carried out. it is quite possible that China and Russia
may have already prepared for strategic sabotage in the West in anticipation
of war. and that they are already conducting a covert sabotage campaign
designed to weaken the United States and certain other Western countries.
In today’s world, there are several approaches for conducting strategic
sabotage:
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e Encourage sabotage by groups in a target society that can be co-opted.

 Insert professional saboteurs into the target society (intelligence or
Special Forces personnel).

e Use cyber warfare to covertly sabotage critical infrastructure.

e Embed exploitable vulnerabilities in technical equipment sold to
adversaries.

e Modify the environment to disrupt a target society.



Objectives in 6GW

The priman objective in 5GW is to dominate the human domain by covertly
manipulating proxies and influencing individuals to unwittingly act on
behalf of a 5GW opponent or to make decisions that benefit the 5GW
opponent. In 6GW. the primary objective will be to sabotage or subvert
technical systems that are critical to human survival. Just like in 5GW.
control of escalation and avoidance of direct military conflict will be of
great concern to 6GW belligerents. They have to find or create
vulnerabilities in the enemy’s technical infrastructure that they can exploit
in a manner that it does not look like an act of aggression or in a manner
that makes correct attribution very unlikely. The main target for 6GW
attacks is key infrastructure related to telecommunications, energy, the
electric grid, transportation, and food production. Should one of these
critical infrastructure systems fail in a target society, it would not only cause
severe disruption but would also endanger the survival of the targeted
society.

Telecommunications Infrastructure

Telecommunications are critical to the functioning of modem society, which
has become extremely dependent on the internet.'® As of 2021, there were
4.2 billion people in the world with internet access, which represents more
than half of the world’s population.?® Shopping, banking, media, and
personal communications have all largely been moved online. An internet
outage would severely affect a country’s economy as online shopping
would become unavailable and as ATMs would no longer work.?! It would
affect the financial system as credit card payments. bank transfers, and
trading on stock and commodity markets would be disrupted. It would
impact logistics systems and travel booking systems, disrupting the
movement of goods and people’s ability to travel. Since people in countries
with high internet penetration receive most of their news online, the spread
of information in a society would be disrupted, creating uncertainty and
perhaps even panic. Although a worldwide internet outage would be very
unlikely, there is the potential for nationwide or regional outages due to
large-scale DDOS attacks, physical sabotage of underwater or land internet



cables, electromagnetic jamming of wireless/satellite networks, and internet
kill switches.

Energy Infrastructure

No country can manage without access to energy sources such as natural oil
and gas, which are needed for transportation, heating/cooling, industrial
production, and even agriculture. In the United States, 80 percent of all
energy consumed is derived from fossil fuels, with the remainder coming
from renewables and nuclear energy.?> Few countries in the world are
energy self-sufficient. Cutting olf adversaries’ access to cheap energy or
diminishing their ability to refine, transport, and utilize energy can threaten
their ability to function as industrial production and transportation could
come to a standstill. Lack and/or high cost of energy can result in serious
loss of life in winter in colder climate zones. Key energy infrastructure that
could be targeted for sabotage includes refineries, pipelines, oil tankers,
LNG and oil terminals, and oil and gas storage facilities. Objectives can be
to deprive targeted countries of access to cheap energy, to disrupt the ability
of an energy exporter to profit from energy exports, or to cause an
environmental disaster that inflicts long-term environmental and economic
damage.??

Electric Grid

All modern societies are critically dependent on a functioning electric grid
for transportation (traffic signals, mass transportation systems, pumps at gas
stations, and electric vehicles), industrial production, heating and cooling,
lighting, the internet telephone and mobile communications, access to
finance (credit cards and ATMs), running water, and much more. An
extended power outage can lead to increased crime in the form of
vandalism and looting.?* Within hours of a widespread power outage, tap
water would stop, and people could die from dehydration after three days (if
there was no rain or nearby freshwater sources). The EMP Commission has
pointed out that the electric grid is vulnerable to four different modes of
attack—sabotage of transformers and power lines, cyberattacks that seek to
overload large power transformers in order to damage them. EMP-type



attacks that destroy electronics and interfere with electrical devices over a
large area, and weaponization of the weather—all of which can be termed

‘blackout warfare.?°
Transportation Infrastructure

Adversaries can target the following elements of the transportation
infrastructure with physical or cyber sabotage—tracking, shipping, the
railway system, and air transportation. Sabotage can target ports, railroad
tracks, train signals, computerized control systems for trains, air traffic
control systems, computerized logistics and booking systems, and key
components or parts needed for transportation such as track tires and diesel
engine 0il.?® The objective might be to disrupt supply chains, disrupt other
economic activity, cause environmental damage, or cause distress to a
population. Transportation systems are vulnerable to both physical and
cyber sabotage, and their disruption can affect a society in numerous ways,
including the production and distribution of goods, most importantly food,
as well as key consumer goods and parts essential for running the economy.

Food Infrastructure

Food is absolutely critical to sustaining human life, and food shortages are
known to cause political instability through increased protest, civil unrest,
and general lawlessness.?” This means that starvation is a tool of warfare
that can be highly effective in terms of internally destabilizing the society of
an adversary.” The more a nation is dependent on food imports, the more it
is vulnerable to global supply chain disruptions in the food sector.?® Even
nations that are able to produce most of their food are vulnerable to
sabotage attacks that target their agricultural production. as there are
limitations to the amount of food that can be stockpiled for dealing with
shortages and also to the duration food can be stockpiled without spoiling.
The United States had a strategic grain reserve in the 1970s but, currently, it
no longer has any significant stockpiles of food.?? For the most part,
populations are dependent on fresh food that is consumed shortly after it
has been produced. An adversary has a number of options as to how to
interfere with the food supply and to create food shortages by way of



sabotage. There can be biological attacks on crops and livestock, sabotage
attacks directed at food plants and fertilizer plants, and attacks on crops
involving setting fields of crops on fire or damaging them with chemical
spills.
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Cyber Warfare

Cyberspace has become an important domain of warfare and covert
operations. The cyber domain enables remote attacks at lightning speed that
are very difficult to attribute and might not be distinguishable from benign
inputs.3! Nation states seeking to conduct strategic sabotage through
cyberspace may rely on nonstate cyber proxies such as patriotic hacker
groups, criminal hackers, or cyber militias in order to make attribution more
difficult. For example, as Thomas Rid pointed out, although it is commonly
assumed that the Russian government masterminded the cyberattacks on
Estonia in 2007, ‘[n] either experts from the Atlantic Alliance nor from the
European Commission were able to identify Russian fingerprints in the
operations. 3> According to Kim Zetter, [u] nlcss a hacker is sloppy about
hiding his tracks, it’s often not possible to unmask the perpetrator through



digital evidence alone.3 CIA cyber tools leaked by WikiLeaks under the
codename ‘Vault 7' indicated that leading cyber powers such as the United
States may ‘steal’ attack techniques from adversaries in order to misdirect

forensic analysis.>*

Critical Infrastructure Cyberattacks

The possibility of a cyberattack damaging machinery was first proven in an
expert merit conducted by the Department of Energy in 2007. which is
known as the Aurora Generator Test. Just 21 lines of malicious code sent to
a 2.25-megawatt generator caused it to spin out of control and break
down.3* The real-world test came with the Stuxnet attack, which was
discovered in June 2010. Stuxnet targeted the Iranian SCADA (supervisory
control and data acquisition) system that controlled centrifuges used for
uranium enrichment, with the objective of causing moderate damage over
time, which the Iranians would attribute to mechanical issues rather than
sabotage, in order to slow down Iran’s nuclear weapons program. The
Stuxnet worm was so sophisticated that it masked the damage by providing
feedback that the centrifuges were spinning normally.>® The malware was
only discovered by a computer security company in Belarus when it
unintentionally spread around the world, likely owing to somebody
connecting an infected USB drive to a computer connected to the internet.>”
Since Stuxnet. there have been numerous cases of cyberattacks that have
targeted critical infrastructure, some of which were successful.

Energy Infrastructure Target

In 2012, Iranian hackers disrupted the business operations of Saudi
Aramco, the biggest oil company in the world, for two weeks by planting
Shamoon malware on its business network; the malware wiped the boot
sector of 30,000 Saudi Aramco computers and made them unbootable.3® In
early May 2021, Colonial Pipeline was hit with a ransomware attack that
forced the company to shut down a 5,500-mile pipeline that transports
gasoline, diesel, and jet fuel from the Gulf Coast to New York.3° The hack
disrupted the availability of gasoline on the East Coast for several weeks.
The Biden administration has claimed that the hackers responsible were



based in Russia, and that the Russian intelligence service FSB has a history
of coopting and cooperating with criminal hackers, which may indicate a
political rather than monetary motive for the hack.*’

Transportation Infrastructure Target

The Danish company Maersk suffered a major cyberattack that shut down a
terminal at the Port of Los Angeles in 2017, costing the shipping company
between $200 million and $300 million owing to the disruption in its
operations. The terminal was shut down for about five days. The problem
was caused by Russian ransomware called NotPetya, which exploited a
vulnerability in Microsoft Windows.*! More recently, the Norwegian
shipping company DNV was hit with a ransomware attack that affected
1,000 vessels, which represents 15 percent of its fleet. The weak spot was.
again, logistics software that keeps track of cargo.*? Future cyberattacks
against shipping could target the computer systems of large vessels directly
and could enable hackers to gain control of a ship's functions. Railway
transportation is also vulnerable. In 2017, German Deutsche Bahn
computers were infected with malware, causing incorrect displays at train
stations and disrupting train traffic for several hours. A cyberattack on a
train logistics company brought trains in Denmark to a standstill in
November 2022. In October 2022. Russian hackers shut down airline
websites in the United States with DDOS attacks targeting different U.S.
airports, resulting in longer airport wait times and congestion.*> On January
11, 2023, Federal Aviation Administration computer networks suffered
from a supposed glitch that caused thousands of flights to be delayed and
numerous flight cancellations.**

Food Infrastructure Target

Even the food supply is increasingly vulnerable to cyberattacks. In April
2022, the FBI issued a warning that there were ransomware attacks during
these [planting and harvest] seasons against six grain cooperatives during
the fall 2021 harvest and two attacks in early 2022 that could impact the
planting season by disrupting the supply of seeds and fertilizer.’
Furthermore, the FBI suggested that



[a] significant disruption of grain production could impact the entire food
chaia since grain is not only consumed by humans but also used for animal
feed. In addition, a significant disruption of grain and com production could
impact commodities trading and stocks. An attack that disrupts processing
at a protein or daily facility can quickly result in spoiled products and have

cascading effects down to the farm level as animals cannot be processed.*®

Several major cyberattacks against food processing plants have been
reported over the last few years. An attack against Dole Food Company
forced the company to temporarily shut down production, which caused
shortages of salads in Texas. A CNN article on the attack also pointed out
that ‘[o]ther high-profile hacks against the food and agriculture sector in the
last two years have threatened supply drains and caused distributors to
strengthen their cybersecurity.” which included a ransomware attack by
Russian hackers against JBS. the world’s largest meat supplier, that forced

the company to temporarily suspend production.*®

Cyberattacks Targeting the Power Grid

The vulnerability of the power grid to cyberattacks is now widely
understood and was warned about by Richard Clarke and Robert Knake as
early as 2010.%” Hackers could gain access to computerized control systems
that manage the electric grid. A 2012 National Academies of Sciences study
suggested that

all such [SCADA] systems are potentially vulnerable to cyber attacks,
whether through Internet connections or by direct penetration at remote
sites. Any telecommunication link that is even partially outside the control
of the system operators is a potentially insecure pathway into operations
and a threat to the grid. If they could gain access, hackers could manipulate
SCADA systems to disrupt the flow of electricity, transmit erroneous
signals to operators, block the flow of vital information, or disable

protective systems.*®

That this possibility was not merely hypothetical was demonstrated in late
2014 by Russian hackers who managed to disrupt the power grid in Ukraine



and left 225,000 Ukrainians without electricity for several hours in the
middle of winter.*?

Large Power Transformers

Ted Koppel has argued that large power transformers (L.PTs) could be
irreparably damaged in a cyberattack by being overloaded with electricity.
LPTs are custom-built. are very bulky and difficult to transport, and cost $3
million-$10 million, and power companies do not have spares in case a LPT
is damaged. Furthermore, 75 percent of them are imported from other
countries, and the average delivery time is two years.”® Particularly
concerning is that, between 2009 and 2019, the United States imported over
200 LPTs from China; they are part of the U.S. electric grid and could have
vulnerabilities the Chinese could exploit for large-scale sabotage.”?

U.S. Cyberattacks on Electric Grid

The U.S. government developed a plan called Nitro Zeus, alongside
Stuxnet, which concerned large-scale cyber sabotage of critical Iranian
infrastructure, including Iran’s telecommunications infrastructure and its
electric grid. According to David Sanger and Mark Mazzetti. Nitro Zeus
was an ‘effort to infuse Iran’s computer networks with “implants™ that
could be used to monitor the country’s activities and, if ordered by Mr.
Obama, to attack its infrastructure.’2 In 2019, Venezuela suffered
unprecedented, widespread power outages that President Maduro claimed
were caused by U.S. cyberattacks, which was instantly denied by the U.S.
government. An article in Forbes argued that

the idea of a government like the United States remotely interfering with its
power grid is actually quite realistic. Remote cyber operations rarely require
a significant ground presence, making them the ideal deniable influence
operation. Given the U.S. government's longstanding concern with
Venezuela’s government, it is likely that the U.S. already maintains a deep
presence within the country’s national infrastructure grid, making it

relatively straightforward to interfere with grid operations.”>



Russian Malware in the U.S. Electric Grid

The New York Times reported, in 2019, that Russia had inserted malware in
critical U.S. infrastructure to sabotage it in the event of war, and that the
United States had also inserted malware to probe and attack the Russian
electric grid since 2012.>* Russian hackers keep probing the U.S. electric
grid, which means that the Russian government could still decide to attack
it in the case of a further escalation in Ukraine. Although a major
cyberattack on the U.S. electric grid has yet to occur, it is increasingly
threatened by physical attacks, perpetrated mostly by unknown parties and
for unknown reasons.°?

EMP Weapons

An electromagnetic pulse is one of the effects caused by the detonation of
nuclear weapons. This effect was expected and observed during the first
U.S. nuclear test at the Trinity site in July 1945, but was insufficiently
understood in terms of its destructive potential. Only in 1962 did the high-
altitude Starfish nuclear blast reveal the extraordinary range of the EMP as
it knocked out electricity in Hawaii.>® The EMP caused by this nuclear test
was powerful enough to destroy electronic components hundreds of miles
away.>’ According to Peter Vincent Pry, high-altitude EMPs (HEMPs)
could be an attractive attack option for U.S. adversaries, as a ‘HEMP attack
detonates in outer space, leaving no collectable bomb debris. No
fingerprints. HEMP attack might be executed anonymously, to escape
retaliation.’>® How vulnerable is the United States to an EMP attack?

The EMP Threat

The EMP threat has been discussed and warned of for decades. The
Congressional EMP Commission was active from 2001 to 2008 and from
2017 to 2018. It produced several reports that clearly indicated how
vulnerable American society is to natural or deliberate disruptions of the
U.S. power grid caused by severe weather events, solar storms (Carrington
event), EMP, or cyberattacks. The EMP Commission argued that even
temporary, partial disruptions of the electric grid could cause severe



damage, stating that ‘[i]t is possible for the functional outages to become
mutually reinforcing until at some point the degradation of the
infrastructure could have irreversible effects on the country’s ability to
support the population.’>® In its 2017 report, it gave a very severe warning,
suggesting that U.S. adversaries would have both the capability and the
intent to attack the U.S. electric grid:

Combined-arms cyber warfare, as described in the military doctrines of
Russia, China, North Korea, and Iran, may use combinations of cyber-,
sabotage-, and ultimately nuclear EMP-attack to impair the United States
quickly and decisively by blacking-out large portions of its electric grid and
other critical infrastructures. Foreign adversaries may aptly consider nuclear
EMP attack a weapon that can gravely damage the U.S. by striking at its

technological Achilles Heel, without having to confront the U.S. military.®°

The report indicates that ‘Russia, China, and North Korea now have the
capability to conduct a nuclear EMP attack against the United States. All
have practiced or described contingency plans to do so.’®! According to
congressional testimony given by William Graham (chair of the EMP
Commission), the consequence of a major EMP attack could be the death of
90 percent of all Americans, as the infrastructure could not be quickly
rebuilt and as only 10 percent of the current U.S. population could be
sustained with 18th-century technology.®?

Nuclear EMPs

The most serious EMP threat would be a HEMP detonated over the center
of the United States, which could disrupt the electricity grid across the
United States and, hence, could potentially impact the United States’ ability
to identify and retaliate against the attacker. According to Pry,

[a]ny nuclear weapon detonated at an altitude of 30 kilometers or higher
will generate a potentially catastrophic HEMP . . . a ten kiloton weapon . . .
would generate an HEMP field about 600 kilometers in radius . . . the entire

Eastern grid would certainly be plunged into a protracted blackout.%?



Pry has claimed that HEMPs fall into the category of NPP weapons and that
they could be part of a new RMA.

An article published in 2011 in the journal of the Russian General Staff,
Military Thought, referenced the use of ‘[a] single low-yield exploded . . .
high above the area of combat operations can generate an electromagnetic
pulse covering a large area and destroying electronic equipment without
loss of life that is caused by the blast or radiation.’®* The article also
mentioned that a HEMP could be an effective anti-satellite weapon to
knock out military and civilian communications.®® Not only has Russia
pondered the strategic utility of HEMPs, but it has already made a veiled
threat to use a HEMP in relation to Russia’s opposition to the 1999 NATO
Kosovo War.%® Similarly, China has also considered the strategic benefits of
HEMP weapons as they have the ability to degrade ‘informatized’ military
equipment.%” Even North Korea has the ability to carry out a HEMP attack
against the U.S. mainland with the help of its KMS-3 and KMS-4 satellites,
which pass over the United States daily and which could carry a
miniaturized nuclear warhead.58

Owing to several balloons or objects that were shot down by the U.S. Air
Force over U.S. territory in February 2023, there have been increasing
concerns that an adversary could deploy a nuclear EMP weapon with a
high-altitude balloon.®® A Chinese high-altitude balloon traversed the
United States from Alaska to the coast of South Carolina from February 1
to Febmary 4, flying at an altitude of about 60,000 feet, or 18 kilometers
above the surface, and demonstrating an ability to maneuver.”? Previously,
in 2018, China seemed to have tested a high-altitude balloon as a launch
platform for three hypersonic glide vehicles, indicating that balloons are
being considered for use as weapons platforms.”!

Balloons are an old technology and they have many drawbacks, such as
slow speed, poor maneuverability, and poor survivability once detected.
However, they also have some characteristics that could make them
preferrable to a long-range missile or satellite attack with an EMP weapon:
The Chinese spy balloon was difficult to detect (detection occurred only by
chance when a passenger in an airliner spotted the unusual object), and this
could enable strategic surprise; in addition, it could be difficult to determine



where the attack came from (a balloon could be launched from a ship in the
middle of the ocean) and who the attacker was (interestingly, the Chinese
balloon used U.S. commercial materials and equipment to make attribution
difficult).”?

Non-nuclear EMPs

An EMP can be generated without a nuclear detonation, using so-called
radiofrequency (RF) or high-power microwave (HPM) weapons, which
could produce electromagnetic radiation strong enough to disrupt or destroy
electronics. HPMs are like ‘electronic warfare on steroids’: ‘HPM can blast
through any filter and overpower the electronics to make them a pulpy
metallic mess,” according to Doug Beason.”? A demonstration conducted at
the U.S. Army Aberdeen Test Center in 2001 showed that a radiofrequency
generator could interfere with commercial electronics. and that electronic
components readily available in Radio Shack could be built into a non-
nuclear EMP (NNEMP) weapon.”*

The U.S. military developed an NNEMP weapon called the Counter-
electronics High Power Microwave Advanced Missile Project (CHAMP); a
prototype was tested in 2012, and, in 2019, there were at least 20
operational CHAMP missiles ready to be launched from B-52 bombers that
could be used against North Korea or Iran.”> China has reportedly
developed a hypersonic missile that can travel 3,000 kilometers at Mach 6
to deliver an NNEMP warhead that will destroy electronics within a two-
kilometer radius of the target.”® Obviously, hypersonic missiles cannot be
intercepted and, hence, represent a very severe threat to U.S. national
security, especially if they carry an NNEMP-type warhead.

Pry suggests that most NNEMP generators only have a maximum range of
ten kilometers, meaning that they can only cause localized damage to
electronics.”” However, they could be deployed on the ground in a vehicle
in strategic locations such as Wall Street or near a substation or transformer
to disrupt key elements of an electric grid. The weapon could be small
enough to fit into a suitcase and be carried by a single person. There is even
a U.S. company that sells a 62-Ib EMP device in a suitcase for industrial
purposes.’® According to Pry,' [d]ozens of nations reportedly have NNEMP



weapons or are developing them.” which would include ‘Russia, China,
North Korea, Iran, Pakistan, India, Israel, Germany, the United Kingdom.
France. Australia, and Switzerland.’”® Pry has claimed that

North Korea used a non-nuclear EMP weapon, a ‘radiofrequency cannon’
purchased from Russia, to threaten and stop air traffic flying into Seoul,
South Korea’s capital, in December 2010; March 9, 2011; and April-May
2012. The attacks caused widespread communications blackouts and
prevented automobiles from starting in South Korean communities along

the Demilitarized Zone.8°

As pointed out by the EMP Commission, NNEMPs could be used in
conjunction with other approaches for greater reliability and impact:
‘Military history and common sense suggests that a threefold attack—using
cyber, sabotage, and EMP—w ill be better than an attack using just one of
these.’8l NNEMP devices could be easily smuggled into the United States
and strategically deployed at important targets, coordinating with
cyberattacks and other physical sabotage to inflict maximum damage to an
electric grid. Deliberately caused blackouts could also be used to facilitate
other terrorism or high-end crime or to cause societal chaos due to rioting
and looting.

A less sophisticated attack could be carried out by domestic or foreign
terror groups using small NNEMP devices transported in vans that are
driven around to sequentially attack a number of substations. In a scenario
developed by Pry, a single NNEMP track could attack 30 extra-high-voltage
transformer control substations in 24 hours if the track stopped for ten
minutes to irradiate each target and then drove to the next target, 40-50
miles away.?? An adversary would only need to destroy 9 out of 2,000
substations to cause a protracted nationwide blackout.83

Environmental Modification Weapons

The idea of using a modified environment as a weapon goes back a long
time. When Leonardo da Vinci was painting the Mona Lisa, he was also
working on a project that concerned the background landscape of the



world’s most iconic painting. The project, which ultimately failed, was the
planned diversion of the Arno river to deprive Florence’s rival, Pisa, of
freshwater in the Second Italian War (1499-1504).84 The specter of
environmental modification loomed large in the early Cold War as nuclear
weapons enabled environmental modification on a global scale for the first
time. There was concern that the Soviets might try to melt the polar ice caps
with nuclear weapons to flood major cities in Western Europe and the
United States.?> In 1977, the superpowers signed the Environmental
Modification Convention, which paradoxically acknowledged the
possibility of environmental warfare while not actually banning anything
owing to the vagueness of the treaty.?® The area of environmental warfare
has been extremely secretive and it remains a concern, as some countries
may be willing and able to use environmental modification as a means to
harm others.

Established Techniques

Environmental modification as a means of war is not new and, at a
minimum, goes back to the Second World War when Germany and the
Allies directed military attacks against dikes and dams in order to cause
flooding.8” The main established techniques of environmental warfare are
the use of incendiaries to cause large fires, the release of radiation to make
areas uninhabitable, the deliberate infection of plants and livestock to attack
food production, and weather manipulation through cloud seeding.

Fire

Uncontrolled fires are enormously destructive, and fire can be a very
powerful weapon of war. The damage caused by the firebombing of Tokyo
exceeded the damage caused by all other bombing in the war, including the
two nuclear bombs.# According to the Stockholm International Peace
Research Institute (SIPRI), ‘the destruction of vegetation by incendiary
means can be used to deny the enemy forest cover, food, feed or industrial
crops of one sort and another.’8 Between 1965 and 1967, the U.S. military
attempted to start massive forest fires in Vietnam, one of which was
Operation Sherwood Forest, resulting in the destruction of 116 square miles



of forest in the Tay Ninh province.?® During the 1991 Gulf War, Iraq
engaged in environmental warfare by deliberately setting 500 Kuwaiti oil
wells on fire, which burned 400,000 tons of crude oil and blackened the sky
with smoke for months.?! A 20°C drop in temperature was reported within
50 kilometers of the fires.%? The likely motivations were to destroy Kuwaiti
crude oil reserves before the Iraqi withdrawal and to provide a smokescreen
for Iraqi troops leaving Kuwait, as satellites and airborne reconnaissance
cannot see through dense smoke. Many of the total of 1,200 fires may have
been caused by Allied bombing.? Fire is also a great tool for sabotage short
of war and is suitable for use against certain industrial or area targets.

In today’s world, spaceborne or airborne high-energy lasers could be used
to ignite targets from afar—for example, to cause forest fires or fires that
target key infrastructure and human settlements. The U.S. military worked
on spaceborne lasers in the context of the Strategic Defense Initiative in the
1980s, and so did the Soviet military. The Soviets even developed and
launched a spaceborne laser called Skif-DM in 1987, which was
unsuccessful.?* Since the Cold War, the U.S. Air Force has worked on an
airborne laser based on a modified 747 and meant to shoot down enemy
missiles in the boost phase from a distance of hundreds of miles.%> After
successfully testing an airborne tactical laser on a C-130 Hercules in 2009,
the U.S. Air Force has recently received its first tactical laser that can be
mounted on a fighter jet, while ground-based lasers are also under
development.”®

The U.S. Department of Agriculture discussed the development of a track-
mounted laser ignition device that could be used for forest management,
suggesting that ‘[t]he controlled firing techniques aim to mimic nature’s
wildfire which originally produced much of the existing forests. " In short,
lasers might target dry patches of forest to ignite them and allow controlled
burns of vulnerable forests. If one was to use a high-energy laser for the
purpose of covert sabotage, the primary advantage would be that it leaves
behind no evidence in the form of traces of incendiaries. It is not a huge
stretch to suggest that spaceborne or airborne lasers could be used by an
adversary to deliberately start massive wildfires that cause tremendous
strains on a country’s power grid, economy, and the health of the population
(owing to the massive amount of smoke).



Radiation

An obvious method of causing large-scale environmental damage is the
deliberate release of harmful radiation to affect human health, damage the
food supply, and inflict severe economic damage. Before the feasibility of
nuclear fission weapons was experimentally proven, the U.S. Army
considered radiological weapons, to be used against area targets such as
cities, a fallback option. More bizarrely, there was even a proposal by
Manhattan Project scientists to put strontium in the milk supply to poison
and kill people within two months as a result of damaged bone marrow.%
The U.S. government also feared that the Germans might use radiation
against the Allied forces in Normandy and, hence, provided the landing
forces with Geiger counters.”’

In 1952, the U.S. Amy developed a radiological bomb codenamed E-83,
which dispersed 70 1Ib of the isotope tantalum-181 and was tested at
Dugway Proving Ground, Utah.'%° Both superpowers investigated ‘salted
nuclear weapons’ that could maximize the amount of long-lasting
radioactive fallout to make large parts of a country uninhabitable.!%" A
cobalt-60 bomb, first proposed by Leo Szilard, became the ‘doomsday
weapon’ of popular culture owing to its long half-life combined with its
ability to generate deadly gamma radiation.'%2 Both superpowers eventually
abandoned the concept of radiological weapons, mostly because of their
low cost-effectiveness and limited military utility.

This is not to suggest that radiological weapons (RWs) and radiological
warfare would be irrelevant in today’s world. According to Samuel Meyer.
Sarah Bidgood, and William Potter,

[n]otwithstanding the failure to date of any country to incorporate
radiological weapons into its military arsenal. . . [the] pursuit of RW is far
more widespread than is commonly known. Although some of the factors
that inhibited the adoption of RW in the past may still pertain, one cannot
exclude the possibility that some countries today, such as North Korea, may

be exploring an RW option or may choose to do so in the near future.'03



What has not received much attention is the possibility of weaponizing
radiation in a more covert or potentially deniable manner. This includes the
deliberate sabotage of nuclear reactors and facilities, but also terrorist dirty
bombs, as well as the covert introduction of radiation into the water and
food supplies.

The Chernobyl accident of April 1986 caused the release of 3 or 4 percent
of the nuclear fuel, which, while failing to cause many immediate deaths,
did result in much anxiety and likely increased the cancer risk of the local
population.'® The Fukushima nuclear accident of March 2011 was
substantially worse than the Chernobyl accident. In 2011, the Japanese
government, which was unable to capture all the radioactive water,
approved a plan to release 1 million tons of it into the Pacific over a 30-year
period.!%> A state or nonstate actor might deliberately sabotage a nuclear
reactor in order to escalate a conflict or create a crisis in an adversarial
country. Since the beginning of the Russia-Ukraine War, there have been
concerns about the potential sabotage of a Ukrainian nuclear power plant by
one of the belligerents in order to inflict more distress and chaos.!%®

Agroterrorism

The environmental modification threat includes the deliberate modification
of biological systems, especially in relation to agriculture and livestock.
Simon Whitby, Piers Millett, and Malcolm Dando have argued that
‘[hlistorically, it is clear that anti-animal and anti-plant biological warfare
was viewed predominantly as a potential strategic-level operation aimed at
large-scale economic and social disruption and disintegration.’ and that ‘this
will remain a major aim if biological warfare cannot be prevented. 197
Possibilities here are the release of biological agents into the environment to
infect certain plants and animals, the genetic engineering of organisms that
are sterile, and the use of gene drives to displace natural organisms.

Agroterrorism is a viable mode for a bioterrorism attack aimed at disrupting
the food supply and causing economic damage and has been explored by a
number of states as a method of covert economic attack. During the First
World War. Germany attacked Allied packhorses and mules with glanders
and anthrax with the help of saboteurs, and the French may have attacked



German livestock with glanders and anthrax.'% The U.S. government also
pondered biological attacks against crops during the early Cold War period.
For example, the U.S. Joint Chiefs of Staff recommended Operation Square
Dance to President Kennedy, which was about the covert dispersal of a
plant parasite called Bunga on Cuba, which was meant to destroy sugar
cane plants. Cuba’s primary cash crop.'% Under Saddam Hussein. Iraq
developed ‘infectants that make wheat unfit for human consumption. 11°

David Malet argued that

[a]n outbreak of foot-and-mouth disease (FMD) decimated the British
agriculture and tourist industry in 2001, and the importation of a single pig
from Hong Kong infected with FMD caused the loss of $19 billion to the
Taiwanese pork industry in livestock that required destruction.'

According to Michael Petersen, ‘[f]oot-and-mouth disease, one of the most
contagious viruses known, might be the perfect weapon for an
agroterrorism attack. 112 The virus is harmless to humans and, hence, risk-
free for terrorists, highly contagious for livestock, easy to distribute due to
lack of security on farms, and less likely to cause a backlash for the
terrorists as humans are not harmed.''3 A further challenge is that biological
threats are notoriously difficult to evaluate, which leads governments to
overreact to biological threats with mass destruction of livestock that may
have been at risk. The 2022 avian flu outbreak led to the culling of over 140
million birds in the United States, United Kingdom, and European Union,
which represents an economic loss of close to $1 billion.!*

Weather Manipulation

The weather and climate have an enormous influence on many aspects of
human activities, especially in relation to agriculture, transportation, and
military operations. Drought and rainfall can destroy crops, flooding can
destroy roads and other infrastructure, fog can impact air traffic and military
ground operations, and severe weather events such as extreme cold or heat
can place enormous strain on electricity grids, causing blackouts. The
ability to influence the weather has obvious military utility. A well-known
Air Force research paper from 1996 stated:



A global, precise, real-time, robust, systematic weather-modification
capability would provide war-fighting CINCs with a powerful force
multiplier to achieve military objectives. Since weather will be common to
all possible futures. a weather-modification capability would be universally
applicable and have utility across the entire spectrum of conflict. The
capability of influencing the weather even on a small scale could change it

from a force degrader to a force multiplier.'°

Military research into weather modification goes back to the 1940s. In
1946, General Electric discovered that clouds could be seeded by dropping
dry ice from planes.!® The British Ministry of Defence conducted Project
Cumulus from 1949 to 1952 in an effort to seed clouds, which some believe
resulted in the accidental flooding of the village of Lynmouth, Devon, in
August 1952.17 In 1962, the U.S. Navy attempted to create and steer
hurricanes in Project Stormfury, which involved cloud seeding in the path
of a tropical storm with the aim of dissipating massive hurricanes before
they reached landfall.!'® Also widely known is Project Popeye. which
attempted to flood the Ho Chi Minh trail from 1967 to 1972 by seeding
clouds with silver and lead iodide in a bid to disrupt the Vietcong supply
lines, aid U.S. bombing missions, and disrupt enemy offensives with bad
weather.'¥ Rainmaking through cloud seeding is a well-established
approach to weather modification that can affect local weather but can also
affect weather elsewhere, as extended precipitation in one area may cause
drought in another area.'? It is also widely known that Russia and China
have conducted a lot of research into weather modification and that they
routinely use cloud seeding to mitigate droughts and wild fires and to clear
the skies for parades on national holidays.!

Future Geophysical Weapons

Geophysical weapons are speculative and are mostly referred to in the
Russian literature, with scarce information in Western literature.
Geophysical weapons could trigger major environmental catastrophes such
as earthquakes, tsunamis, volcano eruptions, global cooling, or damage to
the ozone layer. Research in this field tends to be unacknowledged and may
be conducted in almost complete secrecy. While it is impossible to



determine whether such weapons exist, there are some indications that they
are scientifically feasible.

Tectonic Weapons

Before the end of the Second World War, the United States and New
Zealand conducted 4,000 test explosions for the development of a ‘tsunami
bomb’ in Project Seal, which could destroy coastal cities with tidal waves.
The project was terminated just months before the nuclear bombing of
Hiroshima and Nagasaki. Although no tsunami was ever triggered, the final
report of Project Seal indicated that the scientists deemed it feasible to
create tsunamis with underwater explosions.'?? The Soviet Union began the
development of so-called tectonic weapons in 1954 with the systematic
study of the effects of underground nuclear explosions. According to Mary
FitzGerald,

[t]hese are weapons that generate natural catastrophes such as earthquakes,
torrential rains, tsunamis, and destruction of the ozone layer. It is possible to
trigger earthquakes with underground explosions of powerful nuclear
charges, particularly in areas of high seismic activity. It is also possible to
trigger tsunamis with an explosion of nuclear charges in certain areas of
seas and oceans.!%3

Timothy Thomas has suggested that ‘[t]rigger mechanisms [for geophysical
weapons] could, for example, influence geophysical stress points, such as
the junction of tectonic plate movements where a significant amount of
energy is accumulating. 124

In 1987, the Central Committee of the Communist Party of the Soviet
Union initiated a secret project codenamed Mercury, which was intended,
according to declassified documents, to ‘develop a methodology for remote
operation on an earthquake epicentre by using weak seismic fields and
research possibilities of transferring the seismic energy of an explosion.
The research was carried out in Azerbaijan, and initial tests were carried out
in 1990 and were deemed to have been successful.'?® The research was
disrupted by the collapse of the Soviet Union, as Azerbaijan became a
sovereign country. Russia started a new research program, codenamed
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Volcano, in 1992, which conducted tests involving underground nuclear
explosions, possibly at Novaya Zemlya, a nuclear test region in Northern
Russia, in 1992 and 1993.%7

Little public information is available on the current status of Russian
tectonic weapons research other than vague acknowledgments that research
into geophysical weapons would continue in Russia.!?8 No hard evidence
for the existence of tectonic weapons has been presented, which does not
rule out the possibility that such weapons could be used covertly or could
be developed in the future.

Ionospheric Heaters

In 1985, Bernard Eastlund filed a patent titled ‘A Method and Apparatus for
Altering a Region of the Earth’s Atmosphere, Ionosphere, and
Magnetosphere,” which is what is now described as an ionospheric heater as
it beams electromagnetic radiation into an upper layer of the atmosphere.!%
The patent stated '[w]eather modification is possible by, for example,
altering upper atmosphere wind patterns or altering solar absorption
patterns by constructing one or more plumes of atmospheric particles which
will act as a lens or focusing device. 13

In 1993, the U.S. Air Force announced the award of a contract for the
construction of the High-frequency Active Auroral Research Project
(HAARP) to APTI, which was a subsidiary of ARCO and had acquired the
Eastlund patents.'3! The site chosen was Gakona, Alaska, which now
houses a large array of 180 antennas. The Department of Defense spent
over $300 million on HAARP, which was only completed in 2007 and was
transferred to the University of Alaska, Fairbanks, in 2015.132

The stated purpose of HAARP is ionospheric research, but suspicions about
the true purpose and capabilities of HAARP have endured. The fact that the
U.S. Air Force Research Laboratory (AFRL) funded the project for over 20
years would indicate that it had some military application in mind in
relation to heating the ionosphere.'33 A report to the European Parliament
from 1998 speculated that ‘[t]he aim of HAARP is to control and
manipulate the ionosphere so as to enable the manipulator to wipe out



communications at will on a global scale, or to make them resilient in the
event of a nuclear war. 134 A Russian military journal similarly argued that

[t]he layer of ionosphere which is excited by HAARP influences the radio
and electronic equipment which is installed in the military hardware: Fire
control and guidance systems, fire adjustment equipment, navigation
systems, etc. As a result, an aircraft or a missile will be damaged if they fly
through the beam.!3°

In this context, it is certainly a concern that China and Russia jointly
conducted a major experiment in the ionosphere with an ionospheric heater
located in Vasilsursk, Russia, in late 2018. According to Peter Dockrill,
‘[bly selectively disturbing the charged particles that make up this part of
the upper atmosphere, scientists or even governments could theoretically
boost or block long-range radio signals. 3¢ The test caused a physical
disturbance over an area of 49,000 square miles.'3” China has also built an
ionospheric heater located on an island in Hainan Province, which could be
used to jam radio or GPS signals over the South China Sea. According to
Stephen Chen, '[t]he militaries have been in a race to control the ionosphere
for decades . . . Changing the ionosphere over enemy territory can also
disrupt or cut off their communication with satellites. 138 There are currently
eight active ionospheric heaters worldwide: HAARP (Gaukona, AK),
SuperDARN (Jicamarca, Peru), Arecibo Observatory (Puerto Rico),
Tromsg Ionospheric Heater (Norway), Sura Ionospheric Heater (Russia),
MST Radar Facility (Gadanki, India), Shigaraki MU Observatory
(Shigaraki, Japan), and Hainan Coherent Scatter Phased Array (Sanya,
China).

Atmospheric Geoengineering

Geoengineering was proposed as a solution to climate change at the climate
workshop at Harvard University in late 2007 by scientists such as David
Keith, who is a major advocate for cooling the global climate.'3° The
Obama administration sponsored research related to geoengineering with
‘ideas like setting up sun shields in space or dispersing microscopic
particles in the air to make coastal clouds more reflective, dissipate heat-



trapping cirrus clouds, or scatter sunlight in the stratosphere.’'*? Proponents
of atmospheric geoengineering want to mitigate the negative effects of
carbon dioxide emissions and thereby slow down global warming.!*! The
administration even considered climate change a major threat to national
security and tasked the military and intelligence services with monitoring
the threat. From 2010 to 2012, the CIA had an office for monitoring global
climate change.!#? In 2015, the CIA gave $600,000 to fund a report by the
National Academy of Sciences on climate change, which could suggest that
the CIA is interested in military applications of geoengineering

technologies, perhaps used by adversaries against the United States.!#3

Atmospheric geoengineering received more extensive news coverage in
2022 and 2023, which might suggest that governments were seeking public
approval for the manipulation of the climate on a planetary scale. In
particular, stratospheric aerosol injection is being discussed as a method for
reflecting sunlight back into space in order to reduce global warming.
Scientists proposed the creation of an artificial volcano by dispersing 1.5
million tons of sulphate particles in the stratosphere to dim the sun and cool
the planet.!#* Balloons or special aircraft would release reflective particles
such as sulfur dioxide into the upper atmosphere, which would block the
sunlight. The ideas moved to the stage of real-world testing, with high-
altitude balloon tests for the dispersal of particles being carried out in New
Mexico.'4>

Obviously, the idea is highly controversial owing to the risk of unintended
effects such as distorting established weather and climate patterns, with
potential damage to crops, and it could damage or harm the recovery of the
ozone layer, causing more harmful ultraviolet rays to penetrate the
atmosphere.'® The big political issues would be: Who would implement
such a plan to manage the global climate, and who would decide which
regions should get the greater benefits and which ones should experience
the more negative effects? The issue is more urgent than it seems. In
January 2023, the Mexican government decided to prohibit any
geoengineering experiments within its country after an American start-up
company, Make Sunsets, carried out atmospheric experiments without
asking for permission from the Mexican Ministry for the Environment and
Natural Resources.'#” Furthermore, if climate engineering was weaponized,



it could be used to darken the skies over adversarial countries to cause crop
failures or could induce droughts or flooding by changing weather patterns,
resulting in food shortages or starvation.



Conclusion

Sixth generation warfare can be described as the weaponization of technical
systems and even nature against a population in order to cause societal
disruption, economic run, or mass starvation. The respective technologies
and approaches have been already investigated during the Cold War.
Modem societies have become even more dependent on technical systems,
making deliberate attacks against them so much more effective.
Cyberattacks. EMP attacks, and environmental modification can knock out
electricity grids, communications, and transportation systems and impact
the availability of energy and food, all of which are critically important to
sustain human civilization. Of course, in a globalized world, everybody
would be affected if the lights did go out for more than a few days in the
United States or in China. Sixth generation warfare could be a losing
proposition for every one, since everyone is vulnerable to disruption of their
technical systems and the global supply chain. However, in 6GW, the
primary advantage will he in building resilience and in the study of
interdependencies in order to produce effects that largely hurt the adversary
rather than one’s own side. In a covert war for global domination, it could
still be worth it to suffer the temporarily negative consequences of global
dismption in order to emerge more powerful on the other side of the
disruption.
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